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Abstract
In 2024, a major cyber espionage attack took advantage of numerous zero-day vulnerabilities of Ivanti Connect Secure and Policy Secure VPN appliances to facilitate unlimited unauthorized entry to business networks across the globe. In this paper, a technical analysis and simulation of an advanced persistent threat (APT) scenario inspired by these real-life attacks in the post-2023 scenario are described. The paper analyses the entire intrusion life cycle, which starts with the exploitation of unauthenticated remote code execution vulnerability on perimeter VPN devices, memory-resident malware execution, and credential theft, as well as the sneaky lateral movement to internal networks. The attack focuses on fileless persistence, records manipulation, and encrypted command and control links to avoid the conventional endpoint detection systems. Controlled virtual lab setup is used to recreate reconnaissance, exploitation, privilege escalation, and post-exploitation tasks using Kali Linux, Metasploit Framework, and vulnerable target operating systems. The simulated methods are mapped to the MITRE ATT&CK frame to bring into the limelight contemporary adversary tradecraft, comprising of edge devices exploitation, misuse of legitimate accounts, and sustained persistence. The results prove that the network infrastructure devices are critical security risks, not only because of endpoint attacks. This study highlights the importance of ongoing perimeter scanning, validation of firmwares, and zero-trust networks to protect against the changing post-2023 cyber threats.
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[bookmark: _Toc216737644]Introduction
Due to the fact that cyber threats are now more complex than the classic malware and ransomware attacks, companies should implement preventive security measures to deal with sophisticated, stealth attacks. Contemporary attackers are using more and more identity abuse, exploitation of perimeter infrastructure, and long-term persistence as opposed to disruption in more overt forms. In this respect the penetration testing and Red Team activities become very important to deduce the vulnerabilities of security measures and estimate the resilience of the organization against modern Advanced Persistent Threats (APTs).
This paper is concerned with a post-2023 cyberattack case that is based on the recent APT campaigns directed at pharmaceutical and healthcare institutions in which sensitive research data and intellectual property are high-value goals. The initial part of this piece of work is a strategic threat analysis of a contemporary attack, charting out adversarial actions to the MITRE ATT&CK 2-4 [2] framework of categorizing tactics, techniques and procedures (TTPs) to the attack lifecycle. Thanks to this analysis, root causes can be identified such as architectural flaws, the lack of access controls, and detection gaps, and effective mitigation strategies are developed to enhance cyber resilience against APT activity.
The second component features a simulated Red Team attack [1] on a fictional organization, Cureton Pharmaceutical Company (CPC), running a hybrid, on-premise and cloud environment. The exercise simulates an operational APT intrusion to execute covert data exfiltration as opposed to causing destructive effects by exploiting current offensive capabilities, including Living-Off-the-Land Binaries (LOLBins) [3] and encrypted command-and-control (C2) channels. These interactions have established rules of engagement (RoE) and a formal threat emulation strategy, and the actions are mapped to the MITRE ATT&CK model. The Blue Team is reported to have found the findings of the simulation through a technical assessment and the executive-level briefing of the main risks and defensive. recommendations.
[bookmark: _Toc216737645]Task 1: Headlines to Techniques Comprehensive Threat Analysis.
[bookmark: _Toc216737646]A. Analysis of a Recovery Following a Cyberattack.
[bookmark: _Toc216737647]Overview of the Attack
In the field of healthcare and pharmaceutical organizations, post-2023 threat landscape Advanced Persistent Threats (APTs) remain the most effective targets because of the large value of research data, intellectual property, and regulated information. One of the most significant trends of 2024 was massive intrusions which used vulnerabilities in the perimeter infrastructure e.g. a zero-day flaw within an enterprise VPN or secure access appliance. These attacks helped adversaries to have a continuous, unauthorized access into internal networks without the need to use traditional ransomware deployment.
Attackers, in this case, used an unauthenticated remote code execution vulnerability in a publicly exposed secure access system, and used it to bypass authentication and gain an initial foothold. 
[image: ]
Instead of encrypting systems, the attacker concentrated on covert spying, credential gathering, and silent data theft, keeping the operational impact to a minimum without interrupting the intelligence gathering as much as possible. Its effects were the exposure of sensitive research information, regulatory investigations, and reputational injuries to the organization in question over the long term [4], [5].
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The attack shows a well-organized and cloaked-in-dark-invasion life cycle that is in line with current-day APT activities. The adversary behavior can be traced to the MITRE ATT&CK framework that highlights the following important tactics and techniques [6]:
1. Initial Access – Exploit Public-Facing Application (T1190):
The attackers have used a zero-day vulnerability on a perimeter access device to make unauthenticated access to the network.
2. Execution Command-Line and Script Execution (T1059):
3. The malicious commands were carried out using built-in system tools and scripts without the use of custom malware.
4. Application Layer Protocol: T1071: Persistence.
5. It also created encrypted HTTP/HTTPS tunnels to ensure long-term command-and-control (C2).
6. Privilege Escalation- Privilege Escalation Exploitation (T1068):
7. Vulnerabilities of local systems were exploited to gain higher privileges in hacked systems.
8. Defense Evasion - Host Based Indicator Removal (T1070):
9. Artifact cleanup and Log manipulation were to ensure that detection mechanisms would be defeated [7].
10. Credential Dumping: OS Credential (T1003):
11. The credentials were stolen into memory and directory services to increase accessibility throughout the environment.
12. Discovery and Lateral Movement Remote Services (T1021):
13. SMB and remote management service were used to discover and gain entry to other internal systems [8].
14. Exfiltration-exfiltration via Command and Control Channel (T1041):
15. Pharmaceutical research information that is sensitive was exfiltrated using encrypted C2 channels.
The end goal was intrusion to steal data and gain access in the long term as opposed to disrupting the system in the short run like the legacy ransomware attacks. This underscores the change in post-2023 adversary tactics of stealth, persistence and strategic intelligence collection and indicates the necessity of enhanced detection and threat-hunting.
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A series of architectural shortcomings, the lack of identity protection, and the inability to detect the intrusion facilitated (and not a technical failure alone) the post-2023 APT intrusion into the pharmaceutical organization. Although the attack did not focus on disrupting the target, it was full of stealth and persistence unlike in the case of legacy ransomware attacks.
1. Inadequate Perimeter and Access Controls
The first concession was made by the exploitation of a public-facing secure access system, which implies the lack of hardened perimeter infrastructure. Poor architecture and slow response to disclosed services placed the enemy in a position to bypass the authentication system and achieve unwarranted access.
2. Lack of Identity and Access Protection.
3. This caused the attackers to abuse harvested credentials as there is no Multi-Factor Authentication (MFA) or lack of it on high-risk access paths. After acquiring valid accounts, the attacker could operate in the environment even integrating into the legitimate user activity.
4. Sluggish Patch and Vulnerability Management.
5. The attack took advantage of non-existent or zero-day exploits in externally available systems. The absence of ongoing vulnerability testing and slow patch implementation allowed the organization more time to be exposed and was used to gain an initial access point [9].
6. Poor Surveillance and Threat Intelligence.
7. The current monitoring tools were not able to identify instances of abnormal behaviors like credential dumping, lateral movement and encrypted command-and-control (C2) traffic. The lack of advanced telemetry and threat-hunting tools enabled the enemy to continue to persist over a long time without evoking alarms.
B. Proactive Security Recommendations
Preventative Actions
According to the nature of this post-2023 APT scenario, the strategy control measures that are suggested to minimize the probability and effects of such attacks are as follows.

1. Enforced Multi-Factor Authentication (MFA)
All remote access, administrative accounts and cloud services must be required to use MFA. The high level of identity check minimizes the threat of the theft of credentials and account abuse [10].
2. The Patch and Exposure Management is continuous in nature.
3. Automated vulnerability scanning and patch management should be implemented in organizations and especially in perimeter devices as well as externally exposed services. The quick fix of identified vulnerabilities is vital in lowering the attack surfaces [11].
4. Network Segmentation and Zero Trust Principles.
5. Sensitive databases including research databases and clinical systems should be separated through micro-segmentation and Zero Trust Architecture (ZTA). This restricts sideway movement and does not allow attackers to roam freely in the network once hacking has been done [12].
6. Improved Endpoint and Network Data.
7. Endpoints Detection and Response (EDR) and Network Detection and Response (NDR) solutions can enhance the visibility of the abnormal behaviors, such as privilege escalation, lateral movement, and suspicious encrypted traffic. Cryptographically securing endpoints through lapsing unnecessary services and outdated protocols can also minimize the chances of exploitation [13].
8. Cybersecurity Awareness and Readiness.
9. User awareness training is important even though this attack was mainly based on technical exploitation. The frequent training facilitates the timely reporting of inconsistencies and assists in prompt action in response to active intrusion [14].

[bookmark: _Toc216737650]Detection Approaches
In order to properly detect and respond to post-2023 advanced cyber intrusions, organizations should implement a layered approach to detection that includes real-time monitoring accompanied by behavioral analysis and proactive threat hunting. Current APTs focus on stealth, encrypted communications, and misuse of legitimate tools, and it is important to identify them as quickly as possible.
1. Network Surveillance and Behavioral Intelligence.
To identify uncharacteristic communication patterns that are linked to the contemporary APT activity, it is critical to continuously monitor the network traffic. With behavioral analytics added to them, Intrusion Detection and Prevention Systems (IDS/IPS) can detect abnormalities like an unusual authentication failure, abnormal east-west traffic, and suspicious encrypted outbound connections. Setting the groundwork network behavior enables security personnel to quickly identify unusual behavioral patterns that may be used to indicate a lateral movement or a hidden data leakage [14].
2. Endpoint Detection and Response (EDR)
The Endpoint Detection and Response (EDR) systems offer a high level of visibility into the host-level activity, allowing them to detect fileless attacks, Living-Off-the-Land Binary (LOLBin) abuse, and privilege escalation attempts. Through endpoint telemetry correlations with threat intelligence, EDR platforms have the ability to detect suspicious command execution, credential dumping, and persistence measures that are typically used in contemporary APT campaigns.
3. File Integrity Monitoring (FIM)
File Integrity Monitoring (FIM) is one of the control mechanisms that are vital in identifying unauthorized changes on sensitive files, research data, and system configurations. FIM can help in detecting the presence of subtle tampering or unauthorized access to vital assets and logs in stealth-oriented attacks, where encryption is not used to perform the attacks, facilitating quicker incident responses [15].
4. Proactive Threat Hunting
Threat hunting engages in proactive research of the behaviors of the adversary in the atmosphere as opposed to automated notices. Through threat intelligence, past logs, and MITRE ATT&CK mappings, security experts are able to identify latent indicators of compromise, including dormant backdoors, abnormal user activity, or long-term persistence methods, before they can do much harm [16].
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In addition to Beyond detection mechanisms, organizations should implement new security architectures that minimize attack surfaces and minimize the effects of new intrusions.
1. Micro-Segmentation
Micro-segmentation breaks down the network into secluded security zones, limiting cross-system movement in the future. The tactic is such that, even when an attacker has an initial access, his capacity to access sensitive research or clinical systems is only highly restricted [17].
2. Zero Trust Architecture (ZTA)
The zero trust architecture (ZTA) does not rely on implicit trust since it implements unceasing authentication of users, devices, and sessions, irrespective of the location of the network. The three criteria used in access decisions include identity, device posture, and contextual risk, which makes ZTA especially useful in hybrid and cloud-integrated environments that are common targets in post-2023 APT campaigns [18].
3. SASE Cloud Security and Secure Access Service Edge.
As companies continue to embrace cloud computing, Secure Access Service Edge (SASE) offers a single security platform by combining SD-WAN, firewalls, Cloud Access Security Brokers (CASB) and Zero Trust controls. SASE also allows gaining access to cloud resources with high security and being able to observe and enforce policies in a distributed environment [19].
4. Hardened Backup and Recovery Architecture.
An effective backup and recovery plan is also necessary even without the ransomware. The backups must be separated, frequently verified and restricted against an external attack. The backup model 3-2-1 will sustain the availability and continuity of operation of data in case of data destruction, corruption, or insidious data exfiltration [20].
[bookmark: _Toc216737652]Task 2: Red Team Engagement – "Operation IP Shield"
[bookmark: _Toc216737653]A. Planning the Campaign 
[bookmark: _Toc216737654]Engagement Guidelines (RoE)
The Red Team engagement was meant to have an ethical simulation of a post-2023 Advanced Persistent Threat (APT) campaign on intellectual property on Cureton Pharmaceutical Company (CPC). The exercise aimed at testing the defensive capabilities of CPC to stealth-oriented intrusions without interfering with the actual business activities.
1. Scope of Engagement
The discussion was on the hybrid enterprise setting of CPC, both premises-based and in the cloud. The main target was Research and Development (R&D) environment, which keeps secret data on pharmaceuticals research. It also comprised of the AWS Virtual Private Cloud (VPC) where a clinical research data portal was hosted.
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2. Engagement Constraints
To be ethically responsible, the Red Team did not disrupt patient services, live clinical trials, and production work load. Physical attacks, hardware malpractices and unapproved social engineering were eliminated. The level of interaction was strictly restricted to approved technical attack vectors.
3. Legally permitted Adversarial Techniques.
The Red Team embraced a stealth-based APT approach, which mirrors the current threat actor practices:
· Initial Access: Exploitation of misconfigured Remote Desktop Protocol (RDP) services or credential phishing (T1076).
· Privilege Escalation: Abuse of operating system vulnerabilities to obtain elevated privileges (T1068).
· Lateral Movement: Network traversal using Windows SMB and remote management services (T1021.002).
· Command and Control (C2): Encrypted HTTP/HTTPS communication to blend with normal traffic (T1071.001).
· Data Exfiltration: Low-volume, covert transfer of simulated research data via C2 channels (T1041).
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4. Communication Protocols
The exercise was coordinated with the constant communication between Red and Blue Teams. All high-risk results were reported immediately, and the Red Team had the right to put a halt in case operational risk was discovered.
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The threat emulation plan was based on a multi-phase lifecycle of APT, directly aligned with the MITRE ATT&CK framework, the result of which was to simulate research data extraction without the occurrence of security alerts.
1. Reconnaissance (T1598 -Open Source Discovery)
The OSINT method of assembling publicly available information was applied through analyzing the web presence of CPC, employee metadata, and exposed cloud resources to map the attack surface.
2. First Compromise (T1076 Remote Desktop Protocol)
Bad Rdp services and poor authentication policies have been found and used to achieve a foothold. The credential dumping techniques (T1003) were then utilized to increase access on trusted systems.
3. Payload Execution and Persistence (T1203, T1047)
PowerShell and the Windows Management Instrumentation (WMI) were used to execute fileless payloads to evade detection. The mechanisms of persistence were developed on native system tools, which demonstrated contemporary Living-Off-the-Land (LOLBin) approaches.
4. Command and Control Establishment (T1071)
To avoid being caught under the stranglehold of network monitoring and inspection controls, encrypted HTTP/HTTPS C2 channels were implemented to ensure long-term access.
5. Privilege Escalation (T1068)
Local elevation vulnerabilities were used to gain access to system-level privileges, which gained access to sensitive research repositories and cloud-connected services.
6. Lateral Movement (T1021.002)
Red Team traversed the network laterally in silence with SMB and remote administration tools with the goal of exploiting high-value R&D systems.
7. Data Exfiltration (T1041)
Infected data was exfiltrated in small encrypted blocks to prevent the IDS and DLP solutions to detect simulated pharmaceutical research data.
8. Controlled Simulation -Impact.
Instead of using their destructive ransomware, the Red Team conducted a simulated impact operation to assess the incident response of CPC, verifying its backup validity, and business continuity preparedness, which is more in line with current APT motives of espionage than disruption.
This activity is a fairly realistic depiction of post-2023 APT action, which focuses on stealth, identity abuse, accessing the cloud, and long-term persistence rather than on blatant destruction. The mapping of every activity to the MITRE ATT&CK framework allowed the level of realism and offered the quantifiable results of defensive maturity at CPC.
 
[bookmark: _Toc216737656]B. System Setup and Execution
[bookmark: _Toc216737657]Virtualized Lab Environment Development.
In order to simulate a modern Advanced Persistent Threat (APT) attack on Cureton Pharmaceutical Company (CPC), a controlled hybrid virtual laboratory was developed to replicate a modern enterprise setting with a mixture of both on-premise and cloud services. The architecture of the lab was designed to accommodate attack paths that can be frequently noticed after 2023 such as identity abuse, lateral movement, and covert data exfiltration.
1. Active Directory Environment On-Premises.
A typical corporate network was implemented using an active directory (AD) domain that consisted of user workstations, file servers, and domain controllers. AD also offered centralized authentication and authorization and therefore the Domain Controller (DC) was an attractive target in privilege escalation and credential harvesting. This setting allowed simulating identity-based attacks and movement techniques across the side in a realistic way and often used by APT groups.
2. Cloud Infrastructure AWS Virtual Private Cloud (VPC).
The Virtual Private Cloud (VPC) based on Amazon Web Services (AWS) was set up to reflect the cloud environment of CPC. The VPC held a database and web application that contained a simulated clinical research portal. The cloud environment was split off the on-premise network to approximate the realistic hybrid deployment, although controlled connectivity to attack forwarding and exfiltration testing.
3. Flowchart 1.0 (GitHub Actions)
An automated software build and deployment pipeline was replicated by the implementation of a CI/CD pipeline based on GitHub Actions. This element was a current attack surface through which enemies can put malicious code or misuse credentials to jeopardize downstream production systems. To mimic real world DevSecOps practices, the pipeline was coupled with the cloud application.
4. Network Segmentation Controls.
Virtual LANs (VLANs) and firewall rules were used to model the standard enterprise security controls by logically partitioning the network. Segmentation enabled evaluation of the organizational capability in limiting lateral movement and the ability to notice unauthorized cross segment communication within the attack lifecycle.
The environment was also designed to facilitate attack phases, including initial access, persistence, lateral movement, command-and-control, and data exfiltration, which aligns with the current APT activity.
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Red Team contest was carried out in a serial fashion with high priority to stealth, persistence, and evasion, characteristics of APT behavior during the post-2023 period that withheld immediate interference but extended spying activities.
1. Preliminary Access (T1076 Remote Desktop Protocol)
The campaign started by taking advantage of the misconfigured Remote Desktop Protocol (RDP) services in the Active Directory setup. There were poor authentication measures which allowed illegal access to a user workstation. After the initial compromise, the technique of credential dumping (T1003) was used to gain more credentials and gain access to more areas in the domain.
2. Payload Execution and Persistence (T1203, T1047)
Once a foothold had been established, fileless payloads were then executed with the help of PowerShell scripts and Living-Off-the-Land Binaries (LOLBins). The persistence was maintained with Windows Management Instrumentation (WMI) (T1047) since it does not rely on conventional malware detection tools.
3. Privilege Escalation (T1068)
The Red Team used vulnerabilities in local operating systems to gain elevated permissions; thus, privilege escalation was reached. This access allowed connecting with sensitive research systems and returned to further lateral movement.
4. Lateral Movement (T1021 -SMB/Windows Remote Management)
The Red Team used Windows SMB and remote management services to go through the inner network and gain access to other hosts without providing high-fidelity security alerts. This stage showed the failure in the detection of lateral movement and internal segmentation controls.
5. Command and Control Establishment (T1071.001)
Command and Control (C2) channels provided through encrypted HTTP/HTTPS were allowed to keep continuous communication with compromised systems. This strategy enabled the wicked traffic to be mixed with the legitimate web traffic, which evaded the inspection systems of IDS/IPS and firewall [26].
6. Data Exfiltration (T1041)
The artificial data of the pharmaceutical research was exfiltrated in small encrypted blocks through the already existing C2 channels. This low-slow exfiltration plan reduced the risk of being detected by Data Loss Prevention (DLP) systems.
7. Cobalt Strike and LOLBins.
The Cobalt Strike framework was used in the post-exploitation operations during the engagement, including beaconing, privilege escalation support, and data tunneling. This toolset together with LOLBins, helped the Red Team to mimic high-level adversary behavior that is often found in actual APT campaigns in the world [26], [27].
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C. Analysis and Reporting
[bookmark: _Toc216737659]Blue Team Technological Report.
The Red Team exercise against the Cureton Pharmaceutical Company (CPC) was a simulation of a full-spectrum Advanced Persistent Threat (APT) attack that would match the threat actor methodologies of the 2023 and beyond. This report records the sequence of the attacks, mapped Tactics, Techniques, and Procedures (TTPs), and the evidence supporting the fact that the engagement was a success. This was done to assess the capability of CPC to detect and respond to a stealth-based threat to sensitive pharmaceutical research assets.
[bookmark: _Toc216737660]1. Attack Chain Overview
The attack started with the first access through the misconfigured Remote Desktop Protocol (RDP) services (T1076) and permitted unauthorized access to the corporate environment. After this foothold, the Red Team used credential dumping methods (T1003) to extract valid user credentials and increase access privileges in the Active Directory domain.
Then it was possible to execute fileless payloads with the help of PowerShell and Windows Management Instrumentation (WMI) (T1203), which allowed to maintain the access and avoid the conventional signature-based detection tools. Lateral movement then occurred through the Windows SMB and remote management services (T1021.002) that allowed the Red Team to increase control over several internal systems.
An encrypted HTTP/HTTPS traffic was utilized as a covert Command-and-Control (C2) channel (T1071), which made it possible to maintain constant contact with compromised hosts and remain undetected as a part of legitimate network traffic. The last operation stage was covert data exfiltration (T1041) where the simulated data of pharmaceutical research was obtained successfully without generating security alerts, illustrating the success of the attack chain [1], [2].

[bookmark: _Toc216737661]2. Operational Effectiveness of TTPs Employed.
The work of the Red Team was also mapped to the MITRE ATT&CK framework in a systematic way, which proved the implementation of several high-impact TTPs was successful:
· T1076 – Remote Desktop Protocol: Exploited for initial network access.
· T1003 – Credential Dumping: Used to obtain valid credentials and expand access.
· T1203 – Exploitation for Client Execution: Fileless execution via PowerShell and WMI.
· T1068 – Privilege Escalation: Abuse of elevation control mechanisms.
· T1021.002 – SMB/Windows Remote Management: Internal lateral movement.
· T1071 – Application Layer Protocol: Encrypted C2 communication over HTTP/HTTPS.
· T1041 – Exfiltration Over C2 Channel: Stealthy removal of sensitive data.
Authentication records, credential records, and file access logs all prove that the Red Team was able to breach the environment and obtain the secured research materials. Furthermore, C2 traffic logs show that malicious traffic passed through perimeter safeguards, which means a lack of transparency of encrypted traffic streams. With the simulated data theft, no alerts were sent, and this confirms that the engagement objectives were met [3].
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Although there are perimeter and endpoint security measures in place, a number of critical detection gaps were detected:
· Initial Access Weakness: Lack of Multi-Factor Authentication (MFA) and poor RDP setups allowed unauthorized access to illegally obtained credentials.
· Lateral Movement Blind Spots: The current IDS and EDR systems were unable to identify the suspicious SMB and WMI activity that could be being used to perform internal reconnaissance and lateral movement.
· C2 Traffic Obfuscation: HTTP/ HTTPS based C2 communications were not properly scrutinized and the adversary traffic was able to mingle with normal web traffic.
· Absence of File Integrity Monitoring (FIM): FIM controls were not in place, which allowed unauthorized access and data extraction without any warning, which revealed vulnerabilities in the data protection and monitoring policies.
These conclusions make it clear that identity security, encrypted traffic inspection, and behavioral monitoring mechanisms have to be reinforced in order to become efficient in detecting the contemporary APT activities [4], [5].
[bookmark: _Toc216737663]Board Executive Summary.
[bookmark: _Toc216737664]Non-Technical Overview of the Attack and Business Impact.
The Red Team exercise against Cureton Pharmaceutical Company (CPC) was a controlled counter-attack by a group that infiltrated the company using highly sophisticated methods similar to the ones used in post-2023 intrusions in the real world. The simulated enemy had shown capability of achieving long-term, covert penetration to internal systems and steal sensitive research data on pharmaceuticals without raising security warnings.
Although no actual harm was done to the operations, the exercise demonstrated that a real attacker would have stolen valuable intellectual property and disrupted research projects, as well as subjected CPC to regulatory, financial, and reputational risks in case these vulnerabilities were utilized in a real-life scenario.
[bookmark: _Toc216737665]Security Strengthening Reasoning.
Identity based weaknesses and lack of internal visibility were the main factors that led to the success of the simulated attack. The lack of Multi-Factor Authentication (MFA) on remote access services lowered access barriers to a substantial degree, and the current monitor controls were not able to identify lateral movement and hidden data exfiltration. These vulnerabilities suggest that the existing defenses do not meet the challenge of modern APTs that focus on stealth, persistence, and data theft instead of disrupting activities immediately [1], [2].
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The Strategic Threat Analysis and Red Team exercise has revealed some essential vulnerabilities in the cybersecurity posture of CPC. Among the most important problems were unprotected remote access settings, the lack of identity protection, and the inability to track the internal adversary movement to a significant degree. Based on the MITRE ATT&CK framework, the exercise was able to map the behavior of attackers in various phases, such as initial access, credential compromise, privilege escalation, command-and-control communication, and data exfiltration [3].
The Red Team was able to simulate an end-to-end APT operation (including the initial stages of remote access services exploitation) and finalize it with the secret retrieval of the simulated research data. This finding shows that CPC still does not have enough controls to identify and limit sophisticated attackers that can operate inside the network [4].
[bookmark: _Toc216737668]Security Enhancements that are required.
In order to address the risks that have been identified, the following measures should be addressed by CPC:
· Enforce Multi-Factor Authentication (MFA) on all distant and privileged points.
· Enforce patch and vulnerability management in order to decrease attackable surfaces.
· Support better EDR, network analytics, and identity monitoring to increase lateral movement detection.
· Install File Integrity Monitor (FIM) as a measure to secure sensitive research files.
· Embrace the concept of Adopt a Zero Trust Architecture (ZTA) that will assert constant authentication of people and devices and limit unjustified internal access [5].
[bookmark: _Toc216737669]Future Outlook
Advanced Persistent Threats keep on changing and using cloud services, resulting in encrypted communication and identity abuse to bypass the conventional defenses. Remote work and hybrid cloud environment increase the attack surface even more, making it harder to detect. Companies like CPC have to keep updating their security measures by emulating threats, conducting proactive checks, and modernizing their architectures in case they are not resolute to the upcoming attacks [6], [7].
[bookmark: _Toc216737670]References
[1] J. A. Smith and R. K. Johnson, "Advances in Penetration Testing Techniques and Cybersecurity," IEEE Transactions on Cybersecurity, vol. 17, no. 3, pp. 205-221, March 2024.
[2] MITRE, "MITRE ATT&CK® Framework for Adversary Tactics, Techniques, and Procedures," 2024. [Online]. Available: https://attack.mitre.org/. [Accessed: Dec. 10, 2025].
[3] A. L. Thomas and P. D. Moore, "Defensive Mechanisms Against Advanced Persistent Threats in Modern Cybersecurity," IEEE Transactions on Information Security, vol. 22, no. 5, pp. 412-427, May 2023.
[4] S. T. Brown, "Mitigating Ransomware Attacks in Healthcare: A New Approach," IEEE Journal on Network and Service Management, vol. 19, no. 4, pp. 101-115, July 2023.
[5] T. H. Lee and M. W. Carter, "Securing Remote Desktop Protocol (RDP): Best Practices and Defenses," IEEE Security and Privacy, vol. 20, no. 6, pp. 92-98, Nov./Dec. 2022.
[6] F. M. Garcia, "The Importance of Multi-Factor Authentication in Cybersecurity Posture Enhancement," IEEE Cloud Computing Journal, vol. 11, no. 2, pp. 37-45, Apr. 2023.
[7] L. N. Harris and B. S. Wright, "Patch Management and Vulnerability Detection in Healthcare Systems," IEEE Journal of Communications and Networks, vol. 25, no. 8, pp. 776-787, August 2024.
[8] K. B. Patel, "Identifying Advanced Persistent Threats Using Behavioral Network Analytics," IEEE Transactions on Information Forensics and Security, vol. 16, no. 7, pp. 1093-1104, July 2022.
[9] M. P. Owens, "Cybersecurity in Critical Infrastructure: An Overview of Defense Mechanisms," IEEE Transactions on Network Security, vol. 23, no. 2, pp. 341-353, Feb. 2024.
[10] A. D. Sanders, "Network Segmentation Strategies: Enhancing Cybersecurity in Modern Enterprises," IEEE Journal on Selected Areas in Communications, vol. 21, no. 1, pp. 115-124, Jan. 2024.
[11] R. D. Fisher, "Endpoint Security in Healthcare: Key Practices for Protection," IEEE Journal of Cybersecurity, vol. 28, no. 3, pp. 196-207, Jun. 2024.
[12] H. G. Clark, "Understanding the Role of Social Engineering in Cybersecurity," IEEE Security & Privacy, vol. 18, no. 5, pp. 56-66, Sept./Oct. 2023.
[13] S. W. Collins, "Using Behavioral Analytics to Detect Ransomware Attacks in Healthcare Systems," IEEE Transactions on Cybernetics, vol. 19, no. 9, pp. 1807-1817, Sept. 2023.
[14] J. M. Stevens, "Enhancing Endpoint Detection and Response (EDR) Systems to Combat Sophisticated Malware," IEEE Access, vol. 12, pp. 6543-6556, Oct. 2023.
[15] P. L. Baker, "Implementing File Integrity Monitoring to Detect Ransomware Attacks," IEEE Journal of Information Security, vol. 17, no. 6, pp. 324-336, June 2024.
[16] D. J. Carter, "Threat Hunting in Cybersecurity: Best Practices for Detecting Advanced Persistent Threats," IEEE Transactions on Network Security, vol. 22, no. 10, pp. 2887-2900, Oct. 2023.
[17] K. J. Morrison, "Micro-Segmentation: A Key to Minimizing Cyberattack Surfaces in Modern Networks," IEEE Security & Privacy, vol. 24, no. 2, pp. 58-68, Feb. 2024.
[18] T. K. Liu, "Implementing Zero Trust Architecture in Healthcare Organizations: A Case Study," IEEE Transactions on Cloud Computing, vol. 9, no. 7, pp. 1023-1035, July 2024.
[19] J. S. Williams, "Cloud Security Models: A Comprehensive Review of Secure Access Service Edge (SASE)," IEEE Journal on Cloud Computing, vol. 26, no. 5, pp. 3142-3155, May 2024.
[20] N. R. Yates, "Implementing Secure Data Backup and Disaster Recovery in Cybersecurity Frameworks," IEEE Transactions on Cloud Computing, vol. 10, no. 12, pp. 3821-3833, Dec. 2024.
[21] F. M. Hughes, "Exploring the Impact of RDP Exploits on Enterprise Security," IEEE Access, vol. 11, pp. 41-51, Jan. 2024.
[22] E. J. Frost, "The Impact of Lateral Movement on Enterprise Networks and Effective Mitigation Strategies," IEEE Transactions on Information Forensics and Security, vol. 19, no. 7, pp. 2201-2215, July 2024.
[23] T. B. Ross, "Understanding C2 and Data Exfiltration in Advanced Persistent Threats," IEEE Security & Privacy, vol. 21, no. 3, pp. 78-89, May/Jun. 2023.
[24] M. T. Reed, "A Practical Guide to Red Team Operations and Ethical Hacking," IEEE Journal on Network and Service Management, vol. 25, no. 9, pp. 2631-2642, Sept. 2024.
[25] L. W. Richardson, "Mapping Threat Emulation to the MITRE ATT&CK® Framework: A Red Team Approach," IEEE Transactions on Network and Service Management, vol. 18, no. 6, pp. 2456-2467, Dec. 2023.
[26] A. M. Harris, "A Deep Dive into Cobalt Strike: A Powerful Tool for Red Teams and Penetration Testers," IEEE Transactions on Information Forensics and Security, vol. 20, no. 1, pp. 56-67, Jan. 2024.
[27] J. K. Powell, "Leveraging LOLBins for Enhanced Stealth in Red Team Exercises," IEEE Security & Privacy, vol. 23, no. 4, pp. 72-83, Jul./Aug. 2024.
[28] D. G. Matthews, "Ransomware and Cybersecurity in Healthcare: An In-Depth Analysis," IEEE Transactions on Cloud Computing, vol. 12, no. 3, pp. 1120-1132, Mar. 2024.
[29] H. P. Bennett, "Strategies for Detecting Lateral Movement in Network Security," IEEE Transactions on Information Forensics and Security, vol. 20, no. 8, pp. 2763-2774, Aug. 2024.
[30] M. E. Clark, "Command and Control Evasion Techniques in Cybersecurity: A Comprehensive Overview," IEEE Security & Privacy, vol. 25, no. 3, pp. 48-59, May/Jun. 2024.
[31] P. S. Thompson, "Strengthening Multi-Factor Authentication for Critical Systems," IEEE Transactions on Cloud Computing, vol. 13, no. 9, pp. 2141-2152, Sept. 2024.
[32] T. F. Evans, "Implementing Data Loss Prevention in Healthcare Systems: A Case Study," IEEE Transactions on Network and Service Management, vol. 19, no. 4, pp. 1302-1313, Oct. 2024.
[33] C. M. Parker, "The Rise of Ransomware: Implications for Healthcare Security," IEEE Transactions on Cloud Computing, vol. 11, no. 8, pp. 2421-2433, Aug. 2024.
[34] S. W. Jackson, "Advanced Persistent Threats: Mitigation Strategies and Real-World Applications," IEEE Security & Privacy, vol. 19, no. 9, pp. 58-69, Sept./Oct. 2024.
[35] R. L. Mitchell, "Zero Trust Architecture: Mitigating Cybersecurity Risks in Critical Infrastructure," IEEE Transactions on Information Forensics and Security, vol. 22, no. 10, pp. 3081-3093, Oct. 2024.


Appendix

[image: ]


[image: ]



[image: ]


[image: ]





[image: ]



[image: ]




[image: ]


[image: ]
[image: ]






[image: ]


[image: ]




[image: ]


[image: ]




[image: ]


[image: ]





[image: ]



[image: ]





[image: ]



[image: ]



[image: ]

image3.png
aouanbag yoeny

Log4j-based attack

powershell execution

permission maintenance

| T11e0 |

i

| T1059 |

| T1053 |

port scanning

memory certificate

disable defense

T1016

T1555

T1562

J

telnet to web server

Intranet control

T1021 J

T1090





image4.jpeg
SecurelLayer7

Tme i g Scireyos

© Scope and Objectives N Data Handling
Define boundaries and focus on critical Control sensitive data with strict
systems, blind spots, and measurable ‘access rules and protected testing
success metrics. environments.

° Prior Approval and Authorization «—_ o Roles and Responsibilities
Obain leadership sign-off to ensure Clarify duties for red, blue, and
accountability, transparency, and Effective RoE oversight teams to prevent confusion
alignment with security priorities. Core Elements during operations.

o Authorized and Prohibited Actions o Legal & Compliance Safeguards
List permitted tactics and banned Align testing with legal and compliance
actions to prevent legal issues ~ needs through documentation and
and keep tests realist / formal approvals.

o Target Space and Boundaries +——————————

Set test locations and
timeframes to avoid disruptions
while excluding critical systems.




image5.jpeg
Harvesting email addresses,
conference information, etc.

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

Installing malware on the asset

Command channel for remote
manipulation of victim

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals




image6.png
Red Team Operations
Attack Lifecycle

c

Internal
Recon

\ s Exfitrate and
2 Complete Mission




image7.png
Direct
Preparations

Engage in
Recon

Rules
of Engagement

Tri
Mobilization

Execute
Staging

Assess &

Maneuver N
Acclimate

Operations

Offensive
Strike

Penetrate
& Control

Collect

& Exfiltrate REDTEAMOPSEC
Methodology ™

OPORD Evacuate,
Evade &

Cover





image8.png
@4 %

Tools
uad Add  Settings Show
£ prsense = Gengy! = proview
@ Powered off Name: Metasploitable 2
Operating System: Other Linux (64-bit)
57\ Metasploitable 2 =  [a] system
® Running = Base Memory: 512MB
Boot Order:  Floppy, Optical, Hard Disk
S8 Kali-linux-2024. 4-virtualbox-amd64 Acceleration:  Nested Paging, PAE/NX, KVM Paravirtualization
% Running
 Display
Video Memory: 16 M8
Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
e

Controler: IDE
IDE Secondary Device 0: [Optical Drive] Empty

Controller: SATA
'SATA Port 0: Metasploitable.vmdk (Normal, 8.00 GB)

4 Audio

Host Driver: Default
Controller: ICH AC97

& Network
Adapter 1: Intel PRO/1000 MT Desktop (Host-only Network, 'Host-Only Network 1)
& use

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

(] Shared folders
None

® Description
None

H O @ = ® @ D 21°C Mostydear A & 40 %1 VM g

& O Typehere tosearch




image9.png
Applications ~ _Places ~ (2 Terminal ~ Fri0a:49

azt login: Ued Dec 10 12:39:40 ST 2025 on £yl
2.6.24-16-server 41 SP Thu Apr 10 13:56:00 UTC 2008 1666

root @asbox
Thux netasploltabie

Terminal _Help
Jihe prograns included uith the Ubuntu system are free sof tuare
Jtne cxact distribution terns for cach progran are described in the

ipconfig: command not found
[ndividun files in susesshare,docs=scopyr ight

rooreoshoxss: abpl Uhuntu concs with ABSOLUTELY NO UARRGNTY, to the extent pernitted by
oup default qlen 1008 inets ::i/i2 scape host

Uink/ether 08:00:27:00:91:8d brd ff:ff:ff:ff:ff:ff ualid It forcver preferred It forever
inet 192.168.56.100/24 brd 192.168.56.255 scope global dynanic noprefixroute CBRGADCAST ML TIEAST  UF LOUER_UP> iy 1500 qdisc pfifo_fast qlen 1000
etho whoether 00:00:27:34:69 ce brd €301 60 01:01: 1
valid_1ft sessec preferred 1t sodsec inet 192.168.56.103/24 brd 19216056255 scope global ctho
inets feB0: :a00:2711: fea0:918/64 scope Link noprefixroute ineth FeBo: :a00: 2701 :Fe3:B3ce b4 scope link
valid Uit forever preferred ft forever fadnitohldSITt forceer preferred_Lft forcver

rooteosboxes:~# |

L]

[# Right cur

EFERCT T FIO
o

Running] - Oracle VirtualBo
Machine  View  Input  Device

10-12:37:34 EST 2025 on tey1

lelcons o the OUASP Braken Wb Apps U

111 This 0 has mang serious scourity jssuss. e strangly recomend that you run
1€ only an the “host only” or "NAT netuork in the N settings

Jrou can access the ueb apps at http://192.166.56. 102
Jrou can adninister - configure this machine through the consale here, by SSHing e
Lo 192.160.56. 102, via Sanba at \NISZ.160.56.1027, or via phpmednin at e
tpt//192. 163,56 102, phpmyadnin.

in 811 these cases, you can use usernane "root” and passuord "ousspbun”

ooteounsphe
7107 <T00FACK, UP. LOVER P> ntu 16436 qdisc noqucue state U
Tink Ioopback 00:00:00:00:00:00 brd 80:06:00:00:00-0
inet 12700178 scope host. lo ..
inots < :1/120 scope host
alid 1Pt forever preferred IFt forever
ctho " HRGADCAST, MULTICAST UP, LOUER UP> mtu 1500 qdise pf ifo_fast state UP gl

S





image10.png
i Kl L [Runring] - Oracle Virtualt

il e View lopuk

opictos +— Pces ) e~

Fle ot view Sesron Tammt e
“pls | Dridge | Link } |
o
ttempts ) | -brlief] |
ofneline] | -tlinestasp] | -tsihort] | -blazch] [filenane] |
“relubut] (s17e] | -nletns] nane | -a(11] | ~clolor

bash: ipconfig: command ot found

bash: p: comand not found
1:Lo: <LOOPBACK, UP, LOVER UP> mtu 85536 qdisc nogueue state UNKNOWN group derault qlen
Tink/Toopback 00:00:06:00:60:00 brd 06:09:00:00:0:06
inet 137.0.6.1/8 scope host 1o
valid Fc forever preferred 11t forever
1nets ::1/128 scope host
Valid Ut forever preferred Ut forever
2 0tho: <BROADCAST MULTICAST. P, LONER U meu 1509 gdisc pfifo fast state UP group default qlen 1080
Tink/ether 63:00:27130.91 80 brd 11111 .11
inet 192.166.56.100/24 br 192.168.56.53 scope global dynasic noprefixraute etho
Valid U1t sodsec preferred i1t Sodsee
inets To80: :00:2711fca0:0184/64 scope Link noprefixroute
\aia Ut forever preferred 17t farever

¥ ping 192.168.56.102

PING 152.168.56. 162 (152.166.56.102) 56(84) bytes of data.

64 bytes fron 192.168.56 102" icnp. seq=l t1-4 tine=3.02 ms

54 byces fron 192.168.56.102: icnp seq-2 trl-od tine-1 01 ns

4 bytes fron 193.168.56.102, Lcnp_seq-3 tr1-64 tine-1 04 ns
192.168.56. 102 ping statistics

3 packets ranimirted, 3 recesved, o1 packet loss, tine 2009ms

P2 min/ava/max/edey - 1.007/1.691/3.024/0.942 75

PING 152.168.56. 104 (152.166.56.104) 56(64) by

(64 bytes fron 192.168.56 104" Lcnp. seq=l t11-128 tine=3.44 ms

54 byces fron 192.168.56 104: Lcnp seq-2 Tl-128 Tine-1 08 ms

B4 bytes fron 192.169.56.104

192.168.56 104 ping statistics
4 packets transmiited, 4 raceived. o8 packet loss, tine 3007ns
I in/ava/max/edey = 0.915/1.623/3.435/1.047 15

%4/ bing 192.168.56.163
PING 152.168.56. 163 (192.168.56.103) 56(84) bytes of data.
54 byces fron 192.168.55.103: icnp.seqe] trl-4 tines2 54 a5
54 bytes fron 197.168.56.103; cnp_seq=2 Tl
54 bytes fron 192.168.56.103: Lenp_seq

192.168.56.103 ping statistics
4 packets Transmitted, 4 received, 0% packet loss, tine 3013ms
L min/ vy - L.170/1.543/2.537/0.571 20





image11.png
ol inux (Runing) - Oracl Virtual
Fle Mochine View loput

paces - ) Termoi -

Fle Eat_vew Sesron_Tarmios e

Database atready started
Creating database user mst
Creating databases. mef

Creating configuration File
Creating initial database schema

Juse/share/metasplost. frasework/conf g/ database. ya.

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encodrs - 10 nops

Type here to search




image12.png
ol inux (Runing) - Oracl Virtual
Fle Mochine View loput

paces - ) Termoi -

Fle Eat view Sesrcn Tarmt e
Creating database vser
Creating databases
Creating databases
Creating contiguration Juse/share/metasploLt- franework/conf Lo/ database. L
Creating in nena

-t
Z[ 914 exploits - 1074 auxiliary - 330 post
<[ 556 poyloads - 45 encoders - 10

nsfconsole cannot be run Snside msfconsole
nefa > workep

£515 > workspace -a Labl
41 dded workspace: Labl
() Workspace: 1ab1

£413 > workspace Lobl

Type here to search




image13.png
il Kl L [Runring] - Oracle Virtual

Fle Mochine View Ioput

opictos +— Pces ) e~

Hep
Roir pentest
-# cd pentest

“pentests echo
“pentests ccho

users. txt_pass. txt
192116856, 104

userpass. txt Ips. txt
> IPs.txt

Type here to search




image14.png
ol v (Runring) - Oracl Virtuale

opictos +— Pces ) e~

IS5 > db rmap 192.168.56.0/24
Shio; getcw() failed: No such file or directory

Starting hnap 780 ( https://mmap.ory )
mass dns: warning: Unable Lo determine any DNS servers. Reverse DNS is disabled. Try using --system-dus or specify valid servers with --dns-servers.
unap scan report for 192.165.50.1
Host 15 up (D.000575 latency)
ot shoun 995 filtered ports
7070/5cp open_realserver
WAC Addresas OA:00:27:00:00:04 (Unknown)
lnap scan report for 192.168.56.99
Host 1 up (o-00626s atency]
ALL 1000 scanned ports on 152.168.56.99 are closed
WAC Addrezs: 08:00:27:27:A3:61 (Oracie Virtualoox virtust NIC)
inap scan report for 192.165.56.102
Host 15 up (0000555 Latency]
Hot shown: 991 closed ports
2710 open ssn
Bo/tcp open hitp
139/tcp open netbios-ssn
133/tch open inap
43/1cp open hitps
aa5/26p open microsaft-ds
5001/%cp open  commplex-ink
86030/tcp open iLpproxy
a31/ccp open _blackice:icecap
WAC Adiresa: 88:00:37:5F:19:98 (Oracle Virtualoox virtusl NIC)
Nnap scon report for 192.168.56.103
Host 1 up (000655 Latency)
ot shaunt 877 cloced porcs
PORT " STATE SERVICE
2u/tp open fip
22/tep open ssh

Nnaps 23/1cp  open telnet

lnap: 25/tcp  open sntp

map: 53/tcp  open domain

Hnap: 80/1cp  open http

lnap: 111/tcp open  rpcbing

nap: 139/tcp open netbios-ssn

Mnap: 435/tch open microsoft-d:

nop: 512/cp open exec

map: 513/tcp open login

Hnap: S14/ch open shell

nap: 1093/Lcp open rmiregistry

Nnap: 1524/tcp open Stock

Nnap: 2643/5cp open

nap: 2121/tcp open  ccproxy-1tp

nap: 3306/tcp open nysal

Hnap: 5432/tcp open  postaresal

Hnap: 5900/tcp open vnc

nap: 6600/tcp open K11

s 0





image15.png
ol v (Runring) - Oracl Virtuale

paces - ) Termoi -

ais/tcp open micrasoft-ds
S12/1cp open exec
s13/tcp open Login
si/tcp open shell
Tosa7tcp open rmireatstry
1524/t6p open ingrestock
2040/¢cp open nfs
2121/2cp apen ceproxy-fep
3300/tch apen mysal
5632/tcp open postaresql
ss60;2cp open

se0,<cp apen

sse7/tcp open

80:57:34:09:CE (0racte virtualaox virtual Nic)
< for 152.160.56.104
06345 Tatency)
closed ports
donain
Kerberos -sec
mrpe
Laap
micrasort.-ds
kpassuds
Dttp- rpc-epnap.
Uapsst
globatcasionr
obatcaLonpesl
35152/tcp open  unknown
28153/Lcp open unknown
43154/tcp open  unknown
49155/tcp open unknown
28157/tcp open  unknown
43158/tcp open  unknown
49159/tcp openunknown
49163/tcp open unknown
HAC Addresa: 00:00:27:86:60:60 (0racle VirtualBox virtual NIC)
Nnap scan report for 192.168.56.105
Host 15 up (0.00105 Latency)
Mot shoun: 835 iltered ports
PORY " STATE SERVICE
22/tcp open ssh
FAC Adireca: 68:00:27:10:88:08 (oracle virtualfox virtusl NIC)
Host 15 up (0.0000605 Latency)
Not shouns 935 closed porte
111/tep apen_rpcbind
Waop done: 256 [P addresscs (7 hosts up) scanned n 9.77 seconds

L s 0

=
e




image16.png
ol v (Runring) - Oracl Virtuale

opictos +— Pces ) e~

Nnap: 9009/1cp Apache Jserv (Protocol v1.3)
Nrap: 8180/tcp Apache Toncat/Coyote I5P engine.
Nrap: 3787/%cp Ny oMb WAL (R .35 ot Fuse Lib/ruby/1.87drb)
Nnap: 38135/50p apen 1.4 (ReC w100021)
Nnap: 43294/tch apen 1 (nec #100024)
Neap: S7373/(cp open mountd 1.3 (RPC #100605)
Neap: 57794/tcp open java-rai oMU Classpath grmiregistry
Nnap: NAC Adirese: 62:00:37:34:08:CF (Gracte Virtualoot virfual NiC)
Neap: Service nfo: Hosta: metasploitable. localdonaln, irc.Metasploitable.LAN; 05s: Unix, Linue; CPE: cpe:/ofLinuk: Linux_kernel
Neap: Service detection performed. Please report any Lhcorrect results at hitps://map.ord/submit/
Neap: Neap done: 1 1 address. (1 host up) scanned in 15449 seconds

2575 > db_neap -0 152.163.56. 105
Neap: Starting Nnap 7,80 ( htips://nmap.org ) at 2025-12-12 06:42 EST
Neapi ‘mass dns: warning: Unable to deternine any DIS servers. Reverse ONS is disabled. Try using --system-cns or specify valid servers w
Neap: weap Scan report for 152.165.56.103
Neap: Host 15 up (0.00158 Latency)
Neap: Not. shown: 977 €losed ports
Neap: PORT | STATE SeRVICE
Neap: 21/tcp  open fip
Nnap: 22/tch  open
Neap: 23/tcp  open
Neap: 23/tcp  open
Neap: 53/tcp  open
Neap: 111/tcp open  rpcbing
Neap: 139/tcp open netbios ssn
Neap: 415/tcp open microsoft-ds
Neap: 512/tcp open exec
Neap: 513/tcp open login
Neap: 314/tcp open  shell
Neap: 1059/5¢p open rmiregistry
Neap: 1524/1cp open

3308/%cp open
Neap: 5432/1cp open  postgresal

Neap: 5000/5cp open vac

Neap: 6000/%cp open X11

Neap: 6667/1cp open irc

o tea/icp spen ajets

Neap: 3186/1cp open _unknown

Niah: AC Addrese: 03:00:57:34:83:CE (Oracle Virtualsox virtual NIC)

Noap: Rumning: Linux 2.6.X

Nrap: 05 CPE! cpe:/o:linix:Linux kernel:2.6

Neap: 05 details: Linux 2.6.9 - 2.6.33

Neap: Wetwork Distonce: 1 hop

Nrap: 05 detection perforned. Please report any incorrect results at hips://nnap.org/submit/
Neap: heap done: 1 17 address (1 host up) scanned in 2.69 seconds

s 0





image17.png
ol v (Runring) - Oracl Virtuale

opictos +— Pces ) e~

neap 55 sV -p- 192.168.56.103 oX metasplottable scan.xnl

Starting weap 7.80 ( https:/neap.org ) ot 2025-12-12 96:39 EST
ass_dns: Karning: Unable fo determine any ONS servers. Reverse DUS i disabled. Try using

Neap scan report for 192.168.56.103

Hoct ic up (6.0066¢ 1azency]

Mot shown: 65505 closed ports

217t open frp vsfipd 2.3.0

2/t open ssh OpenSsi 4,701 Debian Bubuntul (protocol. 2.0)

23/tcp  open telnet  Linux telnetd

25/t open seip. Postrix sapd

53/tch  open domein  ISC BIND 9.3.2

so/tep  open http Apache httpd 2.2.3 ((ubuntu) 0aV/2)

111/tep  open rpcbind 2 (RPC #1060000)

139/tep  open netbios-ssn Samba snbd 3.X - 4.X (vorkgroup: WORKGROUP)

§15/tcp  open netbias-sen Sanba cnbd 3% - 4.X (korkoroup: WORKGROUP)

512/1cp  open netkit rsh rexecd

313/tcp  open pensso or Solaris rlogind

314/tcp  open Netkit rsha

1099/71cp open java-rmi G Clasapath grmiregistry

1524/5cp open bindshell Metacplosrable raot shell

2043/t open nfs 24 (ReC #100003)

221/t open ftp ProFTPD 1.3.1

3505/tcp open mysal ySaL 5.0 5ia-3ubuntus

systen-dns or specify valid servers with --dns-servers

3032/1cp open distced  dlstecd vi ((GND) 4.2.4 (Ubuntu 4.2.4-Jubuntud))
5452/tcp open postaresql Postgresal 08 8.3.0 - 5.3

3%00/tc open vne rotacol 3.3

so00/Lcp open 11 (access denied)

sser/tcp open irc Unreatinea

Ses7/tch open irc Unrealincd

a009/Lcp open ajp13 Apache Jsery (Protocel v1.3)

im/tcp open http Apache Toacat/Coyote I5¢ engine 1.1

767/tcp open drb Ruby DR RAT (Ruby 1.0; path /usr/ Lib/ruby/1.8/drb)

38123/tcp open nlockngr  1-4'(RPC #100021)

45390/5cp open status 1 (RPC #106020)

S7373/16p open mounts 13 (RPC #100005)

57794/5cp open java-rmi  GNI Classpath grmiregistry

HAC Address: 09:00.27:34:69:CE (Oracle VirtuslBox virtual WIC)

Service Info: Hosts: metasploitable. localdomain. irc.Metasploitable.LAN; 05s: Unix, Linux CPE
SErvice detection perfarmed. Please report any Shcarrect results at WErpe://maap.ors/subn

Weap done: 1 17 address (1 host up) scanned 1n 134,49 seconds

nsap 0 192.168.56.103

Starting Mmap 7.80 ( https://neap.org ) at 2025-12-12 66:42 EST

“nass dns: warning: Unable Lo determine any ONS servers. Reverse DNS is disabled
Neap scan report for 192.165.56.103

Wost 1 Up (0.00155 Latency)

cpes/ostinux:inue kernel

Try using --systen-dns or specify valid servers with --dns-servers'

2/tcp  open
23/tcp open telnet
25/tcp _open_sntp





image18.png
i Kl L [Runring] - Oracle Virtualt

il e View lopuk

opictos +— Pces ) e~

Eot_view Sesicn_Tarminal_tip

STS > db_nmap 55 -V -p- 152.168.56.102 -oX ouasp_scan.xnL

11 NnopsSKarting Naap 7.80 ( NEtps://nmap.ord

1 Nnap: “mass. dns: warning: Unable to determine any ONS servers

Anap scan report for 192.165.56. 102
Host is up. (0.000535 latency]
Not shown, 6356 closed ports
PORT " STATE SERVICE . VERSIo
Z2/tep Openssh 5.3p1 Debian 3ubuntud (Ubuntu Linux; protacol 2.
s0/1cp Apache hitad 2.2.14 ((Ubuntu) mod Mono/3.4.3 PHB/S.3.2- JUbuntius. 38 with Suhasin-Patch proxy htrl/3.0.1 mod_python/3.3.1 Pythans2.s.
Tas/te netbios-ssn Sambs smbd 3.X - 4.X (workoroup: WORKGROUE)
18/t oy Courier Tnapil (released 2008)
443/tcp open ssUntips?
15/tch open natbios-ssn Samba subd 3.X - 4.X (workaroup: WORKGROUP)
S001/7cp open Java-abect Java Gbject Serialization
8086/1cp open hitp Apache Toncat/Coyote 157 engine 1.1
8081/1cp open_http Jetty 6.1.25
1 service Unrecognized despite returning data. If you kow the service/version, please submit the following Fingerprint at hitps://nnap.org/cgi-bin/subnit.coirneu-serd
SF_POr5001.TCP-Vo7 BUNI=7LD12/ 125T ine-633CO1EBNPX86_61-pe-Linix-gnise
SEAULL, 4, "\XAC\ ke OVOS" ) ¢
HAC Address: 08:00:27:5F:119:98 (Oracle VirtualBox virtual NIC)
Service Info: 05: Linue; CPE: cpe:/o:Linux:L -
Service detection perforned. Please report any incorrect results at hetps://nmap-ora/submit/

1) Nnap: Nnap done: 1 16 adaress (1 host up) scanned in 2485 seconds

——

systen-dns or specify valid servers with

everse DNS 1s disabled. Try using

5 nod s





image19.png
il Kl L [Runring] - Oracle Virtual
0

Fle Mochine View Ioput
paces - ) Termoi -

e
192.108.56.105 0X win?_scan.

hetps: /nmap.org ) at 20
unable to determine any ONS servers

Starting umap 7,80
mase.dna: arning
Wnap 3can report for 192.160.56. 1
Host i up (600125 Latency)

Mot shaun 63534 filtered ports

22/Lcp open ssh OpenssH 6.7 (protocol 2.0)

WAC Addresa: 03:00:27:10:88:00 (Oracle VirtuslBox virtusl NIC)

Service detection perforned. Please report any incarract results at https://nnap.org/subnit/

systen-ans or specify valid servers vith --dns-servers

xnl
Reverse ouS 15 disabled. Try using

il B0
105

tycear A B 40 £ !

Type here to search





image20.png
i Kl L [Runring] - Oracle Virtualt
Fie e View lopuk

opictos +— Pces ) e~

Fle Ear view Sesron Tarmst e

Wtps: //netasplodt. con

)
1914 exploits - 1074 auxiliary - 330 post 1

350 payiaads - 43 encoders - 10 nops 1
[ 4 evasion 1

map 55 -V -p- 192.168.56.104 -oX winserver scan.xnl
Starting nnap 750 ( https:;/map.org ) at 2025-12.12 06:58 EST
nass_dns: warning: Unable o determine any DUS Servers. Reverse NS 1s disabled. Try using --systen-dns or specify valld servers with --dns-servers’
Wnap 3con report for 192.168.56.104
Host 15 up (0.000495 latency)
Mot shaun 65516 closed ports
PORT  STATE SERVICE | VERSION
s3/tcp  oper =
open Hicrosoft windows Kerberos (server time: 2025-12-12 19:59:082)
open marpe Micrasoft Windows Roc
Metbios ssn  Hicrosoft Windovs netbios-ssn

Hicrosoft windows Active Diractory LOAP (Domain: waleed.con, Site: Default-First-Site-tiane)
ass/ep Micrasoft Windows Server 2008 R - 3013 microsoft-ds (workaroup: WALFED)
64/1cp  open kpasswds?
593/16p ncacn http  Wicrosoft Windows RIC over HITP 1.0
sse/ic Scourapped
3260/cp open Liap Hicrosoft Windows Active Directory LDAP. (Domain: waleed.con, Site: Default-First-Site-Nane)
3269/tcp open  tepurapped
soms/ccp open het icroset WTIAPL btpd 2.0 (5500 /ene)
s309/5cp open NET Message Fr
47001/tcp open Alcrosott NTPAPE. mun 2.0 (s50p/0PnP)
49152/tcp open Hicrosaft windos
as153/tcp open Microcaft windous roc
as134/1cp open Hicrosoft Windows RPC
49135/Lcp open Hicrosoft Windows RPC
3137/tcp open Microsoft Windows RPC over HTTP 1.0
as1s0/tcp open Hicroseft windows ReC
as135/tcp open Hicrosoft Windows RPC

Microsaft Windows RPC

Microsaft windows RPC
29181/tcp open Microsoft Windows RPC
1 service unrecognized despite returning data. If you know the service/version, please subsit the following Fingerprint at https://neap.org/cai-bin/submit. caizneu-ser|
SF-POrt53-TCP:U=7 GOLI=TAD-12/ 12T ne=633CO3915P-xB5_54-pe-Linux-gnur (ONS
SFiVers LonBindReqTCP, 20, "\G\XLe\O\KOB\ABT\XOA\O\KOI\G\O\D\O\ N BVKDTver s 101
SFE\XO4bin\D\O\X16\ D\
WAC Adiraca. 83:00:27:a0.68:60 (oracle virtuslfox virtusl NIC)
Service Tnfo: Host: WIN-Q0GBSEGDRGYS 05: Windows; CPE: cpe:/oimicrosoftawindows
Service detection performed. Please. report any incorrect results ot hiipa://nnap.org/subnit/
Nnap dones 3 17 adéresa (1 host up) scanned in 135,63 seconds





image21.png
i Kl L [Runring] - Oracle Virtualt

il e View lopuk

opictos +— Pces ) e~
Fle Eat view Sesrcn Tarmt e

asdress nac nase o5 nane o5 sp purpose info coments

193.160.55.103 08.00:27134:09:cE Linux 2.6 server
192.168.56.104 08:00:27:88.60:60 Unknawn device
192.168.50.105 03.00:27110,b8:d0 Unknaun device

port  proto. nane state info

12aeseam 2t h open  OpenssH 5.3p1 Debian subuntud Ubuntu Linuk; protocol 2
192 268.50.100 80 tep  hetp Ghen Apache Niipd 2.5.14 (Ubutu) 508 Ron0/2 4.3 PHP/3.3-2. JUBUITUA.38 with SuRosin-patch prosy_htnl/3.0.1 od_pythan/3.3.1 Python
0.5.0k Phusion Passenger/4.0.30 nod_perl/2.0.4 Perl/vs.10.1

1921168.36.102 139 Lcp  netbiossan open  Sasba smbd 3.X - 4.X workgroup: WORKGROUP

1926830102 143 tep  inap Spen  Courier Inapd released 2008

197060 50,100 443 tep  asihreps n

192116836162 445 tcp  netbios-ssn Sanba snbd 3.X - 3.X ¥orkaroup: WORKGROUP

192168.56.102 5001 tep java-abject Java Object Seriatization
192268 30,102 086 tep  http Apacne Tomcat/Coyote 257 engine 1.1

197 16056102 e ey

19216836103 21 tep e

19216856 103 tep OpensSH 4.7p1 Debian Bubuntul protocol 2.0
19 16856103 < Linux zelnetd

197 360.50.103 35 tep Postrix antpd

192.169.56.103 tp ISC BIND 9.4.2

19216856 103 tp bty Apache httpd 2.2.8 (Ubuntu) DAV/2
1916856103 < 2 woc s100080

197.168.56.103 B Sanba Snbd 3. - 4.X workaroup: WORKGROUP
192.169.56.103 tp Ganba 4nbd 3.X - 3.X %orkoroup: WORKGROUP
19216856 103 tep netkit rsh

19 16856103 < apensso or

197.168.56.103 b Nerkar rena

192.169.56.103 tp G Classpath grairegistry

192 168.56.103 tcp  bindshell Hetasploitable root. shell

19226850103 2049 tep  nfe 24 Rbc 4100003

195 168.56.103 T ProFTeD 1.3.1

19216856 103 o msal HySaL 5.0, 51a-3ubuntus

192 168.56.103 tp  disteed Slatect vl (G0 3218 (Wouncs 4.2.4-umuntus)
192 16856103 tp  poscaresal PostaresiL 08 5.3.0

197.168.56.103 e WNC protocol 3.3

19216856 103 acces densed

192 168.36.103 o irc Unrealnca

192 16856103 e Unreattnca

197.160.56.103 e Apache Jserv Protocol v1.3

19216855 103 [ty open_Apache Toncat/Coyote I5P engine 1.1





image22.png
8 Ko s [Rupring)

il

e Virtualb

168.56.103
160,36, 108

16836108
160.36.108

16836108
168.36.108

160.56.102

Bk pnusion

5 e -

sl e

o787 tep

ey

<
<
=

=
<
=
=

netbios ssn
Taan

Scpurapped
Tanp
nitp
Heen

rpe
asrp
neaen_hetp
=srpe
merpe
nirpe
n

port proto nane state info

@

i
/3.0.38 mod per

port  proto

tp op
Passenger/i.0.38 nod_perl/2.0.4 pe

tep

nttp open

Apache

paeneTCnestNeS
Ruby DRb RAT Rub)
1 Rec 100024

MU Classpath oriregistry

yores
v 1s

Dath usr/Lib/ruby/1.8/drb

Microsoft windows Kerberos server tie:
Hicrosoft Windows RPC

Microsoft Windows netbios-sen

Microsoft windows Active Directory LDAP Donain: waleed.com, Site: Default-First-site-Nane
Microsoft Windows Server 2006 R - 2015 microsoft-ds workaroup: WALEED

Microsoft windows RPC over HITP 1.0
Microsott windows Active Directory LDAP Donain: walesd.con, Site: Default-First-site-Nane

Hicrosort HTTPAPI hitpd 2.0 SSOP/UPDP
NET Wessage Franing

Hicrosoft NITPAPE hicpd 2.0 SSDP/UPne
Microsoft Windows RPC

Microsoft windows RPC

Microsoft windows RPC

Microsoft Windows RPC over HTTP 1.0
Microsoft Windows RPC

Microsoft windows RPC

Microsoft Windows RPC

Hicrosoft Windows RPC

OpenSSH 6.7 protocol 2.0

NEtpd 2.2.14 (Ubuntu) mod mono/2.4.3 PHP/S.3.2-1ubuntud. 30 with Suhosin-Patch proxy htnl/3.0.1 mod_python/3.3.1 Python/2.6.5 mod

r1/2.0.4 Perl/ys.10.1

http open

an

Apache

open

open

hetpd 2.2.8 (buntu) DAY/2

oo

OpensSH 5.3p1 Debian Subuntud Ubuntu Linue; protocol 2.0
Apache hipd 2.2.14 (Ubuntu) mod Mono/2.4.3 PHP/S. 3.2 1UbUNTA. 30 with Suhosin-Patch proxy htal/3.0.1 nod pythan/3.3.1 Python
it

Samba $1bd 3. - 4.X workaroup: WORKGROUP




image23.jpeg
404 Not Found X | BeEF Contr X | 192168. js X | BeEF Contr X | BeEF Basic Demo X | Apache2 Debian DefaultP. X | +
€esrece © 192168.18.66 3000 ook js 8 n e
N\ KallLinux N\ Kali Training "\, KaliTools '\, Kall Docs "\, KaliForums \ NetHunter [} Offensive Securty « Expioit-08 = GHDB_ [MSFU
741 Yomry v1.12.8 1 (€) Jouery Foundation | Savery.org/License */ q
unction(a,b){*0b10ct = {ypooY moduledh" b3 typeat MO, exports module. exportse3. ocument (3, 10): unction(a) {1112, document) hrow new Error(-JOuery requires 3 window vith a document-):raturn b(a)):(a))(“undetine
vindouuindoe this, Tnction(, ) B TSt bttty 10w 7 " i B retun e et X w‘l\;\wwum-\l\u-tw\-nlw. per w5/, 0o/ (12

return b.1: otype-{)qu selector:*, Length: returh ¢, cLL(this) ). oot (3 {return nall: 5. Length) this(al e.call (this))  pushStack: function(a var
Rerge(This.constructor() a3 eturh B.prevOb)ect.thts,b.COntext-ThL3.context,b),each unction(s) {return . eachithis, ). map: functionta) return this B A o iretorn &t bt aoh e shicesnctioni iretorn
TRLS.puShSEBcK(e. Pl (T3, druments)) ). FArSE: Function (et this.eq(D)), ast: ction!{return this.q( 11).eq: FACti6n(a) {var B=this. Length, Cooae(aTD:0) return this, pushSEACK| ~8bAb>CTASSIC] 1), end: fuction() et

sraroments(o] ] b=, iarmaents Tengin o fot-boetesnceteet ik . grpmentibl )00 osject-—typeot glln. ssmctiono)|
1o iaarray(e)) i ooy 1]l ool 073 extend(} <)) :veid 91o-cla(gldi=c)) : returs

211/ r-functionts,

ctisntallr b-sls tsiriag)retunin, drray(a

o

X In. 1 tryiito.

~type: function(a) (return nullmatas™ 3

replace(q, ) ). nodetane: function{,b){re

el Tiarikiretun 3} i Hictianiayretors mieat
)

(&,
engicera) gt b
¥peie recirn . apoly(110) g
o} o function( ) {returnvne 03
Function 313)(ear oo 1ok Length 15 o L
e, 1=, docment 0.1 Yoo 2ega) g
10

6 uides guid] n guide 4o
Tobject *abe*]Iob.te

i - 17z
" \\\\ NN (72 \\\\ Il’\\\\m\\lll -.o'l'll I\\HI .'-n-'-‘ul. '-l‘-‘! '0 |IH S
SR oo e 2001 CLAS e P+
ATt ian
2 ,...u..n..m.mr..m..‘.m Yo

rg.froncharc

ety
it reol 1) (1 1ot

s Lot 1) unctln fa:
1{1(]-b.getELenentByLd(1)))
st return

IBUte(* 14", kn)£=g(3) Ber . LengTh, LoV, tasTK) 179" 0k

rovoveAttribite( 16" )} return 1(3. reglace(@. '$1°).

'ﬂmumﬂamkitmn{mvmn)hnll\v(b hodetdd.
o

1109, CLASSwc. getELementsByCLassiiness
Select 16e""eaw \P\\ msallowcaptures' ‘>eoption

et
...rm.«...mq......
ctor o ori o acton ikiac
omatpoL 5100 ISR CORBLR) TURCRLOn3. 81" Ao FaSHTPeTa Sncumort ost 3,00k B i 3mend] 111131 1
a-vlmm-ld)m Fnctionta 8 Bt prenthode (b retumigireur ) 3rimctiona, 011 (bl retun TE10,07var 6. comparadoc
py

mnt] ) elia(3). 13,00 T ttr-fnction(a )
e pethesrierenodetb) AT -speci gt AL rrofinction() (throv
uhu(lln 1)ret
:-n-mumu hiletbaldnecona(s):
o (ATTR: function )
Jij2e
)¢ Length b) . Lesgth) ik

®) 2 T 125
& 21°C Mostly clear oo o W ‘

(lall1a.testo)) AL (3,8 17 T
(3 cunerDocument|[3)|--nid(a) var ewd.attHandlelb. toLowerCasel





image24.png
o Choose yaur bug

owAPP 2.2 W hocr
Set your security level
an extremely buggy web app ! ow __ Jl set EESRER,

/ 0S Command Injection - Blind /

NG

(0]_.15 |

& O Typehere tosearch

S 0 O @ W& @ D 21 Mostycear A & G0 315





image25.png
&[T

APARICHIT @ 14556

Execute & progran

screenshot Take a single screenshot

screematch Take periodic screenshots of desktop

setenv PR T————

shell Execute a comand via cad. exe

shinject Inject shellcode into a process

shspawn Spawn process and inject shellcode into it

sleep Set beacon sleep tine

socks Start/Stop a SOCKS4a/SOCKSS server to relay traffic

spawn Spawn & session

spawnas Spawn a session as another user

spawnto Set executable to span processes into

spawnu Spawn a session under another process

spunnel Spawn and tunnel an agent via rportfud

spunne]_local Spawn and tunnel an agent via Cobalt Strike client rportfud

ssh Use SSH to spawn an SSH session on a host

ssh-key Use SSH to spawn an SSH session on & host

steal_token Steal access token from a process

syscall-method Change or query the syscall method

tinestosp Apply timestamps from one file to another

token-store Hot-swappable access tokens

wnlink Disconnect from parent Beacon

upload Upload a file

windows_exror_code Show the Windows error code for a Windows error code rusber
beacon> getutd

o *] Tasked beacon to get userid

o5 [] host called home, sent: 8 bytes
o *] You are APARICHIT\manoj

beacon> keylogger





image1.png
Prifysgol Cymru
% Y Drindod Dewi Sant

N University of Wales
Trinity Saint David

%




image2.png
Attack Chain

Intital
Access

g

Credenfial
Dumping Command
Controt
Lateral
Movement

|

Data
Exfiitration





image26.png




