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Vulnerabilities by Host




192.168.1.10

0
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 20
SEVERITY \cl\3/s°s VPR SCORE EPSSSCORE PLUGIN NAME
53 - - 57608  SMB Signing not required
2.1* 2.2 0.0037 10774 ICMP Timestamp Request Remote Date Disclosure
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 10736 DCE Services Enumeration
N/A - - 54615 Device Type
N/A - - 35716 Ethernet Card Manufacturer Detection
N/A - - 86420  Ethernet MAC Addresses
N/A - - 53513 Link-Local Multicast Name Resolution (LLMNR) Detection
N/A - - 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure
N/A - - 117077 Microsoft Windows SMB Service Detection
N/A - - 100871 Microsoft Windows SMB Versions Supported (remote check)
N/A - - 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)
N/A - - 11219 Nessus SYN scanner
NA - - 19506 Nessus Scan Information
N/A - - 209654 OS Fingerprints Detected
N/A - - 11936 OS Identification
N/A - - 117886  OS Security Patch Assessment Not Available
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https://www.tenable.com/plugins/nessus/57608
https://www.tenable.com/plugins/nessus/10114
https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/10736
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/35716
https://www.tenable.com/plugins/nessus/86420
https://www.tenable.com/plugins/nessus/53513
https://www.tenable.com/plugins/nessus/10785
https://www.tenable.com/plugins/nessus/11011
https://www.tenable.com/plugins/nessus/100871
https://www.tenable.com/plugins/nessus/106716
https://www.tenable.com/plugins/nessus/11219
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/117886

INFO N/A - - 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided

INFO N/A - - 10287  Traceroute Information

INFO N/A - - 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

* indicates the v3.0 score was not
available; the v2.0 score is shown

192.168.1.10 5


https://www.tenable.com/plugins/nessus/110723
https://www.tenable.com/plugins/nessus/10287
https://www.tenable.com/plugins/nessus/10150
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