[bookmark: _rrkmo0nnu9u3]Lab 7 write up

[bookmark: _lccteuvich8v]Step 1: Type the command you used to find out your host IP Address
nmap localhost
[image: ]
[bookmark: _v85sdrn8054n]Step 2: Type the command you used to scan after finding your host IP Address
nmap 81.157.233.141
[bookmark: _ae35y6861k0r]Record the outcomes of the above command here
[image: ]
(I’m assuming the lab wanted me to use my actual IP address rather than the IP from the virtual machine)

[bookmark: _y6s7bbpygy5w]Step 3: Analyse the outputs/outcomes from Step 1 and 2 and record your reflections.
First thing I had noticed is that the second command took a fair bit longer to run than the first command and I believe this is because my actual IP used in the second command isn’t the same as the IP used in the virtual machine which may be causing the latency. The ports are also completely different as well, this may be because the ports of the network on the virtual machine are most likely set up differently than the ports on my actual network.
[bookmark: _23u6z0m3mkv1]Step 4: Why does the nmap scan only scan the first 1000 ports? What will be the command to scan all the ports?
Nmap only scans the first 1000 ports because if it would scan every single port then it would take a painfully long time and the first 1000 ports are usually more than enough for most scenarios. The command to scan all the ports would be “nmap (ip address) -p-”
[bookmark: _i18q1v6e8264]Step 5: Record the outcomes of the above command here
sudo nmap –sU localhost
[image: ]
The dhcpc, ipp and zeroconf udp ports are opened with the state as open|filtered as shown in the scan.
[bookmark: _y8pq1v66cs73]Step 6: Record the outcomes of the above command here
[image: ]
The port type, state and service appears to be different than shown in the “nmap –sU localhost” command screenshot despite the port number being the same.

[bookmark: _df9hjcq93ozn]Step 7: Record the outcomes of the above commands here
“sudo nmap –pportnumber host_ip” displays information about a specific port on the network

“sudo nmap –pportnumber_startrange-portnumber_endrange host_ip” displays information about all ports in the range stated in the command.

“sudo nmap –pportnumber,portnumber host_ip” displays information about 2 specific ports on a network.
[bookmark: _d5iidydocj67]Step 8: Record the outcomes of the above commands here
[image: ]The command has included the operating system and different versions.
[bookmark: _p3pr65jbtg7f]Step 9: Record the outcomes of the above commands here
[image: ]
The version on Ubuntu is 16.04.7
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clsco@ubuntu:~> nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-20 10:07 GMT
Nmap scan report for localhost (127.0.6.1)

Host is up (0.000074s latency).

Not shown: 997 closed ports

PORT ~ STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.1@ (Ubuntu Linux; protocol 2.0)
23/tcp open telnet Linux telnetd
631/tcp open ipp CUPS 2.1

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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cisco@ubuntu:~$ cat /etc/os-release
NAME="Ubuntu

VERSION="16.64.7 LTS (Xenial Xerus)"
ID=ubuntu

ID_LIKE=debian

Ubuntu 16.04.7 LTS"

6.04"

HOME_URL="http: //www.ubuntu.con/"

SUPPORT_URL="http: //help.ubuntu.com/"
BUG_REPORT_URL="http://bugs.launchpad.net/ubuntu/"
VERSTON_CODENAME=xenial

UBUNTU_CODENAME=xenial
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cisco@ubuntu:~3 nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-20 ©9:10 GMT
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000072s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp
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clsco@ubuntu:~> nmap 81.157.233.141

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-20 ©9:22 GMT

Nmap scan report for host81-157-233-141.range81-157.btcentralplus.com (81.157.23
3.141)

Host is up (0.0062s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp  open http

443/tcp open https

8085/tcp open unknown
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Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-20 ©9:43 GMT
Nnap scan report for localhost (127.0.6.1)

fost is up (0.000037s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

58/udp  open| filtered dhcpc

531/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 16.37 seconds
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cisco@ubuntu:~$ sudo nmap -p5353 localhost

Starting Nmap 7.1 ( https://nmap.org ) at 2020-11-20 09:48 GHT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000034s latency).

PORT STATE  SERVICE

5353/tcp closed mdns




