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ABSTRACT
In the current digital era, educational institutions are under increased demands to update their IT infrastructure in order to satisfy the needs of a constantly evolving virtual learning environment. That is also the case with the medium-sized Global Learning Institute (GLI). Currently managing its IT infrastructure through on-premises servers, GLI encounters various challenges ranging from costly maintenance and limited scalability to vulnerability to hardware failures and disasters. To address these challenges and pave the way for future growth and innovation, GLI is considering a transition to the cloud. GLI intends to overcome the limitations of its on-premises environment by leveraging Azure's robust and scalable infrastructure while lowering costs and improving reliability. Following that, we'll review the specifics of Azure File Storage, highlighting the features and security measures that will help GLI efficiently address its storage demands. A step-by-step illustration of how to implement an Azure Storage Account for GLI is provided, along with screenshots from the Azure interface to help guide the process. Next,  other Azure database alternatives, such as Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL will be compared, to determine the best solution for storing GLI's user profiles. Recommendations are then made based on a thorough assessment of each option's capabilities and suitability for GLI's needs.
In addition to storage and databases, we look at Azure Backup options for file shares and databases, including how to set up backup schedules and retention policies to ensure data resilience and disaster recovery. To help with the implementation, detailed instructions are provided as well as screenshots from the Azure portal.
The last section of the report discusses Azure Site Recovery's place in GLI's business continuity and disaster recovery plans. GLI may lessen the effects of unplanned disruptions or natural disasters by making use of Azure Site Recovery's features, safeguarding its databases and storage, and guaranteeing constant access to important resources.
INTRODUCTION
Cloud computing is a distributed architecture that centralizes system resources on a stable platform to provide computer resources and services on demand [1].  Cloud computing differs from traditional computing in that instead of businesses locally maintaining computer resources or services like storage and application hosting within their own data centers or facilities, these resources and services are provided by third-party service providers. [2]. As compared with on-premise computing, Azure cloud computing services has lot of advantages like data storage, security, least cost, quantifiability, high-performance processing, tractability, regulatory compliance, data access at any time, and datacentric encryption etc [4]. Figure 1 shows the differences between an on-premise server and a cloud-based server.
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Figure 1 (source; redswitches)
WINDOWS AZURE
This is a windows-based environment used for running applications and storing data on computers housed in Microsoft data centers. It enables the operation of Windows applications and facilitates data storage within the cloud. The Windows Azure cloud offers both Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) components that facilitate parallel computing and the storage of extensive data. The platform presents innovative storage solutions, including blob storage for large binary data, Tables storage with NoSQL capabilities for unstructured data, and a queue service for asynchronous communication within distributed systems. Besides the large and scalable solutions Azure also provides a full featured traditional database-as-a-service, which is built on technologies of SQL Server and provides a traditional interface [4].
Windows Azure is a general platform that can be used in these scenarios.
1. Web Hosting and Applications: Azure provides full web hosting and application development solutions. It offers services such as Azure online Apps, which are part of the Azure App Service and enable developers to design and host online apps in whatever programming language without concern for the underlying infrastructure. This is ideal for businesses who need to build scalable and secure online apps rapidly. Azure's worldwide network of data centers also helps to ensure the high availability and performance of diverse web applications around the world.
2. Data Analysis and Big Data: Azure is a sophisticated big data analytics platform that includes services like Azure Synapse Analytics, Azure HDInsight, and Azure Databricks. These services enable firms to process and analyze large amounts of data in order to gain insights that can inform business choices. A retail operator, for example, could use Azure to analyze consumer data and purchasing trends in order to enhance inventory and marketing efforts.
3. IoT Solutions. Microsoft: Azure offers a comprehensive set of tools and services for developing Internet of Things (IoT) applications, including Azure IoT Hub, Azure IoT Edge, and Azure Sphere. These services enable enterprises to connect, monitor, and govern billions of IoT objects. 
4. Disaster Recovery and Business Continuity: Azure provides comprehensive disaster recovery capabilities via services such as Azure Site Recovery and Azure Backup. These services assist businesses in protecting their applications and data from system failures and disasters by enabling frequent backups and rapid recovery in several geographic locations. This is critical for ensuring business continuity and reducing data loss in the event of unforeseen disruptions.
ON PREMISE SERVERS
On-premise servers are a more traditional approach of storing and managing computing capabilities within a company's physical buildings. They provide complete control over the hardware and software, which is a major benefit for security-critical projects or industries subject to strict regulations. Plus, there is complete control over the hardware specifications and application stack. However, hosting servers on-premise would involve a significant initial investment in computer hardware, data center room space, and the personnel needed to handle, supervise, and manage the servers. Scaling can be complicated, involving significant forward planning, foresight, and resource allocation to meet potential demand.
On-premise servers still have their advantages. Primarily, high-resource intensive applications that require low-latency and intensive computations may result in better performance. On-premise servers are also ideal for applications that need to integrate with legacy systems and applications that are not easily migratable to the cloud. It is essential to implement reliable disaster recovery measures that will prevent hardware failures from stopping the business processes. This includes backups systems, off-site storages, and reliability power supplies. The decision to use on-premise servers versus cloud services depends on factors such as data sensitivity, performance requirements, budget constraints, and long-term strategic objectives. Each approach has its own constraints, and organizations need to carefully evaluate their needs and priorities to determine the most suitable solution.
CHALLENGES OF ON-PREMISE SERVERS
Setting up on-premise servers involves high upfront capital investment for purchasing hardware, networking equipment, and infrastructure such as cooling systems and power backups. This can be expensive, especially for small and medium-sized businesses like Global Learning Institute (GLI) with limited budgets.
Beyond the initial investment, maintaining and upgrading on-premise servers incur ongoing costs. This includes expenses for hardware maintenance, software updates, security measures, and hiring IT staff to monitor and manage the infrastructure. These costs can add up over time and may become unpredictable, particularly in the case of unexpected hardware failures, power outages, natural disasters or security breaches.
Scaling on-premise infrastructure to meet business expansion or shifting demands can be difficult and organizations would have to predict future requirements and invest in new resources accordingly. Scaling up may require purchasing new servers, upgrading current ones, or rearranging the infrastructure, which can be time-consuming and hindering to operations.
On-premise servers provide less flexibility than cloud-based solutions. Deploying new apps or making changes to the infrastructure can take quite an amount of time and money due to the need for physical hardware and manual configuration. This lack of flexibility may hinder innovation and limit responsiveness to evolving market conditions. These servers can also experience downtime and data loss as a result of hardware failures, natural disasters, or other unforeseen events. Organizations must develop disaster recovery and redundancy solutions to reduce the risk of downtime and assure business continuity. This may include installing backup systems, off-site data replication, and redundant power supply, all of which add complexity and cost to the infrastructure.                                                    
Due to these challenges, GLI is considering transitioning to the Windows Azure cloud service.   
DIFFERENCES BETWEEN ON-PREMISE AND AZURE CLOUD SERVICE
The transition from an on-premise server to Microsoft Azure cloud services involves major changes in the resource management, how the costs are incurred and in the service delivery. Below are some highlights of the differences between on-premise server and Azure cloud servers:
1. Costs
On-premise: This requires a large initial investment in hardware and infrastructure. These are capital expenses which includes the cost of purchasing equipment, buying or renting property.  
Azure Cloud: This removes the need for upfront investments. The costs are operational expenses which are based on consumption and usage. This results in lower costs and more efficient resource management.
2. Scalability
On-premise: Scaling infrastructure can be time consuming and expensive. It requires additional hardware and may result in downtime during deployment.
Azure Cloud: Offers almost immediate scalability. Resources can be scaled up or down in response to demand without requiring physical hardware modifications, frequently with no downtime.
3. Maintenance and Upgrades
On-Premise: Hardware and software replacement, updates, and maintenance are the responsibility of IT teams. This can demand a lot of resources and funding.
Azure Cloud: Microsoft is in charge of upgrades and maintenance. Users benefit from the latest technology and security updates without additional costs or efforts.
4. Accessibility and Mobility
On-premise: Access is usually restricted to the location itself or via elaborate, possibly expensive remote access solutions.
Azure Cloud: Offers the flexibility to access applications and data from anywhere in the world, provided there is internet connectivity. This supports remote and mobile workforces more effectively.
5. Disaster Recovery and Continuity
On-premise: Requires significant investment in disaster recovery solutions if aiming for high availability. Organizations must often set up a secondary physical site for disaster recovery.
Azure Cloud: Comes with built-in disaster recovery capabilities, such as geo-redundant storage and backup solutions. Recovery can be as simple as switching to servers in a different location in the event of a disaster.
ASSUMPTION FOR ON-PREMISE SERVERS
1. Server Costs: Assuming GLI maintains 2 servers for various functions such as application server, database server, etc.
2. Maintenance Costs: Annual maintenance costs including hardware repairs, part replacements which can amount to about 15% of hardware cost.
3. Energy Costs
4. Staffing Costs: Dedicated IT staff for server maintenance and operations
5. Data Center Costs: Space rental, cooling, and security.
6. Network Infrastructure: Network equipment maintenance and upgrade.
7. Backup and Disaster Recovery
ASSUMPTIONS FOR AZURE CLOUD SERVICES
Based on typical usage for an educational institution like GLI, we’ll assume the following Azure services:
1. Azure Virtual Machines for hosting applications and databases.
2. Azure SQL Database for database services.
3. Azure Blob Storage for storing course materials and backups.
4. Azure Site Recovery for disaster recovery


AZURE TOTAL COST OF OWNERSHIP (TCO) CALCULATOR
The Azure Total Cost of Ownership (TCO) Calculator is a tool provided by Microsoft to help businesses estimate the cost savings and benefits of migrating their workloads to the Azure cloud platform compared to an on-premise environment.
The TCO calculator offers the following:
1. Workload Assessment: The TCO Calculator begins by assessing the current workload running on-premise. Users input details such as the type of workload (e.g., web applications, databases, virtual machines), the number of servers, storage requirements, network bandwidth, and other relevant parameters.
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Figure 2: Server workload
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Figure 3: Database Infrastructure
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Figure 4: Storage Infrastructure
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Figure 5: Shows the network bandwidth and destination region

2. Cost Comparison: Once the workload details are provided, the TCO Calculator generates a cost comparison between running the workload on-premise and migrating it to Azure. It considers various cost factors, including hardware, software licenses, maintenance, electricity, cooling, labor, and other operational expenses associated with on-premise infrastructure.
3. Azure Pricing: The TCO Calculator uses Azure pricing information to estimate the cost of running the workload in the Azure cloud. This includes compute costs (e.g., virtual machines, containers), storage costs (e.g., Azure Blob Storage, Azure Disk Storage), networking costs, and any additional services or resources required for the workload.
4. Savings Estimation: Based on the input parameters and cost comparison, the TCO Calculator calculates potential cost savings and benefits of migrating to Azure. It provides insights into areas where savings can be realized, such as reduced hardware costs, lower operational expenses, improved resource utilization, and scalability benefits offered by Azure.
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Figure 6: Estimated cost savings for migrating to Azure
5. Customization and Optimization: Users can customize the input parameters to reflect their specific environment and requirements. They can adjust settings such as workload growth rate, hardware refresh cycles, labor costs, and discount options to tailor the cost analysis to their organization's needs.
6. Report Generation: The TCO Calculator generates a detailed report summarizing the cost comparison, savings analysis, and key findings. This report can be used to make informed decisions about migrating workloads to Azure and to communicate the potential benefits to stakeholders within the organization.



[image: ][image: ][image: ]
Figure 7: Estimated cost breakdown summary over 5 years
BENEFITS OF AZURE FILE STORAGE TO GLI
The points below show how Azure File Storage and its associated features, along with security measures, can assist GLI.
1. Azure File Storage allows for scalable storage solutions, ensuring that GLI can easily accommodate growing amounts of course content, student data, and other digital assets associated with online learning. As the institute expands its course offerings and student base, Azure File Storage can scale up storage capacity seamlessly.
2. With Azure File Storage, course materials, lecture videos, assignments, and other resources can be stored centrally in the cloud. This enables students to access course content from anywhere, at any time, using various devices such as laptops, tablets, or smartphones. The institute can deliver a seamless learning experience to students, whether they are on-campus or studying remotely.
3. Azure File Storage supports file sharing and collaboration among faculty members, administrators, and students. Multiple users can access and collaborate on course materials simultaneously, facilitating teamwork, content creation, and knowledge sharing within the institute's community.
4. Azure File Storage integrates seamlessly with other Azure services and applications commonly used in educational settings. For example, it can be integrated with Azure Virtual Machines for hosting learning management systems (LMS), content management systems (CMS), or other educational software applications.
5. Azure offers robust security measures to protect data stored in Azure File Storage. This includes encryption of data at rest and in transit, role-based access control (RBAC) to manage permissions, network security groups (NSGs) to control traffic, and Azure Active Directory integration for identity and access management (IAM). These security features help safeguard sensitive student information, course materials, and intellectual property from unauthorized access or breaches.
6. Azure File Storage includes built-in backup and disaster recovery capabilities, allowing the educational institute to create regular backups of course content and student data. In the event of data loss, accidental deletion, or system failures, backups can be restored quickly to minimize downtime and ensure continuity of online learning services.
7. Azure File Storage offers flexible pricing options based on storage usage, allowing the educational institute to optimize costs according to its storage needs and budget constraints. Additionally, Azure provides cost management tools and insights to monitor and control storage expenses effectively.
IMPLEMENTATION OF AZURE STORAGE FOR GLI
Create a storage account:
To create a storage account via the Azure portal, select (+ Create a resource) from the dashboard.
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Figure 8: Azure service dashboard
Search for storage account in the marketplace search window, select the result as shown in Figure 9.
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Figure 9: Azure marketplace
This will bring us to overview page for storage accounts. Select Create to proceed with the storage account creation wizard. 
The Basic page contains all of the required fields to create a storage account. The Performance radio button should be set to Standard to create a GPv2 storage account.
Storage account name: The storage account name must be globally unique. The storage account name will be used as the server’s name. The names must be between 3 and 24 characters in length. They can contain numbers and lowercase letters only.
Location: The region for the storage account to be deployed into. This can be the region associated with the resource group, or any other available region.
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Figure 9: Shows the storage account creation page
The advanced section contains a lot of important settings for Azure file shares:
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Figure 10: Advanced section
The networking section allows to configure networking options. These settings are optional and can be configured if needed.
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Figure 11: Networking section
The data protection section allows to configure the soft-delete policy for Azure file shares in your storage account. 
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Figure 12: Data protection section


Tags are name/value pairs that allows to categorize resources. The tags are optional and can be applied after storage account is created.
The final step to create the storage account is to select the Create button on the Review + create tab. This button won't be available unless all the required fields for a storage account are filled.
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Figure 13: Complete deployment of the storage account
AZURE DATABASE OPTIONS (AZURE SQL DATABASE, AZURE DATABASE FOR MYSQL, AZURE DATABASE FOR POSTGRESQL)
1. Azure SQL Database
SQL Azure Database provides a cloud-based database management system (DBMS). This technology lets on-premises and cloud applications store relational data on Microsoft servers in Microsoft data centers. As with other cloud technologies, an organization pays only for what it uses, increasing and decreasing usage (and cost) as the organization’s needs change. Using a cloud database also allows converting what would be capital expenses, such as investments in disks and DBMS software, into operating expenses.
SQL Azure is built on Microsoft SQL Server. As with SQL Server, developers can create indexes and views, use stored procedures, define triggers, and more. Applications can access SQL Azure data using Entity Framework, ADO.NET, and other Windows data access interfaces.
2. Azure Database for MySQL
Azure Database for MySQL is a managed database service that provides MySQL functionalities without the hassle of managing infrastructure. It is ideal for applications that are built on open-source technologies. Azure Database for MySQL is a managed relational database service provided by Microsoft on the Azure platform. It is built on the popular open-source MySQL database engine and offers fully managed, enterprise-ready community MySQL database services. This service automates administrative tasks such as hardware provisioning, database setup, patching, and backups, allowing users to focus on application development rather than managing infrastructure.
3. Azure Database for PostgreSQL
This is a managed PostgreSQL database service that offers PostgreSQL as a database engine. This option is great for users who need a more advanced feature set in an open-source database. Azure Database for PostgreSQL is a managed relational database service offered by Microsoft on the Azure platform. This service builds on the popular open-source PostgreSQL database to provide a fully managed, enterprise-ready PostgreSQL database system. It automates several administrative processes, including hardware provisioning, database configuration, patching, and backups, allowing users to concentrate on application development rather than database management.
The choice between Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL largely depends on specific needs.
Azure SQL Database is recommended if the application is deeply integrated with other Microsoft services, or if it requires advanced SQL features, high performance, and strong security out of the box.
Azure Database for MySQL could be the best choice when running applications developed on open-source platforms or already using MySQL, and a simple, cost-effective solution is needed.
Azure Database for PostgreSQL is suitable for robust support for complex queries, large datasets, or specific PostgreSQL features.
For storing user profiles, which typically involves handling structured data with potentially complex queries but not necessarily requiring the most advanced SQL features, Azure Database for PostgreSQL offers a good balance between cost, ease of use, and feature richness. It provides the flexibility needed for future growth and complexity in data usage (like analytics) while maintaining a reasonable cost structure.
STEPS TO CREATE AN AZURE DATABASE USING THE AZURE PORTAL
To create a single database in the Azure portal,
1. Browse to the Select SQL Deployment option page.
2. Under SQL databases, leave Resource type set to Single database, and select Create.
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Figure 14: SQL Deployment page
3. Select the desired Azure Subscription from the Basics tab of the Create SQL Database form, under Project details.
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Figure 15: SQL Database creation page
4. For Resource group, select Create new, enter group name, and select OK.
5. For Database name, enter GliDatabase
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Figure 16: SQL Database details
6. To set up a new server, choose "Create new" and complete the form for the new server by following these steps:
· Provide a unique name for the server.
· Select a location from the dropdown menu.
· Opt for SQL authentication.
· Establish a server admin login.
· Input a password that meets the required criteria and confirm it in the designated field.
7. Click "OK" to proceed.
8. Ensure that the option to utilize SQL elastic pool is set to "No."
9. Specify the Workload environment as "Development." The Azure portal presents a Workload environment feature that enables you to define specific configuration settings, which can be modified. This feature is exclusively applicable on the Create SQL Database page and does not affect licensing or other database configuration parameters. Opting for the development workload environment configures various settings accordingly, including:
• The backup storage redundancy option is locally redundant storage, which is a cost-effective choice suitable for pre-production environments not requiring the redundancy of zone- or geo-replicated storage.
• The Compute + storage configuration is set to General Purpose, with a serverless setup featuring a single vCore. By default, there is a one-hour auto-pause delay.
When opting for the Production workload environment, the settings adjust as follows:
• Backup storage redundancy defaults to geo-redundant storage.
• Compute + storage transitions to General Purpose, provisioned with 2 vCores and 32 GB of storage, with the flexibility to further customize in subsequent steps.
6. Navigate to Compute + storage and select "Configure database."
7. This quickstart utilizes a serverless database, so keep the Service tier set to General Purpose (Most budget-friendly, serverless compute) and select Serverless for the Compute tier. Confirm your selection by clicking Apply.
8. Under Backup storage redundancy, designate the redundancy option for the storage account where backups will be stored. Refer to backup storage redundancy for more details.
9. Proceed to the next step by selecting "Next: Networking" at the bottom of the page.
10. On the Networking tab, opt for a public endpoint as the Connectivity method.
11. For Firewall rules, enable "Add current client IP address" and retain "Allow Azure services and resources to access this server" as No.
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Figure 17: SQL Database details (Networking)
6. Under Connection policy, click the Default connection policy, and leave the Minimum TLS version at the default of TLS 1.2.
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Figure 18: SQL Database details (Connection Policy)
7. Click Next: Security at the bottom of the page.
8. On the Security tab, you can start a free trial of Microsoft Defender for SQL and set Ledger, Managed identities, and Transparent data encryption (TDE) as needed. At the bottom of the page, select Next: Additional Settings.
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Figure 19: SQL Database details (Security)
9. On the Additional settings tab, in the Data source section, select Sample under Use existing data. This generates an AdventureWorksLT example database, which contains tables and data for you to query and explore with, as opposed to a blank database. You can also set up database collation and a maintenance window.
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Figure 20: SQL Database details (Additional Settings)
10. Select Review + create at the bottom of the page
11. On the Review + create page, after reviewing, select Create.
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Figure 21: SQL Database 
HOW GLI CAN CONFIGURE BACKUP SCHEDULES AND RETENTION POLICIES USING AZURE BACKUP OPTIONS FOR FILE SHARES AND DATABASES
Configuring backup schedules and retention policies effectively is crucial for data protection and compliance in a medium-sized educational institute like GLI. Azure provides robust backup services that can be tailored to meet specific needs for file shares and databases. 
Azure Backup is one of Azure's fundamental Infrastructure as a Service (IaaS) features, commonly known as business continuity features, because it enables the ongoing operation of business applications in the event of a disaster, or at the very least, speedy recovery [11].  It provides straightforward solutions to backup file shares and databases which ensures that data is protected from accidental deletion, corruption, and other common data loss issues.


FEATURES OF AZURE BACKUP SERVICE
1. Multiple workload support: Azure Backup for File Shares allows the backup of Azure file shares or on-premises file shares using Azure File Sync to Azure while Azure Backup for Databases supports Azure SQL databases, SQL Server in Azure VMs, and other types of databases hosted on Azure VMs [12].
2. Centralized Management: The Azure Backup service smoothly integrates with Azure File Sync, and allows you to centralize your file share data as well as your backups [12]. This simple, reliable, and secure solution enables you to configure protection for your enterprise file shares by using snapshot backup and vaulted backup (preview) in a few simple steps with an assurance that the data can be recovered in case of any accidental or malicious deletion.
CONFIGURING BACKUP SCHEDULES FOR FILE SHARES
1. Frequency: Typically, daily backups are sufficient for most educational institutions unless the file share experiences high change rates.
2. Time: Schedule backups during off-peak hours to minimize impact on network performance, e.g., late at night or early in the morning.
CONFIGURING BACKUP SCHEDULES FOR DATABASES
1. Frequency: Databases often require more frequent backups. Consider differential backups nightly and full backups weekly.
2. Time: Like file shares, perform backups during periods of low activity to reduce load and potential performance degradation.
RETENTION POLICIES FOR FILE SHARES
1. Short-term retention: For operational recovery, keep backups for 30-90 days.
2. Long-term retention: If required, Azure supports archiving backups for several years. This may be useful for research data or significant projects.
RETENTION POLICIES FOR DATABASES
1. Transaction Log Backups: For critical databases, transaction log backups might be taken every 15-30 minutes, with a retention period of 15-30 days.
2. Full Backups: Retain full backups longer than differential backups, possibly for several months to a year depending on compliance requirements.
CREATE A RECOVERY SERVICES VAULT
1. Sign in to the Azure portal.
2. Search for Backup center, and then go to the Backup center dashboard.
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Figure 22: Backup center dashboard
3. On the Overview pane, select Vault
4. Select Recovery Services vault > Continue.
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Figure 23: Create vault page
5. On the Recovery Services vault pane, 
· Select the subscription to use. 
· Create a new or use an existing resource group. To see a list of available resource groups in the subscription, click Use existing and then choose a resource from the dropdown list. To create a new resource group, click Create new and input a name. 
· Type a name to help you find the vault. The Azure subscription's name needs to be distinct. Give a name that is at least two characters long, but not more than fifty. The name can only contain letters, digits, and hyphens. It must begin with a letter.
· Region: Choose the region where the vault will be located. A vault needs to be located in the same region as the data source in order to help safeguard any data source.
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Figure 24: Create Recovery service vault
6. After inputting the values, select Review + create.
7. To finish creating the Recovery Services vault, select Create.
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Figure 25: Complete deployment of the recovery service vault
CONFIGURING BACKUP
To configure backup, 
1. Go to Backup center and select +Backup
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Figure 26: Backup center
2. On the Start: Configure Backup, select Azure Files (Azure Storage) as the data source type, select the vault to protect the file shares with, and then click Continue.
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Figure 27: Configure backup
3. On the Select storage account, from the list of discovered storage accounts, select an account which is ‘globallearninginstitute’ as shown in the screenshot in figure 28, and select OK.
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Figure 28: Storage account to configure backup 
4. Choose the file share type to back up under the FileShares to Backup part of the Configure Backup section, and then click Add.
5.  Choose one or more file shares to back up from the file shares list in the "Select file shares" section, and then click OK.
6. Select an existing backup policy from the list of file share protection options in the Policy Details part of the Configure Backup section, or create a new policy.
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Figure 29: Policy details
7. On the Configure Backup blade, select Enable Backup to start protecting the file share.
RESTORING FILES AND DATABASE FROM BACKUPS
This restore option is used to restore the complete file share in the original location or an alternate location.
To restore the complete file share, follow these steps:
1. In the Azure portal, go to Backup center and select Restore.	
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Figure 30: Backup center
2. On the Start: Restore section, select Azure Files (Azure Storage) as the datasource type, select the file share to restore, and then select Continue.
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Figure 31: Fileshare restore section
3. To designate the restore point for the restoration process, click on "Select" under Restore Point.
4. This action opens the Select restore point context section on the right, displaying the available restore points for the chosen file share.
5. Within the Select restore point section, choose the appropriate restore point for the restoration process, then click on OK.
6. The subsequent step involves selecting the Restore Location. In the Recovery Destination section, specify the location or method for restoring the data by selecting one of the following options:
7. Original Location: Restore the entire file share to the same location as the original source.
8. Alternate Location: Restore the entire file share to a different location while maintaining the original file share as it is.
9. Follow these steps to restore the Azure file share to its original location:
· Select Original Location as the Recovery Destination.
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Figure 32: restore destination
· Select Restore to start the restore operation.
Restore progress can also be monitored from the Recovery Services vault
AZURE SITE RECOVERY
Azure Site Recovery (ASR) is an essential service for organizations like the Global Learning Institute (GLI) to ensure business continuity and minimize downtime during unexpected outages or disasters [13]. ASR helps to manage and orchestrate disaster recovery of on-premises machines and Azure VMs, making it a versatile and robust solution for a range of disaster recovery scenarios. ASR continuously replicates data to a secondary location, either another Azure region or on-premises data center, which can be activated in case the primary location fails. During an outage, ASR automates the recovery process by orchestrating the failover to the secondary location [13], ensuring minimal manual intervention and reducing recovery times. ASR allows the creation of recovery plans that include group-related applications together for coordinated recovery. This is crucial for complex applications involving multiple data tiers or interconnected systems. ASR aims to achieve organization-defined recovery point objectives (RPOs) and recovery time objectives (RTOs), crucial metrics for minimizing data loss and downtime [13].
Here's an evaluation of how ASR can assist GLI in protecting their storage and databases:
Storage
ASR would replicate the file shares and block storage used by GLI to a secondary Azure region. In the event of a regional outage, these storage resources can be quickly brought online from the replicated data, ensuring that educational content and resources remain available.
Databases
For databases, continuous replication is vital. ASR supports SQL Server and other database systems by replicating database files continuously. This ensures that GLI can resume educational services with up-to-date student and course information after a disaster.

CONCLUSION
In conclusion, migrating from an on-premise server infrastructure to Azure Cloud represents a strategic advancement that addresses both cost efficiency and scalability. The transition will allow GLI to leverage Azure's flexible pricing models and extensive scalability options, which are essential for accommodating fluctuating workloads and future growth without the upfront costs associated with physical hardware. It will also strengthen the institute’s ability to scale and adapt to changing business needs while enhancing its disaster recovery capabilities.
Youtube link - https://youtu.be/dfryB9pMVbM
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