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[bookmark: _Toc1422042377]Abstract 
This involves both research and practical implementation to design and deploy a virtualized network, a multinational corporation with offices in Swansea and Cardiff. The task is divided into three parts: research, network design and deployment, and reflection. The research component focuses on exploring key concepts in virtualization, IP addressing, routing protocols, and network services, emphasizing critical appraisal and a comprehensive understanding of these topics, referencing recent academic and industry literature. The practical implementation involves selecting an appropriate hypervisor, designing an IP addressing scheme, and deploying a network based on a provided topology. This also includes troubleshooting connectivity issues and ensuring effective network performance. Finally, a reflective section requires both technical and personal reflections on the network deployment process, highlighting challenges faced and problem-solving strategies. It not only covers the research but also reflects on the practical aspects of network implementation, providing insights into the deployment process and the use of network services in real-world scenarios.
[bookmark: _Toc261774005]Task 1 
[bookmark: _Toc219945287]IP Addresses
A message or data is sent to another device using the internet by breaking it into multiple packets. This is conducted by the Transmission Control Protocol (TCP) [1]. It translates the packets into bits which are then traversed to their destination by routers or switches. This process is also known as packet switching [2]. The internet Protocol (IP) governs how data is transferred and ensures that it reaches its destination. The protocol is also responsible for the process including addressing, routing and encapsulating data. However, for a computer to be connected to the internet it must have an IP address. This is a unique number given to each device by an Internet service provider (ISP) made up of 32 bits that consists of 4 octet bits. Where the first 24 bits represent the network, and the last 8 bits represent the host. This unique address ensures that the data can be sent to the corresponding device. As packets when they are sent include information including the source IP Address and a destination IP address. This is used by routers and other networking devices so that it can guide the packets to their destination successfully [2]. Furthermore, a subnet mask manages network traffic and reduces broadcast traffic as it can be used to divide large networks into smaller portions [3]. Moreover, it assists by showing whether the receiver is local or remote. Furthermore, TCP/IP consists of both protocols [4].  
[image: ]

Fig 1: TCP/IP Layers [5]
The TCP/IP model includes 4 layers with differing functions whereas the OSI Model consists of 7. Although IP cooperates mainly with the network/internet layer as it manages IP addresses and packet routing through several networks [4][6]. it also facilitates other layers such as the data link layer and transport layer. It also relies on the physical layer to be able to be able to send the data. 
Furthermore, there are two main types of IP addresses used to identify devices on the internet. These are IPv4 and IPv6. IPv4 is the fourth version of internet protocol using a 32 bit addressing [7]. Internet Protocol version 4 (ipv4) includes five classes ranging from A to E. Where classes A, B and C differ due to the size of the network, class D addresses are used for multicasting, sending data to a group of devices. Additionally, class E is reserved for experimental use. Furthermore, the other type of IP addressing is Internet Protocol version 6 (IPv6). In contrast to IPv4, IPv6 address space is 128 bits. It also uses hexadecimals instead of utilising the decimal system. 

[bookmark: _Toc464468426]Routing
Routing is the process of determining the best path for data to travel across a network from its source to its destination. It involves routers, which are devices that direct data packets between different networks based on routing protocols [8]. These protocols determine how routers exchange information about the network topology and make decisions about the most efficient paths for data [9]. There are two types of routing protocols. Routing can be static or dynamic. A routing table is a dataset that includes routing details such as location and pathway. Dynamic routing is where the paths are amended automatically to the most efficient one depending on current network topology. This can help manage network traffic and improve mobility whereas static routing must be configured manually by a network administrator. For this reason, dynamic routing protocols such OSPF and BGP is advantageous for larger and complex networks. Furthermore, there are many dynamic protocols [10].  MANET (Mobile Ad Hoc Networks) is utilised in the military to allow communication. There are three main categories. The first being proactive protocols where each node maintains a routing table that is regularly updated ensuring efficient pathways. An example of this is Destination-Sequenced Distance-Vector (DSDV) which can be utilised efficiently. Another protocol type is Reactive where routing data is not constantly updated only when it is required, for example, Dynamic Source Routing (DSR). However, there could be packet loss if routes are not found in optimal time. Despite this, it is essential for scenarios such as the military where there is no preexisting infrastructure and to manage the unpredictability. Thus, dynamic protocols are helpful as they can adapt to changes.
In addition to this static routing does not adapt well to high performance networks as it assumes a pathway and is not adjusted according to changes such as congestion or failure and cases of bottlenecks [11]. Furthermore, static protocols may limit a network if there are several switches. Multistage switching for example is useful in managing traffic but they require adaptive protocols like dynamic routing.  Static routing can also cause issues including contention in multistage networks where multiple data packets aim to use the same path causing the performance to diminish. Due to these disadvantages static routing is more impractical than dynamic routing in larger or modern networks as setting predetermined pathways and the inability to accommodate changes in the network being its significant drawback.
[bookmark: _Toc1592072851]Network Services
Virtual Private Network (VPN) creates private networks for users connected to a public network so that it is more secure and assists in protecting user data by establishing a secure tunnel [12]. This service improves security for users as well as privacy with easy use. An advantage of using a VPN is that it provides security and creates private networks and is financially effective especially compared to the cost of building a private network.
Dynamic Host Configuration Protocol (DHCP), a DCHP server is used to assign network configuration information including IP addresses as well as subnet masks and default getaways to hosts connected to a network [13]. The protocol makes it easier to manage larger networks as it simplifies configuration and reduces the chances of overhead and IP address conflicts by maintaining a pool of IP addresses available. For devices that frequently leave or connect to the network DHCP provides an IP address for a period so that it can be renewed 
Active directory (AD) is a network operating system developed by Microsoft that manages network resources such as devices and users connecting to a network [14]. It also authorises users, manages access to resources through permissions for users and assigns a central point of management. Furthermore, it also maintains policies such as auditing that further protect essential data to ensure only authorised individuals have access. 
Certificate authorities are responsible for granting digital certificates that authenticate the entity’s identity including devices and websites allowing secure communication over networks. SSL/TLS certificates are commonly used by websites to ensure communication between servers and web browsers where the website authenticated before issued a certificate. Moreover, Public Key infrastructure (PKI) is a standard used by authorities to govern digital certificates. It uses asymmetric encryption, where a public key is used for encrypting and a private key for decrypting to secure sensitive data. 

Hypervisor
Hypervisors are used to operate numerous virtual machines on a physical machine where they can work independently [15]. Hypervisors provides a platform for creating and managing virtual machines by presenting physical hardware. There are two types of hypervisors, Type 1 and Type 2. Type 1 hypervisors operate directly on the hardware. Whereas, Type 2 hypervisors operate directly on top of the operating system, which act as a host [16].
Type 1 hypervisors can offer virtualisation of resources like CPU, memory and storage. It has a higher level of security through virtual machine isolation and supports hardware assisted virtualisation. However, Type 2 hypervisor’s main features are its reliance on an operating system as its host and the virtualisation of resources. It also uses the host OS drives for hardware access. Both types of hypervisors offer management tools for VM configuration [17].
The hardware requirements of type 1 hypervisors include dedicated physical hardware. They require a CPU with virtualisation extensions such as Hyper-V and sufficient storage and RAM. However, the hardware requirements for type 2 hypervisors involve a host OS, a compatible CPU and a high amount of RAM and storage [18].
Some advantages of type 1 hypervisors include they offer a better performance, requiring minimal overhead resources. They provide a higher level of security and isolation with the VMs. This makes them suitable and most fitting for large data centres such as Google or Facebook. But they are less compatible than Type 2 hypervisors. The benefits of type 2 hypervisors include ease of setup and flexibility as they are compatible with most OS such as Windows, Linux or MacOS. This makes them ideal for testing networks. However, as they rely on a host OS it may make them less secure as vulnerabilities could be introduced [19].
Some hypervisor solutions on the market for type 1 hypervisor include VMware ESXi, Xen and Microsoft Hyper-V. VMware ESXi allows virtualisation with strong management tools perfect for large businesses. Microsoft Hyper-V allows a high scale of virtualisation while also entwining well with Windows OS. Where Xen is the open-source option. It is more flexible and would be more suitable for a cloud-based environment.
Some different types of hypervisor solutions on the market for type 2 include VMware Workstation, Oracle VirtualBox and Parallels Desktop. VMware Workstation is compatible with various OS’s. Oracle VirtualBox is open-source and supports multiple host and guest OS’s. Where Parallels Desktop is mainly for macOS to integrate seamlessly with Windows [20].




[bookmark: _Toc954269436]Task 2 
Type 2 hypervisor will be useful in achieving this as it is simple to install with sufficient accessibility. Furthermore, a type 2 hypervisor is useful when an expense in resources is not possible as it utilises the host's preexisting hardware. Thus, this type of hypervisor will be more financially beneficial than other types.
An ISO is downloaded so that windows can be installed and used on software like VMware and VirtualBox. In this topology VirtualBox is used to access each virtual machine. 
[image: ]
Above is a screenshot of the website where the windows server was installed
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The first is a screenshot of the website where the windows client was installed and the image above displayed where the server ISO is installed.  
[image: ]
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Furthermore, a Linux client and server was installed from Debian and set up the server as shown above


[image: ]
When setting up the Windows server ISO, it was changed so that it is connected to an internal network so that performance and configuration could be tested later. It was also useful to isolate the communication between the server and client so that it is more secure. An internal network separates the server from internet connection preventing threats. 
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Above is an image displaying the ip configuration of the Linux server assigning a private IP address which is 192.168.12
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The image above shows the process of configuring the ip address of the windows server. 
[image: ]

The above image displays the given IP address to the windows server. The assigned IP address is 192.168.1.1 with a subnet mask of 255.255.255.0. The IP address belongs to Class C IP address reserved for LANs and private networks often used for smaller networks which was suitable for this task. 
[image: ]
The IP address was also configured for the windows client operating system

[image: ]
Similarly to the windows server the IP address of the client is reserved for private networks to enable communication between the client and server. 


[image: ]
The above images shows the Linux client pinging the Linux server successfully
[image: ]
As well as, the Linux server pinging the client. 



[image: ]
The Above image displays linux pinging windows server successfully 
However, when enabling communication between the windows client and server an error occurred during testing. 
[image: ]


As shown above, the image shows the windows client attempting to communicate with the windows server, but it was unsuccessful. This could be for several reasons such as congestion, the device is unconnected to the network or security preventions such as firewalls. 
[image: ]
To test what the issue maybe I disabled the client’s firewalls before attempting communication. 
[image: ]
I also turned the firewalls off on the windows server to ensure firewalls would not be an issue when it came to pinging as shown below
[image: ]
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The image above displays a command that allows firewall rules so that pings are accepted

[image: ]
With this change in security measures the client successfully pinged the windows server.
[image: ]
This also allows the server to be able to ping the client. However, firewalls are unenabled which could become a risk. Because of the potential harm, I wanted to overcome this. 

[image: ]
To be able to ping both window client and window server I would need to allow ICMP (Internet Control Message Protocol) requests. This can be achieved by ICMP Echo Requests which are enabled as shown in the image above. 
[image: ]
With ICMP Echo requests enabled and firewalls now active. As shown in the above image the client can ping the window server
[image: ]

Additionally, the server can also ping the client with firewalls enabled

[bookmark: _Toc729798890]Task 3 
During the process of deploying and testing the network, I encountered several challenges and learning opportunities. For example, ensuring communication between devices required some experimentation. Initially, some devices couldn’t ping each other even within the same subnet, by investigating this error I discovered that it was due to restrictive firewall settings on the virtual machines.
[image: ]
 I first explored this issue by inspecting possible issues such as ensuring the IP addresses were correct and eventually testing whether it was hindered by firewalls. I then allowed ICMP Echo requests, and I was able to confirm the connectivity with firewalls protecting the devices.
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C:\Users\sharise>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data

Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1:
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Microsoft Windows [Version 10.6.26100.1742]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\sharise>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:
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IPv4 Address. . . . . . . . . .. : 192.168.1.22
Subnet Mask . . . . . . .. ... : 255.255.255.0
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C:\Users\sharise>
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C:\Users\sharise>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
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\Users\shariseg>ping 192.168.1.22
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Command Prompt X+ v

Microsoft Windows [Version 10.6.26100.1742]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\sharise>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = @, Lost = 4 (160% loss),

C:\Users\sharise>
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IC: \Users\shariseo>ping 192.168.1.22

Pinging 192.168.1.22 with 32 bytes of data
Reply from 192.168.1.22: bytes=32 time<ims
Reply from 192.168.1.22: bytes=32 time<ims
[Reply from 192.168.1.22: bytes-32 time<ims TTL-128
[Reply from 192.168.1.22: bytes-32 time<ims TTL-128

Ping statistics for 192.168.1.2.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)

lApproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\shariseo>
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Activities [ Terminal Mar 6 18:08

sharise@vbox: ~

t qlen 1000
1link/loopback @8:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.2.1/8 scope host 1o

valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever

2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr

oup default glen 1000
link/ether 8:00:27:c7:5d:fa brd ff:ff:ff:ff:ff:ff
inet 172.16.33.2/16 brd 172.16.33.255 scope global enp@s3

valid_1ft forever preferred_1ft forever
inet6 feso::a00:27ff:fec7:5dfa/64 scope link
valid_1ft forever preferred_1ft forever
sharise@vbox:~$ ping 172.16.33.1
PING 172.16.33.1 (172.16.33.1) 56(84) bytes of data
bytes from 172.16.33.1: icmp_seq=
bytes from 172.16.33.1: icmp_se:
bytes from 172.16.33.1: icmp_se:
bytes from 172.16.33.1: icmp_seq

--- 172.16.33.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.257/0.275/0.289/0.011 ms
shariseevbox:~$ ||





image13.png
ackets transmitted, 0 rece 100% packet loss, time

server:/etc/network# ip a
0: <LDOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group ault glen 1
Link/loophack 06:00:00:00:60:00 brd o 2:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_Lft foreve
ineté ::1/12 ope host noprefixroute
11id_1ft forever preferred_Lf+ fore
100s3: <BROADCAST , MULTICA: LOWER_UP> mtu 1506 qdisc fq_codel state UP group default glen 1600
Link/ether ¢ d:eb:b2 brd 11 Fieff
inet 10.0.0.2/30 brd 10.0.6.3 scope glob:
valid_lft forever preferred_Lft forev
ineté fes 2/64 scope
valid_lft forever preferred_Lft forev
Np6sB: (BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1500 adisc fa_codel state UP group default glen 1000
link/ether ¢ 4h:6d ord ff:ffff:ff:ff:ff
inet 198.165 brd 138.165.12.255 ope global enposs
valid_lft forever preferred_Lft forev
ineté fed 7f edb 1/64 scope
valid_lft forever preferred_Lft foreve
:/etc/network# pis 10.0.0.1
(16.0.0.1) 56(84) bytes of data
from 10.0.0.1: icmp_seq=1 t£1=128 tine=0.633 m
from 10.0.0.1: icnp tt1=128 tine=o.276 m
from 1¢ 0. tim .312 ms
from 10.0.0.1: tij s
from 1¢ . ti .235 ms
from 10 . .255
from 1¢ . ti .256
from 1¢
from 1¢
from 16
fram 1¢
fram 16
fram 1¢
from 19
from 1¢
from 1¢ icmp
from 1¢ icmp
fram 16
fram 16
fram 16
bytes from 1
ytes from 1¢

10.0.0.1 ping stati
ackets transmitted i, 0% pack
min/avg/max 5/0.693/0.0
C-server: netunrkd

Boi@o BRISE
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Command Prompt X+ v

Microsoft Windows [Version 10.6.26100.1742]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\sharise>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = @, Lost = 4 (160% loss),

C:\Users\sharise>
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