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[bookmark: _Toc224026232]
[bookmark: _Toc229395014]Introduction: The Tasks
The following screenshots detail the outcomes following the completion of each task. Additional details are contained within the configurations, file and script notes to be shown during a scheduled demonstration. Research was conducted as part of CW1. AI assistance (Claude, Anthropic) was used to support PowerShell script development. Logic and functional design authors own, with syntax and layout support using Claude. 
1. [bookmark: _Toc224026233][bookmark: _Toc229395015]Routing the Network
1.1 [bookmark: _Toc224026234][bookmark: _Toc229395016]Swansea Routing
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[bookmark: _Toc229395333]Figure 1: Swansea routing table showing static route to London network via a site-to-site VPN interface.

1.2 [bookmark: _Toc229395017]London Routing
[image: ]
[bookmark: _Toc229395334]Figure 2: L-CD routing table detailing routes to both Swansea and London networks.
2. [bookmark: _Toc229395018]Establishing the Domain
2.1 [bookmark: _Toc229395019]Establishing a Forest
[bookmark: _Toc229390288][bookmark: _Toc229393451][bookmark: _Toc229395020][image: ]
[bookmark: _Toc229395335]Figure 3: SWANSEA.ACCA forest established with S-DC promoted as Domain Controller.

2.2 [bookmark: _Toc229395021]Creation of A (Address) Records
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[bookmark: _Toc229395336]Figure 4: Forward lookup zone showing A records. ClientS1 can be seen with a dynamic update of DHCP issued IP.

2.3 [bookmark: _Toc229395022]Creating Reverse PTR (DNS Pointer) Records
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[bookmark: _Toc229395337]Figure 5: Reverse lookup zones created for both Swansea and London subnets.
 

3. [bookmark: _Toc229395023]A Virtual Private Network (VPN) solution

3.1 [bookmark: _Toc229395024]A site-to-Site VPN
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[bookmark: _Toc229395338]Figure 6: VPN running, ClientL1 connected via VPN, ClientS1 does not show connected here, due to being on the same LAN as S-DC.
4. [bookmark: _Toc229395025]User Management
4.1 [bookmark: _Toc229395026]Scaled up Account Management 
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[bookmark: _Toc229395339]Figure 7: Domain users added with the aid of a PowerShell script to select or check against criteria and handle errors and duplication.
5. [bookmark: _Toc229395027]Joining the Domain 
5.1 [bookmark: _Toc229395028]Joining Devices to the Domain Controller
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[bookmark: _Toc229395340]Figure 8: Shows all devices joined to SWANSEA,ACCA domain.
6. [bookmark: _Toc229395029]A Dynamic Host Configuration Protocol (DHCP) Server
6.1 [bookmark: _Toc229395030]The DHCP Server setup 
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[bookmark: _Toc229395341]Figure 9: DHCP scopes configured for both networks with DNS dynamic update enabled.

6.2 [bookmark: _Toc229395031]Configuring a DHCP Relay Server
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[bookmark: _Toc229395342]Figure 10: DHCP relay configured on L-CD, forwarding client requests to the Swansea DHCP server.
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[bookmark: _Toc229395343]Figure 11: Shows configured London DHCP scope options.

6.3 [bookmark: _Toc229395032]IP Address Automatic Leasing 
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[bookmark: _Toc229395344]Figure 12: Active DHCP leases shown in London and Swansea address scopes.
7. [bookmark: _Toc229395033]From Testing to Troubleshooting
7.1 [bookmark: _Toc229395034]Ensuring Working Connections
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[bookmark: _Toc229395345]Figure 13: Successful pings across the network from both clients following configuration.

8. [bookmark: _Toc229395035]Configuration and Access of the Disk Drive 
8.1 [bookmark: _Toc229395036]Shared Drive Creation and Permission Management
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[bookmark: _Toc229395346]Figure 14: Shows SwanseaFiles share accessible from both networks including folder structures.
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[bookmark: _Toc229395347]Figure 15: NTFS Permission settings. Inheritance broken on Restricted-Scripts limiting Domain Users to Read & Execute only. 
9. [bookmark: _Toc229395037]Hosting a Website with Internet Information Services (IIS)
9.1 [bookmark: _Toc229395038]Accessing a Created Website
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[bookmark: _Toc229395348]Figure 16: Domain website webs.swansea.acca accessible over HTTPS. Authentication prompt and welcome message also shown.


10. [bookmark: _Toc229395039] Connecting with Remote Desktop Services (RDS)
10.1 [bookmark: _Toc229395040]Secure Access of a Desktop Environment 
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[bookmark: _Toc229395349]Figure 17: RDWeb accessible via https://rds.swansea.acca, shows authentication prompt and access of centrally assigned applications. 
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11. [bookmark: _Toc229395041] Appendices
[bookmark: _Toc229395042]Appendix A: Network Addresses 
[bookmark: _Toc229395351]Table 1: IP Reference table
	Device
	
	IP Address
	Subnet Mask
	Default Gateway
	DHCP IP Available

	S-DC
	Swansea LAN
	10.0.10.1
	255.255.255.240
	/
	/

	S-DC
	Point-to-Point
	10.0.30.1
	255.255.255.252
	/
	/

	L-CD
	Point-to-Point
	10.0.30.2
	255.255.255.252
	10.0.30.1
	/

	L-CD
	London LAN
	10.0.20.1
	255.255.255.240
	/
	/

	ClientS1
	Swansea LAN
	DHCP
	255.255.255.240
	10.0.10.1
	10.0.10.7 to 10.0.10.14

	ClientL1
	London LAN
	DHCP
	255.255.255.240
	10.0.20.1
	10.0.20.8 to 10.0.20.14



[bookmark: _Toc229395043]Appendix B: Test Script 
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[bookmark: _Toc229395350]Figure 18:Extracts showing Pass/ Fail status, file share detail and duplicate name solution fail detail. 
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C:\Users\Administrator.s-DC2>route print

Interface List
7...00 Oc 29 88 8 3b ......Intel(R) 82574L Gigabit Network Connection

9...00 OC 29 88 8 45 . Intel(R) 82574L Gigabit Network Connection #2
13...06 OC 29 88 8 4F . Intel(R) 82574L Gigabit Network Connection #3
7 ~.....SuanLonVeN

Leiiiiiiiieiieiiaiiiin... . Softuare Loopback Interface 1

1Pva Route Table

Active Routes

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.17.2  192.168.17.186 25
10.0.10.0 255.255.255.240 on-Link 10.0.10.1 281
10.0.10.1 255.255.255.255 on-Link 10.0.10.1 281
10.0.10.15 255.255.255.255 on-link 10.0.10.1 281
10.0.20.0 255.255.255.240 10.0.30.2 10.0.30.1 75
10.0.20.0 255.255.255.240 On-Link 10.0.50.1 26
10.0.20.15 255.255.255.255 on-link 10.0.50.1 281
10.0.36.0 255.255.255.252 on-link 10.0.30.1 281
10.0.30.1 255.255.255.255 on-Link 10.0.30.1 281
10.0.30.2 255.255.255.255 on-link 10.0.30.1 26
10.0.30.3 255.255.255.255 on-link 10.0.30.1 281
10.0.50.1 255.255.255.255 on-Link 10.0.50.1 281
127.0.0.0 255.0.0.0 on-link 127.0.0.1 331
127.6.0.1 255.255.255.255 on-link 127.6.0.1 331
127.255.255.255 255.255.255.255 on-Link 127.6.6.1 331
102.168.17.0  255.255.255.0 oOn-link  192.168.17.186 281
192.168.17.186 255.255.255.255 on-link  192.168.17.186 281
192.168.17.255 255.255.255.255 on-link  192.168.17.186 281
224.0.0.0 240.0.0.0 on-Link 127.0.0.1 331
224.0.0.0 240.0.0.0 on-link 10.0.30.1 281
224.0.0.0 240.0.0.0 on-link 10.0.10.1 281
224.0.0.0 240.0.0.0 oOn-link  192.168.17.186 281
224.0.0.0 240.0.0.0 on-link 10.0.50.1 281
255.255.255.255  255.255.255.255 on-link 127.6.0.1 331
255.255.255.255 255.255.255.255 on-Link 10.0.30.1 281
255.255.255.255  255.255.255.255 on-Link 10.0.10.1 281
255.255.255.255  255.255.255.255 on-link  192.168.17.186 281
255.255.255.255 255.255.255.255 on-Link 10.0.50.1 281

persistent Routes:
Network Address Netmask Gateway Address Metric
10.0.20.0 255.255.255.240 10.0.30.2 50
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~bash: show: command not found
20e@L-CD:~$ ip route

default
10.0.10.
10.0.20.
10.0.30.
10.0.40.
192.168

via 192.168.17.2 dev ens35 proto dhcp src 192.168.17.129 metric 1004
0/28 via 10.0.30.1 dev ens33

0/28 dev ens34 proto kernel scope link src 10.0.20.1

0/36 dev ens33 proto kernel scope link src 10.0.30.2

0/36 dev wg® proto kernel scope link src 10.0.46.2

17.6/21 dev ens35 proto dhcp scope link src 192.168.17.129 metric 1004
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The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
pernitted by applicable law.

Last login: Mon May 11 00:14:40 2026 from 192.168.17.1

z0e@L-CD:~$ cat /etc/default/isc-dhcp-relay

# Defaults for isc-dhcp-relay initscript

# sourced by /etc/init.d/isc-dhcp-relay

# installed at /etc/default/isc-dhcp-relay by the maintainer scripts

#
# This is a POSIX shell fragment
#

# What servers should the DHCP relay forward requests to?
SERVERS="10.0.10.1"

# On what interfaces should the DHCP relay (dhrelay) serve DHCP requests?
INTERFACES="ens3l ens33"
#ens 30 to relay to deb client ClientLl, ens33 is point to point int = talk to DHCP server S-DC

# Additional options that are passed to the DHCP relay daemon?
OPTION
20e@L-CD:~$
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Microsoft Windows [Version 10.0.26200.82u6]
() Microsoft Corporation. ALl rights reserved.

C:\Users\a.khan>ping -n 2 10.0.10.1
Pinging 10.0.10.1 with 32 bytes of data

Reply from 10.0.10.1: bytes=32 time<lms TTL=128
Reply from 10.0.10.1: bytes=32 time=lms TTL=128

Ping statistics for 10.0.10.1:

Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Mininum = @nms, Maximum = lms, Average = Oms

C:\Users\a.khan>ping -n 2 10.0.20.1
Pinging 10.0.20.1 with 32 bytes of data

Reply from 10.0.20.1: bytes=32 time=Ums TTL=63
Reply from 10.0.20.1: bytes=32 time=lms TTL=63

Ping statistics for 10.0.20.1:

Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ms, Maximum = Uns, Average = 2ms

C:\Users\a.khan>ping -n 2 10.0.20.9
Pinging 10.0.20.9 with 32 bytes of data

Reply from 10.0.20.9: bytes=32 time=3ms TTL=62
Reply from 10.0.20.9: bytes=32 time=3ms TTL=62

Ping statistics for 10.0.20.9:

Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 3ms, Average = 3ms

C:\Users\a.khan>ping -n 2 10.0.30.1
Pinging 10.0.30.1 with 32 bytes of data

Reply from 10.0.30.1: bytes=32 time<lms TTL=127
Reply from 10.0.30.1: bytes=32 time<lms TTL=127
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Command Prompt x IS

Reply from 10.0.20.9: bytes=32 time=3ms TTL=62

Ping statistics for 10.0.20.9:
Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-second:
Minimum = 3ms, Maximum = 3ms, Average = 3ms

C:\Users\a.khan>ping -n 2 10.0.30.1

Pinging 10.0.30.1 with 32 bytes of data
Reply from 10.0.30.1: bytes=32 time<lms TTL=127
Reply from 10.0.30.1: bytes=32 time<lms TTL=127

Ping statistics for 10.0.30.1:
Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-second:
Minimum = @nms, Maximum = @ms, Average = Oms

C:\Users\a.khan>ping -n 2 10.0.30.2

Pinging 10.0.30.2 with 32 bytes of data
Reply from 10.0.30.2: bytes=32 time=lms TTL=63
Reply from 10.0.30.2: bytes=32 time=lms TTL=63

Ping statistics for 10.0.30.2:
Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = lms, Average = lms

C:\Users\a.khan>
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5 Clientt1

20e@ClientL1: ~

zoe@Clientll: § ping -c 2 10.0.20.1

PING 10.6.20.1 (10.6.20.1) 56(84) bytes of data

64 bytes from 10.0.20.1: icmp_seq=1 tt .371 ms
64 bytes from 10.0.20.1: icmp_seq=2 ttl=64 time=0.499 ms

--- 10.0.20.1 ping statistics --

2 packets transmitted, 2 received, 0% packet loss, time 1032ms
rtt min/avg/max/mdev = ©.371/0.435/0.499/0.064 ms
zoe@ClientLl: § ping -c 2 10.0.30.2

PING 10.0.30.2 (10.0.30.2) 56(84) bytes of data

64 bytes from 10.0.30.2: icmp_seq=1 tt .490 ms

64 bytes from 10.0.30.2: icmp_seq=2 ttl=64 time=0.589 ms

--- 10.0.30.2 ping statistics --
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = ©.490/0.539/0.589/0.049 ms
zoe@ClientLl: § ping -c 2 10.0.10.1

PING 10.6.10.1 (10.6.10.1) 56(84) bytes of data

64 bytes from 10.0.10.1: icmp_seq=1 tt
64 bytes from 10.0.10.1: icmp_seq=2 ttl=126 time=:

.51 ms
.09 ms

--- 10.0.10.1 ping statistics --

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.511/1.799/2.087/0.288 ms
zoe@ClientLl: § ping -c 2 10.0.10.7

PING 10.6.10.7 (10.6.10.7) 56(84) bytes of data

64 bytes from 10.0.10.7: icmp_seq=1 ttl=126 time=3.46 ms

64 bytes from 10.0.10.7: icmp_seq=2 ttl=126 time=2.23 ms

--- 10.0.10.7 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 2.230/2.846/3.462/0.616 ms
zoe@ClientL1:~$ [
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Welcome to Swansea Website

SWANSEA.ACCA - Authorised Users Only
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PS C:\Users\Administrator.5-DC2> E:\SwanseaFiles\Restricted-Scripts\Combined Assessment Check Script.psi
ACCAS023 - Network Operating Systems and Services
Marking Scheme Ordered Assessment Check Script

Script executed on: 2026-05-11 10:48:02
Server being checked: 5-DC

Domain being checked: SWANSEA.acca
Website being checked: webs. SWANSEA. acca

NOTE: PASS/FAIL supports marking evidence. Some criteria still require tutor judgement and screenshots.
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[PASS] Sharing Disk Drive: access permissions allow listed users full control :
S share access entries:

AccountName AccessRight AccessControlType
SWANSEA\Administrator Full Allow
‘SWANSEA\Domain Admins Full Allow
BUILTIN\Administrators Full ATlow
Everyone Read Allow
SWANSEA\Domaiin Users Full Allow

NTFS access entries

IdentityReference
CREATOR OWNER FullControl Allow
NT AUTHORITY\SYSTEM  ReadAndExecute, Synchronize Allow
BUILTIN\Administrators FullControl Allow
‘SWANSEA\Administrator FullControl Allow
SWANSEA\Domain Users  ReadAndExecute, Synchronize Allow
BUILTIN\Administrators FullControl Allow
CREATOR OWNER FullControl Allow
NT_AUTHORTTY\SYSTEM FullControl Allow
BUILTIN\Administrators FullControl Allow
SWANSEA\Domaiin Users FullControl Allow

BUILTIN\Users ReadAndExecute, Synchronize Alow
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SUMMARY

Total automated/manual checks: 19

FAIL: 1
MANUAL CHECK REQUIRE!

Total Marks in Marking Scheme: 100
NOTE: This script supports evidence collection only.
nt explanation.
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