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[bookmark: _Toc124187807]Abstract
The aim of the project is to research the different prevention methods used to protect user’s devices. Then implement an experiment to test one of the prevention methods outlined to test the effectiveness of that prevention method at stopping ransomware from executing and infecting a user’s device.
The method used to complete this aim were to design and implementation of an experiment that tested the three-level detection prevention method. To research the prevention methods a literature review was created then the sources critiqued.
The materials used to complete the experiment were two PCs both installed with a virtual machine. The software used were anti-virus software and virtual machines.
The findings from this experiment results show that the three-level prevention method was 100% effective at preventing ransomware from executing on a device. The results did show that some aspects of the prevention method however were not effective such as the web browser extension.
The conclusion to the project is that the three-level prevention method was effective at stopping ransomware from executing on a user’s device. Other experiments were then recommended to test the other prevention methods listed in the literature review. 


Contents
Form of Consent	2
Abstract	3
1.	Introduction	6
1.1	Aim And Objectives 	7
2.	Literature Review	8
2.1	First Source	8
2.2	Second Source	9
2.3	Third Source	11
2.4	Fourth Source	13
2.5	Fifth Source	14
2.6	Sixth Source	16
2.7	Seventh Source	17
2.8	Analysis of Prevention methods in Literature Reviewed	18
2.8.1	Ransomware	18
2.8.2	Ransomware Operation	20
2.8.3	Prevention Methods	22
3.	Research Methodology	26
3.1	Research Onion	26
3.2	Gantt Chart	27
3.3	Contingency Plan	28
4.	Design and Implementation of Experiment	30
4.1	Experiment Design	30
4.1.1	Variables	30
4.1.2	Experiment Hypothesis	30
4.1.3	Experiment Hardware	30
4.1.4	Experiment Software	30
4.1.5	Experiment Setup	32
4.1.6	Analyse the Data	37
4.1.7	Interpret the Results	37
4.1.8	Experiment Validity	37
4.2 Three-level detection and prevention analysis	38
4.3	Analysis of outcomes	41
5.	Results and Analysis	48
5.1	Conclusion of Experiment	49
6.	Conclusion	50
7.	Recommendations	51
8.	Reflection	52
Appendices	53
Bibliography	55



[bookmark: _Toc124187808]1.	Introduction
This Project will identify and evaluate different prevention methods users can utilise to protect themselves from ransomware attacks. The project will include researching the history of ransomware and ransomware attacks to provide the reader with a background understanding of where these attacks occur. 	Comment by Nitheesh Kaliyamurthy: Add more introduction. Talk about Type of Ransomware etc	Comment by Lloyd Johnson (1802820): complete
Ransomware gets the name from ransom and malware as it is malware that holds a computer system for ransom. Ransomware is a form of malware that is used by attackers to block a user from accessing a computer system. For the user to regain access to the computer system the ransom must be paid to the attackers. [1]
Ransomware operates as such, once the ransomware has executed on the user device it encrypts the files and applications on the device. The ransomware creates a ransom note on the device and a method of payment for the user to follow. [1]
The history research will detail different types of ransomware attacks that have occurred in the past. The two ransomware attacks that will be researched in the literature review are WannaCry and BadRabbit. The project research will give detailed analysis of the ransomware attacks looking at each attack’s features, functions, and operation. [2] [3]
The project will then research four different methods of prevention of ransomware attacks. The prevention methods are SDN-Based Detection of self-Propagating ransomware, Three-level Ransomware detection and Prevention [3], Ransomware detection using machine learning [4] and finally Ransomware prevention technique using key backups. [5]
Following the analysis of the three prevention and detection techniques an experiment will be implemented to test the effectiveness of the prevention methods outlined in the project. The three-level detection prevention method will be the prevention method tested in this experiment. The three-level detection method will be tested for effectiveness using a ransomware simulator called RanSim. This simulator uses 22 infection scenarios that simulate standard ransomware. 
Following the results of the experiment, the project will conclude whether the prevention method was effective and accurate at stopping ransomware from executing on the user’s device.
Finally, the project will conclude with providing recommendations for future work in this subject area. After this the reflections on completing the project learnt by implementing the experiment to test the effectiveness of three-level detection. 
1.1 [bookmark: _Toc124187809]Aim And Objectives 	Comment by Nitheesh Kaliyamurthy: How you are going to ach. Your aim? 
1. Do literature reviews on ransomwares, its history, various attacks
2. Adpt. To proven research metho. To analyse and implement protection against ranswo. Attack
3. Design and implement/ experiment three….
4. Analsye the results and conclude ...	Comment by Lloyd Johnson (1802820): complete
The aim of the project is to research the different prevention methods used to protect user’s devices from ransomware attacks and implement an experiment to test one of the prevention methods outlined to test the effectiveness of that prevention method at stopping ransomware from executing and infecting a user’s device.	Comment by Nitheesh Kaliyamurthy: More specific and precise	Comment by Lloyd Johnson (1802820): complete

· To create a literature review on the following history of ransomware and ransomware attacks such as WannaCry and Petya and on Prevention Methods used to protect user’s devices from ransomware.
· [bookmark: _Hlk124010755]Talk about Research Methods and use correct research methodology in order to design and implement the prevention methods in the literature review to detail how the prevention methods stop ransomware.
· [bookmark: _Hlk123912291]Design and implement an experiment to test the effectiveness of the three-level prevention method at protecting user devices from ransomware. 
· [bookmark: _Hlk124011335]Analyse the results from the experiment on three-level prevention method. 
· [bookmark: _Hlk124010973]Conclude whether the three-level prevention method was effective at protecting user devices from ransomware.
· Give recommendations for future work relating to the project and give personal reflections on the completing the Project

The project idea originates when completing an assessment based on attacking a website. Through researching different attacks that can be targeted for a website. Ransomware attacks were researched. This led to further research to discover there are multiple subsections of ransomwares and each of these subsections operate differently. 
Therefore, the idea to provide a project that includes a literature review about the ransomware subsections and the ransomware operations. Then an analysis of the literature review on the different prevention methods.
Ransomwares attacks and ransomware protection is a huge issue for many companies and users. Usually, the attacks are directed at big companies. This is done when the ransomware invades a business’s system the attackers put a ransom on the system. In order to gain access back into the system the business must pay the ransom. Therefore, it is more likely for a large business to pay the ransom for operations to continue and not lose money. Rather than a smaller business who can take time to recover the systems, or not afford to pay the ransom. 
Ransomware in 2022 is estimated to cost businesses up to 20 billion US Dollars and business will be hit by ransomware attacks every 11 seconds. This makes ransomware a very large and real threat for most business systems that operate online. [6]
Hackers are creating new types of ransomware attacks continuously and these attacks are very difficult to detect and prevent. The main issue is phishing, where users in a business receive emails and the ransomware is downloaded from these emails. Therefore, it is crucial for businesses to have the correct hardware and software along with company policies to prevent the business from being intruded by ransomware. [1]
[bookmark: _Toc124187810]2.	Literature Review
This section will look at the sources that have been created that discuss ransomware and the operation of ransomware. Along with prevention methods that protect users from these ransomware threats. There are 7 main sources that have been reviewed to help create this report, along with other sources that backup the data from the main sources.
[bookmark: _Toc124187811]2.1	Ransomware Source
The first source is an entry called Ransomware that is in the SAGE Encyclopaedia of the Internet written by Amin Kharraz and edited by Barney Warf. [7] 
This source looks at the definition of ransomware along with the different subsections of Ransomwares that are used to hack businesses. Firstly, the source discusses the definition of ransomware by explaining a summary of ransomware operations in industry. This definition includes a brief history of ransomwares that explains how ransomware was created in the 1980s all the way up to 2015. This section also discusses the financial aspect of ransomware.
The next section of the source provides the reader with a background into ransomwares. This background firstly includes a brief description of the different types of ransomwares that are used currently. An explanation into the process of how ransomware firstly infects the user and  the following steps that occur once the user has been infected. The steps that are briefly discussed are infection of the user system, contacting the user and charging a fee to regain computer access.
The source  goes into detail on the different subsections of ransomware which include Desktop Locker Ransomware and Cryptographic Ransomware. The source explains how Desktop Locker ransomware operates by locking access to the user’s desktop therefore blocking any access to files. The ransomware does this by creating a new desktop environment on the infected device and making this desktop the new default desktop stopping users from accessing the old desktop and files. 
This is then followed by the source explaining that Cryptographic Ransomware operates by encrypting files on the victim’s computer. Once the files have been encrypted then the malware will create a key to decrypt the data that the attacker will sell to the victim. 
This section of the source explains how the attacker tricks the victim into thinking they have done something wrong by having a police force pop up appear on screen, once the user has accessed a link. This is an attempt to frighten the user into contacting the number that appears on the pop. At this point the user has already been infected by the ransomware. 
Finally, the source explains the financial incentives of the attackers and why this type of malware is so common. From the source the ransomware market is a multi-billion-dollar business. When that amount of money is involved, it attracts people. Therefore, the more ransomware hackers the more likely businesses are susceptible to becoming attacked.
This source relates the topic of protection as the source explains how ransomware operates. This is important for the reader to understand as, when the prevention methods are explained knowing how these prevention methods stop or slow down the operation of the ransomware will allow the reader to develop a better understanding. This source helps to provide an overall summary of the different subsections of ransomware and a brief explanation into how the ransomware works at convincing users to pay the ransoms. 
[bookmark: _Toc124187812]2.2	WannaCry Ransomware
The second source is called WannaCry Ransomware: Analysis of Infection, Persistence, Recovery Prevention and Propagation Mechanisms. It was written by Akbanov Maxat. Vassilakis, Vassilios G and Logothetis, Michael D.   [3]
The second source is a detailed examination into a type of ransomware called WannaCry. WannaCry is a ransomware that attacked numerous countries in 2017, the ransomware targeted government, healthcare, telecommunications, and oil production. The source explains how the WannaCry works once the user has been infected by the ransomware. 
The source firstly begins with a statement about ransomware. This follows by explaining to the reader what ransomware is and the common types of ransomwares that are used. The source gives a detailed paragraph on what a Ransomware called WannaCry is, including a history on the attacks that WannaCry has carried out.
The source includes an investigation into how WannaCry functions once the user’s machine has been infected by the ransomware. The source goes through in detail each step of the process of WannaCry ransomware. This includes discussing the libraries and functions of the ransomware which houses worm components and the encryption component of the ransomware. 
The source explains the steps by splitting them into stages. The first stage is persistence mechanisms, this stage ensures that the ransomware will always be present on the user’s machine even when the machine is turned off or restarted. It does this by creating a windows registry that activates when the user machine has been turned on which allows the ransomware to control all files on the machine including the desktop. 
The next stage is the payment display, the ransomware creates a bitcoin address and displays a method of payment to the user. The next stage of the process is the encryption stage which encrypts all the files on the device then creates a key to decrypt the files only when payment has been received will the user have access to the key to decrypt files. These files are behind password protected ZIP folders. 
Following this the recovery prevention stage is executed, this stage includes the steps of ensuring that the machine is booted, disabling windows recovery to stop the user reverting to an old system build and finally deleting all backups of files and folders. The next stage is the ransomware communicates with tor website or C&C addresses to give the attackers the information about the infected system including IP addresses and device information for an encryption key to be generated to encrypt the files as mentioned in a previous stage.
Finally, it concludes that all steps of the WannaCry have been covered in the source and explained to the reader. In the conclusion it explains that the source can be used to help and design defence mechanisms to block this attack as the source has given the reader all the steps that WannaCry uses to function on an infected machine.
In conclusion this source provides the reader with a detailed step by step in how Ransomwares function using an example of WannaCry. 
[bookmark: _Toc124187813]2.3	BadRabbit and SDN
The third source is called SDN-Based Detection of Self-Propagating Ransomware: The case of BadRabbit. It was written by Vassilakis, Vassilios G and Alotaibi, Fahad M. [2]
This source looks at how software defined networking can be used to prevent ransomware operating on users’ devices by targeting the networking operations of the ransomware and blocking them. The source uses a Ransomware called BadRabbit to illustrate how the prevention method prevents certain stages in the BadRabbit ransomware from being carried out. 
Firstly, the source discusses related work, this includes explaining another source that uses SDN to prevent the ransomware from accessing other devices on the network and spreading. The source explains the method that SDN uses to stop the infected device from encrypting the files on the device. This method blocks the communication from the C&C server for the encryption key to be used on the device this stops the encryption from happening on the device.
The following paragraphs looks at how the SDN method of prevention is suitable for some ransomwares that rely on the communication with the C&C server to encrypt files however, not with other ransomwares that do not communicate with external parties. Mentioned in the source is that BadRabbit Ransomware does not use a third party to encrypt on the device, however it does have a worm component like WannaCry that SDN can be used to block from travelling on the network. 
The next part of this source looks at BadRabbit ransomware in detail. The source looks at BadRabbit into separate operations. The first operation is the worm component this is the component that travels across the network and infects other devices on the local network. The next operation is the encryption component which operates by using the windows public key to generate an encryption and not use an external party to create the encryption key. The following operation discussed is how the ransomware attempts to propagate around the network. Finally, the defensive strategies that the Ransomware uses to prevent being detected and removed from the device by the user is then explained.
Following the explanations of each operation, the source then investigates how the Propagation method of BadRabbit works by conducting an experiment using Wireshark to identify the steps the ransomware takes. The test uses the prevention methods of SDN to verify if the worm component of the Ransomware is stopped. 
The prevention methods used are Deep Packet Inspection (DPI) which works by checking the port numbers in the packets that travel across the network to find a specific packet name which BadRabbit uses and blocks.
The next prevention method is Packet Header inspection which works like DPI by checking if the packet requests to use a specific function called SMBv1 this is suspicious activity for a normal network. Then if this is found to be the case the packet header is inspected for the NT LM 0.12 dialect which BadRabbit uses if the dialect is present then the packet is blocked. 
The next prevention method is the honeypot method this uses a trap device on the network called a honeypot that has no access to the legitimate network devices. If a packet is sent to the honeypot device, then it becomes suspicious so the next stage the controller blocks the sender address from operating on the network. 
The next prevention method using SDN is ARP scanning. This operates by detecting network scans on the network. BadRabbit uses network scans to detect devices on the network. Therefore, if the controller detects network scans from a certain mac address, then the mac address can be blocked from access to the network. 
The final prevention method is the packet size checker. BadRabbit firstly operates by sending 3 consecutive dud packets of a unique size. The controller can be used to check the packet size of each packet across the network, if the 3 consecutive dud packets of unique size are detected then the controller can block the mac address of the sending device.
The next part of the source illustrates how the prevention methods can be executed on a network; this is followed by a test to check how reliable each method of prevention is on an experimental network. The experiment is measured by the time that BadRabbit network activity is detected on the system and then the MAC address of the infected device is blocked. The source then compares these detection times along with the CPU usage of the controller when using these prevention methods. The source ends with a conclusion that discusses the BadRabbit ransomware along with the prevention methods used and how effective the prevention methods were.
This source gives the reader an in-depth explanation of how SDN Based Detection of Self-Propagating ransomware operates with numerous examples of prevention methods that each use SDN. The Source also does well at explaining the differences between each prevention method by using time of detection and CPU usage. This gives the reader and understanding of how effective each prevention method using SDN is against the BadRabbit ransomware. The source also correctly explains that the SDN prevention methods may not be suitable for all ransomwares.
[bookmark: _Toc124187814]2.4	Three-Level Detection Prevention Method
The fourth source is called A Three-Level Ransomware Detection and Prevention Mechanism written by Amos Loh Yee Ren, Chong Tze Liang, Im Jun Hyug, Sarfraz Nawaz Brohi, and NZ Jhanjhi. [8]
This source provides a solution to combat ransomware called Three-Level Security which looks at using virtual machines to combat Ransomware attacks which is another method to prevent users from ransomware attacks. 
The first part of the source gives the reader a brief introduction to two different types of Ransomwares called Petya and NotPetya which is a variant of the Petya ransomware that operates completely separately from the Petya ransomware. This helps to show how hard it can be for developers to create full-proof methods of preventing ransomware attacks on users. This section then details how each of the ransomwares operate. 
The next section of the source discusses the NotPetya ransomware in more detail looking at how the NotPetya ransomware gains access to a user’s device. The section also looks at how ransomware has evolved and how investigators have evolved the methods of monitoring ransomware. By keeping users safe from these ransomware threats with the use of updates, patches, and Anti-malware software. 
The following part of the source discusses the challenges of protecting users. The section explains how even with correct prevention methods in place there are still ways for ransomware to execute on a device. Which is due to user error or business error in the sense of businesses given incorrect information to users. Some of the methods that attackers use is social engineering which is a form of luring or tricking users psychologically to infect their devices. 
Another method is using outdated infrastructure whereby users do not regularly update software therefore not getting patches that fix weak points in a device. Then finally, conflicts of standard this is a problem typically in the medical field whereas once a software has been developed it is not updated and patched by the developers. This then encounters the same problems as users not updating the software. 
The next section of the source produces a prevention method to ransomware attacks called three-level security or 3ls. This prevention method looks at utilising multiple methods of protection in unison to increase the chances of blocking harmful software from infecting a device. 
The method of prevention includes using a browser extension, Virtual machine, and anti-malware/ransomware software. The source explains how the prevention method operates. The browser extension works by blocking a website that attempt unauthorised downloads. If the malware/ransomware can remain undetected by the browser extension then the next step of the prevention method is triggered, the virtual machine. 
The virtual machine works at creating a contained environment for any downloads. The virtual machine is isolated from the device files and the network therefore if ransomware is downloaded then the ransomware cannot propagate or damage the device. The anti-malware/ransomware then works within the VM by detecting if any malicious software is present before allowing the software to be used on the main device. The VM is the main defence against the ransomware by creating an environment that the ransomware cannot affect. 
The source then concludes by showing a mock-up of how the prevention method will look on a GUI. Finally, the source concludes the document explaining how the proposed prevention method will operate on a user’s device. 
In conclusion this source gives the reader an in depth understanding of the Three-Level detection solution into combatting ransomware. The source explains the operation of the prevention method well however it lacks examples of the prevention method operating. The source also lacks explaining the negatives of the prevention method which would give the reader a better understanding on how functional it would be to use this prevention method. 
[bookmark: _Toc124187815]2.5	Ransomware Detection using Machine Learning 
The fifth source is called Ransomware detection using machine learning algorithms written by Seong Il Bae,Gyu Bin Lee and Eul Gyu Im. [4]
This source looks at how machine-learning/AI can be used to help and prevent ransomware attacks from users. The proposed method is used to by categorising a file as either Ransomware, malware, or a benign file.
The first section of the source studies other literature that have proposed the method of using AI to prevent ransomware infecting devices. The source looks at 7 different malware/ransomware software’s that either use classification of files or AI to help and prevent the users’ devices from infection. 
The next part of the source is the proposed method of ransomware detection. The proposed method operates by extracting executable files once the file has been downloaded. The method then uses a formula to generate a weight or value of the executable files. The weight is then used in a sequence called model generation. Using a formula the weight or value of the executable file, the model generation formula  classifies the file into one of the three subsections.
The next section of the source is an experiment using the proposed method to test the accuracy at detecting ransomware or malware. The experiment uses 6 different machine learning algorithms to classify the between ransomware, malware, and benign files. The algorithms are Random Forest that generates output from training processes. Logistic Regression which predicts probabilities of events. Naïve Bayes which classifies into multiple classes. Stochastic Gradient Descent which is used as an updater for parameters. K-Nearest Neighbours which uses pattern recognition to classify, Finally, Support Vector Machine which also uses pattern recognition and data analysis. 
After the machine learning algorithms have been detailed the experiment is run on a VM using 1000 ransomware files, 900 malware and 300 benign files. The algorithms are used to test the accuracy of each algorithm. The results of the test are displayed in table and graph form for the reader to interpret.
Finally at the end of the source conclusions are made. The conclusion from the source is that the machine learning algorithms are a viable prevention method to be used by users.
In conclusion this report shows that using AI is another prevention method able to combat ransomware. The algorithms also show a high accuracy in the classification of ransomware, malware, and benign files. 
There are still problems with the prevention method discussed as there is no explanation into what happens to the executable files once the files have been classified. It is good to know what a harmful file is however, if this prevention method is used solely then there is still no defence on the device. 
The source should explain that the prevention method is perfect for use in Anti-Virus software packages that include other methods of prevention that will greatly benefit from being able to classify harmful files. Another issue found is the need to classify ransomware and malware files. It is hard to understand the need of classifying ransomware and malware separately as once they have been classified the files likely will go through the same process of being dropped or blocked. Therefore, the programmer is wasting time by programming two sets of code for ransomware and malware, where that code can be combined.
[bookmark: _Toc124187816]2.6	Key Backup Prevention Method
The sixth source is called Ransomware prevention technique using key backup written by Kyungroul Lee,Kangbin Yim, and Jung Taek Seo. [5]
This source looks at how to prevent the damage that ransomware can cause using the method of key backups. Key backups allow a user that has been infected with the ransomware to regain any files that have been encrypted or blocked by the ransomware.
The first section of the source provides an overview of ransomware. In this section it explains the operation of ransomware from the initial infection of the device through to the steps of payment to the attacker and the user regaining access. The source also provides 5 different ransomwares and the type of ransomwares they are. It then explains the different payment methods that the attackers use to hide from authorities. 
The source also details in a graph the number of ransomware attacks from the year 2014 and 2015 to show the jump in total attacks between the years. In this section it explains how ransomware has developed into not only attacking devices but also attacking cloud-based storage systems. The source details the different types of ransomwares such as non-cryptographic ransomware, private-key cryptosystem ransomware and public-key cryptosystem ransomware.
Following this the source explains each of the ransomware processes. The first step in the process is seeking a target. The next step is the execution step which is where the ransomware is propagated onto the target device. The following step is when the ransomware generates a key which encrypts the targeted device. The ransomware uses the key to encrypt the device. Finally, the last step is to provide the user a message with information on the payment method, for the user to regain access to the device. 
The next part of the source discusses traditional prevention methods for malware and ransomware. In this section the source discusses 7 different types of prevention methods. File-based detection method, System-based behaviour detection method, resource based-behaviour detection method, connection-based-behaviour detection method, reverse engineering, prevention program and file recovery service. All these prevention methods are explained along with the advantages and disadvantages of using each. 
Following this the proposed prevention technique of key backup is explained. The source provides in detail the operation the ransomware does to generate a key to encrypt the device. The source then explains the prevention method will operate by using “hooking code” or pairing code. This means that when a key is generated by the ransomware the prevention program will make a copy of the key to use in decrypting the device. The source then provides an investigation into the efficiency of the proposed prevention method.
In conclusion this source explains the operation of ransomware in a clear and detailed manner. The source explains the way that ransomware operates and the way that the prevention method will stop the operation of the ransomware from affecting a user’s device. The only problem that can be conceived from this source is that the prevention method does not stop the ransomware being downloaded or installed on a device. For the prevention method to work the ransomware must be located on the infected device which can cause issues. 
[bookmark: _Toc124187817]2.7	Seventh Source
The seventh source is called “The rise of ransomware: Forensic analysis for windows-based ransomware attacks”. It is written by Ilker Kara and Murat Aydos. It was published in March 2022. [1]
The source looks at analysis tools that can be used to detect ransomware in files. The source also details what ransomware is.
The first section of the source provides a well-detailed explanation of what ransomware is and how the ransomware works. The source then details the two different methods that ransomware uses to lock a user’s device, the encryption method and the locker ransomware method. This matches the other sources explanation of what ransomware is and is explained well for the reader to understand. The source is laid out well by first introducing ransomware then going more in detail once ransomware is explained. This creates a good flow of information from the source.
The source looks at techniques used in malware and ransomware detection. The source correctly uses other sources to reference the information provide. This adds validity to the source as it backs up what is said in the source by referencing other work. 
The source follows by explaining the history of ransomware. The information provided in this section is backed up correctly with the use of references. However, this section could be moved before the section that discusses the techniques of malware protection. As this is information that is needed to understand the techniques first. 
The source explains the ransomware lifecycle which provides a flow diagram to show how ransomware operates through the full process of development, deployment then payment. This section is laid out well with use of diagrams and detailed explanations into the diagram so the reader can understand. 
The source then goes on to explain the methods of analysis used to detect ransomware. This works well with the current project as it explains the background behind prevention methods and how the prevention methods in the other sources have been created. This section of the source could provide more references to backup what is said more. An example of this is when discussing the methods used in hybrid analysis of ransomware, no sources are given to backup what is said. 
The source goes into the analysis of a case study. This section correctly uses references and uses lots of images to explain what is occurring in the analysis section of the source. The writers then discuss the findings of the analysis with references that match what has been found by the analysis section.
The source is then concluded, the conclusion does not conclude the whole source and mainly focuses on the analysis of the case study. A conclusion of the whole source could be added to tie up any loose ends from the other sections of the source. 
In conclusion this source is created very well with correct use of references and figures to back up the data that is provided. The source also works well with the other sources in the literature review as it provides an explanation into how the other prevention methods could have been developed and which section of analysis these prevention methods belong to. 
[bookmark: _Toc124187818]2.8	Analysis of Prevention methods in Literature Reviewed	Comment by Nitheesh Kaliyamurthy: Analysis of Literature reviewed	Comment by Lloyd Johnson (1802820): Complete
This section will analyse the information provided in the literature review. Firstly, by analysing what ransomware is. The subsections of ransomware followed by examples of ransomware. Then finally an analysis into the prevention methods operation.
[bookmark: _Toc124187819]2.8.1	Ransomware 
The first section of analysis will look at the analysis of ransomware and the subsections of ransomware. Firstly, ransomware is a form of malicious malware that hackers can use to infect user machines to gain money. This is done by holding an infected machine to ransom, then not letting that machine be used by the user until the ransom has been paid off. Once the ransom has been paid then the user can operate the machine or device. There are subsections of ransomware that operate slightly different to one another, however, follow the same principal of denying access to a device until a ransom has been paid. [7]
Cryptographic type ransomware will use the encryption process to stop the users from accessing files by encrypting the files with the generated key. Desktop Locker ransomware will create a new desktop shortcut to stop the users accessing the regular desktop to stop the users from accessing the regular files. [7]
The cryptographic ransomware will create a key to use for the encryption. Once the key has been generated this is either done with an existing public key encryption or private key encryption, the key is then hidden from the user to stop the user recovering data without paying the ransom. 
The desktop locker ransomware creates another desktop as the default desktop. Then the original desktop is locked from being accessed by the user to stop the recovery of files. 
Once the victim device has been identified the next step is to propagate the ransomware onto the device. Following this the next step is to either generate the key for the encryption process or to create a new desktop shortcut. 
There are a few ways ransomware infects a device. Firstly, the attacker can try to trick the user into thinking that the user has been caught doing suspicious activity online and therefore needs to pay a fine. This is usually done when the user accesses suspicious websites like illegal streaming and pornographic sites where the ransomware is downloaded. This is used as social engineering that plays on the victim’s mind to try to convince them to pay. Another way is to admit the user has been hacked and therefore needs to pay the ransom or files on the device will be deleted. This puts the user into a panic and tries to convince them to pay. 
Once the blocking access step has been initiated the final step is to display to the victim on the device that there needs to be a set amount paid for the user to regain access. [7] 
Once the ransom has been paid then the attacker will give the user access to the key to decrypt the files that have been encrypted or allow the normal desktop to be accessed by the user. 
[bookmark: _Toc124187820]2.8.2	Ransomware Operation
This section will look at how two types of ransomwares operate to complete the steps that have been mentioned above. The two ransomwares that will be discussed are WannaCry Ransomware and BadRabbit Ransomware. 
2.8.2.1	WannaCry Ransomware
The first type of ransomware that will be discussed is the WannaCry Ransomware. WannaCry Ransomware is a type of ransomware that was observed that attacked multiple countries in 2017. The ransomware targeted secure systems such as healthcare, government, and gas/oil production. [3]
WannaCry Ransomware includes two main functions to encrypt an infected computer. The first function is the worm component. Once the ransomware has activated on the infected machine the worm component will try to access a domain, this domain is used as a kill switch to prevent the user from regaining access to the infected machine. After this the worm component runs the executable to allow the encryption process to function on the machine. Then the worm component creates an executable to ensure that the ransomware runs every time the computer is restarted therefore, creating persistence of the ransomware on the device. 
After this the encryption component will start to function. An executable will run that will give the encryption component access to the files on the device for them to be encrypted. The encryption component uses a public RSA key to generate the encryption on the device. At this moment the key to decrypt is also generated which will be available once the user has paid the ransom. The key is stored in a password protected ZIP-Archive. Once all encryption has completed the ransomware deletes all private keys in the memory of the device to stop the user from recovering files. 
The ransomware also enables recovery prevention methods to stop the user from recovering the files. The ransomware uses executable commands to stop the user from reverting to old builds to regain access to files. The ransomware also deletes the windows backup server to stop backup files being recovered. 
After this worm component of the ransomware will then begin to propagate to the internal network. Firstly, the worm component identifies all the Ip addresses within the internal network then tries to connect to the Ip addresses through port 445. If this step is successful, then the worm component has infected other devices on the internal network. 
The worm component will also try to propagate over the external network used from generated Ip addresses using the infected devices to hide from tracking software. Once all these stages have been completed then the machine is infected, and the payment method will be displayed to the user for them to pay to receive the key to decrypt all the encrypted files on the network. 
2.8.2.2	BadRabbit Analysis
BadRabbit is another type of ransomware that will be discussed. BadRabbit was another ransomware attack that occurred in 2017. This ransomware targeted Russian and Ukrainian websites. The ransomware attacked airports and railway systems in Ukraine. [2]
BadRabbit has two components the worm component and the encryption component, the same as the WannaCry Ransomware. The worm component works by scheduling tasks once the device has been infected with the ransomware. The tasks are to run an executable file that activates the ransomware when the system is turned on. The next task is to reboot the system to allow the encryption process to execute and finally to shut down the system once the encryption process has finished.
The next component is the encryption component. The encryption component functions on the system firstly by hiding the intentions of the file by naming itself Windows Display Class Installer. This is to hide from the anti-malware software on the user’s device. Once the file is on the device the encryption component then begins to encrypt the files using a public key. The encryption however does not target the files AppData, ProgramData, Program files and Windows this is to ensure that the device is still functional however no other files and programs can be used. The encryption component then creates a ReadMe text file that explains how to get back access to the device files and the payment method. 
The next process is done by the worm component. This is the network enumeration process. This process starts by checking all the recent connections the device has made on the internal network. Next the worm component tries to access the devices on the network by using a dictionary attack against the network devices found during the network enumeration process. If any connections can be made, the worm component will copy the ransomware onto the other devices in the network. 
The ransomware begins to defend itself from being noticed by any anti-malware software but also prevents any of the processes explained above from being stopped or countered by users or software. The worm checks for any anti-malware software installed on the device before performing certain tasks to ensure it is hidden from the anti-malware software. The worm component also deletes all records of processes to stop any tracking software from detecting there is a problem. 
All the decryption keys are stored safely in password protected files. To avoid the user accessing the decryption keys to decrypt the files. Once all these processes have been completed then the only way to access the encrypted files is to pay the ransom or use recovery methods to regain the files.
[bookmark: _Toc124187821]2.8.3	Prevention Methods
There are four different prevention methods that will be discussed in the report. The first prevention method is SDN-Based Detection of self-propagating ransomware. The next prevention method is three-level detection and prevention mechanisms. After this is ransomware detection using machine learning algorithms then finally ransomware prevention using key backup. 
The three-level prevention method will be analysed in the experiment section. The three-level prevention method will then be implemented in an experiment to test the effectiveness of the prevention method at stopping ransomware. 
2.8.3.1	SDN-Based Detection of self-Propagating ransomware	Comment by Nitheesh Kaliyamurthy: Add SDN in your LR. Talk about what is SDN Framework?
The first prevention method to be analysed is SDN-Based Detection of self-Propagating ransomware. SDN-Based Detection of Self-propagating ransomware is a prevention method used to stop ransomware from propagating onto other devices in the network. The prevention method can also be used to stop the infected device being encrypted. [2]
The prevention method operates by using a controller within the network. This controller has the capability to stop the infected device becoming either encrypted or propagating onto other devices within the network. 
The encryption blocking aspect of the controller operates by using existing known domain names, then blocking any receiving packets from these domain names. The domain names are what some ransomwares use to generate encryption keys. This stops the encryption keys from being used on the infected device, therefore stopping any encryption that the ransomware is trying to complete. 
[image: ]The other method that this prevention method uses to stop encryption is not to block the receiving packets from the domain name. But to use the controller to inspect the packets received from the domain name. Then once the known domain name is spotted within the packets the communication between the infected device and the domain name is dropped. Below is a diagram that shows the operation of the controller when blocking encryption from ransomware.  
Fig 1. Diagram of Encryption Process from Literature Review
[image: ]This is how the prevention method suggests that this process is blocked.
Fig 2. Diagram of SDN Prevention Method from Literature Review
[image: ]The worm component blocker within the prevention method operates as follows. The controller is used to identify packets on the internal network. The detection system has been programmed to inspect packets for certain file names. If these certain file names have been detected, then the packet is dropped from network stopping it from reaching other devices. 
This method can also be used to check for packet sizes as ransomware use specific size packets to transfer data across a network. Below is a diagram to show how the prevention method blocks the worm component within the ransomware from propagating.
Fig 3. Diagram of propagation process from SDN prevention method from Literature Review
2.8.3.2	Ransomware Detection using Machine Learning Algorithms
The third prevention method is ransomware detection using machine learning algorithms. This method of ransomware prevention uses formulas to help and detect the presence of ransomware executable files. [4]
The process of this method is firstly, the algorithm will inspect all the files that are downloaded onto the device. The algorithm will then detect the executable files within the download. The algorithm then uses a formula to create a weight of these executable files. The weight of these files will then be checked with a pre-set weight of known ransomware executable files. If any of these files match in weight, the downloaded file will be removed. The reason these weights are known are from testers dissecting ransomware to uncover these executable files and the algorithm creating a weight of these files. 
This prevention method works like the first prevention method SDN by using the weight of files. Where SDN uses predetermined file sizes. The difference in this is the Machine Learning algorithm prevention method can use multiple formulas to detect ransomware and normal files. 	Comment by Nitheesh Kaliyamurthy: Avoid long paragraphs
This method can detect whether a file is ransomware, malware, or a normal file with the use of the formulas and categorise them accordingly. With the use of machine learning there is the added benefit that the prevention method can continuously update and learn new weights that could possibly be ransomware or malware. The prevention method can update other tables to stop other users from being targeted by ransomware. 
A large problem within cyber security is user faults such as not keeping anti-virus software up to date. A way to alleviate this is to use a method like a machine learning algorithm that constantly updated without the need of users to update the program.
2.8.3.3	Ransomware prevention technique using key backup
The final prevention method that will be compared and analysed is ransomware prevention technique using key backup. This prevention method targets the encryption process of ransomware specifically the key generation. [5]
When ransomware begins to start the encryption process, the ransomware will generate either a public key or private key to carry out the encryption. This key is then created and hidden from user access. 
The key backup prevention method proposes using software to latch onto the key that has been generated by the ransomware and storing the key in another file that can be accessed by the user to decrypt the files that have been encrypted. 
The way this prevention method works is when ransomware begins the encryption process it launches a program or executable file. The key backup method uses hooking code that can obtain the key that has been generated by the executable file.
This method includes two ways of latching onto the key that has been generated. The first way is to obtain the key when it has been generated by the ransomware or the second way is to obtain the key once the encryption process of files has begun. The prevention method also discusses sharing these keys with other users that have been infected with ransomware, creating a library of keys. This means when a user is infected the software can use the library of keys to undo the encryption process. 

[bookmark: _Toc124187822]3.	Research Methodology	Comment by Lloyd Johnson (1802820): Talk about how you used the experiments that were researched in the lit review to create your experiment as it is proven.
Discuss more about the research onion like why it would not suit the other approaches.	Comment by Lloyd Johnson (1802820): complete	Comment by Nitheesh Kaliyamurthy: Focus on any specific proven res, meth. Research Onion. Add RO Figure.

Resource Required, Contingency Plan, Gannt Chart, Project Plans.	Comment by Nitheesh Kaliyamurthy: Add Chapter nos.
This section of the report discusses the research methodology that the writer used to explain the method in which the writer researched information. The research onion was used in this section to determine which research methodology was best suited for the project experiment.
[image: ]Fig 4. Research Onion from Online [9]

[bookmark: _Toc124187823]3.1	Research Onion
The research philosophy used in the project is the positivism approach, this philosophy is best used for an experiment type of study as it uses a deductive approach to the findings in the experiment. This research philosophy does not use viewpoints or personal opinions. Therefore, when the experiment is completed, the findings can be deduced by the experimenter. To find whether the prevention method that is tested is effective and accurate at stopping ransomware from executing and infecting a user’s device. 
The research is designed to use quantitative data such as the pass/fail experiment to determine the effectiveness of the prevention method. The pass/fail data can then be counted to create a percentage of the effectiveness of the prevention method, to determine how effective the prevention method is.
The experimental research strategy will be used, this involves using the independent variable which is the prevention method. Then analyse what changes to the dependant variable in this case the effectiveness of the ransomware. The choice in the research onion uses the mono method whereby it uses quantitative data which is either a Pass or Fail to analyse the results of the experiment. 
The time horizon this experiment will use is the number of attempts the ransomware simulation attempts to execute on the device. Then each step of the data collection steps will be each level of the three-level prevention method. The web browser extension, the Virtual machine and finally the Anti-Virus on the main device. This follows the cross-sectional time horizon. 
To analyse the data from the experiment the experimenter will use an excel table to record each attempt the ransomware is used to try to infect the device. Then record whether the ransomware was successful or failed to execute. Each attempts effectiveness percentage will be generated from this table. Then the prevention method can be deduced whether it is effective at stopping ransomware or not. The reader will be presented with screenshots of how the experiment was carried out. 
A disadvantage to using this type of research methodology is that the experiment will be carried out in a controlled environment. This means that in a normal circumstance the user will not know when ransomware is trying to execute on the device. Therefore, may not know what to look out for during the prevention method process. To combat this the experimenter should state how the prevention method will operate in a real-life scenario to explain how it will be used by the user. 
Another research methodology that can be used as mentioned above is to give the prevention method to users to use for a certain amount of time. Then research the variables, consumer experience, consumer needs, and consumer thoughts. This will show whether users will use this prevention method in real life scenarios. This survey can also highlight some advantages and disadvantages to using the prevention method that the current experiment cannot. 
The reason this research strategy was chosen for the implementation of the experiment is during the literature review some of the sources included an experiment to test the prevention methods. The three-level prevention method did not, therefore it was suitable to make an experiment that links with the other experiments that have been completed previously. 
[bookmark: _Toc124187824]3.2	Gantt Chart
Below is the Gantt Chart for the Project
[image: ]
Fig 5. Gantt Chart 
[bookmark: _Toc124187825]3.3	Contingency Plan
This next section is the contingency plan for the project. The contingency plan will identify the risks occurred when undertaking the project. The plan will then create a plan to reduce the impact of those risks.
	Risks
	Probability 
	Impact
	Preparation 
	Contingency

	Loss of Project Document 
	High as project will be completed on the move
	Very High as loss of document should set back the completion of project
	Project should be saved in numerous places to avoid document being lost
	If document is lost, then the most recent backup should be used to restart.

	Time 
	High as experimenter has full time job
	High as project is at risk of not being completed
	Time should be created after working hours and on days off
	If time becomes too much of risk, then holidays should be taken to ensure the project is complete

	PC Problems
	Low as PCs used in project are new
	High as with no pc the experiment will not be completed
	All PCs used should be updated regularly and ask others if it’s possible to use their PCs if crashes occur
	If PCs crash, then other PCs should be used.

	Software Problems
	Low as software is downloaded new or kept up to date
	High as no software the experiment will not be completed
	All the software used should be updated regularly
	If software crashes, then other software should be used, and experiment altered.

	Virus Problems
	High as the project will use ransomware features on the device
	High as the ransomware can be detrimental the function of the device
	Anti-Virus software should be installed on the device dealing with the malware before the experiment takes place and a virtual machine used when allowing ransomware to operate. Store all files needed for project separate from device.
	If malware executes on unprotected PC, then the Pc should be scanned for all threats using the anti-virus and deleted from the PC. 

	Copyright
	Low as the document will be referenced correctly 
	High as the project could be made to be altered if any copyright infringements are present 
	All other documents and sources used should be referenced correctly included diagrams that use source information
	If copyright infringements occur, then the source should be deleted from the project and other sources used. 



[bookmark: _Toc124187826]4.	Design and Implementation of Experiment
[bookmark: _Toc124187827]4.1	Experiment Design
This next section shows the experimental design process. It was developed with the use of the other experiments researched in the literature review. The design shows the process of implementing an experiment to test one of the prevention methods outlined. To test the effectiveness of that prevention method at stopping ransomware from executing and infecting a user’s device. 
By completing the objective to design and implement an experiment to test the effectiveness of the three-level prevention method at protecting user devices from ransomware and the objective to analyse the results of the experiment on three-level prevention method and finally, the objective to conclude whether the three-level prevention method was effective at protecting user devices from ransomware it will meet the aim of the project.
[bookmark: _Toc124187828]4.1.1	Variables
Independent Variable—Prevention Method Used
Dependant Variable—Effectiveness of the Ransomware on the Users Device and Ransomware Simulation
[bookmark: _Toc124187829]4.1.2	Experiment Hypothesis
The hypothesis of this experiment is to study the of using the Three-Level Detection Prevention Method to combat ransomware and malware attacks on user devices. 
[bookmark: _Toc124187830]4.1.3	Experiment Hardware	Comment by Nitheesh Kaliyamurthy: Add them to RM part	Comment by Nitheesh Kaliyamurthy: Design: (Logical Topology & Physical Topical)	Comment by Lloyd Johnson (1802820): complete
The hardware that will be used to conduct this experiment is a HP Laptop. Containing a core i5-7300HQ @ 2.5 GHz with GB of RAM and windows. Along with testing on one device another device was used a Desktop PC. Containing an intel 10700f and 16gb of RAM and windows. The reason two devices have been used is due to the travelling of the experimenter. 
[bookmark: _Toc124187831]4.1.4	Experiment Software
The software that is required to conduct this experiment is a browser extension containing anti-malware detection. The one chosen for this experiment is McAfee web Advisor. The next software that will be required is a Virtual Machine. The software that is used to create the Virtual Machine is Oracle VM Virtual Box. Within the virtual machine anti-malware software is used this is AVG anti-virus software. The final software that will be used is McAfee anti-virus software and this will be housed on the user device. 
Both Devices will use the same software to carry out the experiment to keep the test accurate. This will outline the differences to using this prevention method on a small laptop and on a Desktop PC this highlights the Advantages and Disadvantages to using this prevention method between the two devices. 
[image: Ransim]The ransomware software that will be used in the experiment is RanSim. RanSim is a ransomware simulation that can simulate the presence of Ransomware . RanSim can simulate 22 infection scenarios these different scenarios can be used to test the effectiveness of the prevention method across multiple different executable files. Below is a table explaining all the infection scenarios.	Comment by Nitheesh Kaliyamurthy: Add introduction to all these (RanSim)	Comment by Lloyd Johnson (1802820): complete
Fig 6. Ransim Screenshot [10]
As can be seen in the above screenshot the 22 infection scenarios simulate multiple known ransomwares. Fig 2.
[bookmark: _Toc124187832]4.1.5	Experiment Setup
[image: Graphical user interface, text, application

Description automatically generated]The experiment was setup as follows. Both PCs were set up with a windows virtual machine. This was done using Oracle VM as the experimenter has used this software previously to create VMs. Then the VM was loaded with the iso file for windows. 
Fig 7. Oracle VM screenshot
[image: Graphical user interface, application

Description automatically generated]Anti-Virus software was then downloaded onto the virtual machine.
Fig 8. Screenshot of AVG being installed.


[image: Graphical user interface

Description automatically generated] McAfee web advisor and anti-virus software are downloaded on the main PC. 
[image: Graphical user interface, application

Description automatically generated]Fig 9. Screenshot of McAfee Anti-Virus.
Fig 10. Screenshot of McAfee WebAdvisor web browser extension.
[image: ]Finally, for the setup to be completed the downloads folder of the main pc was made into a shared folder that the VM can access.Select the shared folders in the devices tab on oracle.

[image: Graphical user interface, application, Word

Description automatically generated]Fig 11. Screenshot of VM shared foldersSelect the folder with the green plus. 
Then navigate the folder path to downloads and select make permanent.

Fig 12. Screenshot of VM shared folders tab
The experiment has been setup then will follow these steps for the experiment conduction.
[image: Graphical user interface, text, application

Description automatically generated]The first step in the experiment is to attempt to Install the ransomware simulation file. Select the download link.

Fig 13. Screenshot of download page for ransomware.
This is the first level in the three-level detection method that utilises the web extension McAfee software to detect the ransomware file before it is downloaded onto the machine. 
If the ransomware file is stopped at this section, and in the table recorded as a pass. If this was a real-life scenario the user would not download the file and not download that file as it has suspected malware. 
[image: Graphical user interface, application

Description automatically generated]The next step in the experiment is to try and install the file on the virtual machine. Select the download folder.

Fig 14. Screenshot of Shared folder access on VM.



[image: Graphical user interface, calendar

Description automatically generated]Fig 15. Screenshot of Ransomware Simulation file.Select the ransomware simulation file.

This is the second level in the three-level detection method that will utilise the AVG anti-virus software to detect the ransomware. In a real-life scenario this would only occur if the web extension did not detect any harmful files. 	Comment by Lloyd Johnson (1802820): Show screenshots and instructions on how to complete the experiment 
As it is a virtual machine, all files will be separate from the main PC. Therefore, the software on the normal PC should not detect ransomware being installed onto the device. This will show that the virtual machine is isolated from the main PC.
[image: Graphical user interface, application

Description automatically generated]The final step in the experiment is to install the file onto the normal PC. Open the file on the main PC.

Fig 16. Screenshot of Simulation File on Main PC.
This is the third level in the three-level detection method that uses the PC anti-virus software to try and stop the ransomware operating. In a real-life scenario this will be occur if the second step does not detect any harmful files in the download. If the ransomware simulation passes through all these steps, then the prevention method can be shown as failed and the ransomware will operate on the PC. In a real-life scenario if the file passes all the levels then it can be seen as no malware present depending on if the outcome of this experiment shows that three-level prevention method is accurate. 
The experiment will be completed 5 times going through all the steps of the three-level detection method. The attempts will be recorded and stored in an excel spreadsheet and graphs will be displayed to show if the prevention method is successful at stopping ransomware operating on the PC. Each steps accuracy percentage at stopping the ransomware file will be recorded. This will outline the effectiveness of each step in the three-level detection method the ransomware simulation.
Create a table to record the results of the experiment 
[bookmark: _Toc124187833]4.1.6	Analyse the Data
Analyse the data by using the results of the experiment. Discuss whether each level of the prevention method was successful at stopping each of the ransomware infection scenarios.
[bookmark: _Toc124187834]4.1.7	Interpret the Results
Interpret the results with use of the analysis to state the strengths and weaknesses of the three-level prevention method. Then give recommendations based on the results of the experiment to further develop the prevention methods effectiveness at stopping ransomware. Finally, provide a conclusion to the experiment that meets the aim and objectives of the project.
[bookmark: _Toc124187835]4.1.8	Experiment Validity
This experiment uses a simulation of ransomware to test if the prevention method is suitable in protecting a user from ransomware being downloaded and operating on a user device. This experiment is valid in showing the effectiveness of the prevention method even with using a simulated ransomware file. The simulation ransomware file contains the same type of executable files that normal ransomware files contain therefore the prevention method should identify and stop the simulation ransomware file operating on the user device. This makes the experiment valid as the user will be completing the steps of moving the download to the virtual machine rather than the software. 
As stated above the experiment will be dependable as the simulation ransomware file houses the same executable files as a standard ransomware file. Therefore, the experiment will show whether the prevention method is accurate at detecting ransomware. The experiment will also be reliable as the experiment can be completed using the same software and hardware multiple times. The experiment can be furthered by testing the other prevention methods that have been discussed previously in the document. The experiment can also be furthered by using different software in each step. Such as using a different web extension and anti-virus software.
[bookmark: _Toc124187836]4.2 Three-level detection and prevention analysis
This next section discusses the Three level detection prevention method specifically from the literature review. [8]
Three-level detection and prevention methods work by using 3 different prevention methods in unison to increase the chances to stop ransomware from gaining access to the device. 
It works by first using a browser extension, the browser extension works by detecting a malware that attempts to download on a user’s device, then blocking the ransomware from being installed on the device. The browser extension operates by targeting the file that is being downloaded. Like the way that the SDN prevention operates by inspecting packets within the ransomware, Three-Level inspects the files within the download and checks the files against a premade database that houses known ransomware files and stops the download at the source. If the file check completed by the browser extension passes the test, then the browser extension saves all the files to the next stage of the prevention mechanism the virtual machine. 
The virtual machine works by isolating the device from any unidentified installed software. This means that if any ransomware is undetected by the browser extension, then the ransomware file is still separated from the original device on the virtual machine. This is done by housing the new download in a virtual space that is unconnected to the user machine and all the contents within. Inside of the virtual space will house anti-virus software that will automatically run checks on the files downloaded. If there are problems with the new file, then it can be deleted on the virtual machine. 
Another virtual machine can be made with the three-level detection program and the process can start again for new downloads. Using the virtual machine maintains the separation between the user device and any malware. This ensures that the ransomware cannot operate and lock or delete any user files as the ransomware has no access to the user’s main machine through the virtual machine. Once the virtual machine has finished the checks and the file shows no signs of containing ransomware then the user can retrieve the file from the virtual machine.  
The next prevention method is then anti-malware/anti-ransomware software. If the previous methods fail to detect the ransomware files from being installed on the device, then the anti-malware/anti-ransomware software packages are the last line of defines to inspect and stop any harmful files from operating onto the user device. If the ransomware gets to this stage of the prevention method, then the user device may contain harmful files. However, with accurate and updated Anti-Virus software such as McAfee or AVG then this software should be able to spot and help the user remove and unwanted files containing malware.
[image: ]Below is a Diagram of the operation of Three Level Detection of Ransomware. The first diagram shows the first level of protection.
Fig 17. Diagram of first level three-level detection method from Literature Review
[image: ]This diagram shows the second level of protection
Fig 18. Diagram of second level three-level detection method from Literature Review

[image: ]The final diagram shows the final layer of protection.
Fig 19. Diagram of third level three-level detection method from Literature Review

The reason that the Three- Level Detection Prevention Method is chosen for the experiment is that the other prevention methods discussed previously in this document require the user device to be infected with the ransomware. This would damage the experimenters PC. Whereby testing the three-level method it looks at preventing the ransomware from executing.  
Another reason that this method was chosen for the experiment is that the experimenter has access to all the components needed to complete the experiment using the method.
A summary of how this experiment will be implemented is that a ransomware simulation file will be downloaded via the Internet on a device using no protection. The results of this will be recorded, this will show how the ransomware simulation works with no prevention in place. Following this the same process will occur using the three-level detection method to show the differences between a normal device and a device that uses the three-level detection method. The results of whether the ransomware blocked the ransomware will be recorded then analysed.
[bookmark: _Toc124187837]

4.3	Analysis of outcomes 
[image: Graphical user interface

Description automatically generated]Firstly, without using the three-level detection method the simulated ransomware file was downloaded and installed onto the main PC. This is the standard for which the prevention method effectiveness will be based and compared against. To do this the anti-virus software on the Laptop PC and Desktop PC was turned off and the standard windows anti-virus software used. Below are the results for this section of the experiment.	Comment by Lloyd Johnson (1802820): Add more screenshots and format using figure table.
Fig 20. Ransomware simulation file running with no prevention method
As can been seen with this screenshot without the use of the three-level prevention method a user’s device will only successfully stop 5 of the infection scenarios that the ransomware simulator simulates. 
[image: Graphical user interface, application

Description automatically generated]Next is the screenshots of the first time the ransomware simulation file RanSim was attempted to be downloaded and installed on the Desktop PC. All other attempts of the file download and installation will be recorded in an excel spreadsheet and displayed in Graphs. Firstly, was the test of the first level of the three-level prevention method the web extension. 
Fig 21. Download Page of Ransomware.
[image: Graphical user interface, application

Description automatically generated]After clicking on the download button, the web advisor scanned the document before it was downloaded on the PC. 
Fig 22. Screenshot showing file successfully downloaded.
In this first instance the web extension did not stop ransomware simulation file being downloaded onto the PC as a ZIP folder. This is marked as a failure on the spreadsheet as the web extension failed to stop the ransomware.
The next step then was to test the ransomware simulation onto the virtual machine. This was done using the shared folder feature on the virtual machine. Where the ransomware simulator was downloaded to the shared folder so that it can be checked using the second level of the three-level prevention method. The Zip file was extracted on the virtual machine.
[image: Graphical user interface, application

Description automatically generated]
Fig 23. Screenshot of second level stopping ransomware simulation.
[image: Graphical user interface

Description automatically generated]
Fig 24. Screenshot of Ransomware simulation file vulnerable threats.
As can be seen from the screenshot the anti-virus software blocked the malware files from being installed onto the virtual machine. This would be marked as a Pass on the spreadsheet as the Anti-Virus software on the virtual machine blocked the Ransomware file causing damage on the Main PC. 
[image: Graphical user interface, application, Word

Description automatically generated]Next the Main PC attempted to download and install the ransomware. The results are below. 
Fig 25. Screenshot of third-level blocking ransomware simulation from operating.
As can be seen from the screenshot the anti-virus software on the PC was successful at blocking the Ransomware from being installed on the Main PC. Therefore all 22 infection scenarios were blocked from being installed on the Main PC. 
This experiment was attempted 5 times to test each of the levels of the three-level detection method and the results are shown below.



Below is the Excel Spreadsheet that shows the attempts of the experiment on both ransomware simulation files and each of the 	22 infection scenarios that were blocked. 
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	Level 1
	Ransomware Scenarios
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Attempt 
	Archiver
	Collaborator
	Citroni Variant
	Hollow Injector
	Injector
	Inside Cryptor
	Locky Variant
	Maze Variant
	Mover
	Paymer Variant
	Reflective Injector
	Remover
	Replacer
	Rig Simulator
	Remover
	Slow Cryptor
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[bookmark: _Toc124187838]5.	Results and Analysis
The purpose of the analysis is to analyse the data from the experiment to determine whether the prevention method tested is effective at mitigating the threat of ransomware on user’s devices.
Firstly from the table of results the attempt of the ransomware executing using no prevention method shown that it was 21% effective at stopping ransomware from executing this is low and is not effective at stopping ransomware on a user’s device.
Next, From the table of results, the first level of the three-level detection method is as a Fail at attempting to stop the 22 ransomware scenarios from being allowed to be downloaded to the shared folder on both PCs. From the literature review of the three-level detection method the method presented stops unauthorised files from being downloaded. After conducting this experiment our method did not stop unauthorised files from being downloaded onto the PC.	Comment by Nitheesh Kaliyamurthy: What is the purpose of this analysis? And WHAT Did you conclude from this analysis?	Comment by Lloyd Johnson (1802820): complete
This was not the result the person conducting this experiment expected as it was expected that when the file was attempted to be downloaded onto the Main PC the web browser extension would scan the document and stop the file being downloaded onto the machine. From the attempts it can be shown that this was not the case. This attempt met the objectives of the project as it shown that first level of the three-level detection method was unsuccessful at stopping ransomware being downloaded onto a user’s machine. If this experiment is to be completed again a different web browser extension can be used to test if the fault was with the web browser extension not the prevention method. 
The next step is the test of the second level of the three-level prevention method, the virtual machine. From the results of the experiment and the screenshot it can be seen as a Pass as the virtual machine anti-malware software was successful at stopping the 22 infection scenarios from executing on the virtual machine.
In a real-life scenario the file would be deleted at this point and not executed on the main PC. From the source that tests the three-level detection prevention method the source presents the notion that if the first level fails at stopping the ransomware files, then the virtual machine anti-virus software will detect the ransomware. This experiment agrees with this as it is exactly what happened in this experiment.
This was not the result the person conducting the experiment expected. The person conducting this experiment expected that the virtual machine anti-virus software would stop most of the 22 infection scenarios but not all. Therefore, the second level was 100% effective and accurate at stopping ransomware than was expected. This met the objectives of the project as the objective was to test the effectiveness and accuracy of the second level of the three-level prevention method. If this experiment was to be completed again then the antivirus software would be changed to test if other anti-virus software’s are as effective on virtual machine as AVG was in this experiments case. 
The final step is the test of the third level of the three-level prevention method, the Main PC anti-virus software. From the results of the experiment and the screenshots the third level can be seen as a pass as it was successful at stopping the 22 infection scenarios from executing on the Main PC. 
From the literature review this level would only be used if the virtual machine did not stop the ransomware from being executed and did not display any threats. As in the experiment the second level did prevent the ransomware from executing on the virtual machine. Therefore, in a real-case scenario the ransomware file would just be deleted and not installed on the Main PC. However, for the experiments purpose the experimenter wanted to test the effectiveness of the third level to meet the objectives of the project which the experiment did. 
This was the result the experimenter expected as the anti-virus software completely blocked the ransomware simulator file from executing on the Main PC, therefore stopping all 22 infection scenarios. The third level was 100% effective and accurate at blocking the ransomware file from executing on the Main PC. If this experiment was to be completed again the anti-virus software can be changed to check if other anti-virus software are as effective. 

[bookmark: _Toc124187839]5.1	Conclusion of Experiment
In conclusion, what can be drawn from the results of this experiment is that the three-level prevention method is 100% effective at stopping ransomware executing on a user’s device and far better at protecting a user’s device then no protection used. As without the use of the prevention method the PC was not capable of stopping the ransomware being executed on the User’s device. However, some aspects of the prevention method are not useful such as the web browser extension as it failed to prevent the ransomware being downloaded onto the shared folder. If this experiment simulated a real-case scenario, then once the ransomware was blocked in the second level then the user would delete the file, that contains the ransomware and move onto other downloads to test for any harmful malware using the prevention method. 
If only the virtual machine was used in this experiment, it would be just as effective at stopping ransomware from being executed on a user’s main device. It would also stop the ransomware from being executed on the main user’s device. Therefore, it can be concluded that the three-level prevention method does work at stopping ransomware from being executed onto a user’s device. However, the prevention method does not stop ransomware from being downloaded onto the user’s device. This goes against what the literature review source suggests. 
This experiment met the aim of the project by testing a prevention method that was researched that helps to stop ransomware from affecting user’s devices. When completing the experiment on the laptop the use of running the virtual machine on the laptop caused other applications to crash. This highlighted an issue with the prevention method, the prevention method is not as effective on lower spec PCs. This is because the virtual machine can be taxing on the PC. Therefore, if the user has a low spec PC, then it will struggle to run the virtual machine required for the prevention method. 
[bookmark: _Toc124187840]6.	Conclusion
In conclusion this project firstly, researched the ransomwares WannaCry and BadRabbit to give an outline on how Ransomwares operate by explaining how these two known ransomwares completed attacks against large companies. The project then moved onto analysing prevention methods from the literature review. The four prevention methods that were researched were SDN-Based Detection of self-Propagating ransomware, the next prevention method was three-level detection and prevention method. Thirdly, was the ransomware detection using machine learning algorithms then finally the prevention method was ransomware prevention technique using key backup. This met the objective set in the introduction to complete a literature review on Prevention Methods used to protect user’s devices from ransomware.
The next part of the project was to explain what ransomware is and how it operates on a user’s device once it is infected with the ransomware. The project then looked at the two ransomware attacks BadRabbit and WannaCry that were researched and explained what the attacks done in a real-life scenario and the outcome of those attacks against the user’s devices including the cost of the recovery process for those companies. This met the objective to complete a literature review on the history of ransomware and ransomware attacks such as WannaCry and Petya.
The project then detailed each of the prevention methods that were researched in the literature review. One of these prevention methods would be used in the experiment to test how effective the proposed prevention method is. The prevention method chosen for the experiment was the three-level detection prevention method. The other prevention methods that have been explained could be used for further research in testing the effectiveness and the accuracy of the prevention methods. This met the objective to complete an analysis on the prevention methods in the literature review to detail how the prevention methods stop ransomware.
An experiment was designed to meet the aim of implementing an experiment to test one of the prevention methods outlined to test the effectiveness of that prevention method at stopping ransomware from executing and infecting a user’s device. This met the objective to design and implement an experiment to test the effectiveness of the three-level prevention method at protecting user devices from ransomware.
In the experiment the three-level detection prevention method was tested against a Pass or Fail experiment whereby if the ransomware was not stopped by the prevention method, then it was marked as a failure in the experiment. The prevention method passed all attempts to stop the ransomware from infecting the user’s device therefore the prevention method can be concluded as accurate and effective at stopping ransomware from infecting a user’s device. This met the objective to analyse the results of the experiment on three-level prevention method.  It also met the objective to conclude whether the three-level prevention method was effective at protecting user devices from ransomware.
The experiment was also able to determine that though the three-level prevention method was 100% successful in the experiment. This was not the outcome that was anticipated as the experimenter did not expect the prevention method to be 100% effective. It can be concluded that this method is effective and suitable for users to use to protect their devices from ransomware.
[bookmark: _Toc124187841]7.	Recommendations	Comment by Nitheesh Kaliyamurthy: Recommendations and future work	Comment by Lloyd Johnson (1802820): complete
This section will provide recommendations that can be made from the project and the experiment. The first recommendation that can be made from the project is that it is important for a user to have prevention methods in place to stop ransomware from infecting a device. This can be seen from the experiment where no prevention method was and how effective e the ransomware operated on the device. Compared to when a prevention method was used it was not as effective at infecting the device. 
The next recommendation that can be made from the experiment is that there are areas where the prevention method can be improved. The area that is recommended for improvement is the first level in the three-level prevention method. The web browser extension, this is used to stop ransomware from being downloaded on the device. The web browser was not effective at stopping the ransomware from being downloaded onto the device in the experiment. Therefore, in future when a developer creates a three-level detection method the developer should look to improve the web browser extension used in the prevention method. 
The final recommendation that can be made is that the prevention methods discussed but not tested in the project should be tested for effectiveness and accuracy. The tests can be altered slightly for each experiment however the pass/failure should stand to show how effective the prevention methods are at stopping ransomware infecting a user’s device.
[bookmark: _Toc124187842]8.	Reflection	Comment by Nitheesh Kaliyamurthy: Add your personal reflections	Comment by Lloyd Johnson (1802820): complete
In reflection what can be learnt from completing the project and experiment is that to improve what has already been done is to complete the tests and experiments for all the prevention methods. This then can be used in a comparison between all the prevention methods to show which method is the most effective. Then a recommendation can be made to a user to explain what method I best to use to protect a user’s device from ransomware. 
In personal reflection the experimenter will create an experimental design before beginning the process of research and the literature review. Then the literature reviewed can be more closely linked with the experiment. Also, time management should be the prioritised as to not focus more on certain aspects of the project and split the time accordingly among each of the sections. The experimenter will also ask other students’ advice this would create a discussion where other ideas for the project could be thought of then added to the project.
Another area of improvement that can be made is to utilise a survey where users use the three-level prevention method when downloading files from the internet. Then compare which method is easiest used for a user. This will highlight some factors that were already spotted in the experiment such as the issue with low spec devices struggling to use the virtual machine as it was draining on the device. It will also highlight other issues such as time taken to download files and ease of files downloaded from the internet.  
[bookmark: _Toc124187843]Appendices
Table of Figures.
	Figure
	Description

	1
	Diagram of Encryption Process from Literature Review

	2
	Diagram of SDN Prevention Method from Literature Review

	3
	Diagram of propagation process from SDN prevention method from Literature Review

	4
	Research Onion from Online

	5
	Gantt Chart

	6
	Ransim Screenshot

	7
	Oracle VM screenshot

	8
	Screenshot of AVG being installed.

	9
	Screenshot of McAfee Anti-Virus.

	10
	Screenshot of McAfee WebAdvisor web browser extension.

	11
	Screenshot of VM shared folders

	12
	Screenshot of VM shared folders tab

	13
	Screenshot of download page for ransomware.

	14
	Screenshot of Shared folder access on VM.

	15
	Screenshot of Ransomware Simulation file.

	16
	Screenshot of Simulation File on Main PC.

	17
	Diagram of first level three-level detection method from Literature Review

	18
	Diagram of second level three-level detection method from Literature Review

	19
	Diagram of third level three-level detection method from Literature Review

	20
	Ransomware simulation file running with no prevention method

	21
	Download Page of Ransomware.

	22
	Screenshot showing file successfully downloaded.

	23
	Screenshot of second level stopping ransomware simulation.

	24
	Screenshot of Ransomware simulation file vulnerable threats.

	25
	Screenshot of third-level blocking ransomware simulation from operating.



Bibliography

[1] 	I. Kara and M. Aydos, “The rise of ransomware: Forensic analysis for windows,” Expert Systems with Applications, vol. 190, no. 15, pp. 116-198, 15 March 2022. 
[2] 	F. Alotaibi and V. Vassilakis, “SDN-Based Detection of Self-Propagating Ransomware: The Case of BadRabbit,” IEEE Access, vol. 9, pp. 28039-28058, 2021. 
[3] 	A. Maxat, V. G. Vassilios and M. D. Logothetis, “Journal of Telecommunications and Information Technology,” WannaCry Ransomware: Analysis of Infection, Persistence, Recovery Prevention and Propagation Mechanisms, vol. 1, no. 1, pp. 113-124, 2019. 
[4] 	S. Bae, G. Lee and E. Im, “Ransomware detection using machine learning algorithms,” Concurrency and Computation: Practice and Experience, vol. 32, no. 18, p. e5422, 2020. 
[5] 	K. Lee, K. Yim and J. Seo, “Ransomware prevention technique using key backup,” Concurrency and Computation: Practice and Experience, vol. 30, no. 3, p. e4337, 2018. 
[6] 	M. S, “Global Ransomware Damage Costs Predicted To Reach $20 Billion (USD) By 2021,” Cyber Security Ventures, 21 October 2019. [Online]. Available: https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/. [Accessed 1 1 2023].
[7] 	B. Warf and A. Kharraz, “Ransomware,” The SAGE Encyclopedia of the Internet, vol. 1, no. 1, 2018. 
[8] 	A. L. Y. Ren, C. T. Liang, S. N. Brohi and N. Jhanjhi, “A Three-Level Ransomware Detection and Prevention,” School of Computing & IT, Taylor’s University, Malaysia., Malaysia, 2019.
[9] 	D. Phair and K. Warren, “Saunders’ Research Onion: Explained Simply,” January 2021. [Online]. Available: https://gradcoach.com/saunders-research-onion/. [Accessed 20 December 2022].
[10] 	“Thank You - RanSim Tool | KnowBe4,” KnowBe4, 2022. [Online]. Available: https://www.knowbe4.com/typ-ransim-form?submissionGuid=eb1f39bd-cb29-457b-947f-c450b085c697. [Accessed 4 January 2023].
[11] 	R. Richardson and M. North, “Ransomware: Evolution, Mitigation and Prevention,” International Management Review, vol. 13, no. 1, p. 1, 2017. 




image1.jpeg
M Prifysgol Cymru
% Y Drindod Dewi Sant
% University of Wales
Trinity Saint David





image2.png
Reque st Encryption Key

Infected Device

>
—

Send Encryption Key

Domain





image3.png
Reque st Encryption Key

Infected Device

Domain

Send Encryption Key
Contraller

|

Inspects Packet

Watches domain name against
database

Blocks packet from device

Anti-Virus Software





image4.png
Worm Compone nt propagates
ta other devices

Infected Device Other Devices an

network

Contraller

|

Inspects Packet

Sends Me ssage to block
WMac address of infected

device

Checks packets for certain files or.
fle sizes

Blocks packet from gaing anto
internal network

Anti-Virus Software




image5.png
Approach

Methodological
cholce
1

Techniques and
procedures




image6.emf
Cr

ea

te 

Project Planning Gantt Chart

Enter Company Name in cell B2.

Enter the name of the Project Lead in cell B3. Enter the Project Start date in cell E3. Pooject Start: label is in cell C3.

T

h

e 

1

C

ell

T

hi

s 

TASK

ASSIGNED

TO

PROGRESS START END

1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7

C

ell 

B

Project Document Setup

R

o

w

Title  0 0% 4/1/22 4/1/22

Form of Consent 0 0% 4/1/22 4/1/22

Contents 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

T

h

e 

Introduction

Intro Project 0 0% 4/1/22 4/1/22

Intro Ransomware 0 0% 4/1/22 4/1/22

Intro Prevention Methods 0 0% 4/1/22 4/1/22

Intro Experimenent 0 0% 4/1/22 4/1/22

Intro Ransomware History 0 0% 1/0/00 1/0/00

Proof Read 0 0% 4/1/22 4/1/22

Sample phase title block

Aims And Objectives

Outline Aims 0 0% 4/1/22 4/1/22

Outline Objectives 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

Sample phase title block

Literature Review

Critic Source 1 0 0% 4/1/22 4/1/22

Critic Source 2 0 0% 4/1/22 4/1/22

Critic Source 3 0 0% 1/0/00 1/0/00

Critic Spurce 4 0 0% 4/1/22 4/1/22

Critic Source 5 0 0% 4/1/22 4/1/22

Critic Source 6 0 0% 1/0/00 1/0/00

Critic Source 7 0 0% 4/1/22 4/1/22

Conclude Sources 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

This is an empty row

Research Methodology

T

hi

s 

Research Onion 0 0% 4/1/22 4/1/22

Gantt Chart  0 0% 4/1/22 4/1/22

Contigency Plan 0 0% 1/0/00 1/0/00

Experiment Design 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

This is an empty row

Analysis of Literature

T

hi

s 

Ransomware Analysis 0 0% 4/1/22 4/1/22

Ransomware Operation Analysis 0 0% 4/1/22 4/1/22

Prevention Methods Analysis 0 0% 1/0/00 1/0/00

Proof Read 0 0% 4/1/22 4/1/22

This is an empty row

Design and Implementation

T

hi

s 

Experiment Objectives 0 0% 4/1/22 4/1/22

Experimemnt Hypothesis 0 0% 4/1/22 4/1/22

Experiment Explanation 0 0% 1/0/00 1/0/00

Expereiment Results 0 0% 4/1/22 4/1/22

Analysis of Results 0 0% 1/0/00 1/0/00

Conclusion  0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

This is an empty row

Conclusion 

T

hi

s 

Conclusion of Project 0 0% 4/1/22 4/1/22

Recommendations  0 0% 4/1/22 4/1/22

Reflection 0 0% 1/0/00 1/0/00

Proof Read and Corrections 0 0% 4/1/22 4/1/22

Week 10 Week 11 Week 9 Week 7 Week 8

Project Start:

Display Week:



Week 5 Week 6

Fri, 4/1/2022

Week 1 Week 2 Week 3 Week 4


image7.png
B xnoucet farsim

VULNERABLE

19/21 scenarios

NOT VULNERABLE

1/21 scenarios

INCORRECTLY BLOCKED

0/2 scenarios

Name
Anciver
Colaborstor
Gitrorant
Holoninecor
nsctr
InsdeCyptor
Lockprint
Mazelaart
Mover
e
Refctueinector
Remover
Replcer
Rigsmutor
RPlcer
Soncrptor
p—
swongCrptor
SwongCryptorfst
SwongCrptortet
Thorrant

Viockvaant

FOUND 21 VULNERABLE FILES

@ x

The simlstor teststhis workstation vith
ferent scenarios that chec f s can
e encypted. The pie char ows what
s o this machine noukd have been

I Documents 1 encrypted in  res ransomware ttack.

W picres 17 Click here to see the test files.
B videos Optional, ik hre t copy your own

s to th test s fldr @

W Others 3

Scenarios

Descrpton
Simplyarchivs flesusing g algorithm, Tis scenario should
ot e blockea!
Encryptsfes simiary 0. common version o Cion.
owever it eles on difeent processes or fle enumeraton
movement snd deletion.
Simuites the behaviorof 8 comman version of Crtroni
Encryptsfs by injecting the encyption code ino 3 egiomate
process using proces holowng.
Encryts fe b njecting the encypton code no s egitmate
process uing » common appronch.
Encryptsfies usingstong encryption and overwries mostof
th contentof the criginal s withthe encrypte dta.
Simuiaes the fle acivity perormed by  popular version of

il Loco ranzomare.

Simulaesfle relted operations performed by Maze

Encoyts fe in 3 fferent older sing strong encryption and
ey deietes the orginl fes

Simulatesfle relted operations performed by DoppelPaymer-
ke ransomare

Encrypts fes by injecting the encyption code no a egitmate
process using an schanced agprosch.

Simply deletes s and does ot creste any fie. Tis scentio
houd not be blocked!

Replaces th content o the orignlfes. A real ransomware

wouid show s message that oo sers nto thiing they con
Tecower them

Simuises a mining ig whih usesthe machine CPU t2 min
Manero,

Attempt t encrypt fes i afolder subject o controled folder
scces ansomuare protecton This scenari requires specil
Cetingz Checkthe help page for deaie

Simuistes the behor of 3 ranzomuare variant hst encygts
s sy to svoid detection by securty products.

Encryts fes and s data o  sinle fe, uing #rong
encryption then deetes the orignal s

Encryts fes uing stong encryption end safely deetes the
riginai fies.

Encrypts fles using strong encryption and deletes the original
ies

Encryptsfes using strong encryption and deletesthe riginal
st iso simustes sencing the encyption key to 3 sever
using sn HTTP comnection.

Simulaesfle relted operationsperformed by Thor

Simuiates e relted acity of a common version o Virock
Encryptsfes using weak encyption and deletes the original
fies

Encypte Tt Fies Path
KB Rasi DataDiTests 2 Tests
KB s DataDWTest 21 Tt
KB R DataDiTests 20 Tests
CAXBE R DataDiTsts 10Tt
CAXBARassim Data i et 18-Tets
KB Rassim DataDiTese 17-Tests
KB Rasi DataDiTests 1 Tt
KB s DataDiTsts 15Tt
CAXBARassim\DataDiTests\ -Tets
CAXBARassim DataDiTese 13-Tests
KB asim DataDi Tt 12 Tt
KB R DataDiTests\ 11 Tt
KB s DataDiTests\ 10Tt
KB R DetaDiTests Tt
KB s DetaDiTsts & Test
CAXBARassim\DataDiTess7-Tests
CAXBARassim\DataDiTess - Tests
CAKBARassim DstaDirTess-Tests
KB s DataDiTests Tt
KB s DataDiTest 3 Test
KB R DataDiTest 2 Test
CAXBARassim\DotaDiTess - Tests

AR Rasim)DataDiATest0-Tets





image8.png
9 Oracke W Vel Msaagar

Fie Machine Help

s G @ O D

b i o
™ Genera | preview
(& system
E,‘:fs”:,";’"’ fm"e Windows 10

BootOrder:  Floppy, Opecal, Hard Disk
Acceleation:  Neste Paging, Hyper- Paravitualiztion

Display
Vo ey 12
GoomicsComvoter. VoSV
e Dekop Sner:. Dated
Aot Ottt
) storape

Contoter: SATA
SATA Bort 0 Windows 103 (o, 25,0 GB)

SATA Pt 11 [Optcl D] VocnGuesiaddions o (3052 16)
SATAPort 2. [0t D) Window 23 (146 63)

W Audio

st Orver: Dt

Contoler, el HO Auco

& Network




image9.png
Do you want to allow this app to
hanges to your dey

g e

| E——





image10.png
U McAfee | Livesafe™

Set up Personal Data Cleanup

We'll scan for your personal data on pecple search sites, then guide you to
reclaim it

off on
;";::z::"‘;we @ personal Data Cleanup @ Antivirus
> >
on Attention on
3 Secure VPN U2 1D Protection £ TrackerRemover

Qe OO0
v
v




image11.png
Extensions

No access needed
These extensions don't need to see and change

information on this site.

McAfee® WebAdvisor g

Mendeley Web Importer n

& Manage extensions




image12.png
s Windows 10 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
Optical Drives
Audio
Network
uss

Shared Folders
Shared Clipboard
Drag and Drop

Insert Guest Additions CD image...
Upgrade Guest Additions...

TAVG  AVG AntiVirus FREE

Your
AVG AniVirus FREE instalstion s i progress

& | £ tpe eretosescn F oo ~ 6 @D 20 00 g

© & 7= i @ @ ¥ right ctrl





image13.png
@ Saunders' Research Onion: Expla X | G experiment design - Google Sea X & New Tab

C G Search Google or type a URL

[ Kuberentes [ Masters Project [ Docker [ PacketTracer [ WPD INTERVIEW

Google

Q search Google or type a URL

[} o Py +

Google Chro... YouTube Web Store ‘Add shorteut

2 x » 00

Gmail  Images o

# Customise Chrome

File  Home Insert Design layout References  Mailngs Review View Help RCM

X
Sl

Paste

Clipboard 5.

Page 24 of 46

O Search

© Comments ¢ Editing v & Share ~

- A = ~ Find ~
Times New Roma v 12 «| A" A" Aav Ao Eo 2l 1 |AaBbCeI| AaBbCeI AaBbC( AaBbCcl AaBbCcDI ;Sw“e \!/ @ @
‘ Editor | Reuse

BIUvaxx Av2Z2 A« | == _@ = e H TNormal | TNo Spac. Heading 1 Heading2 Heading3 |3 | |\ sy Dictate s

Font -1 Paragraph -1 Styles B iting Voice Editor |Reuse Fles

il Windows 10 (Running] - Orace VM VirtualBo

File Machine View Input Devices Help

Finally, for the setup to be co
shared folder that the VM can

Shared Folders

Shared Folders

Name Path
v 1 @ Add share

T o
Fkder e
Moot [ ]
[ Read-only
[ Auto-mount.
Make Permanent

These following steps will thef
 Ranctroon A S @B 86 00, B

@bag e 0= i &l @ (¥ right et

& P Typeheretosearch AMNC * € - B 2

The first step in the experime
will be the first level in the three-level detection method that utilises the web extension McAfee

software fo detect the ransomware file before it is downloaded onto the machine. If the
ransomware file is stopped at this section, then the experiment will stop, and this level will be

recorded as effective.

The next step in the experiment is to try and install the file on the virtual machine. This will be
following the first step if the web extension fails at detecting the ransomware software. This
is the second level in the three-level detection method that will utilise the AVG lanti-virus

software to detect the ransomware. Since it is a virtual machine, all files will be separate from

@ Uoyd Johnson (1802820) 2
Show screenshots and instructions on how to

the main PC. Therefore, the software on the normal PC should not detect ransomware being complete the experiment

installed onto the device. This will show that the virtual machine is isolated from the main PC. [ Reply

The final step in the experiment is to try and install the file onto the normal PC. This will be

camnlatad if tha cacand ctan faile af ctanning tha rancamwara fila in tha virtal machina Thic

o B B B - ———+ 0%

12072 words [ _English (Unted Kingdom) 3% Accessbity:Investigate

M O Typehere to search

< = 1554
¥ Raintostop ~ T D e o0 By




image14.png
G Soomsere Rseach i Exp. X | G expermantdedi GosgeSen X D) Trans R Toni| o X

€ 5 X @ Knowbed com/iyp-ransimformisubmissionGuid=eb13bd:-ch28-457b-0471-cAS0BORSCSST

SSKnouBet (1 Bog 1 Suppor [ Painers [ RequstADsmo  AccountLogin =

KnowBe4

Human error. Canquerec. PRODUCTS & SERVICES . FREETOOLS.  PRICNGL  RESOURGES

Thanks for requesting your
KnowBe4 RanSim Tool!

Click Here To Downioad Ranim

The password for this protected zp fileis: knowbed

Requiremants: Windows-based workeations running Windows 7 or e,
Wantto know mre before you dosnioad? Here s e “How It Works" technical background and FAQ supoortarice hre.

The KnowBst Team

Did you know that more than 60% of network malware Infections are causd by social engineering?
[y Find out wha percentage of your employees are Phish-prone™ with our Free Phishing Test

here t help Call us ol e at B55-565-9234 or e s an e

Get the latest about social engineering
Subscribe to Cyberheisthews

1802820@student uwisd.ac.uk .

hitpsransim knombed com/downloads/ransimalp.




image15.png
o | o O ey § o

PR —— Eo H @ w B e IC Clouty A BET O 6 05 R

o oo

VBOXSIRitsa Mchine shre
afolder





image16.jpeg
=
o ‘
s

9

il
Cirare

e
eiie

X

rovzes

R




image17.jpeg




image18.png
Brawser

Extension

Inspects Downloaded
File for matware files

or prograrms

Deleted Filesif
Mahware is present

File Is Transferred to
Virtual Machine





image19.png
Virtual Machine

v

Runs Anti-Virus

saftware to detect

any ransomware in
the file

v

If na threatis found
then user can retrieve
fle

v

User Retrieve File

Deleted Filesif
Mahware is present

Deletes virtual
Machine that houses





image20.png
Anti-virus Software

Runs Anti-Virus

saftware to detect

any ransomware in
the file

Runs Daily Checksto
detectany changesto
files that may hide

Deleted Filesif
Mahware is present

Deletes virtual
Machine that houses





image21.png
RecycleBin

rensimi(1)}

KrowEeds
[REST

P Type here to search

B ontet o

VULNERABLE

17/23 scenarios

NOT VULNERABLE

5/23 scenarios

INCORRECTLY BLOCKED

1/2 scenarios

Name Status

Archiver

BlackkingdomVariant [T

Callaborator VULNERABLE

CritroniVariant NOT VULNERABLE

DearCryVariant vuLNERABLE

Hallowlnjector NOT VULNERABLE

Injector NOT VULNERABLE
InsideCryptor VULNERABLE
LockyVariant NOT VULNERABLE
MazeVariant VULNERABLE
Mover VuwNERALE
PaymerVariant VULNERABLE

Reflectivelnjector VuLNERABLE

Copyright © KnowBe4 Inc. 2022

E

FOUND 25 VULNERABLE FILES

Description

Scenarios

M Cocuments0
W Ficres25

M videos 0

1 Otherso

Simply archives files using gzip algorithm. This scenario should
not be blacked!

Simulates file related activity of a common version of Black
Kingdom ransomware.
Encrypts files similarly to a comman version of Critroni

However, it relies on different processes for file enumeration,
movement and deletion.
Simulates the behavior of  common version of Critroni

Simulates file related activity of a common version of DearCry

Encrypts files by injecting the encryption code into a legitimate
process using process hllowing,

Encrypts files by injecting the encryption code into a legitimate
process using a common approach,

Encrypts files using strong encryption and ovenwrites most of
the content of the original files with the encrypted data.

Simulates the file actvity performed by a popular version of
Locky ransomare,

Simulates file related operations performed by Maze

Encrypts files in a different folder using strong encryption and
safely deletes the original ils.

Simulates file related operations performed by DoppelPaymer-
like ransomuare,

Encrypts files by injecting the encryption code into a legitimate

The simulator tests this workstation with
different scenarios that checkif fles can
e encrypted. The pie chart shows what
files on this machine would have been

to see the test files.

Optionally,
files o the test files folder. @

Encrypted Test Files Path

CAKBAVarsim\DataDin\MainTests\24-Fies
CAKBAVarsim\DataDin\MainTests\23-Files
CAKBAVarsim\DataDin\MainTests\22-Files
CAKBAVarsim\DataDin\MainTest\21-Files
CAKBAVarsim\DataDin\MainTest\20-Files
CAKBAVarsim\DataDin\MainTest\19-Files
CAKBAVarsim\DataDin\MainTests\18-Fies
CAKBAVarsim\DataDi\MainTest\17-Files
CAKBAVarsim\DataDin\MainTest\16-Files
CAKBAVarsim\DataDin\MainTess\15-Files
CAKBAVarsim\DataDin\MainTests\14-Fies
CAKBAVarsim\DataDin\MainTess\13-Files

CKB4\arsim\DataDir\MainTests\ 12-Files

9°C Light rain

encrypted in a real ransomware attack.

to copy your own

A B ) NG

o0
oz B




image22.png
DI McAfee |wesacuzor Were scanning your download Just o be safe. »

KnowBe4

Human error. Conquered. PRODUCTS & SERVICES = FREETOOLS=  PRICING+  RESOURCES-  ABOUTUS=  CONTACTUS~

Thank You

Thanks for requesting your
KnowBe4 RanSim Tool!

You can download Ransim here:

Click Here To Download Ransim

The password for this protected zIp fle Is: knowbed

Requirements:

indows-based workstations running Windows 7 or higher.
Want to know more before you download? Here is the *How It Works” technical background and FAQ support artcle here,

The KnowBed Team

Did you know that more than 60% of network malware infections are caused by social engineering?

® Find out what percentage of your employees are Phish-prone™ with our Free Phishing Test

We are here to help! Call s loll free at 855-566-9234 or send us an emal.

Get the latest about social engineering

Subscribe to CyberheistNews

1802820@student.uwtsd.ac.uk n





image23.png
O e WORST Fod From Seson © X | € Gitub - Nexonsystemsfonso | [ Corborsee - CbersecutyCors. X 1 Thonk You - Ranim ool Knos. X

C & knowbed.com/typ-ransim-formsubmissionGid=eb1f38bd-cb29-457b-947f-cASOBOBSCEST

 8s5knowBed © Support Partners (G Request AD:

KnowBe4

Human error. Conquered. PRODUCTS & SERVICES - FREETOOLS - PRIGNG=  RESOURCES=  ABOUTUS=  CONTACTUS~

Thank You

Thanks for requesting your
KnowBe4 RanSim Tool!

You can download Ransim here:

Click Here To Download Ransim

‘The password for this protected zip file is: knowbed

Requirements: Windows-based workstations running Windows 7 or higher.
‘Want to know more before you downloac? Here is the "How It Works” technical background and FAQ support article here,

‘The KnowBed Team

Did you know that more than 60% of network malware infections are caused by social engineering?

Find out what percentage of your employees are Phish-prone™ with our Free Phishing Test

We are here to help! Call us tol free at 855-566-9234 or send us 2n emall

Get the latest about social engineering

Subscribe to CyberheistNews

1802820@student.uwtsd.ac.uk B

B v (i Show il

x





image24.jpeg
il ¥ave o

Threat secured
We've moved Collector.axe to your Quarantine because it was infected with
Win32:TrojanX-gen [Tl
We can also protect you from other types of threats
n CLOSEALL@) )
HhereEn —
i Hide dor
Threat name Win32:Trojan¥-gen [Trl
Threat type Trojan — This threat pretends to be something eloe
(¢:9. pioture, document, or other file) to trck you Into.
running it and infecting your computer.
il path CAKBA\Varsim\Collector exe
it it Process C:\Windows\System32\msiexec.exe
Detected by File Shield
Status Moved to Quarantine | Open Quarantine
Option Raport as false positive
bessuRI2022 12 o s N T

21707373772 0

0o ne





image25.png
B .0 CE




image26.png
IS e e o e e e

Ccomments | Ptding- | Astws - | Fo  Homs ot Ovin yo s Mg foiew Vew fop RO [T —
4 e AN e SR S E ALY men i 1AM 1111 1 | Sen V- al=! s e =3 809 [ramucer asmbcet AabbCc s aueen L n A @
BIlomxx A L-A- o. Tnion T iy | sty V5[5 g | O |l | e o N PRI v RN Gl ES S LR
o E e . e 5w | e | e e | cotees - E m . e 5wy | e | e werie
H a
“The next i then was e the ransormare simulation onto the vitual machine, This s
done using the shared folder eature on the virwal machine, Where the rnsomuia simulor
i was dorvaloaded to the shared folder 5o that i can be checked usng the econd lvel of the
Prifysgol Cymru hree-level provention method. The Zip file was extracted on the virtual machine.
Y Drindod Dewi Sant
University of Wales
Trinity Saint David
8 ot o et
ﬂ KnowBe4 Ran Simulator
Wales Institute of Science and Art/Athrofa Gwyddoniaeth a Chelf Cymru
3 g = Setup P
School of Apy e S v oten e “p Progress
L -] stz -
€ e E s ok > st > ) oo e x
E e scen fom the sereenshot th anti-virus sofiware bloeked fhe e fls from
e e " T e annt e 1o the speciied dece. astalled onto the virtual machine. This would be marked as a Pass on the spreadshect
Py B Ant-Virus software on the virtal machine blocked the Ransomyare file causing
[ e 5 on tc Main PC. Due to the sceond level of the thrce-level provention methed being
“ful n stopping the ransomare affecting the main PC his experient atempt vould
MAIOR PR kedasa pess.
M.Sc.
M.Sc. ¢
‘wehat would happen if the ransonware s no biocked i th virual machine the
 atteanpted o dowlond and nstall the ransoumase, Here are the results blovr
We just stopped a virus x
Wondernguere came rom? Most IS tacks
come rom web cownlosasand el aachmenc
2019/20
UMcafee —
s s | g sy s R T N G e T T P — —
e ZEB T w 2@ OB ¥ & @A :

] Marketmil A 3B B6 1220




