












Offline Signature Verification
Research Proposal


Yizhen Wang













Contents
1.	Introduction	3
2.	Background to the Proposed Research	3
3.	Aims & Objectives	5
4.	Research Methods	5
4.1	Methodology	5
4.2	Strategy	5
4.3	Approaches	6
4.3.1	<Approach 1>	6
4.3.2	<Approach 2>	7
4.3.3	<Approach 3>	7
4.4	Data Collection & Evaluation	8
4.5	Results	8
5.	Resources & Planning	8
5.1	Resource, Reliability, Validity and Generalizability	8
5.2	Gantt Chart	8
6.	Conclusion	9
7.	Reference List	9












1. [bookmark: _Toc99550177]Introduction
[bookmark: _Hlk96265979]Today is an era of rapid development of information technology, and biometric system has become an important part of pattern recognition research. Among the many biometric systems, the use of handwritten signature verification systems has always been in high demand [1]. Signatures are widely used in daily life. For example, signing legal documents, checks, approval forms, all require the signature of the user or the relevant staff to take effect [2]. In the past four decades, interest in signature verification has been growing, and related research has also emerged [3,4].
  Offline signature means that after the signature is completed, the digital image is obtained by scanning the device, and various features are extracted by processing the image to realize the analysis and authenticity verification of the signature. Offline signature verification is essentially static, and its related features mainly include the signature's border, extreme points, grayscale and other information. Depending on the degree to which the signature is imitated, forged signatures can be classified into the following three categories:
(1) Random Forgery: A signature that does not contain any information about the imitated writer. 
(2) Simple Forgery: A signature of the forger who only knows the name of the imitated writer.
(3) Skilled Forgery: The product of a forger who conscientiously imitates genuine signatures for a long time with great effort.
Fig. 1 gives examples of signatures in Latin, Indian and Chinese from left to right, where the first row shows genuine samples and the second row shows skilled forgeries.
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Fig. 1 Signature samples in Latin, Indian and Chinese.

Relatively speaking, skilled forgeries are the most difficult to distinguish from the genuine ones, which is also the core difficulty in the field of signature verification, whether online or offline, because skilled forgeries are the product obtained by experts on the basis of understanding, combined with a lot of practice [5]. In addition, the difficulty of signature verification lies in the high intra-class differences (that is, there may be large differences between the genuine signatures of the same person) and the limited number of training samples (in practice, it is difficult for users to provide dozens of genuine signatures, which would be too cumbersome).
Offline signature features mainly include texture features and geometric features, but there are problems such as incomplete texture information extraction. Extracting useful features and performing effective feature processing can reduce training or running time and improve validation accuracy. Therefore, it is necessary to design an efficient and robust offline signature verification system, which is not only close to daily life, but also can effectively protect the security of people's property and information.

2. [bookmark: _Toc99550178]Background to the Proposed Research
OSV has been a hot and challenging research field in pattern recognition in recent decades. Its regular process is generally to perform feature extraction and feature processing after the signature image is preprocessed, and then deep learning or SVM and other methods are used to determine the authenticity of the signature image.
  Zois et al. propose a novel grid-based template matching scheme for offline signature analysis and verification. The core of the new method lies in the efficient encoding of the fine geometric structure of the signature through grid templates, which are appropriately divided into subsets. The feature representation detects ordered transitions using a lattice-like probe structure formed over a 5×5 pixel windowed binary mask [6]. YiLmaz et al. proposed a system that uses a fractional-level fusion of complementary classifiers of different local features (oriented gradient histograms, local binary patterns, and scale-invariant feature transform descriptors), where each classifier uses feature-level fusion to represent the level of local features from coarse to fine. For the classifier, two different approaches are investigated, namely global classifier and user-dependent classifier. Train a user-dependent classifier for each user individually to learn to distinguish that user's real signature from other signatures; simultaneously train a single global classifier with different vectors of query and reference signatures for all users in the training set to learn about different types the importance of differences [7]. Bhunia et al. propose an author-dependent signature verification method. Two different types of texture features, namely wavelet and local quantization pattern (LQP) features, are used to extract two kinds of transform- and statistics-based information from signature images. For each author, two separate one-class support vector machines (SVMs) are trained corresponding to each set of LQP and wavelet features to obtain two different authenticity scores for a given signature. Finally, a score-level classifier fusion method is used to integrate the scores obtained by the two single-class SVMs to obtain a validation score. In the proposed method, only the true signatures are used to train a one-class SVM [8]. Alaei et al. proposed an efficient offline signature verification method based on interval symbolic representation and fuzzy similarity measure. In the feature extraction step, a set of local binary pattern (LBP) based features are computed from the signature image and its undersampled bitmap. Then create interval-valued symbolic data for each feature in each feature class. As a result, a signature model consisting of a set of interval values ​​(corresponding to the number of features) is obtained for each person's handwritten signature class. A new fuzzy similarity measure is further proposed to compute the similarity between test sample signatures and corresponding interval-valued symbolic models to validate test samples [9]. Shariatmadari et al. propose a new method for verifying personal signatures from offline handwritten images. The method presented here relies on a global approach that treats signature images as waveforms. First, image decomposition is based on a series of wavelet subbands at some specific level. The wavelet subbands are then expanded to obtain the waveform. Each waveform is quantized by two nonlinear dynamics tools to generate eigenvectors. The Multi-Resolution Box Counting (MRBC) fractal dimension algorithm and the Probabilistic Finite State Automata (PFSA) were applied to the signature waveforms, respectively. During the training and validation phases, they propose a class of Gaussian Process (GP) priors based on writer-independent methods [10]. Gyimah et al. combined the features of the Grayscale Occurrence Matrix (GLCM) and the properties of image regions to propose a feature extraction vector for an improved offline signature verification system. When evaluating the performance of the proposed scheme, the resulting eigenvectors are tested on support vector machines (SVMs) with different kernel functions. However, to keep the parameters of the kernel function optimized, sequential minimum optimization (SMO) and least squares [11] are used. Hafemann et al. found that attacks aimed at rejecting real signatures can be easily generated even with limited knowledge, where the attacker does not have access to the trained classifier or the signatures used for training. Attacks that make forgery accepted are harder to generate and generally require higher levels of noise [12]. Calik et al. propose a new convolutional neural network (CNN) structure called Large-Scale Signature Network (LS2Net) with batch normalization to handle large-scale training problems. Furthermore, they propose the Class Center-based Classifier (C3) algorithm, which relies on the 1-Nearest Neighbor (1-NN) classification task, using the class centers of feature embeddings obtained from fully connected layers. In addition to this, they created a new network structure named LS2Net_v2 by replacing the activation function Rectifier Linear Unit (ReLU) with leaky ReLU [13]. Okawa et al. proposed a new feature extraction method based on Fisher Vectors (FV) of fused KAZE features detected from foreground and background feature images using a recent fusion strategy [14]. Experimental results show that: 1) KAZE features from foreground and background signature images show good performance, respectively; 2) Fusing KAZE features from foreground and background signature images improves performance; 3) The adoption of FV provides features for each author 4) Although FV with representation-level fusion produces high-dimensional vectors, PCA on the original FV can provide vectors with more compact dimensions without significant performance penalty; 5) Using the popular MCYT-75 signature dataset, the proposed method produces significantly lower error rates than existing state-of-the-art offline signature verification methods [15]. Bouamra et al. investigate the run-length distribution characteristics for designing efficient offline signature verification systems. The purpose of this research is to enhance the ability of automatic signature verification systems to work in a realistic manner by training them using only real samples (everyone's real signatures) without access to any fake samples. Classification is performed using a one-class support vector machine (OC-SVM), while evaluation is performed using the GPDS960 database [16]. Batool et al. proposed multi-level feature fusion and automatic techniques based on optimal feature selection for OSV. For this purpose, 22 gray level co-occurrence matrices (GLCMs) and 8 geometric features are computed from the preprocessed signature samples. These features are fused by a new parallel method based on High Priority Indexed Features (HPFI). A skew-kurtosis-based feature selection method is also proposed, named skew-kurtosis-controlled PCA (SKcPCA), and selects the best features for final classification as fake and real [17].
3. [bookmark: _Toc99550179]Aims & Objectives
By combining different texture feature extraction methods, the offline signature image is extracted, and based on this, the whole system can reach the level of judging whether the given signature is genuine or forgery.
To achieve this aim, three objectives are needed to complete: signature image pre-processing, feature extraction, signature verification. In the first part, the signature images obtained through various channels are different in terms of image size, signature size and position, and background. Then, image pre-processing is needed to eliminate these effects as much as possible. The second part is to extract useful features as a basis for judging whether the signature is genuine or forgery. The extracted features will undergo a series of processing to form the final feature vector. The third part is to give the feature vector to the classifier - Support Vector Machine (SVM), and finally achieve the effect of distinguishing the authenticity of the signature. In order to achieve my research goals, I have to overcome the three difficulties mentioned above.
I propose a writer-dependent (WD) offline signature verification system, which extracts features from signature images through Gray Level Co-occurrence Matrix (GLCM) and Improved Local Binary Pattern (ILBP) respectively, and these features are fused with geometric features, and finally we use Support Vector Machine (SVM) for classification.
4. [bookmark: _Toc99550180]Research Methods
4.1 [bookmark: _Toc99550181] Methodology
To finish designing my offline signature verification system, the basic methodology is using a literature review, case study and software development. The innovation of the method I propose is that the original LBP algorithm is optimized to form ILBP and combined with the GLCM algorithm to jointly extract texture features.
4.2 [bookmark: _Toc99550182] Strategy
[bookmark: _GoBack]In this section, the efficient offline signature verification (OSV) method based on GLCM and ILBP using SVM is introduced. The system framework is shown in Fig. 1.
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Fig. 2 The overall framework of the proposed OSV system.

4.3 [bookmark: _Toc99550183]Approaches
4.3.1 [bookmark: _Toc99550184]<Approach 1>
To extract more comprehensive texture features than the traditional LBP algorithm does, ILBP is used for our system, and the specific methods are as follows:

	
	
	

	
	
	

	
	
	



Fig. 2 The relationship between the center pixel and surrounding pixels

As shown in Figure 2, after selecting a center point , it is obvious that the distances between the surrounding pixels , …  and the center point are actually different, , , ,  that are away from the center point will be further away. As shown by the yellow line in the figure, the distances of , ,  and  from the center point should be , while the distances of , ,  and  from the center point are 1. This paper believes that according to the distance between the two points, the impact should be corresponding. Therefore, the weight should be formed by the reciprocal of the distance between the pixel point and the center point to represent the role of each pixel point. That is, the weights corresponding to , ,  and  are ====, and the weights corresponding to , , and  are ====1. The expression of the final value P corresponding to each pixel point is as follows:



Then, according to the principle of the original LBP, the final  needs to be compared with the center point , and a threshold T needs to be established:



After the threshold T is obtained, the value of each pixel point  needs to be divided by the pixel value corresponding to the center point , and then compared with the previously obtained threshold T. If it is greater than or equals to T, the code () is 1; If it is less than T, the code () takes 0:



Finally, in the form of 8-bit binary, in a certain order (clockwise or counterclockwise), the binarization result obtained by the above formula is expressed with F, which is between 0 and 255:


4.3.2 [bookmark: _Toc99550185]<Approach 2>
GLCM is a second order statistic. This method obtains the co-occurrence matrix from the grayscale image, and then further obtains part of the eigenvalues of the matrix to represent the texture features of the image. GLCM reflects the joint probability distribution of the simultaneous appearance of two grayscale pixels with a distance of d in the image. It not only reflects the distribution characteristics of brightness, but also reflects the position distribution characteristics between pixels with the same brightness or close to brightness. The basis of texture features is the representation of the grayscale correlation of adjacent pixels.
4.3.3 [bookmark: _Toc99550186]<Approach 3>
SVM is a powerful binary classification method. SVM uses the kernel technique for nonlinear situations, maps the data in the low-dimensional space to the high-dimensional space, and then performs linear learning based on the principle of maximum interval in the high-dimensional space, and uses the Quadratic Programming technique to obtain the dividing hyperplane.
As shown in Fig. 3, the plus sign and minus sign represent two types of samples, a bold slash in the middle represents the segmentation hyperplane. There are two dashed lines parallel to the hyperplane pass through the samples closest to the hyperplane, respectively, and the distance between them called the classification interval. The optimal classification is that the segmentation hyperplane will not only separate the two types of samples but also maximize the classification interval. The splitting hyperplane is determined by the support vector. It can maximize the interval between two types of samples, minimize the influence of local interference on the classifier, and obtain classification results with stability, robustness and strong generalization ability.
[image: ]
Fig. 3 SVM schematic


4.4 [bookmark: _Toc99550187]Data Collection & Evaluation
The MCYT75 and CEDAR public datasets are used to validate the proposed system. MCYT75 is an open source offline signature database in Spanish, completed by 75 writers, each with 15 genuine signatures and 15 skilled forgeries. CEDAR open source offline signature database contains 55 writers and corresponding 55 signature sets. In the database, each writer has 24 genuine signatures and 24 forgery signatures, which is equivalent to a total of  genuine and forgery signatures in the database.
4.5 [bookmark: _Toc99550188] Results
False Rejection Rate (FRR), False Acceptance Rate (FAR), Average Error Rate (AER) and Accuracy Rate (AR) are used to evaluate the performance of my proposed offline signature verification system. FRR refers to the proportion of the number of genuine signatures that are falsely rejected as forgery ones in the test set, FAR refers to the proportion of the number of forgery signatures that are falsely accepted as genuine ones in the test set, and AER is the mean of FRR and FAR, AR indicates the proportion of the number of correct judgments by the system to the total number.
5. [bookmark: _Toc99550189]Resources & Planning 
5.1 [bookmark: _Toc99550190] Resource, Reliability, Validity and Generalizability
The data comes from two commonly used open source offline signature databases introduced in Section 4.4, which are often used in papers, so the data source is reliable. If someone else carried out the experiments, the result is almost error-free, so the research has a high reliability. The experimental data is composed of signatures completed by real people, proving that the research has a high degree of validity. The datasets MCYT75 and CEDAR used in this paper are composed of Spanish and Latin, respectively. Of course, there are datasets in other languages to choose from, which shows that this study is highly general.
5.2 [bookmark: _Toc99550191] Gantt Chart
Figure 4 shows the Gantt chart of the offline signature verification system I am going to design. It mainly consists of six stages and is expected to last 3 months. 
 
Fig. 4 The Gannt chart for offline signature verification system
6. [bookmark: _Toc99550192]Conclusion
In my opinion, using two texture feature extraction methods at the same time for offline signature images can produce complementary effects, making the resulting feature vector more representative. However, the accompanying disadvantage is that the redundancy of the feature vector is likely to be relatively high. In the future, I plan to further improve the proposed offline signature verification system in terms of reducing feature redundancy and selecting features more efficiently.
7. [bookmark: _Toc99550193]Reference List
[1] K. Bibi, S. Naz, A. Rehman, Biometric signature authentication using machine learning techniques: Current trends, challenges and opportunities, Multimedia Tools and Applications, 2020, 79(2), 289-340.
[2] A. K. Jain, A. Ross, S. Prabhakar, An introduction to biometric recognition, IEEE Trans. Circuits Syst. Video Technol, 2004, 14(1), 4–20.
[3] D. Impedovo, G. Pirlo, Automatic signature verification: the state of the art, IEEE Trans. SMC Part C, 2008, 38(5), 609–635.
[4] M. Diaz, M. Ferrer, D. Impedovo, et al, A perspective analysis of handwritten signature technology, ACM Computing Surveys (CSUR), 2019, 51(6), 1-39.
[5] V. Ruiz, I. Linares, A. Sanchez, J. Velez, Off-line handwritten signature verification using compositional synthetic generation of signatures and Siamese neural networks, Neurocomputing, 2020, 374, 30–41.
[6] E. N. Zois, L. Alewijnse, G. Economou, Offline signature verification and quality characterization using post-oriented grid features, Pattern Recognition, 2016, 54, 162-177.
[7] M. B. YiLmaz, B. YaniKogLu, Score level fusion of classifiers in offline signature verification, Information Fusion, 2016, 32, 109-119.
[8] A. K. Bhunia, A. Alaei, P. P. Roy, Signature verification approach using fusion of hybrid texture features, Neural Computing and Applications, 2019, 31(12), 8737-8748.
[9] A. Alaei, S. Pal, U. Pal, et al, An efficient signature verification method based on an interval symbolic representation and a fuzzy similarity measure, IEEE Trans Inf Forensics Security, 2017, 12(10), 2360–2372.
[10] S. Shariatmadari, S. Emadi, Y. Akbari, Nonlinear dynamics tools for offline signature verification using one-class gaussian process, International Journal of Pattern Recognition and Artificial Intelligence, 2019, 34(1), 1-20.
[11] K. Gyimah, J. Appati, K. Darkwah, et al, An improved geo-textural based feature extraction vector for offline signature verification, Journal of Advances in Mathematics and Computer Science, 2019, 1-14.
[12] L. G. Hafemann, R. Sabourin, L. S. Oliveira, Characterizing and evaluating adversarial examples for offline handwritten signature verification, IEEE Transactions on Information Forensics & Security, 2019, 14(8), 2453-2166.
[13] N. Calik, O. C. Kurban, A. R. Yilmaz, et al, Large-scale offline signature recognition via deep neural networks and feature embedding, Neurocomputing, 2019, 359(24), 1-14.
[14] M. Okawa, Synergy of foreground-background images for feature extraction: Offline signature verification using Fisher vector with fused KAZE features, Pattern Recognition: The Journal of the Pattern Recognition Society, 2018, 79(1), 480-489.
[15] M. Okawa, From BoVW to VLAD with KAZE features: Offline signature verification considering cognitive processes of forensic experts, Pattern Recognition Letters, 2018, 113(1), 75-82.
[16] W. Bouamra, C. Djeddi, B. Nini, et al, Towards the design of an offline signature verifier based on a small number of genuine samples for training, Expert Systems with Applications, 2018, 107, 182-195.
[17] F. E. Batool, M. A. Khan, M. Sharif, et al, Offline signature verification system: A novel technique of fusion of GLCM and geometric features using SVM, Multimedia Tools and Applications, 2020, 1-20.



Gannt chart for offline signature verification

开始时间	Browse Information	Data Collection	Image Pre-processing	Feature Extraction	Signature Verification	Writing Paper	44652	44672	44683	44694	44714	44728	Construction Period	Browse Information	Data Collection	Image Pre-processing	Feature Extraction	Signature Verification	Writing Paper	20	11	11	19	14	16	完成时间	Browse Information	Data Collection	Image Pre-processing	Feature Extraction	Signature Verification	Writing Paper	44671	44682	44693	44713	44727	44743	



2

image3.png




image4.png
07 1ith




image5.tiff




image6.png




image7.png
Signature Acquisition

Signature Image

Preprocessin
o e e e

w g .

HEBERG
-

: £ A 3

: Feature H
Extraction
Integral Eigenvector
3

Signature

Verification
Results Evaluation




image8.png




image1.png
L1




image2.tiff




