




Personal Reflection
As the project leader for this hackathon, I decided to take part in this initiative voluntarily as I liked the direction we should take from the start. From the very beginning, I knew that I wanted this platform to be used for helping non-technical users to assess and fix their website's potential vulnerabilities. Managing the team towards this goal, while building the platform simultaneously myself, was harder than expected but highly satisfying nonetheless.
The hardest thing to deal with in the beginning was the lack of focus due to new suggestions that arose each week. My task here was to keep us moving forward and sticking to the initial concept. To ensure this, I created an official document that summarized all the details about the project, everything had to be either hackish or related to enterprise infrastructure, to move to future work. Such a solution proved to be quite effective.
Technically, my main contribution to the project was developing the entire platform from scratch. For this purpose, I decided to stick to Next.js 16 with the App Router, React 19, and TypeScript as I was familiar with these technologies and could easily create something reliable within the set timeframe. I developed a passive scanner for analyzing TLS certificates, OWASP-guided HTTP security headers, DNS records, and email validation protocols, including SPF, DKIM, and DMARC. Moreover, I consciously avoided using third-party scanners since I did not want any legal risks nor lose control of the whole system.
Regarding the AI layer, I integrated Ollama and trained it locally on the server. The model gets structured information about the vulnerabilities found on websites and creates a plain-text explanation for each of them. Again, I intentionally implemented this solution to keep all the information private, no scan results leave the system [2]. If we decide to deploy the platform in the cloud in the future, then we can integrate some hosting AI solution.


Scope of Contribution
Aside from the technical aspects of developing the platform, I also conducted weekly team meetings and reviewed the work of each participant prior to integrating it into the system. Apart from this, I was responsible for preparing and presenting the work of the entire team to the judges, we needed to show that we have done a lot and our work is coherent. As for the design, I was the person who came up with white and blue colour palette and the layout architecture and decided to call our platform "ScanSafe."
Evaluation of Limitations and Risk Factors
The most prominent limitations of this solution are worth mentioning. Firstly, our scanner can only see what is available to everyone on the Internet. It cannot find any vulnerability within applications' codes and, therefore, can make users think that they have nothing to worry about. Despite our efforts to provide users with comprehensive information regarding what this program can do, such a problem remains [3]. Secondly, the AI layer cannot provide precise explanations as it is based on certain patterns identified during training, there may be false negatives and positives here as well [4].From a legal perspective, even passive scanning has been discussed many times but without coming to an agreement [5]. In our case, we reduced the risk of misuse by having a dedicated consent box that should be ticked prior to each scan. In the future, however, any improvements of our scanner will require a proper examination by lawyers.
Related and Future Work
This field of research is not entirely unexplored and, therefore, is worth mentioning in our evaluation. There are powerful scanners such as Nmap and Nessus that perform very reliably but are hard for common people to use [6]. The number of scientific works on the subject is pretty limited, especially considering the fact that almost all of them refer to enterprise infrastructure. MITRE has recently introduced the MITRE ATT&CK Framework to structure all the data related to threats and make it accessible for researchers [7].
In the future, I would like to implement a module for verifying the ownership of the scanned domain and train our AI model so that it would generate multiple explanations for each finding together with confidence scores.
Team Performance Ratings
	Member
	Role
	Rating

	Member 2 — Ionela Alina Marcu
	Research & Tool Analysis
	⭐⭐⭐⭐⭐ 5/5

	Member 3 – Eric Marinho Nazare
	AI Integration
	⭐⭐⭐⭐⭐ 5/5

	Member 4 — Andrian Morteanu
	System Architecture
	⭐⭐⭐⭐⭐ 5/5

	Member 5 – Alexandra Craciun
	UI/UX Design
	⭐⭐⭐⭐⭐ 5/5

	Member 6 – Valerio Cinquemani
	Risk, Legal & Business
	⭐⭐⭐⭐⭐ 5/5



All the team members performed great. Ionela provided us with valuable information about current security solutions and helped to frame the problem correctly. Andrian added the technical expertise necessary to complement my work with the backend side of the project. UI/UX designer made the platform more approachable for non-tech users, and the Risk member made it safe for us as well. I could not have chosen a better team.
Conclusion
This project made me stretch myself more than ever before in my life. The construction of an entire product, the management of a team consisting of five members, and finally showcasing this platform to the judges made sure that I applied all my learnings that I had over the past two years, both technically and non-technically. Although our final product is far from being perfect, and I have mentioned my concerns regarding the same in the earlier sections of this journal, it functions, has legal and ethical justification, and helps solve a genuine issue faced by our target audience. This is what I am really proud of in this whole project. If there were a redo for this task, then the first thing I would have done is set the technical parameters much earlier and also carry out extensive user testing so as to be confident of the understanding of the explanation provided by AI.
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