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Advanced Cybersecurity (ACCB6000)
Activity 3 — Scanning & Enumerating Your Network
Controlled network discovery, service identification and evidence interpretation

	Module
	Activity
	Recommended timing
	Prerequisites

	ACCB6000 Advanced Cybersecurity
	3
	Weeks 3–4
	Activities 1 and 2 completed



LAB ENVIRONMENT ONLY — All scanning and enumeration in this activity must be performed only against the designated ACCB6000 virtual lab targets. Do not scan public, university production, employer, home, or other third-party systems.


1. Learning Outcomes
Discover live hosts and distinguish host discovery from port/service scanning.
Use Nmap to perform controlled TCP and UDP scanning against authorised lab targets.
Interpret open, closed, filtered and open|filtered results without over-claiming what the evidence proves.
Use service/version and operating-system detection to develop an evidence-based target profile.
Compare TCP scanning techniques and explain how operating systems and filtering controls affect results.
Enumerate selected network services and identify information that may be security-relevant.
Observe selected scan traffic in Wireshark and relate packet behaviour to scan results.
Record findings in a professional evidence format suitable for later vulnerability assessment and remediation work.
2. Before You Begin
☐ Activity 1 lab environment is operational and a known-good VM snapshot exists.
☐ Activity 2 information-gathering notes are available.
☐ Kali Linux can reach the designated ACCB6000 target network.
☐ You know the IP addresses/subnets allocated to your group.
☐ Wireshark is available on an appropriate lab VM.
☐ You have created a folder for screenshots and scan-output files.
3. Record Your Lab Configuration
	System / role
	Hostname
	IP address
	Operating system
	Notes

	Kali / security workstation
	
	
	
	

	Target 1
	
	
	
	

	Target 2
	
	
	
	

	Target 3
	
	
	
	

	Other
	
	
	
	


4. Part A — Establish a Baseline
Use your Activity 2 findings to state what you expect to find before scanning. This gives you a baseline against which to compare the scan evidence.
	Expected host/service
	Reason for expectation
	Observed later?
	Evidence reference

	
	
	
	

	
	
	
	

	
	
	
	


Checkpoint A — Scope
☐ I have confirmed the designated lab subnet/targets before running any scan.
☐ My scan commands contain only ACCB6000 lab addresses.
☐ I have taken/reconfirmed a VM snapshot before making configuration changes.


5. Part B — Host Discovery
Start with host discovery. Replace the example network below with the subnet assigned to your lab.
sudo nmap -sn <LAB-SUBNET>
Example only: sudo nmap -sn 192.168.1.0/24
	Question
	Your evidence-based response

	How many hosts were reported as up?
	

	Which responses or probes appear to support host discovery?
	

	Could a live host fail to appear? Explain one reason.
	

	What can you conclude from this result—and what can you NOT conclude?
	


6. Part C — TCP and UDP Scanning
Run controlled scans against one or more designated targets. Start with a limited port range where appropriate; expand only when justified by the lab objective.
6.1 TCP Connect and SYN Scans
sudo nmap -sT -p 1-1024 <TARGET-IP>
sudo nmap -sS -p 1-1024 <TARGET-IP>
	Compare
	TCP Connect (-sT)
	SYN (-sS)

	Handshake behaviour
	
	

	Open-port evidence
	
	

	Closed-port evidence
	
	

	Likely visibility to monitoring/logging
	
	

	What did you observe in this lab?
	
	


6.2 UDP Scan
sudo nmap -sU -p 53,67,68,123,161 <TARGET-IP>
Do not interpret a UDP open|filtered result as proof that a vulnerable service exists. Record the state and identify what further validation would be needed.
	Port
	State
	Possible service
	Evidence / uncertainty
	Next validation step

	53
	
	
	
	

	67/68
	
	
	
	

	123
	
	
	
	

	161
	
	
	
	


6.3 Service and OS Detection
sudo nmap -sV -p 1-1024 <TARGET-IP>
sudo nmap -O <TARGET-IP>
Optional controlled profile, if appropriate to the lab target and time available:
sudo nmap -A <TARGET-IP>
	Finding
	Observed evidence
	Confidence (High/Med/Low)
	Why?

	Service/version
	
	
	

	Operating system
	
	
	

	Traceroute/topology clue
	
	
	




7. Part D — Compare TCP Flag Scans
Run these only against the designated lab target. Their value here is to compare responses and understand filtering/OS behaviour—not to treat a particular scan as 'invisible'.
sudo nmap -sF -p 1-1024 <TARGET-IP>     # FIN
sudo nmap -sX -p 1-1024 <TARGET-IP>     # Xmas
sudo nmap -sN -p 1-1024 <TARGET-IP>     # Null
sudo nmap -sA -p 1-1024 <TARGET-IP>     # ACK / filtering insight
	Scan
	Key result
	Difference from SYN scan
	What might explain the difference?

	FIN
	
	
	

	Xmas
	
	
	

	Null
	
	
	

	ACK
	
	
	


Professional judgement: If Windows and Linux targets respond differently to FIN/Xmas/Null scans, explain why the scan result should be interpreted as protocol/implementation evidence rather than automatic proof of vulnerability.
8. Part E — Save Your Evidence
Save at least one Nmap result to a file so that your evidence can be revisited.
sudo nmap -oN scan_results.txt <TARGET-IP>
☐ Screenshot or saved output clearly shows target, command and result.
☐ File name/date identifies which target was scanned.
☐ I have recorded important uncertainty rather than presenting assumptions as facts.
9. Part F — Wireshark: Observe the Scan
Start a Wireshark capture on an appropriate designated lab VM. Run a small, controlled scan and inspect the traffic. Keep packet counts limited so that the capture remains interpretable.
sudo nmap -sS -p 80,443 <TARGET-IP>
	Observation
	Evidence from capture

	Source and destination IP addresses
	

	TCP flags observed
	

	Response when a port is open/closed/filtered
	

	Packet sequence that supports your interpretation
	

	Anything unexpected
	


Interpretation challenge: A scan reports a port as filtered. Identify packet-level evidence that would support that interpretation. What alternative explanations might still exist?


10. Extension — HPING3 Packet Crafting & Analysis
This extension adapts the useful packet-observation element from the inherited annexure. Use only a small number of packets against the designated lab target. Do not perform flooding.
sudo hping3 -1 -c 5 <TARGET-IP>             # limited ICMP
sudo hping3 -S -p 80 -c 3 <TARGET-IP>       # three SYN packets
sudo hping3 -A -p 80 -c 3 <TARGET-IP>       # three ACK packets
Capture the traffic in Wireshark and compare the packet flags and target responses.
	Test
	Packets sent
	Target response
	Wireshark evidence
	Interpretation

	ICMP
	
	
	
	

	SYN/80
	
	
	
	

	ACK/80
	
	
	
	


11. Part G — Enumeration
Enumeration goes beyond discovering that a host or port exists. Your objective is to identify information exposed by selected services and decide whether it is relevant to later vulnerability assessment.
11.1 Nmap Enumeration
sudo nmap -sV <TARGET-IP>
Use only appropriate Nmap scripts/categories for the authorised service you are investigating. Record the exact command and explain why it was selected.
	Target/service
	Command used
	Information returned
	Security relevance
	Further validation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11.2 SMB / NetBIOS (where present)
If SMB/NetBIOS is present on an authorised Windows lab target, enumerate only what the lab configuration permits. Record exposed host, workgroup/domain, share or service information without assuming that exposure alone equals compromise.
	Evidence
	Result
	What does it tell you?
	What does it NOT prove?

	Hostname/domain
	
	
	

	SMB/service version
	
	
	

	Shares/resources
	
	
	


11.3 SNMP (where deliberately configured)
If SNMP is deliberately enabled in the lab, identify the service and document the information exposed. Do not probe systems outside the ACCB6000 environment.
	SNMP observation
	Evidence
	Potential security significance
	Recommended next step

	
	
	
	

	
	
	
	




12. OS Fingerprinting: Evidence and Limitations
The inherited annexure uses TTL and TCP window size as OS clues. Retain these as indicators, but do not treat a single value as definitive identification. Compare them with Nmap OS detection and other evidence.
	Target
	Observed TTL / packet clue
	Nmap OS result
	Other evidence
	Your conclusion + confidence

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


13. Attacker vs Defender Discussion
	Attacker / tester question
	Defender question

	What additional information did the scan reveal?
	Which telemetry could show that scanning occurred?

	Which service would you validate next, and why?
	Which exposed service would you prioritise for review, and why?

	What information was exposed during enumeration?
	What configuration could reduce unnecessary exposure?

	What evidence supports your conclusion?
	What false positive or alternative explanation must be considered?


14. Evidence to Capture
☐ Lab topology / target list used for this activity.
☐ Host-discovery output.
☐ At least one TCP scan and one UDP scan.
☐ Service/version and OS-detection evidence.
☐ Comparison of at least two TCP scan techniques.
☐ At least one Wireshark packet-level observation linked to a scan result.
☐ Enumeration evidence for at least one service present in the lab.
☐ Any troubleshooting performed and the resulting change.
☐ A short interpretation for every screenshot/output used—do not submit unexplained screenshots.
15. Troubleshooting Record
	Problem observed
	Evidence / error
	Likely cause
	Action taken
	Outcome

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




16. Professional Evidence Record
Use this table to convert tool output into professional security evidence. This record will support later vulnerability-assessment, exploitation-validation and hardening activities.
	Finding
	Evidence
	Technique / tool
	Security significance
	Recommended next step

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


17. Level 6 Reflection
1. Which scan produced the most useful information in your lab, and why?
________________________________________________________________________________
________________________________________________________________________________
2. Give one example where a scan result could be misinterpreted if taken at face value.
________________________________________________________________________________
________________________________________________________________________________
3. How did Wireshark evidence strengthen or challenge an Nmap conclusion?
________________________________________________________________________________
________________________________________________________________________________
4. What is the difference between discovering a service, enumerating it, and demonstrating that it is vulnerable?
________________________________________________________________________________
________________________________________________________________________________
5. Which finding should be investigated first in a professional engagement? Justify your choice using evidence and business/security reasoning.
________________________________________________________________________________
________________________________________________________________________________
6. From a defender's perspective, which controls or monitoring sources could reveal the scanning/enumeration activity you performed?
________________________________________________________________________________
________________________________________________________________________________
7. What would you change in your methodology if you repeated this activity?
________________________________________________________________________________
________________________________________________________________________________
18. Completion Checkpoint
☐ I stayed within the authorised ACCB6000 lab scope.
☐ I completed host discovery and controlled TCP/UDP scanning.
☐ I interpreted scan states rather than merely copying tool output.
☐ I captured packet evidence in Wireshark.
☐ I completed relevant service enumeration.
☐ I saved evidence and documented uncertainty/limitations.
☐ I completed the Professional Evidence Record and reflection.
19. Lecturer Notes / Optional Extensions
The inherited annexure also references MegaPing and NetScanTools Pro. These are not required core activities in this revised version. They may be demonstrated or used as comparison tools if available, but students should prioritise Nmap, Wireshark and evidence interpretation.
Suggested extension discussion: compare tool convenience with transparency. Which tool helps the student understand what is happening on the wire, and which mainly abstracts the process?
Do not use the inherited TCP flooding exercise as a student task. The learning objective is adequately achieved with small, controlled packet sets observed in Wireshark.
20. Core References / Resources
Nmap Project — Nmap Reference Guide and Network Scanning documentation.
Wireshark Foundation — Wireshark User’s Guide and Display Filter Reference.
Inherited ACCB6000 Activity 3: Scanning and Enumerating (2025).
Inherited ACCB6000 Activity 3 Annexure (2025), selectively adapted for HPING3/Wireshark and OS-fingerprinting exercises.
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