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[bookmark: _Toc164978238]Task 1 – Research and Report

In today's digital world, the importance of both computer and digital forensics can't be overstated. Though they sound similar, they cater to distinct needs within the realm of law enforcement and cybersecurity.
Computer Forensics zeroes in on extracting and scrutinizing data from computer systems—think desktops, laptops, and external hard drives. It's all about digging deep into these devices to unearth any traces of data that could provide clues in legal scenarios, from corporate lawsuits to serious criminal investigations. Imagine a scenario where an expert retrieves crucial files that a suspect thought they had cleverly deleted or encrypted. This meticulous work often uncovers the hidden layers of digital deception crucial for cracking a case [1].
Digital Forensics, however, casts a wider net. It encompasses all forms of digital devices, including smartphones, smartwatches, and even emerging technologies like cloud storage. In an era where our digital footprints scatter across a multitude of platforms, digital forensics plays a pivotal role. It's not just about recovering a deleted email; it's about piecing together fragments of data from a cloud server, a smartphone app, or a social media profile to craft a coherent narrative for complex cases. For instance, the Craigslist Killer case serves as a landmark example where digital forensics helped trace a killer's digital interactions through emails and IP addresses, leading to a breakthrough in the investigation [2] [3]
Both fields share a common procedural backbone—securing the data sources, creating exact duplicates for analysis, sifting through the bits and bytes for relevant information, and meticulously documenting the findings in a way that holds up in court. Despite these similarities, the scope of digital forensics is broader, tapping into the latest tech trends and analysing data from a plethora of modern devices [3] [4]
In real-world applications, the expertise from these fields is indispensable. For instance, a company might rely on computer forensics to investigate a data breach, ensuring they pinpoint how their security was compromised and by whom. On a broader scale, digital forensics might come into play in national security cases, where understanding complex cyber-attacks or tracking down international cybercriminals is crucial. A real-world example of a case solved by digital forensics would be the “Craigslist Killer”, where a man would use the popular American advertisement service, Craigslist, to lure three women to a specific place so that he could murder her and was ultimately caught due to digital forensic officers tracing his IP address to his home address and using DNA testing to prove he was the killer. [5]
In conclusion, while computer forensics focuses on traditional computing devices, digital forensics embraces the expanse of all digital technology. This evolution reflects the shifting landscape of our digital lives, ensuring that as our tools grow more sophisticated, so too do the methods of safeguarding our digital integrity and seeking justice in an increasingly connected world.
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[bookmark: _Toc164978240]Introduction
This investigation was carried out to investigate a report of harassment, threats, and cyberbullying. At the beginning of this investigation, it was unclear who both the suspect and the victim were. I was given a USB drive that had been found which contained data that was thought to have been tampered with in an attempt to hide potential evidence that could be used to figure out how this case unfolded.
The objective of this investigation is to uncover as much information as possible and carry out a report on whether we think there is enough evidence to prove or disprove the claims, taking a look at both sides and showing evidence that goes for and against the case. I can only include data that has enough evidence to prove that it helps or hinders the case, and no assumptions will be made.
During this investigation, I was met with a few limitations that may have impacted the research, such as discovering files and information that seemed completely unrelated to the case, or files that were incomplete/damaged beyond my repair. It is unclear whether these files were placed here intentionally to confuse me by the suspect, which is common among criminals of this nature, or whether it was due to a lack of experience using the aforementioned tools.

[bookmark: _Toc164978241]Methodology
[bookmark: _Toc164978242]Evidence Acquisition
I was given access to the evidence folder on the 11th of March 2024, since then I have been using a variety of forensic tools, researching data types, and decrypting files using scripts found within the folder to try and uncover as much information as possible to help me during this report. I was also limited to using the PCs that were connected to specific enclosed network and utilising virtual machines (VMs) in order to keep the files isolated which protects the data from being tampered with.
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This is a screenshot to show that there are no network cards connected to the VM.
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The screenshot above shows that I have created a policy that doesn’t allow files to be dragged on or off of a storage device.

[bookmark: _Toc164978243]Chain of Custody
Case Information
· Case ID: 2201011
· Case Name: Cyberbullying Investigation
· Date Opened: 11/03/2024
· Investigator: Ethan Hopkins
Evidence Description
· Evidence Type: USB Drive
· Date and Time of Collection: 11/03/2024 @ 11:00am







[bookmark: _Toc164978244]Custody Log
	Date & Time
	Action Taken
	Handled By
	Position/Title
	Organization/Department
	Witness/Additional Notes

	[11/03/2024]
	Received evidence from lecturer
	Nitheesh
	Lecturer
	Computing (Digital Forensics) Department
	N/A

	[11/03/2024]
	Received evidence from Nitheesh
	Ethan Hopkins
	Student (Digital Forensics)
	UWTSD
	Transferred securely to student for forensic analysis

	[08/04/2024]
	Loaded evidence onto virtual machine for analysis
	Ethan Hopkins
	Student (Digital Forensics)
	UWTSD
	Evidence loaded in a controlled and secure environment



Handling Instructions
· Storage Conditions: Secure, limited access, environmentally controlled
· Handling Requirements: Handle with gloves, no unauthorized access, logged access only.

[bookmark: _Toc164978245]Tools Used
During my investigation I used many tools, however most of them seemed irrelevant in my case as they were not designed for the file types and encryptions that the evidence was using.
The ones that were used and were successful in finding evidence were:
1. FTK Imager
· Purpose: FTK Imager was primarily used for the creation of exact forensic duplicates of the digital storage media. This tool allows for the imaging of data without making any alterations, preserving the integrity of the evidence.
· Functionality: It supports a wide range of file systems and media types. It was utilized to create disk images in a forensically sound manner, ensuring that the evidence is admissible in legal proceedings.
· Justification: The choice of FTK Imager was driven by its robust imaging capabilities and its widespread acceptance in the forensic community as a reliable tool for securing digital evidence.


2. Autopsy
· Purpose: Autopsy served as the primary tool for the detailed forensic analysis of the disk images created by FTK Imager. It is an open-source platform that facilitates a thorough examination of digital data.
· Functionality: Autopsy allows for the recovery of deleted files, examination of file system artifacts, and timeline analysis, which were crucial for this investigation. It also supports the addition of third-party modules to extend its functionality.
· Justification: Autopsy was chosen for its comprehensive analysis features, user-friendly interface, and its capability to handle large volumes of data efficiently, making it an indispensable tool for uncovering relevant evidence.
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3. Visual Studio
· Purpose: Visual Studio was used to develop custom scripts and tools tailored for this investigation. These scripts were necessary to automate certain tasks and parse data formats not natively supported by other tools.
· Functionality: This integrated development environment (IDE) supports multiple programming languages and provides extensive libraries and APIs for developing forensic tools and scripts.
· Justification: The use of Visual Studio was essential for enhancing the investigative process by enabling the customization of data processing tools, thereby allowing for a more tailored and deeper analysis of the digital evidence.
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4. EXIF Tool
· Purpose: EXIF Tool was used to extract metadata from image and multimedia files. This information is crucial for establishing the authenticity and origin of digital media, as well as understanding the context and chronology of the content.
· Functionality: It can read, write, and manipulate metadata in a wide range of file types. EXIF Tool was particularly useful in this investigation for extracting timestamps, GPS coordinates, device information, and other metadata embedded in digital files.
· Justification: The selection of EXIF Tool was based on its precision and reliability in extracting detailed metadata, which played a significant role in corroborating facts and timelines in the cyberbullying case.
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Evidence Folder
After I received the evidence, I was met with an unopenable file. After many attempts of using tools, I found that WinRAR was able to extract the files and put them into a more usable state. I was left with multiple image files that would not open, however I was then able to load them into the FTK imager tool which allowed me to see the contents of most of files. 
Messages
The first set of evidence that I found was multiple screenshots of conversations taking place on across many different platforms between many different people. The conversations seemed to be all along the same line of the victim receiving harassment from the sender, and some cases even threatening them. The accounts names were Musta Seer, Zhen, Fred Williams, Justine Elias, and Lee Saint, who all seemed to want to get information out of the victim such as email addresses and usernames across different platforms, and then getting very aggressive when the person receiving the messages doesn’t cooperate. There is also a link between two of the people sending the harassment as in one of Fred Williams’s messages, he mentions that his twitter account is named Musta Seer. This could mean that there is only one person behind all of these accounts, and there are clear signs of harassment and cyber bullying, however because we can only make a link between two of the accounts, we cannot assume that they are all linked to the same person - meaning we cannot use this as evidence against Justine, who is the polices suspect according to the police report

Police report
The evidence folder contained a file labelled “police report”, which required a password to open. Using FTKimage, I found a file containing two passwords and one of these passwords allowed me access to the police report file. However, the files were still unopenable as they had been encrypted which is common practice for criminals when trying to hide information and evidence. After searching through the evidence folder, I found a C++ script that was used to encrypt the police report, after some research I was able to use Visual studio to decrypt the police reports using the same script which gave me full access. These police reports can be used as evidence to show that there was in fact harassment and bullying occurring with one of the suspects that I found in the messages. That suspect being Justine Elias.

Bank Statement
A bank statement was also found within the evidence folder, which can be very useful at finding out specific information. However, in this case the bank statement turned out to be fake due to the name being fake and the address being very generic. As well as this I also found a link to a website that makes fake bank statements within the evidence folder. Due to this bank statement being fake we cannot use it as evidence however it could mean that someone carrying out illegal activities.

Image with coordinates
One of the images that I found in the folder was an image of a mobile phone which seemed useless at first, but after downloading the Exif tool and running a command in the command prompt, I was able to get the metadata of the image which revealed coordinates to a place in London. This could be evidence to the location of the suspect, however, since we are not sure if it was the suspect who took the photograph, and we have no other links to this address, we cannot claim that it helps in the investigation to prove anything.
[bookmark: _Toc164978247]Conclusion
This investigation utilized tools like FTK Imager, WinRAR, Visual Studio, and EXIF Tool to analyze allegations of cyberbullying and threats, focusing on various digital evidence forms. Here's a succinct summary of the findings:
[bookmark: _Toc164978248]Supporting Evidence
1. Messages: Conversations across multiple platforms feature consistent harassment and threats directed at the victim from accounts such as Musta Seer, Zhen, Fred Williams, Justine Elias, and Lee Saint. Notably, Musta Seer and Fred Williams are linked, suggesting coordinated efforts to harass the victim. These messages form the core evidence of cyberbullying.
2. Police Report: Decrypted police reports align with the harassment described in the messages and list Justine Elias as a suspect, corroborating the allegations against her.
[bookmark: _Toc164978249]Contradictory or Inconclusive Evidence
1. Suspect Links: The evidence fails to conclusively connect all the accounts to Justine Elias or establish them as a single entity or group, limiting the ability to attribute all actions to one source.
2. Bank Statement: A discovered fake bank statement indicates deceptive practices but does not tie directly to the cyberbullying claims.
3. Geographic Data: Coordinates from an image point to a location in London, but without additional evidence linking the suspects to this place, its relevance remains indirect.
[bookmark: _Toc164978250]Final Assessment
The investigation substantiates the cyberbullying and threat claims through the digital communications backed by police reports, although definitive proof linking all suspect activities to Justine Elias is lacking. While evidence of harassment from multiple accounts is strong, further inquiry is needed to conclusively connect all elements and fully address the allegations. The findings strongly suggest the credibility of the cyberbullying claims, recommending further targeted investigations to clarify unresolved aspects.
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saying no.
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Seer Musta

The world is revolving around me, and I control
the metaphase.
I can see you, but you can't see me!

Be watchful, the legions are coming to your
neighborhood...

Joined November 2023 « 1 Follower

Today

Hi dear

1314

| came across your account here
on twitter, and | enjoy your tweets

Just found your Twitter profile
and couldn't help but notice we
share similar interests.

1317

Oh, really? What interests are y{@

B3 [9 Startamessage il
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Seer Musta

Oh, really? What interests are y

talking about?

Your recent tweets about climate
change caught my eye. Do you
often go to earth summit
conferences organised by the
NGO??

13:21

Lucky guess! | usually volunteer
for the Earth Summit conference
every year, at Swansea. Any
favorite spots at swansea?

13:24

Ilike to go to the beach. Why are

ing 5o many questions?

1325
1am just to trying to connect with
someone who shares my
passions. Do you have a favorite v
hobbie ?

B [ Startamessage il
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1327

Sure, I like to go to coffee shop
downtown. But seriously, why are

you so curious?

wow, | like to visit the coffee shop
too, my favorite is costa coffee

It's just refreshing to find
someone with interest. Mind if |
ask, what's your go-to place for
relaxation?

1330

who are you?

Cool! We should totally check out
the yoga spot at Austin spot yoga
sometime. By the way, do you
have other social media
accounts? I'd love to connect!

1332

A [J startamessage i
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Seer Musta
1332

I don't usually share that online.
Why do you want to connect on

other platforms?

No worries! | just thought itd be
easier to share more about our

common interests. What's your
Instagram handle

1333
Sorry, I'm not comfortable sharing
that. Can we talk about
something else?

Totally get t!

what's your favorite content on

Twitter?
1334
Okay, this is getting weird. I'm not
answering that. Who are you?
B [ Startamessage i

] Q & fa





image28.png
141 R 57/

Seer Musta

1334

Okay, this is getting weird. I'm not

answering that. Who are you?

Just friendly chats between
Twitter pals. Ever think about
enrolling for a free online class on
fashion and designs?

1336

wow, i like fashion and design,
whatis the fashion about, can
you share the link with me to
enrolinit.

Well, itis very confidential, | will
need your email address to add
you'to the list applicants

1340

I am afraid why do you want my

email, just share the link with me.

gl
okay, if you insist

B4 [J Startamessage il
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Seer Musta
okay, if you insist

13:42

fashionlink.org/logi

open the link, sign up with your
email and phone numner

sorry phone number

1347

eroun-sn

Oh, that sounds interesting!
Thanks for sharing the link. I'l

check it out.

Can | ask you out on a date?

1348

No, i have a boyfriend.

ohl, good for you. Bye @

13:49

A [ Startamessage

@ Q 2

13:49
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Tuesday_
Hey there! | came across your profile

and couldn't resist saying hi. @

Oh, hi! Thanks for reaching out. What's

up? o

Not much, just scrolling through profiles
and yours caught my eye. You seem
interesting.

Hahah, thanks! What made my profile

interesting to you? ne

Your interests and hobbies. We share
quite a few. Ever been to that new
coffee place downtown?

Yeah, | love that place! How do you
know about it ? 2329 4
Just happened to notice we have similar

tastes. Do you visit often? Maybe we

could go together sometime.

That sounds nice. Maybe, we'll see.

23131
Great! By the way, | was wondering, are @
you single? @

+ G @39
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< Zhen [EAS

you single? &
Yeah, lam. Why do you ask?  ,..4,

Lucky for me! & | was hoping to get to
know you better. What do you look for in
arelationship?

| guess someone understanding, with a
good sense of humour. Why do you
want to know ? 23:35 7

Just curious, you know? | find it
important to connect on a deeper level.
What's your idea of a perfect date?

Well, | love outdoor activities, so may be
a hiking date or a picnic in the park.
Why all these questions?

v
| believe in getting to know someone on
a personal level. You're fascinating, and
I'd love to explore that connection.
Thanks but it's a bit too soon for me. |
prefer taking things slow. o

Totally understand. Let me know if you
change your mind. By the way, where do
you usually hang out? ©
Mostly at home, or with friends at the
Iocal nih. Why do von ask?

+ c @3




image32.png
15:03 o T EB
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Just trying to picture your favorite
spots. Maybe we'll bump into each
other someday. @

Maybe. Well, I've got to go now. Nice
chatting with you. -

Likewise! Feel free to message me
anytime. Looking forward to our next
chat.

Sure, bye for now 5.4/

Quick question before you go—do you
use the same username on other
platforms?

Why do you want to know that?
2341/

Just curious. We could connect on other

platforms too. Makes it easier, right?

| prefer keeping things separate. Maybe
another time. 23:02

Fair enough! Have a great day, and talk
to you soon.

Why do you want to know that?
2342/

+ c ®9
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< Zhen BN

Quick question before you go—do you
use the same username on other
platforms?

Why do you want to know that?

Just curious. We could connect on other
platforms too. Makes it easier, right?

1 prefer keeping things separate. Maybe
another time. 23424

Fair enough! Have a great day, and talk
to you soon.

Why do you want to know that?
2342

Hey, just wanted to make sure you got
home safely. & R

Zhen
Fair enought Have a great day, and talk to you
soon

You too, bye

18
How do you know I'm home ? - .,
I have my ways. Just looking out for you.
4 0 ®9
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Yesterday

Hey there! | came across your profile
and couldn't resist saying hi. &

Oh, hi! Thanks for reaching out. What's
up? “

Not much, just scrolling through profiles
and yours caught my eye. You seem
interesting.

Hahah, thanks! What made my profile
interesting to you? 23:27

Your interests and hobbies. We share

quite a few. Ever been to that new

coffee place downtown? .
Yeah, | love that place! How do you
know about it ? 23:30

Just happened to notice we have similar
tastes. Do you visit often? Maybe we
could go together sometime.

That sounds nice. Maybe, we'll see.

“

Great! By the way, | was wondering, are @

you single? & .

Yaah |am Why dn ven ack? -

+ C ® ¢
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Zhen o &

Yeah, | am. Why do you ask? ..,

Lucky for me! & | was hoping to get to
know you better. What do you look for in
a relationship?

I guess someone understanding, with a
good sense of humour. Why do you
want to know ?

v

Just curious, you know?  find it
important to connect on a deeper level.
What's your idea of a perfect date?

Well, | love outdoor activities, so may be
ahiking date or a picnic in the park.
Why all these questions?

v

Ibelieve in getting to know someone on
a personal level. You're fascinating, and
I'd love to explore that connection.

Thanks but it a bit too soon for me. |
prefer taking things slow. s

Totally understand. Let me know if you
change your mind. By the way, where do
you usually hang out?

Mostly at home, or with friends at the
local pub. Why doyouask? 5.z

TP 0 ®
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< Zhen O &

local pub. Why do you ask?

Just trying to picture your favorite
spots. Maybe we'll bump into each
other someday. &

Maybe. Well, I've got to go now. Nice
chatting with you. T

Likewise! Feel free to message me
anytime. Looking forward to our next
chat.

Sure, bye for now ...,
Quick question before you go—do you

use the same username on other

platforms?

Why do you want to know that?
23410

Just curious. We could connect on other

platforms too. Makes it easier, right?

| prefer keeping things separate. Maybe
another time.

2w

Fair enough! Have a great day, and talk
‘o you soon.

Why do you want to know that?

+ e ®3
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< Zhen O &

Quick question before you go—do you
use the same username on other
platforms? S
Why do you want to know that?
23010

Just curious. We could connect on other
platforms too. Makes it easier, right?
ar

| prefer keeping things separate. Maybe
another time. e

Fair enough! Have a great day, and talk
10 you soon. 2342
Why do you want to know that?

w

Hey, just wanted to make sure you got
home safely. @ 23:4

Zhen
Fair enough! Have a great day, and talk to you
soon.

You too, bye 23

How do you know I'm home ?

Ihave my ways. Just looking out for you
2348

+ 0 ® 9
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& Musta_ Seer

Hey! @ It's MustaSeer from Facebook.
Remember me? S
Oh, hey! Yeah, | remember. What's up?

2:08am v/

Not much, just thought we could chat here too
How's your day going?

208am

It's good, thanks! How about yours? 5, ./

Pretty good. By the way, do you still goto Good
Shepherd English Medium School?

209am
Yeah, | do. Why do youask? 0.\ s/

Haha, just curious! High school memories, you

know?
e 2om

True! So, what do you want to chat about?
209am v/

Oh, just getting to know you better. Any siblings?
I remember you mentioned your brother once.
210am

Yeah, | have a brother. Why are you asking
about my family? ey,

No special reason. Families are interesting. Do

you all hang out together often? 210 MY

Message ) o] °
<

I (@)
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