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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Scanning Networks. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:




1. Discuss the importance of scanning the networks. Relate your discussions with real-world tools, examples and scenarios. State your reasoning and outline how 
2. What are he methodologies used to scan networks
3. Discuss the types of scanning, give examples and tools that can be used for each type.
4. With the aid of diagrams outline the TCP/IP communication for establishing and terminating a session. How will attackers use this technique to compromise a network?
5. Outline the countermeasures for Port scanning and Banner Grabbing. 
6. Would you consider Proxy servers a countermeasure for attackers on a network? Discuss
7. [bookmark: _GoBack]Discus why Anonymizers would be useful to hackers.
8. Use flow charts to discuss and explain at least two types of scanning Pen Testing
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