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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
As future IT specialists who will be require to manage and troubleshoot network, servers and services problems for any anomalies such as attacks.  This case study will require of you to determine vulnerabilities of Web Server. Apply your understanding and knowledge from what you have learnt in the lecture and as well as conduct research using text books, library databases, and/or the Internet to do the following questions from the case study given:
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Determining Vulnerabilities of Web Servers
After conducting preliminary security testing on the Mount Pleasant network, you have identified that the university has seven web servers. One is a Windows 2000 server system running the IIS 5.0.  Daren Thomas, the Webmaster and Christopher Thomas the Network Administrator, say the Web server is used only by HR and Administrative staffs as a front-end to update inventory data on an Oracle database server. Daren and Christopher said updating need to be done remotely, and it is convenient for HR and the Administrative staffs to use a Web browser when out of the office.  Based on the given information, work in group of two:
1. Document any possible vulnerabilities in the current configuration of the University’s Web server.
2. Use tools you have learned to search for possible vulnerabilities of IIS 5.0.
3. Make recommendations that might increase Web security
4. Write a report on tools for security testers conducting Web application vulnerability testing
5. Explore Kali Linux in Virtual Box to find tools for Windows and other platforms. State tools name, describe the installation method and a brief description of what the tools do.
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