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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

During this essay, I will outline what Organisational Justice is, the impact it has on myself, as a member of the police service as well as the police service as a whole.  I will explain how the Code of Ethics works in line with Organisational Justice and what South Wales Police is doing to raise the ethical standards within the force using the policy structure, such as the Code of Ethics as a framework.  

Organisational justice refers to the employee’s perception of their organisations behaviours, decisions and actions.  These factors can influence the employees own attitudes and behaviours within the work place.  The phrase Organisational Justice is based on a concept of fairness where the employees are impacted by the decisions their employers make both on a small and large scale.  Any decisions made by the employer will be judged by the employee as either fair or unfair and can influence and effect the behaviour, mind-set and actions of the employee.  As all matters and decisions made by the employers will evidently affect the employees, organisational justice should be considered a priority.  Decisions made by managers need to be seen as fair, equal and considerate to promote job performance, interpersonal communication and  reduce stress as the employees feel valued and appreciated (Psychology, 2021).  

Organisational justice is displayed within the Code of Ethics.  The Code of Ethics is defined as the set of professional principles and standards that police officers must follow at all time.  In total, there are nine policing principles and twelve standards of professional behaviour.  These standards reflect the expectations that the professional body and the public have of the behaviour of those working in policing (College of Policing, 2014, p. 4).

Organisational justice consists of three categories, distributive, procedural and interactional. Distributive justice is a concept that addresses the amount of fairness within the work place, for example, equal work should provide individuals equal outcomes in terms of wages or feedback.  Employees will decide whether a decision was fair based on three standards or rules: equity, equality and needs.  Depending on the circumstances, these rules may produce a feeling of distributive justice.  An example of this is employees who do the same role as another but are paid differently.  Although there are different factors to consider such as length of service, the employee being paid less will feel a sense of distributive injustice (Dr Annette Towler, 2019).  In order for the police service to follow its Code of Ethics, employers must have objectivity towards its employees and not treat individuals with bias or favouritism, therefore when employees are paid based on a structure, specifically within the police service, a band structure that is pre-determined by how long you have severed.  This is due to those with longer service, having a greater knowledge or responsibility therefore being worth more to the organisation.  This system is accepted by employees within South Wales Police and are therefore seen as fair because they know that each year they will receive a pay rise until they reach top salary and are considered to be experienced themselves. 

Procedural justice states, if a person or employee feels they have been treated in a fair and respectful way; they will comply with the authorities or employers decisions, even if those decisions are unfavourable.  There are four key principles to procedural justice: respect, voice, neutrality and trustworthy motives (Her Majesty’s Inspectorate of Probation, 2019).  As an employee of the police, I need to feel respected by my employer.  In the police service there is a ranking structure where respect and courteous is given to those of ranks above you, however, if respect is not given back, the ranks below can feel belittled or underappreciated resulting in a decline is job satisfaction and productivity.  South Wales Police provide surveys for employees to provide feedback and suggestions for improvement;  this boost moral because employees feel that they have a voice and feel heard.

“Interactional justice falls under the umbrella term of procedural justice, but is significant enough to be considered in its own right. It refers to the quality of the interpersonal treatment received by those working in an organisation particularly as part of formal decision-making procedures” (Baldwin, 2006, p.5).  As the police service uphold the laws and legislation brought into effect by the government, it is difficult to have interactional justice.  Employees are not included in what powers and policies are created and do not get a rationale as to why.  The information is disseminated down the policing ranking structure with no feedback opportunities and this creates frustrations for the employees.  Nevertheless, it is understandable as to why it occurs this way.  Given the amount of police officers that are currently employed by the various forces around the UK, it would take too long to come to a decision if everyone’s thoughts and opinions needed to be considered.  

As an employer, South Wales Police (SWP) are taking reasonable steps to raise the ethical standards within the organisation.  As Black, Asian and Minority Ethnic (B.A.M.E) groups are under-represented in the workforce, specifically within the senior ranks; an increase in representation through employment would mean a more open and accountable workforce through a better understanding of what B.A.M.E groups experience (Police and Crime Commissioner, 2019).

In addition to the increase in B.A.M.E employees, SWP has also focused on the Black Lives Matter movement and how as a police service, we can change a number of our Standards of Professional Behaviour.  In May of 2020, a black male died as a result of police brutality in America.  In response to this, SWP have begun to hold courses for police officers and staff to highlight the importance of adhering to those standards of professional behaviour, specifically: Honesty and Integrity, Authority and Respect, Equality and Diversity and the Use of Force.  By holding these courses, SWP is making employees consider their emotions and whether they have any un-conscious bias towards a specific group of people.  Once these issues are realised, they can be confronted or adapted so that the standards of the police service do not fall to below what is expected of them by the public (College of Policing, 2014, p. 9).

In conclusion, organisational justice works hand in hand with the Code of Ethics to ensure that ethical standards are followed and that employees see the organisation of South wales Police to be as fair as possible.  The Code of Ethics provide a clear guideline to officers and if they are ignored, South Wales Police use this guidance to reprimand employees accordingly based on the severity of their misconduct.  
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1200 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Whilst on mobile patrol, the Public Service Centre passed a concern for female call.  The concern was that after having a verbal argument with her husband, the female had made comments to her husband stating that she was going to end her life and then left the address.  The husband, who was the reporting person had stated that they had been drinking together throughout the evening and an argument had ensued, causing the female to walk off.  As there was immediate concern for the safety of the female, this call was graded an emergency response.  

As the female had gone missing whilst intoxicated and suicidal, it was difficult to understand what mentality she would be in when we found her.  My initial thoughts were, what powers and policies I had available to me that would assist me in dealing with this call, and secondly, what information we had on the female concerned.  With these mental health calls, my first thought is safeguarding the subject, this can be done in a number of different ways.  As the concern on this specific occasion was that the female was suicidal, I began to consider my powers under Section 136 of the Mental Health Act. 

Section 136 of the Mental Health Act 1983 allows a constable to detain a person who appears to be suffering from a mental disorder if they are in need of immediate care or control and it is deemed necessary in order to protect that person.  The detention is used to either keep the person at a place of safety or in order to transport them to a place of safety.  This legislation can only be used in a public place and not inside a dwelling (Legislation.gov.uk, 2017).  This was a specific power available to me as a constable and one of the first considerations I had, but it wasn’t the only available power.  

Whilst viewing the call on my mobile device, I could see from the initial text that the husband and missing female had been drinking throughout the evening.  Knowing that she had an argument with her husband and combined with the threats to harm herself, she may have been displaying disorderly behaviour whilst under the influence of alcohol.   I began to consider my power of arrest under Section 91 of the Criminal Justice Act 1967, Drunkenness in a public place.  In order to utilise this power, the female would have to be in a public place, intoxicated and behaving in a disorderly manner (Legislation.gov.uk, 2006). 

Although this power isn’t specifically designed for these mental health calls, it can be very useful as it would allow me to take the female to place of safety, i.e. the custody suite, providing her with a safe place to sleep off the alcohol where she can be monitored and whilst arrangements are made for a mental health assessment.  This method may seem cruel on the surface but can sometimes be less distressing in the long run for the individual than being guarded by two officers at A&E in public for everyone to see.   Mental Health professionals at hospitals A&E do not work 24 hours a day and therefore patients have to wait until the morning, by which time they are no longer experiencing a mental health crisis.  By using these professional, I allows the police to ensure the safety of the subject as well as utilising a multi-agency approach.

I began to consider the Nation Decision Model (NDM) and use the available information and intelligence (College of Policing, 2014).  From looking back at all the previous occurrences this female was linked to, I was able to see that a few years ago, around a similar time, the female had made suicidal threats to her family.  As I had a policing purpose to view those incidents, I could look back at them to establish how she was managed the last time she was found.  I could see that the female had voluntarily gone to hospital with officers who found her last time so she could have a mental health assessment.  However, from viewing the information and intelligence we had on her now, warning markers had been created for the female in the last three months for Drugs, Mental Health and Violence towards officers.  When this female went to hospital voluntarily the last time, there was no concern for her safety other than the suicidal thoughts, however, as her mental health has begun to decline, she has turned to drugs for help and this has made her mental health more severe.  

In order to resolve this incident, I begun to develop a working strategy of how to deal with this female and what contingencies I had if I needed them.  Be developing a strategy, I could consider the various legislation available, or the most appropriate support mechanisms.  For example, if the female presented calmly, I could look at taking her to the hospital voluntarily or transport her to a family members address so that she was left in the company of someone else.  Alternatively, if the female was abusive or dismissive, as there was a level of concern for her safety, I could look at arresting the female or detaining her under the mental health act.

When I located the female she was calm and composed, she was not particularly intoxicated and was not acting disorderly and showed no signs that she was suicidal.  When speaking with her, she was positive and polite.  I then begun to explain the circumstances of why we were called and this is when the female had turned her body and tried to run away.  My colleague was standing closer to the female than I was and grabbed hold of her arm.  Once we had the female detained, my colleague conducted a search under Section 1 of the Police and Criminal Evidence Act 1984.  In the females handbag was a significant amount of pharmaceutical tablets.  When we asked the female what her intentions were, she disclosed that she was going to go to her brother’s grave and take these tablets so she could join him.  Following the disclosure of this information, I used the relevant powers I had available to me and sectioned her under the mental health act to ensure her safety.  The female was escorted to a mental health ward where she was transferred over and into the care of a mental health professional.  

When I got back to the station, I submitted a Public Protection Notice (PPN) for the female. This is a document that is shared with various agencies to ensure there is a suitable safeguarding and support in place for the subject.  By sharing the information the police have on the female with multi-agencies, it allows these different agencies to work collectively and form support mechanisms, for example, referring the female to counselling or social services.  As this was a concern, call I considered the option of a PPN early on in my thought process as it is a useful tool in supporting victims and subjects.

After taking action, I begun to review the incident and what could have happened.  Once I had located the female, the threat, risk and harm towards her and from her were still present.  Although she was initially calm, there was an underlying issue that only presented itself when the female was searched.  If I hadn’t of found her then she would have likely attempted to end her life as she had already prepared for the decision by packing all of the tablets, there was motive presented as she was grieving for her brother, and finally a catalyst in her decision making by arguing with her loved one.  I believe that in this instance utilising the Section 136 powers was my best option as she was not particularly intoxicated and was seen fairly quickly by being taken straight to the mental health ward rather than A&E. 
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1400 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this essay I will describe how I supported a victim of domestic abuse by evaluating the various approaches police officer take to safeguard, support and mange people who are considered at risk or have experienced harm.  I will evaluate what was successful and what can be improved by police to minimise repeat victimisation by referring the person suffering harm to various agencies.  Finally, I will mention options to reduce reoffending.

A female attended to report that she was the victim of an assault by her father.  Whilst attending her father’s address, he assaulted her causing an array of injuries to her head and body.  At first, the female did not feel comfortable coming forward to police due to the assailant being her father.  Previously she had negative experiences with officers making it difficult for her to trust me.  After gaining her trust, the female began to disclose that her father had assaulted her three times whilst inside the property, causing injury to her arms from where he had grabbed her, bruises to her neck and head from where he threw her down and scratches along her ribs and back from fighting back.  As the female described what happened, I could see the emotion and trauma resurface, she began crying and then explained that it was not the first time she had been assaulted by her father, but the first time she reported it.

A high risk victim of domestic abuse will live with the abuse for an average of 2.3 years before getting help but 78% report the abuse on an average of 2.8 times each to police in the year before they receive effective help (Save Lives, 2021).  Victims of domestic incidents have emotional attachments to the offenders and believe offenders when they apologise and say it won’t happen again.  The victim’s want to see the best in the people in their lives and this makes victims less likely to provide the police with the evidence they need to take matters to court even when they do contact police and this makes it difficult to prevent repeat victimisation.  “A person is to be treated as a repeat victim if they perceive themselves to be so or who have been a victim of more than one recorded crime or ASB incident within 12 months.” (Bedfordshire Police, 2021).  As the main duty of a police officer is to save life and limb, once this has been achieved, we must safeguard victims by putting measures in place that prevent that incident from happening again.    

To break the cycle at the earliest possible opportunity, the victim must feel safe and supported by police and other agencies to allow them to have the confidence to speak out against their offenders and to remove themselves from the situation before they get to a point where they feel they cannot leave as they become reliant on the offender for financial, housing or family stability.  Repeat victims must be forthcoming and transparent with police in order for us and our partner agencies to adequately support them and bring the offender to justice but without trust in the system this becomes almost impossible.  An important part of building this trust is to avoid victim blaming.  Victim blaming is when persons question the victim’s actions and assume they contributed to the offence occurring, implying that the reason the offence occurred due to the victim’s actions, rather than the perpetrator (GoodTherapy, 2016).  

An example of victim blaming would be when a repeat victim calls police every time there is a domestic incident, despite refusing to provide a statement to the police when they attend and continuing to return to the offender.  Although these actions are extremely frustrating for officers, we must remember that these victims are in difficult situations where they are often being coercively controlled to behave in this way because the offender has often spent years making the victim solely reliant on them by breaking any other relationships or independents that they have.  It is in these cases that more time needs to be spent with the victim explaining exactly what officers and partner agency limitations are when victims do not assist and exactly what could be achieved and the safeguarding that could be provided should the victim assist with enquiries.  

Safeguarding is a very important part of dealing with domestic abuse because the victims are vulnerable.  The best safeguarding that can be created is through court bail or restraining orders.  Unfortunately, both of these options are only available if there is enough evidence to get the matter to court.   With domestic incidents such as this, they often happen within dwellings where there aren’t any witnesses or CCTV and there is just one word against another.  This is why victim cooperation is so vital and their consent to take photographs of any injuries becomes vital to dismissing the offender’s version of events.  We also support victims through sharing information with partner agencies through Victim Support, providing the Live Fear Free charity number and compiling PPN’s which can be shared with social services, GP’s and IDVA’s.  In order for victims to receive support, permission must be given for their information to be shared with other agencies, if they refuse, then details surrounding their abuse are kept private and prevent them receiving the support available.  

An Independent Domestic Violence Adviser (IDVA)’s role is to support victims of domestic violence and assist in various difficulties the victim may now experience, for example, giving a statement to the police or even going to court and seeing the assailant again.  IDVA’s are part of a multiagency approach and can be a great tool when used correctly.  In domestic violence relationships, it is likely that it is not the first time they have experienced abuse.  In 2018, only 18% of women reported the abuse to the police (Women’s Aid, 2019).  IDVA’s are proactive and look to safeguard the victim as best they can, they will communicate with housing authorities and look to move the female away from the problem, support the victim through the criminal justice process and arrange appointments with the GP.  All of these tasks are part of a multiagency approach, involving various businesses and organisations, all working together to support a victim of domestic crime.  However, with cuts and loss in funding, IDVA’s are only able to prioritise the highest risk victims of DV and an additional 216 full time IDVA’s would be required to meet the current demand (Safe Lives, 2016).  

It is only where there are grave concerns for the victim’s safety that information can be shared and discussed without the consent of the victim.  This happens at Multi-Agency Risk Assessment Conference’s (MARAC).  As part of the MARAC meeting, details of the victim’s abuse will be discussed and any risks associated to the victim will be outlined (College of Policing, 2018).  Agencies who are present at the meeting will then make referrals to ensure the victims safety, for example, moving the victim to another location so they are away from the perpetrator.  Clear information is vital to ensure the correct support is provided to victims, but some experts feel that “adults and older people are being overlooked by multi-agency hubs, as they tend to be child-focussed” (Home Office, 2014, p.14).  Leading to victims being forgotten and not properly safeguarded.  Another sad reality of domestic abuse if that repeat victims that do escape their first domestic abuse relationship often enter another and become repeat victims of multiple offenders and these offenders are also often repeat offenders. 

A repeat offender convicted of the same offence 3 times or more.  In order to combat repeat offending, perpetrators must be re-educated in the offence they have committed.  Since its introduction in 2014, 1400 women have been successfully diverted away from the criminal justice system through Women’s Pathfinder and a 26% reduction in re-offending (IOM Cymru, 2021).  For this program to work offender must want to stop their offending and make lifestyle changes.  In October 2018 to December 2018, 61% of adults who served custodial sentences of less than 12 months went on to re-offend (Ministry of Justice, 2020, p.8).  In 2010, Justice Secretary Ken Clarke set out plans to “break the destructive cycle of crime and prison” by ensuring that prisons become “places of hard work”, the priority being to reduce re-offending.” (Politics.co.uk, 2021).  

In conclusion, while there are great difficulties in convincing victims of domestic abuse to assist with providing information the time must be taken to explain the need for them to cooperate and to discuss the realistic outcome of the offender being released without any consequences if the victim does not assist.  These victims must be provided with support and shown that there is help available to assist them in escaping their abuse but that they must take that first step to ask for help.  By showing victims that we can relinquish the hold offenders have on them, we can show them that the safeguarding we have available can provide them with a life of freedom from their offender.  Focus must also remain on prevent repeat offending and drive rehabilitation. 


Words: 1521





Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1250 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

I will describe my involvement and the steps I took during a commercial burglary where I was the officer in charge of the case.   I will consider how I gathered, analysed and evaluated relevant information and intelligence throughout this complex investigation.  I will explain how I applied learning from previous investigations and reflect on how I have done this whilst understanding and applying the core principles and ethic.  The commercial burglary I will discuss had occurred over night, whereby the store had been damaged in order to gain entry and a number of products stolen.   The person had then left the scene, depositing shards of glass outside the store and in their direction of travel.   When I started my shift, I was tasked with assessing the scene and gathering as much information as possible.  

Once I attended the scene I began to consider what evidence would be needed to identify the person responsible and how I would gather the information needed to prove the offence.  I noticed the window had been smashed in order for the person responsible to gain entry, so I considered forensic opportunities and contacted the Crime Scene Investigation (CSI) team to attend.  “CSIs examine crime scenes to gather forensic evidence that will ultimately lead to the detection and prosecution of criminals.” (Nottinghamshire Police, 2021).  Once the forensic evidence had been collected, it was classed as information.  By assessing the information, we could determine if the forensics found at the scene, matched anyone who had come into police contact before.  In this incident, the person who had smashed the window had left their DNA at the scene, this was in the form of blood on the cut glass.  In addition to the blood, they had also left a recognisable foot print mark as they climb through the window and into the store.  Locard’s Exchange Principle stated that every touch leaves a trace. Locard explains that every time a person touches a physical matter, they both deposit something and take something away with them (Forensic Handbook, 2012).  Once this blood had been analysed and identified, we would have a line of enquiry in identifying the person involved.

In addition to the information we had gathered from forensics, the store had CCTV cameras covering the entrance and inside.  From attending previous serious investigation I know that CCTV can be an essential part of an investigation as it is independent and cannot be bias.  In past investigations, obtaining the CCTV had been an issue as a lot of the owners do not know how to use the system, this often results in CCTV being filmed by officers body worn cameras or lost due to it not being downloaded in time.  In this incident, I made sure to download the CCTV at the earliest opportunity and get it uploaded to police systems so it can be viewed by other officers.  Once uploaded, the information within the CCTV could be analysed and evaluated so that it could be turned into intelligence.  Using Automated Facial Recognition software (AFR), we could analyse the person from the footage and compare it to known persons who have come into contact with police and had their photo taken, an example being when a person enters custody.  Although some people believe that AFR goes against one of their Human Rights, Article 8, right to a private life, the system only compared faces against a predetermined watch list, with the faces that are not matched, being discarded, therefore there isn’t any interference by a public authority (AFR South Wales Police, 2019).  

Even though AFR was considered in this incident as an opportunity of identifying the suspect, due to the CCTV quality being inadequate, AFR would not be beneficial.  I began to consider another way of identifying the suspect.  A daily intelligence document is sent out to persons working within the specified area as a means of raising awareness for ongoing issues and incidents.  Within this document there are identification bulletins that can be viewed by officers in the hopes that they can identify persons included on it.  If a person is to view the identification bulletin then they must do so confidentially and when they are alone in order to prevent any shared opinions or influence from other members of staff.   I placed stills of the CCTV onto this document whilst I waited for forensic results.

Once the forensics were identified, collected and sent to be analysed, they returned with a positive identification for a male.  By examining the DNA from the blood collected on the broken glass, forensic scientists were able to compare the blood from the crime scene to the DNA of a male, which was stored on the police database.  By utilising closed sources of information, we were able to get in contact with another police force and ask for any details that they had relating to this male, such as where he was currently living, warning markers or intelligence they had.  Closed sources of information is defined as any information that has restricted access.  This type of information is typically classed as reliable and can provide the person requesting it with a variety of information, including personal details, financial records and information held by other government agencies (College of Policing, 2015).

Now that we had a positive identification of the suspect through DNA evidence, I was able to progress the enquiry by arresting the male at his home address and then conducting a Section 32 search of his dwelling for the stolen items.  By having the additional closed source information, we were able to identify that the male had recently come out of prison in another part of the country and had provided them with his new living address, this was then provided to us in South Wales Police so we had the correct information as to where he was living.  When conducting the search of his dwelling, it wasn’t just the stolen goods we were looking for, in addition we would look to seize the male’s footwear so we could compare it to the prints left at the scene and items of clothing that matched what the male was wearing when entering the store.  These clothing items could also be sent for glass fragment testing, but in this instances, too much time had passed and so the items had been washed a number of times, loosing this evidence. 

From previous investigations, I know that the Crown Prosecution Service need to prove a suspects guilt beyond a reasonable doubt to get a guilty verdict at trial and that often suspects plead guilty when the evidence is overwhelming in order to get a lesser sentence.  Although I had DNA evidence placing the male at the building and proving that he caused the damage, the extra evidence of his clothing matching CCTV and his shoe prints inside the building proves that he entered the store and that he stole the goods, therefore proving the offence of burglary, not just damage.  

Reflecting back on this incident has allowed me to realise the importance of obtaining as much information as possible, as quickly as possible.  By recognising that there may be opportunities for forensics, means the CSI team can attend as quickly as possible to obtain best evidence.  The longer the evidence is left in situ, the more forensic opportunities are lost or evidence contaminated.  An example in this incident would be the smashed glass, as police officers and staff enter the building, they are disrupting the evidence and potentially contaminating it by walking on the same path.  

In conclusion, throughout the course of an investigation, I used the knowledge I gained from previous complex investigations to guide my decisions whilst working to the Code of Ethics and abiding by the Human Rights Act.  AFR, CCTV and forensics can be controversial as some liken it to ‘big brother’ and being part of a police state.  As long as AFR is being correctly used in line with Code D 2017 of the Police and Criminal Evidence Act 1984, and that forensics are only searched through legally obtained and held data on police databased, the only persons who need to be concerned are those responsible for committing offences.  

Words: 1367
















Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Throughout this essay I will be reflecting on how I responded to an incident involving digital technologies, explaining my thought process whilst at the call and how I could safeguard the victim of these types of crimes.  I will consider the types of people generally more vulnerable to these incidents and explain what can be done prevent them happening again.

A male was being blackmailed into sending a large quantity of money to an account to prevent explicit photos of him being posted online.  The male was highly distressed and felt powerless due to the demands becoming too expensive.  The male explained that a female whom he did not know but was physically attracted to had connected with him on social media and after exchanging messages for a few days, they decided to video chat together.  During the video chat, the female was performing sexual acts oh herself and so he began to masturbate and once he did, the female ended the video chat.  The male then received a message from that female saying that if he didn’t send a specific amount of money to an account within 24 hours, the video of him masturbating would be shared with friends, family and his workplace colleagues.

My immediate action was to ensure the male had not deleted any messages between him and the female nor blocked her account initially to prevent loss of evidence.  Although this action is something that would be considered later on for safeguarding, it was vital to delay these steps to progress the investigation.  Once I had established the circumstances of the incident I knew that this was a form of sextortion.  Sextortion is defined as demanding someone to do something, usually pay money, by threatening them with sexual pictures (Cambridge Dictionary, 2021).  Although sextortion isn’t a specific offence, it does fall under the offence of Disclosing private sexual photographs and films with intent to cause distress, Section 33. (Legislation.gov.uk, 2015).  I took screenshots of the male’s conversations with the female, included her username and profile picture as these identifying marks could be used for open source searches and a Charter Application. My reasoning for taking the screenshots as the first action was to ensure that the relevant information and evidence was collected.  By collecting this information, the male could then block the female’s account, preventing the female from messaging the male any further, stopping her from viewing his profile, seeing his friend’s list and stop the male from responding to her demands.  

This method of safeguarding wasn’t the only consideration, I educated him about his privacy settings on his social media account.  When the female added the male as a friend, they didn’t have any mutual friends in common with each other, this is known as a ‘random add’.  Once the male accepted the female, she could view all the personal information the male had shared on his profile including his hometown, family members, where he worked and sensitive information about him.  With the male’s permission, I began to change his social media profiles to private and in doing so, only presented information the male was comfortable showing. We removed where he lived and who his family members are (Resto, 2021).  Following this, I then gave the male information on not accepting friend requests from persons unknown and to only communicate with people known to him.  As the male had been exploited, I needed to take some of his personal information in order to submit a Public Protection Notice (PPN).  A PPN is a multi-agency tool that allows information to be shared with relevant agencies in order to support a person who the police feels needs extra support through their risk of harm (College of Policing, 2021).  By submitting the PPN, it would allow the male to have access to services such as mental health associations or counselling facilities that would help him deal with the trauma and harm he had encountered. 

In addition to the supportive services, the PPN was submitted as the male was vulnerable.  The College of policing definition states that “a person is vulnerable if, as a result of their situation or circumstances, they are unable to take care or protect themselves, or others, from harm or exploitation’.” (College of Policing, 2021).  The male stated that he accepted the friend request because he was lonely and didn’t have many friends, I felt the PPN was appropriate as it would enable him to get support and advice moving forward.  With these types of calls, it isn’t just this male who falls victim.  Elderly people and also young adults or teenagers are often vulnerable to digital crimes.  

There are a number of different harmful ways that technology can be used, through cyber-fraud, online bullying or hacking.  As a stereotype, elderly people are less experienced with technology and struggle with phishing emails or texts.  In this incident, they exploited the male sexually to gain money through blackmail.  However, digital crimes can also be used by exploiting the elderly for their personal bank details by pretending to be from their bank or a trusted retail company.  In order to combat this, banks and the police have set up campaigns, aimed at raising awareness to the scams and to instruct people on what to look out for.  Similarly with children, whilst in school, they are taught the importance of not speaking to people online who they do not know.  As children and teenagers are particularly vulnerable as they use technology so frequently and think they know better than what their parents or teachers try to tell them.  They do not appreciate the risks they could encounter online.  With these calls, it is vital to educate the parents as well as the children to ensure they know what to look out for and to ensure parental measures are in place online.

In conclusion, when I effectively managed the risk by providing support and information to the victim.  By gaining the relevant details and evidence from him, it allowed me to deal with the incident in a way that gained best evidence.  By preserving the messages it allowed me to review the conversation and the history of their online relationship as well as gain information about the female from her account, although this is likely a false account.  By supporting the victim and educating him on his online safety, his future risk of being a repeat victim of digital crime is reduced.  On reflection, I believe it would have been better if I had downloaded the victim’s phone.  I only considered this at a later stage because at the time I believed the screenshots of the images and would be sufficient.  However, if I had downloaded the phone, I could have gathered the meta-data that was in the background.  For example, once the phone was downloaded, using a personal information charter application, I could have submitted a request for the female internet data and then attempted to trace the internet protocol address.  By doing this, it would have allowed me to investigate the exploitation further and prevent the person behind it from continuing.  The male however, did not want to be without his phone for a few days and did not want to continue with his complaint.  


Words: 1208
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