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Worksheet 1: Building the NOS infrastructure using Active Directory

Prerequisites:

» Create and configure two virtual machines using VirtualBox:
o Serverl - Windows Server 2008 R2
o Clientl - Windows 7

i Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

% Install Windows

:A
Windows 7

Language to install:
Time and currency format: [English (United Kingdom)

Keyboard or input method: [UNe%] Kingdom

Enter your language and other preferences and click "Next* o c0

poration. All rights reserved

FOUES | BBUIGErmcy
p— .

Figure 1: Install clientl - Windows 7

i Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

() @ SetUpWindows

fi'. Windows' 7 Professional

Choose a user name for your account and name your computer to distinguish it on the network.
Type a user name (for example, John):
Administrator

Type a computer name:
Clientl]

Copyright © 2009 Microsoft Corporation. Allrights reserved.

BONFS BRUGErwcr

Figure 2: Set clientl — username and computer name



Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

() o SetUpWindows

Set a password for your account

Creating a password is a smart security precaution that helps protect your user account from
unwanted users. Be sure to remember your password or keep it in a safe place.

Type a password (recommended):
esscee

Retype your password:

esssse
Type a password hint (required):
Admin!

Choose a word or phrase that helps you remember your password.
If you forget your password, Windows will show you your hint.

BRSPS  BBUASBr

Figure 3: Set clientl password

ﬁ Client1 [Running] - Oracle VM VirtualBox - a X
File Machine View Input Devices Help
e @]=]
@Qv & « Network and Internet » Network Connections » v l 5 ' I Search Network Connections Pl |
Preaan Dicabla thic nstuod: deui ni thai tion Rename this connection B 0 @
’3 Local Ar WT _

Networkin{ Internet Protocol Version 4 (TCP/IPv4) Properties
. General

i} Ir;l You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
(7) Obtain an IP address automatically
@ Use the following IP address:
IP address: 192,168 . 100 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 100 . 1 I

Obtain DNS server address automatically

@ Use the following DNS server addresses:

Descri Preferred DNS server: |
Transr| Alternate DNS server:
wide
acrosy
[ validate settings upon exit R——

(o J[ cancs ]

—

Flle o O il Mt

QO EiR gl@ @Rt

=

Figure 4: Set clientl IP address



E Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

% Install Windows

Time and currency format: |£

Keyboard or input method: [VITTR QL he

Enter your language and other preferences and click "Next" to continue,

Copyright © 2003 Microsoft Corporation. All ights reserved.

Figure 5: Install serverl — Windows Server 2008 R2

E Server1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

o Copying Windows files
Windows files (31%) .
Installing features
Installing updates
Completing installation

T EEEEEEEEEEEEEEEEEEE——_——

1 Collecting information 2 Installing Windows

Figure 6: serverl installation progress



Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

EY Initial Configuration Tasks

Perform the following tasks to configure this g Windows Server 200 >
server Standard

Recyde Bin

) Provide Computer F‘] Specifying complier
Information information

?1. Activate Windows Product 1D: Not activated

‘J’ Set time zone Time Zone: (UTC) Dublin, Edinburgh, Lisbon,
aih London

,‘§. Configure Local Area |Pv4 address assigned by DHCP, IPv6
= networking Connection: enabled

* Provide computer Full Computer WIN-V7FS3RSHR70
name and domain Name:
Workgroup: WORKGROUP

) Update This Server ng};:,g,ysoeﬂer

ﬂ, Enable automatic Updates: Not configured
i 4

I” Do not show this window at lagon Close |

G & b 30/11:):/02220 =
e o 1B GG @ratc

Figure 7: Installed serverl

¥ Oracle VM VirtualBox Manager

(& serverl - Settings

General Network

System Adapter 1 Adapter 2 Adapter 3 Adapter 4

Display Enable Network Adapter
Attached to: Llnhemal Network

Storage

Name: | publicswitch|

Atdio P Advanced
Network
Serial Ports
use

Shared Folders

User Interface

Figure 8: Set network adapterl publicswitch on serverl



le VM VirtualBox Manager

& Servert - Settings

@ General Network

System Adapter 1 Adapter 2 Adapter 3 Adapter 4

Display [ Enable Network Adapter

Attached to: |Internal Network
Storage -

Name: | privatenetswitchi|

Audio P Advanced
Network
Serial Ports
use

Shared Folders

User Interface

Figure 9: Set network adapter2 privatenetswitchl on serverl

ﬁ Server! [Running] - Oracle VM VirtualBox = [m] X

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM window is activated and make it unavaiable to other (@) (%)

2 etk comectons P
6’(}; [& ~ ControlPanel ~ Network and Internet ~ Network ~ ~ §23) [ search Network Connections (2]
Organize ~ &~ 0 @

L‘ | Publicnetwork
Unidentified network

@£7 Intel(R) PRO/1000 MT Desktop Adap...

e - I R A ) FBs ool

RO Bl GO B

Figure 10: Rename network connection to Publicnetwork on serverl
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8 server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM window is activated and make it unavailable to other @3

=8|

Internet ~

Dicshla thic nahunrl davica  Nisrnace thic snnarinn D

anive w th i i »:
B publicnetwork Properties x|

| Moty | 2x
Connect using: General
& Intel(R) PRO/100(
You can get IP i tically if your ts
, you need to ask your network administrator
things.

this capability. Otherwise,
for the appropriate IP sef

~ 0@

This connection uses the
% Client for Micros " Obtain an IP address automatically

¥l = QoS Packet Sc | (%' Use the following IP address:
¥ [ File and Printer
o

1P address: 192.168 . 1 .100
-4 Intemet Protocc
-4 Intemet Protoce Subnet mask: 255,255 . 255 . 0
-4 Link-Layer Topc
Default gateway: 192.168 . 1 . 100
M - Link-Layer Topc Y:

€ Obtain DN5 server address automatically
Iistall 6 Use the

ST

Transmission Coritrol F

wide area network pro Alternate DNS server: . . .
T Vaiidate settings upon exit TR
[ ||

e B & f[E@ | PG o

Preferred DNS server: 192.168. 1 .100

GBondo Bl @Rt

Figure 11: Set IP address to Publicnetwork network connection

Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
5 Network Connections

GOvI@ ~ Control Panel + Network and Interet ~ Network Connections ~

Qrnaniza w  Dicshla thic natunrk devica  Miaannca thie rannackinn D

- this connection  View status of this connection
x|

: : .
L 1nternet Protocol Version 4 (TCP/IPva) Properties - R
tktop Adap...
C  General l

[ You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—% Use the following IP address:

IP address: |192.168.100. 1
Subnet mask: I 255.255.255. 0
Default gateway: I 192,168 . 100 . 1

{© Obtain DNS server address automatically
(% Use the following DNS server add
Preferred DNS server: 192 .168 . 1 . 100

A s e
ot s |

o< | ool |
L a Jm{ ORG Lo,

Right Ctrl

Figure 12: Set IP address on privatenetl network connection
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E Server1 [Running] - Oracle VM VirtualBox - (m] X
File Machine View Input Devices Help

x
e s e
(rnaniza = Nicahla thic nahunrl dsvica  Niaannca #hic . 7 View status of this connection > E: ~ [ e

I privatenetl Properties
[ Ne Internet Protocol Version 4 (TCP/IPv4) Properties |
c = dl tktop Adap...
[ You can get IP settings assigned yif your e bl
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
1

€ Obtain an IP address automatically
(1% Use the following IP address:————————————————————
1P address: 152168 . 100. 1
! ‘Subnet mask: [ 255 . 255 . 255. 0

Default gateway: ‘192.168.100.1

{° Obtain DNS server address automatically.
_ [ Use the following DNS server
[ | Preferred DNS server: [192.168.100. 1

[§ I Valdate settings upon exit Advanced...

o] Bl & [ [FEnG o

OGO BRIG Rt

Figure 13: Set DNS on privatenetl network connection on serverl

Client1 [Running] - Oracle VM VirtualBox

= [m] X
File Machine View Input Devices Help
i o | im
@Ovlg_@ <« Network and Internet » Network Connections » v | 45 | | Search Network Connections pel
Preaani i Lz Diacnocath, tion Rename this connection  » ] 0

@ Local Area Col
Networking ||| ["Ganeral |

Cm_"ﬂ You can get IP settings assigned automatically if your network supports
’@ Intel(R) P this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
) Obtain an IP address automaticall
e : guﬂ. following TP addr ’
@ e following ess:
% Client f S
SQOSPE IP address: 192,168 . 100 . 2
¥ [S)Fie ang Subnet mask: 255.255.255. 0
[ - Intemed —
Default gateway: 192 .168 . 100 . 1

Obtain DNS server address automatically
@ Use the following DNS server addresses:

[ instal.. Preferred DNS server: 192,168 .100 . 1
Description Alternate DNS server: s w
Transmission
wide area net|
across diversq Validate settings upon exit

19:09
30/10/2020

s “‘-"'J i)

- BOES O BRUG@w

Figure 14: Set DNS on Local Area Connection on clientl
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» Task 1: Configure Virtual Networking and use the dcpromo tool to upgrade a Member
server to a Domain Controller

ﬁ Server [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
E, Server Manager

File Acton View Help
@5 |2

S e
o] _ |
ﬁFeamres

? Diagnostics ~  View the health of the roles installed on your server and add or remove roles and features.
} Configuration >
Storage

(~ Roles Summary Roles Summary Help

~ Roles: 0 of 17 installed i} Add Roles

Eﬁ Remove Roles

4% LastRefresh: Today at 19:11 Configure refresh

[
Rl ARG m,ﬁ,;m
& @ B G @ richtcvl

Figure 15: Install Active Directory Domain Services — roles step
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Server1 [Running] - Oracle VM VirtualBox == a X

File Machine View Input Devices Help

|4 Add Roles Wizard - i
[ - Select Server Roles J
Select one or more roles to install on this server.
Roles: Description:
Confirmation [T ] ] x| |services
ertification
Progress z 3 o = ~ services
o Add features required for Active Directory Domain Services? manage
esul
You cannot install Active Directory Domain Services unless the required features are also installed. y of
Features: Description:
=) .NET Framework 3.5.1 Features Microsoft NET Framework 3.5.1 bi
{NET Framework 3.5.1 the power of the NET Framework 2.0 APIs
with new technologies for building
applications that offer appealing user
interfaces, protect your customers' personal
identity information, enable seamless and
secure communication, and provide the
ability to model a range of business
processes.
Add Required Features | Cancel |
Why are these features required?
Iy ® P
More about server roles
< Previous Next > | Install I Cancel | L

I .
e [B, &

PORG o,
B rS5 SRUEErwrcy

Figure 16: Install Active Directory Domain Services - .net framework step

Server! [Running] - Oracle VM VirtualBox — a X

File Machine View Input Devices Help
Add Roles Wizard x|

—

Select one or more roles to install on this server.

Roles: Description:
Active Directory Domain Services e D 7 - Active Directory Domain Services (Al
U Ad] Dfrry CE(CB erv:oes DS)stores information about objects
Coniwmation Active Directory Domain Services S Hhe nawark and makes Hie
Procress ["] Active Directory Federation Services information available to users and
oF ["] Active Directory Lightweight Directory Services netwo_rk administrators_.AD DSuses
Results [] Active Directory Rights Management Services domain m“tl':”l!fs to ;:!de network
o users access to permitted resources
O L anywhere on the network through a
E DHCP Server singlelogon process.
DNS Server
[] Fax Server
[] File Services
[] Hyper-v

["] Network Policy and Access Services
[] Print and Document Services

["] Remote Desktop Services

[] web Server (11S)

[ windows Deployment Services

[ windows Server Update Services

More about server roles

[ <previous [ wext> | el | cancel |

ool | By &S PEHG
0S5 DEUSBrarice

Figure 17: Install Active Directory Domain Services — server roles step
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% Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Add Roles Wizard

£
{f % Confirm Installation Selections

To install the following roles, role services, or features, dick Install.
® 2informational messages below

L ——

@ This server might need to be restarted after the installation completes.

Progress A Active Directory Domain Services
@ After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

Results
(dcpromo.exe) to make the server a fully functional domain controller.

~) .NET Framework 3.5.1 Features
NET Framework 3.5.1

Print, e-mail, or save this information

< Previous I Next > [ Install I Cancel ]
19:13

T
PS5 BRUGDrcr

i

Figure 18: Install Active Directory Domain Services — confirmation step

B Server! [Running] - Oracle VM VirtualBox = [m] X
File Machine View Input Devices Help
dd Roles Wizard i x|

i ﬁ Installation Results

Before You Begin . . )

The following roles, role services, or features were installed successfully:
Server Roles
/1. 1warning, 1informational messages below
Active Directory Domain Services o =

1\ Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

Confirmation 0
"~ automatically updated, turn on Windows Update in Control Panel.

Progress . N

Results ~) Active Directory Domain Services @ 1nstallation succeeded

The following role services were installed:

Active Directory Domain Controller
Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
fully functional domain controller.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).

~) MNET Framework 3.5.1 Features '@' Installation succeeded

The following features were installed:
.NET Framework 3.5.1

Print, e-mail, ve the installation report

< Previous I Next > I Close I Cancel I
19:14

PEBG o,
RoEFo EHiR G rtc

Windows PowerShell (2)

Figure 19: Install Active Directory Domain Services — results step
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E Server] [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Recyde Bin

Lm.,j

Command
Prompt

and to fix
gateway

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

l dcpromo _v_J

@' This task will be created with administrative privileges.

0OK I Cancel | Browse... |

Powershell (:

e B &) 5[2 [FEBs e,

/10/2020
Bod ol Bl gl@ @ rhtcrl

Figure 20: Run dcpromo (domain controller promotion) command

» Task 2: Installing Client Computers and Basic Object creation in the Active Directory

E Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

>

‘. @ Active Directory Domain Services Installation Wizard
-

R Name the Forest Root Domain

Recyde Bin

The first domain in the forest is the forest root domain. lts name is also the name of
the forest.

F\j Type the fully qualified domain name (FQDN) of the new forest root domain.
&

FQDN of the forest root domain:
Command Iuwlsd g
Prompt :

Example: comp.contoso.com

cmd to fix
gateway

PG WGy ™

&7 OB B @ @l richt el

Figure 21: Set Active Directory Domain Services — domain name
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6_'1 ctive Directory Domain Services Installation Wizard

Recyde Bin Location for Database. Log Files. and SYSVOL

Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate
volumes.

2

Command
Prompt

Log files folder:
. IC:\VWndows\NTDS
SYSVOL folder:
and to fix |C:\Windows\sYSvOL
gateway

More about placing Active Directory Domain Services files

PEBG o,
& O Eli B @ rioht e

Figure 22: Set Active Directory Domain Services — database, logs and SYSVOL folders

ﬁ Server1 [Running] - Oracle VM VirtualBox s a X

File Machine View Input Devices Help

';! Active Directory Domain Services Installation Wizard A

Directory Services Restore Mode Administrator Password
Recyde Bin

- The Directory Services Restore Mode Administrator account is different from the domain
S Administrator ;

Assign a password for the Administrator account that will be used when this domain
Canrmmnd controller is started in Directory Services Restore Mode. We recommend that you
Prompt choose a strong password.

Prssword: luuu

. Confirm password: I“""|

More about Directory Services Restore Mode password
and to fix
gateway

s PowerShell (2)

POEG oo,
& @ | B GG @ riohtcrl

Figure 23: Set Active Directory Domain Services — administrator password
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'°_'l Active Directory Domain Services Installation Wizard
Summary

Review your selections:
this server as the first Active Directory domain controllerin a new forest.

new domain name is “uwtsd.com”. This is also the name of the new forest.
Command
Prompt

NetBIOS riame of the domain is "UWTSD".
Functional Level: Windows 2000
. in Functional Level: Windows 2000 Native
e: Default-First-Site-Name

cmd to fix : )
gateway al Options: ;‘

To change an option, click Back. To begin the operation, click Next.

These settings can be exported to an answer file for use with Export settings. I
More about using an answer file

PEHG ym™
D EE O B @ PG R

ﬁ Serverl [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

‘_ ;‘l Active Directory Domain Services Installation Wizard
-

Recyde Bin Completing the Active Directory
Domain Services Installation
Wizard

iActive Directory Domain Services is now installed on lhiszl
N icomputer for the domain "uwtsd.com”.
[This Active Directory domain controller is assigned to the

P d site "Default-First-Site-Name". You can manage sites
F?::’;;: with the Active Directory Sites and Services

gdministrative tool.

To close this wizard, click Finish.
amd to fix
gateway

< Back I Finish I Cancel

PG o,

o | Bl @ R@rntc

Figure 25: Active Directory Domain Services — installation completed
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ﬁ Server! [Running] - Oracle VM VirtualBox - O X

File Machine View Input Devices Help

£E X
Pointer (PTR) | [ Timestamp

Host IP Address:
| 192.168.100.1

Fully qualified domain name (FQDN):

Reverse Lookup Zones | 1.100.168. 192.in-addr.arpa
(2] 100.168.192.in-add

(] Conditional Forwarders Host name: er L.uwtsd.com., ... Staffc
e wisd.com. static
Iserver .uwtsd.com o I oot g

100.1 static

I~ Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

POBG o,
SO BBEEBrncy

3|

IWindows PowerShell (2) b
{Windows PowerShell (2) }

=R

Figure 26: Set new Resource Record (pointer) on server 1

» Connect clientl (Windows 7) to the domain

5 Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

GU (1% » Control Panel » System and Security » System ~ [ 3| [ Search Controt Panet
VIEW UdSIC IMUNTIauoi duout youl Conputer
Control Panel Home

System Properties

@) Device Manager
@) Remote settings
) System protection| You can change the name and the

of this
. computer. Changes might affect access to network resources.
@) Advanced system| | More information

Computer Name/Domain Changes

Computer name:
Client1

Full computer name:
Hex

PU @ 260GHz 2.59 GHz

able for this Display

WORKGROUP
See also @) Change settings

Windows Update

Performance Info
i
-
|3 | e | BORD

QoOk&F o Bl 3@ ®ritcy

Figure 27: Add clientl into uwstd.com domain
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d ﬁ Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

QU ':A » Control Panel » System and Security » System v |4’ | | Search Control Panel

VIEW UASIC ITTUTTIAUOIT dDUUL yOUT COTmputer
Control Panel Home

System Properties &

#) Device Manager
@ Remmote settings Computer Name/Domain Changes [= m
@ System protection| You can change the name and the membership of this mputer

2 computer. Changes might affect access to network resources.
) Advanced system More information

Computer name: —
Client1 | Computer Name/Domain Changes

Full computer name:
Client1

l@ Welcome to the uwtsd.com domain.

U@ 260GHz 2.59 GHz
Member of

@ Domain:
uwtsd.com

le for this Display
(©) Workgroup:
WORKGROUP

See also ) Change settings
Action Center

Windows Update

- 19:54
RO o000 ||

PR e

Figure 28: clientl registered into domain — confirmation

» Verifications:

o Check serverl is configured
Check serverl is register into uwtsd domain
Connect remotely from clientl to serverl
Ping serverl from clientl

(@]
(@]
(@]
o Ping clientl from serverl
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&, DNS Manager

File Action View Help

e[ 2ERE o= HEIE 80

& DNS Name
|2l Global Logs

[&+] G:\Windows\system32\cmd.exe - C:\Windows\system32\nslookup.exe - 192.11

Default Server: serverl.uwtsd.com
Reverse Lo e 192.168.100.1
__| Conditional

>

| (

& o B 8@ Rrantcrl

Figure 29: Run nslookup.exe - serverl configuration completed

& server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

- Remote Desktop Connection

Press CTRL + ALT + DELETE to log on

0@ oL B g @@lretcrl

Figure 30: Connect remotely from clientl to serverl
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Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

WTSD\Administrator

Logged on

[Running] -

Reply from
Reply from

in mi
Bms .

PG & s m,ﬁ;’m =
D@ B Pl @ Rt el

Figure 32: Ping clientl from serverl
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ié} Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

/

< @ « Network and Internet » Network Connections »

Organize v

Ly

stem32\cmd.exe

Users\Administrator>ping 192.168.100.2

Pinging 192.168.1808.2 with 32 bhytes of data:
& byt 2 time<{ims

2 time<{ims

& 2 time<{ims

Reply from 192.168.160. 2 time<{ims

Ping statistics for 192.168.1008.2:

Packet Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms. Maximum = Bms. Average = Bms

C:\Users\Administrator>

[FACAZRDRS:
BOk&L  E@EIEE Rty

Figure 33: Ping serverl from clientl
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Worksheet 2: Resource Management in Active Directory: Users, Computers
and Groups

» Task 1: Creating an Organizational Unit Hierarchy

T Add Roles and Features Wizard - 0O X

Tools  View  Help

DESTINATION SERVER

Installation progress g

View installation progress

[
-
= D H -

0 Feature installation

Configuration required. Installation succeeded on WIN-K92VDE

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

Hide

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Events Events
Services Performance
Performance BPA results
BPA results

236 PM
5y,

Figure 34: Create the first set of OU’s at Domain Level
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Server Manager * Dashboard

WELCOME TO SERVER MANAGER

[& Active Directory Domain Servi

qurtion Waard - B X

TARGET SERVER
WIN-K92VDEQBAJY

Cancel

Figure 35: Create the first set of OU’s at Domain Level

g

Recycle Bin

] Active Directory Users and Computers
File Actien View Help
€| nElaBas

] Active Directory Users and Com|| pame Type
~ Saved Queries
4 domain.smu.com

Description

 Builtin buittinDomain

“ Computers  Container Default container for up...
2 Domain Cen... Organizational... Default container for do...
| ForeignSecu... Container Default containerfor sec...
" Managed Se... Container Default container for ma...

7 Users Container Default container for up...

Standard Ex
lid f

Figure 36: Create the first set of OU’s at Domain Level
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: Active Directory Users and Computers

File Action View Help

es|2Fl0BERIBm taETaY

: Active Directory Users and Com || Name Type Description

" Saved Queries

3 domain ~re == =
Delegate Control...

Find...

| Builtin buittinDomain

iner Default container for up...
izational... Default container fer do...
iner Default container for sec...
Change Domsin.. et Default contsinerfor ..
Change Domain Controler... iner Default container for up...
Raise domain functional level...

Operations Masters...

New Computer

All Tasks Contact

W Group

InetOrgPerson
Refresh

Export st

msDS-ShadowPrincipalContainer

mslmaging-PSPs
Properties MSMQ: Queue Alias
Hel Organizational Unit
Printer

User

< i Shared Folder

Creates a new item in this container.

New Object - Organizational Unit

Createin:  domain.smu.com/

Name: ontainer for up...

‘Sa\es Dep] ontainer for do..

Protect container from accidental delefion ontainer for sec...
ontainer for ma..

ontainer for up.

Cancel

Figure 38: Create Sales Dept
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L

Recycle Bin

| Mew Object - Organizational Unit

Createin:  domain.smu com/Sales Dept
on

ms to show in this view.

Protect container from accidental deletion

Cancel

Build 1

=l ds

Figure 39: Create two further OUs

New Object - Organizational Unit

Createin:  domain.smu.com/Sales Dept
on

Name: ms to show in this view.

|Adrmn|

Protect cortainer from accidental delefion

Cancel

316PM
S g s 10

Figure 40: Create Admin in Sales Depart
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] Active Directory Users and Computers

Adtion View Help

e E 4O XELR BED A atsTES

] Active Directory Users and Com| | pame Type Description

| Saved Queries
v 4 domainsmu.com There are no items to show in this view.
1 Buitin
| Computers
=1 Domain Controllers
1 ForcignSecurityPrincipal;
| Managed Service Accou
| Users
v &1 Sales Dept
21 Admin

T A 10

Figure 41: Create Admin in Sales Depart

v

Recycle Bin

New Object - Organizational Unit

Create in:  domain.smu.com/Sales Dept

Name,

‘Cnmpmeﬁ‘

Protect container from accidental deletion

r 2019 Standard Evaluation

Figure 42: Create Computers in Sales Depart
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New Object - Organizational Unit

Createin:  domain.smu.com/Sales Dept
jon

Hame: 'ms to show in this view,

‘ Resourees

Protect container from accidental deletion

Cancel

2019 Standard Evaluation

Figure 43: Create Resources in Sales Depart

Recycle Bin

Hew Object - Organization! ot

Createin:  domain smu com/Seles Dept

Nare
|usm\

Protect container from accidental deletion

Figure 44: Create Users in Sales Depart
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- |

ycle Bin

New Object - Organizational Unit

Createin:  domain smu com/Sales Dept/Users

Name

[Ar st

Protect container from accidertal deletion

Cancel

jon

ms to show in this view.

Figure 45: Create All Staff in Users

New Object - Organizational Unit

Createin:  domain smu com/Sales Dept/Users

Name:

‘Techmca\ Suppart Staff]

Protect container from accidental deletion

Cancel

on

ms to show in this view.

Win

Figure 46: Create Technical Support Staff in Users



Recycle Bin

T Active Directory Users and Computers
File Acion View Help

e @ {B/XOEE BRIt eETER

] Active Directory Users and Com|| \ame Type Description

| Saved Queies
v § domainsmucom There are no items to show i ths view.
? Builin
| Computers
] Domain Controllers
* ForeignSecurtyPrincipal
" Managed Service Accour
| Users
2] Sales Dept
2 Admin
%] Computers
2] Resources
& Users
2 Allsft
] Technical Supper|

Figure 47: Parent OU ‘container’ and within this we have child OU’s

» Task 2: Creating and Managing Active Directory User and Computer accounts

|
’ [ Active Directory Domain Services Configuration Wzard - u} X
| T TARGET SERVER
vepioyment Lonmguratic WIN-3MBBBVAVTL2

Nexdt > 3 Cancel

Figure 48: Group Policy Management
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Manage Manage Administrative Tools

Home  Share  View  Shortcut Tools Application Tools o
| 13 Group Policy Management - 0O X
I File Acion View Window Help -8 X A
jeo @ alEE
2 Group Policy Management || Group Policy Management
» £\ Forest: domainsmu.com Conterts
Name
Ahmﬂ:dﬂmm.unumn

Figure 49: Group Policy Management

Server Manager * Dashboard Manage  Tools
3 5l @ = Manage Manage Administrative Tools O X
H File Home Share View Shortcut Tools Application Tools
File
oy &, Group Pelicy Management - a X |p
ﬁi File Action View Window Help - & x
ye=| 2 d Hm
Y 3| |4 Group Policy Management || Default Domain Policy
v A\ Forest: domain.smu.com Scope - - -
Details =S¢ s Delegation
v [ Domains o
. Links
v 3 domain.smu.com
Efj Default Domain| Display links in this location: domain.smu.com v
> [E] Domain Contro|| The following sites, domains, and OUs are linked to this GPO:
> (2] Sales Dept
5 [ Group Policy O Location Enforced  Link Enabled Path
5 [ WM Filters i domain smu com No Yes domain smu.com
> [ Starter GPOs
> [ Sites S )
5i¥ Group Policy Modeling - - ]
(% Group Policy Results ¥ Fitering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
8 Authenticated Users
Add... Remove Properties
< WMI Filtering
This GPO is linked to the following WMI filter
< || === P
=L

Figure 50: Group Policy Management

32



Server Manager * Dashboard &) L

1% Group Policy Management Editor - 0o X
p Policy 9

By File Action View Help

alsd = | 25| 3 |

1S ot Dorn ey 3 [

DDS v (;Pmplftler Configuration

> L Policies -

NS 5 (] Preferences _~ Policies

v &, User Configuration | Preferences
> 1 Policies

Select an item to view its description.  Name

le and

5 ] Preferences

< > |\ Extended £ Standard /

Figure 51: Group Policy Management

2/ Group Policy Management Editor - 0 X

ERiloey File Action View Help

e AE X/ B -

Il Servd v & Computer Configuration A || Policy Policy Setting

DDS ve Mﬂ“ ) (| Enforce password history 24 passwords remembg

» [ Software Settings X
= - (& Maximum password age 42 days

NS bd. ?ﬁndws Settngs Minimum password age 1days

4. oo ] Minimum password length 7 characters
&) Scripts (Startup/Shutdown) = ;

5 0 Deployed Printers (| Password must meet complexity reqmre.nents Enabled

v B Securty Setings i Store passwords using reversible encryption Disabled
v 3 Account Policies

5 Password Policy

3 Account Lockout Policy
) 3 Kerberos Policy

» § Local Policies

) j Event Log

» [ Restricted Groups I~

» [ System Senvices

» [ Registy

» [ File System

> £/ Wired Network (IEEE 802.3) Poicies

y | Windows Defender Firewall with Advanced Se
1 Network List Manager Policies

> i Wireless Network (IEEE 802.11) Policies

» (] Public Key Policies

y ] Software Restriction Policies

le and!

Figure 52: Password policy settings that apply to the domain
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E] Group Policy Management Editor

File Action View Help
i Lcisees 2E XE:E A

Minimum password length Properties T X

Securty Polcy Setting  Explain

ii All Servg v @& Computer Configuration p
a v [ Policies Miimum passwordlengh )
02 > [ Software Settings = .
% DNS vid Yyindows Settings- | 4 Deine s pocy seting i
'ﬂ File and y & Nime Resolution Policy . -
&) Sciipts(Startup/Shutdq  Password nustbe atleast:
» 1 Deployed Printers ﬂ characters ts B
v i Security Settings D
v 5 Account Policies
5 Password Policy
> jﬂ Account Lockot

» i Kerberos Policy
5 Local Policies
5 Eventlog
» [ Restricted Groups
> [ System Services
» 4 Registry
> ['4 File System
5 iy Wired Network EE
5[] Windows Defender
[ Network List Manag
b a Wireless Network (1
» [ Public Key Policies
5 [ Software Restriction I

W | faed | [ ek

Figure 53: The password has value to 8 characters

Server Manager * Dashb

File Action View Help
i bases| 25 XE: BA

7 AliSend & Computer Configuration
ri] ADDS v [ Policies

Account lockout threshold Properties 7 X

Secuty oy Setng_ i

Policy Setting
Not Defined

2 DNs
i Fileand

» [ Software Settings
v ] Windows Settings
» ] Name Resolution Poli
&) Scripts (Startup/Shutd
> Deployed Printers

g Account lockout threshold

[ Define tis pocy seting
Accourt il lock out fer

E; nvald logon attempts

Oinvalid logon attem
Not Defined

v % Security Settings

v 3 Account Policies h
3 Password Polic|
5 Account Lockd
> 3 Kerberos Policy
> 3 Local Policies
> § Eventlog
» [ Restricted Groups

» [2] Windows Defendes

-] Network List Mana|
) i Wireless Network
» [£] Public Key Policies
] Software Restrictio|

. > (o] cmd || my .

Figure 54: Account Lockout Policy
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» Creating Users/Computer Accounts and Managing their properties

Aok 1) -y leces =l s y—

Nle-w dhjed - Ustl:r X
& Createin: domain smu.com/Sales Dept/Users/All Staff L
ior
First name: || Initials: l:l ms
Last name: | |
Full name: | |
User logon name:
| | @domain smu.com ~
User logon name (pre-Windows 2000):
|DOMAIN\ | | |
o tees
i R T —— el

Figure 55: Populate the Active Directory database

M i n -y N1 S— g F—
New Object - User X

‘-ﬂ

& Createin: domain.smu.com/Sales Dept/Users/All Staff 5

| e B | [ ]
|
|

Last name: |Smih

Full name: |John Smith

User logon name:

|if*'n-3""ﬂh | @domain smu.com v
User logon name (pre-Windows 2000):

|DOMAIN\ | |idn.snith |

cBack [ Net> || cancel |

Figure 56: Create three additional users
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Dicack Lease and Ca doss

s :
4
_| & Createin:  nu.com/Sales Dept/Users/Technical Support Staff -
5 :
g ior
';"‘ First name: |Ndalia l Iniials: |:] s
||  Lastname: |Nei |
j Full name: |Nadia Neli |
J User logon name:
§ ataa el | @domain smu.com v|
User logon name (pre-Windows 2000):
[DOMAIN\ | lnat&aneli J
<o o
hm a3 e e 1}

Figure 57: Create three additional users

New Object - User X

& Create in:  nu.com/Sales Dept/Users/Technical Support Staff

First name: |G1ris | Initials: :I
|
|

ion

Last name: |&um

Ful name: |0'u'is Brown

User logon name:

[adm-che | @domain smu.com v
User logon name (pre-Windows 2000):

|DOMNN\ | |admchris |

cBack [ Mew> || cancel |

3 Technical Support Stuff I

Figure 58: Create three additional users
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» User account properties: Disabling Accounts, Resetting Passwords and Querying Active
Directory

3 Active Directory Users and Computers
File Action View Help
o9 (2@ A0/ XEBdz BE B aETYE%R
e Directory Users and Computers [W|| Name Type Description
2ved Queries & ChiisBrown  User
omain.smu.com =
. Builtin Reset Password ? X
| Computers
| Domain Controllers New password: sssssssene ]
| ForeignSecurityPrincipals
| Managed Service Accounts Confirm password: |"“"”"l |
.1 Users [#] User must change password at next logon
. Sales Dept
= Admin The user must logoff and then logon again for the change to take effect.
&) Computers Account Lockout Status on this Domain Controler: Unlocked
2] Resources
+ 2] Users [[] Unlock the user's account
(2] All Staff
2| Technical Support Staff [ ok ] cancel
3 All Staff
2 Technical Support Stuff

Figure 59: Reset Password

1 x) Find Users, Contacts, and Groups - 0 X
| Fle Edit View
Pnd:‘Um,Coriam,md&m.pn v I 53 domain smu.com V‘ ‘ Browse... ‘
Users, Contacts, and Groups  Adyanced
Name: | l
Stop
Descripton: | |

Ll

Figure 60: Start to added User account that will be locate in the active directory
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1] Computers ‘ ‘

1 :Q Find Users, Contacts, and Groups - a X
| Fle Edit View
: Fnd:|LI|u|,Cmam.deu.m V| In: ‘ﬂmmm V| | Browse... |

Users, Contacts, and Groups  Advanced

Name: | chris ‘

e | J

Search results:

Name Type Description
s Chris Brown User

<
1 item(s) found

~

N|

Figure 61: User account that will be locate in the active directory

1
Chris Brown Properties X

5, Contac

Sessions Remote control Remote Desktop Services Profile COM+
.adads% General  Address Account Profle  Telephones  Organization
iy and G Member Of Password Replication Dialin Environment
EZ

Name Active Directory Domain Services Folder

Domain Users domain smu.com/Users

m
Primary group: Domain Users
"S5 = Thereisno needto change Primary group unless
 Set Primary Group you have Macintosh clients or POSIX-compliant
applications.
|

— [ ok ][ comcet || esy | [ Heb

Figure 62: Select the Member of Tab
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» Task 3: Investigating the use of Group Objects in Active Directory

I B T

6 e |

i
i

Administrators Properties ? X

General Members Member Of Managed By

Members:
Name Active Directory Domain Services Folder

Administrator domain smu.com./Users
#2 Domain Admins domain.smu.com/Users
«% Enterprise Ad... domain.smu.com/Users

[ ok ] canca | Apply

Figure 63: Select the Domain Admins group in Active Directory

Administrators Properties ? X

General Members Member Of Managed By
Members:

Name Active Directory Domain Services Folder
‘ Administrator domain_smu .com./Lisers
H2 Domain Admins  domain smu.com/Users

82, Enterprise Ad... domain.smu.com/Users
& MNatalia Neli domain_smu .com./Sales Dept/Users/Technical S...

I Add... || Remove |

| ok Cancel ||  Apply

LIl

Figure 64: Added member
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] Users I

New Object - Group X
a Createin:  domain.smu.com/Sales Dept/Users/All Staff
Group name:
! |
Group name (pre-Windows 2000):
Group scope Group type
(O Domain local ® Security
®) Global (O Distribution
() Universal
oK | cancel |

Figure 65: Added new Group

New Object - Group

a Createin:  domain.smu.com/Sales Dept/Users/All Staff

Group name:

| domain.smu.comdomainusers

Group name (pre-Windows 2000):
domain.smu,comdomainusers

Group scope
(®) Domain local
(O Global

O universal

Group type
(® Security
() Distribution

| cancel

Figure 66: The new Group Name
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smu.comdomainusers Properties ?

General Members Member Of Managed By
Members:

Name Active Directory Domain Services Folder
& Chris Brown domain.smu.com/Sales Dept/Users/Technical S...
2, Natalia Neli ~ domain smu com/Sales Dept/Users/Technical S...

Figure 67: New Members of the group
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Worksheet 3: Resource Management in Active Directory: Managing access
to files /folders and controlling domain user environments

& Cient! (Running] - Oracie VM VirtualBox

File Machine View Input Devices Help

(@  « Networkand Inemmet » Netwo
- @ | F Marage Tools  View  Help OAdL: ntenel ¥

Organize v Disablethis etwor

L‘ Local Area Connection | ¢
S Netwo

Netwstk Cornection Delis

Fropery Vike
Connoctionapecfic DN

Descigton irtelR) PRO/1000 MT Deeidep Adapter
Fhysical Addess 08002452278
DHCP Enatled N

1Pvd Address 1921681005
[Py St Mk 265,265 2650
IPv Defak Geteway 1921168 100 1
1Pv4 DNS Server 182.168.1.101
[Py WINS Servee

NetflOS over Tepp En . Yes

EVENTS

¥ | Dept_Database

File Home Share View

v 4 > ThisPC > Local Disk (C:) » Dept_Database

A

Name Date modified
s Quick access

[ Desktop
& Downloads

|=] SalesDatabase 1/12/20 7PM

Text Document

) |5 Documents
& File and Storac i
&= Pictures

[ This PC

¥ Network

Figure 69: Folder “Dept_Database” is created in it file “SalesDatabase” have been created whit administrator account
on serverl.
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uﬁ Client1 [Running] - Oracle VM VirtualBox
View Input Devices Help

v‘&',H Se

Machine

File

Date modified

V,Q "‘z—"’ » Computer » dept_database (\\serverl) (Z:)

Organize v New folder
- Favorites Name

Bl Desktop .| SalesDatabase
& Downloads

1=l Recent Places

4 Libraries
| Documents

‘ Music
k= Pictures

BE videos
& Homegroup

1% Computer

Qﬁ Network

1 item Offline status: Online
Offline availability: Not available

Figure 70: In this screenshot virtual machine called “Client1” is accessing shared folder on server1 called
“dept_database” and can observe 1 file called “SalesDatabase”.

Client [Running] - Oracle VM VirtualBox

Devices Help

Machine View Input

File
Windows Security

P
@‘\, Enter Network Password
Enter your password to connect to: serverl

Organ|

Network
It to connect to:

ILJ Browse...

Example: \\server\share

Domain: CLIENT1-PC
Remember my credentials

| Reconnect at logon

_| Connect using different credentials
Connect to a Web site that you can use to store your documents and picture

Cancel

Figure 71: As requested in “Task2” the following groups have been created: “GeneralStaff’ and “TechnicalStaff’. This
screenshot show user “Kamen” member of GeneralStaff group using his user credentials to loggin to serverl.
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Client1 [Running] - Oracle VM VirtualBox

ile  Machine View Input Devices Help

(S8 » Computer » dept_database (\serverl) (Z:) v [4][ s

=y
Organize v New folder

X Favorites Name Date medified Type
020 A

I Desktop || SalesDatabase 11/12/20 7PM  Text Document

"3 D
%] RecentPlaces | Destination Folder Access Denied (=)

You need permission to perform this action
4 Libraries

- dept_database (\\serverl)
< Documents Space free: 21.3 GB

& Music Total size: 31.4 GB

=) Pictures f -

Videos W/
=3

+& Homegroup

1% Computer

€ Network

1 item Offline st Online
Offline av y: Not available

EINE

Figure 72: As requested in “Task2” GeneralStaff group have limited permissions, this users can only access the
shared folders and execute files but cant create, edit existed files and folders.

Client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

ee [&2 » Computer » DEPT_DATABASE (\\SERVERI) (Z:) v|¢,H

Organize v New folder

. . Name Date modified Type
{ Favorites 3

Bl Desktop || SalesDatabase 11/24/2020 1:58 PM  Text Document
& Downloads

=1 Recent Places %

4 Libraries Notepad @
.\ Documents

& Music
&= Pictures ! | Accessisdenied. | SalesDatabase - Notepad

B Videos File Edit Format View Help

+d Homegroup OK ]

1% Computer EDITED BY GENERALSTAFF OU

e‘l_i Network

1 item Offline status: Online
Offline availability: Not available

Figure 73: Again user “Kamen” member of Generalstaff group is denied permission to edit existing files.
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W Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Server Manager *> Local Server - @ | P Manage Toos

] Active Directory Users and Computers

Dashboard| fie. Action. View ‘Help

bk = 2@ 4 0| XEGR Hm e TES
All Servers

[ Active Directory Users and Computers [s|| Name Type Besiption
AD DS | Saved Queries
Diich v & NOStest
| Builtin
2 DNS 1 Computers

82 GeneralStaff Security Group - Glo...

1 Domain Controllers
| ForeignSecurityPrincipals
51 GeneralStaff

7 Managed Service Accounts
57 TechnicalStaff

I Users

File and St

huration

Server Name I it ]

Figure 74: As requested in “Task2” organizational unit (OU) called “GeneralStaff’ have been Created, and
GeneralStaff is moved into this OU. Now the group is restricted by this OU permissions to serverl.

File Machine View Input Devices Help
e se

v @l [' Manage  Tools

| Active Directory Users and Computers

Dashboard| e Acion View Help

=2 2@ {0/ X B eETa%

] Active Directory Users and Computers [ 1 Name Type Description
AD DS | Saved Queries

DHCP v &4 NOStest

~ Builtin

= DNS | Computers

= File and St 3| Domain Controllers

_| ForeignSecurityPrincipals
2| GeneralStaff

All Servers

|8 TechnicalStaff Security Group - Glo...

“| Managed Service Accounts
51 TechnicalStaff

1 Users

Figure 75: This screen shoot show the other OU created by the administrator of Server1 called “TechnicalStaff’ and
inside this OU is “TechnicalStaff’ group. As requested in “Task2” members of “TechnicalStaff’ OU have full access to
the serverl shared folders and files.
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Client1 [Running] - Oracle VM VirtualBox

ile Machine View Input Devices Help

Windows Security

Enter Network Password
Enter your password to connect to: serverl

i | todorov

[ousnes
L Domain: CLIENT1-PC [t to connect to:

[] Remember my cr&ntials

&9 Logon failure: unknown user name or bad password.

Brows

OK ][ Cancel ]

[T]Reconnect at logon

~| Connect using different credentials

Connect to 2 Web site that you can use to store your documents and pictures.

Finish Cancel

Figure 76: Logging in server1 as member of “TechnicalStaff’ group.

| EE Client1 [Running] - Oracle VM VirtualBox

| File Machine View Input Devices Help

A ‘L"’ » Computer » dept_database (\\serverl) (Z:) v ‘ 5 \' S

Organize v || Open ~ Print New folder
¥ Feies Name Date modified Type
B Desktop || SalesDatabase 11/1 M TextDo
& Downloads || TechnicalDocuments 1172 1:56 PM  Text Docui

= Recent Places

& Libraries " TechnicalDocuments - Notepad
£ Documents File Edit Format View Help
@' Music Eventl

. Event2
&= Pictures Event3

B Videos

+d Homegroup

1% Computer

€l Network

TechnicalDocuments Date modified: 11/24/2020 1:56 PM Date created: 11/24/2020 1:55 PM
Text Document Size: 22 bytes Offline availability: Not available

EENEN

Figure 77: in this screenshot, we can see technical staff group can created files
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ﬁﬁ Client1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
() [G3 » Computer » dept_database (\serverl) (Z:) ~[4 ][ s
Organize v New folder
- F. Name Date modified Type
- Favorites 7
Bl Desktop || SalesDatabase 11/24, 8 Text Document
& Downloads
=1l Recent Places

4 Libraries
"+] Documents
"/ SalesDatabase - Notepad
Edit Format View Help

d Music

k&= Pictures

B videos File
EDITED BY TECHNICALSTAFF OU

+d Homegroup

18 Computer

?y Network

1 item Offline status: Online
Offline availability: Not available

Figure 78: in this screenshot, we can see that technical staff can delete and edit files (notice file
“TechnicalDosuments is missing).
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#, Group Policy Management

'z File Action View Window Help
o= xR Xl HE

.4 Group Policy Management
v £\ Forest: NOS.test
v (53 Domains i
v 3 NOS.test Links
[»’ Default Domain Policy Display links in this location: NOS test
2| Domain CngrolIers
v 3| GeneralStaff - =
s/ Remove Access to taskbar Context menus Location Enforced  Link Enabled
3| TechnicalStaff |5 GeneralStaff No Yes
== Group Policy Objects
v WMI Filters
] Starter GPOs
{3 Sites
#64 Group Policy Modeling
¢ Group Policy Results

Remove Access to taskbar Context menus
Scope Details Settings Delegation

The following sites, domains, and OUs are linked to this GPO:

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

~

Name
82 Authenticated Users

Add... Remove

WMI Filtering
This GPO is linked to the following WM filter:

<none>

Build 17763

Figure 79: Shows group policy created to limit access of general staff OU to the taskbar menus of serverl graphical
interface.
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Worksheet 4: Planning and Deploying DNS in the network infrastructure

File £
Settings
ke 4
@ DH( &
v B fr Home - - - - : FI.H]]SEIECIL.. a
v ‘ 4+ & << Network and Internet »  Metwork Connections v @& Search Network Connections @
| tions »
Find a sg Qeaaniza = Nicahla thic nehunrk deics Niannacs thic cannection Rename this connection =~ [ 0
w
MNetwork & ‘ Networking
I .
Internet Protocol Version 4 (TCP/IPwd) Properties x
I @ Statug d
General
‘ = Ethert Th You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
[ for the appropriate IP settings,
e Diall 8
E (C) Obtain an IP address automatically
. (®) Use the following IP address:
% VPN i
[ IP address: 192 .168 . 1 . 100
@ Proxy| <
Default gateway: 192 . 168 ., 1 . 100
Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 192 .168 . 1 .100
Alternate DNS server: l:l
[ validate settings upon exit Advanced. ..
1item = =
Cancel H

Figure 80: Set the static IP address on the server
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T DHCP [

- X
Fle Action View Help
L X AR la ENCNERN 7 Vo:i=]-=:
% DHCP Contents of DHCP Server Status Description Actions
v B win-giSeitnitnn [ Scope [192.168.1.0] SalesClient ** Active ** 1Pud -
B P 12 Server Opti
=  Server Options More Actions »
o 1Pve b
5 Policies
F Filters
< >

Figure 81: DHCP installed

P DHCP [s
File Action View Help

e nnBEE HE®

2 EEHCP Contents of Scope Actions
v i V;""E‘ie‘mm £ Address Pool Scope [192.168.1.0] SalesCli...
v G IPw :
 Address L ;
v || Scope[192.168.1.0] SalesClient fR 'e”t_ wases More Actions »
£ Address Pool . S::E':’O'”n”:ns
& Address Leases £2cope Op
; 3 policies
& Reservations
. Scope Options
5| Policies
& Server Options
7 Policies
¥ Filters

& IPve

Figure 82: DHCP scope created
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% DHCP [

File Action View Help

<= al [= = sk
e 5@ 6= B
2 DHCP Start IP Address End IP Address Description Actions
vE Vymrglgiltmmn Address range for Address Pool
v B
v 71 Scope [192.168.1.0] SalesClient More Actions
it Address Pool TRy
@ Address Leases Aeel
il Reservations More Actions

% Scope Options
| Policies

.3 Server Options

4| Policies

| Filters

B 1P

Figure 83: DHCP client IP range

B C\Windows\system32\cmd.exe

Microsoft Windouws

\Users\Clientl>ipconfig/release

Windows IP Configuration

An error occurred wvhile releasing interface Loopback Pseudo-Interface 1

[Uersion 6.1.76011]
Copyright {(c> 2009 Microsoft Corporation.

istem cannot find the file specified.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Link-local IPu6 Address .

Default Gateway

Media State SRR
Connection—specific DNS Suffix .

Users\Client1)>

fe80::5ca3:9hBc :dB50:c743 211

All rights reserved.

R T s I I A I e 5
Tunnel adapter isatap.{3DD4D168-D675-4391-BOF?-FDDF6D4AB849>:

Media disconnected

Figure 84: DHCP ipconfig/release from Client

51

The sy




R B
@.\ /.vl & « Network and Internet b Network Connections b - *yl | Search Netwark jel
Orga B Ch\Windows'system32icme.exe === @ 1 @

C:sUsers\Glientl>
[ C:sUserssGClientl>ipconfig/rencw

- Windows IP Configuration

An error occurred while releasing interface Loopback Pseudo-Interface 1
=tem cannot find the file specified.

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix

Link-local IPv6 Address feBA::5cald:9hBc :dB5A:cP4311
IPv4 Address. - . . 192.168.1.158

Subnet Mask . . . . 255.255.255.8

Default Gateway . 111444144 114

Tunnel adapter iszatap.{3DD4D168-D675-4391-BAF?-FDDFGD4ABE49::
Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNE Suffix . :

C:sUsersGlientl>
C:\Users\Clientl>
C:sUserssClientl>

= el 1]

Figure 85: DHCP ipconfig/renew from Client
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a5
BN C\Windows\system32\cmd exe =0 R @ &
C:sUsers~Clientl>
C:“Users~Clientl >ipconfigrall
Mindows IP Configuration il
Host Name . . . e e e e . fidministrator
Primary Dns Sufflx e e e e e e
Mode Type . . . e e e e e e Hybrid
IP Routing Enahled. e e e e e - Ho
WINS Proxy Enabled. . . . . . . . = Ho
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix .
Description . . . . Intel(R> PRO-1888 MI Dezktop Adapter
Physical Address. B8-A8-27-DE-EE-24
DHCP Enabled. . . - Yes
Autoconf iguration Enahled Yes
Link-local IPv6 Address feBB::5ca3d:?hlc :dB5B:c 74311 (Preferred)
IPv4 Address. . . . . . 192.168.1.158¢(Preferred>
Subnet Mask . . . . . . 255.255.255.8
Lease Obtained. . . . . Thursday,. November B5, 2028 5:82:27 PH
Lease Expires . . . . . Friday, November 13, 2828 5:83:56 PM
Default Gateway . . . . 111414 .11 .111
DHCP Server . . . . . . 192.168.1.188
DHCPvbs IAID . . . . . . 2354095351
DHCPv6 Client DUID. . . A8-A1-88-A1-27-36-3A—87-B8-8A-27-DE-EE-24
DNS Servers . . . . . .
MetBIOS over Tcpip. . . . . Enabled
Tunnel adapter isatap.{3DD4D168-D675-4391-BAF?-FDDF6D4ABE49>
Media State . . : Media disconnected
Connect1on—ﬂpec1f1c DNS Sul—‘{-‘1x
Description . . . . . . . . . Microsoft ISATAP Adapter
Physical Address. . . . . . . AP-A0-0A-AA—-A0-BA-AA—EQ
DHCP Enabled. . . ..
Autoconf iguration Enahled -
C:slUserssClientl >
Figure 86: DHCP ipconfig/all from Client
% oHcp [y - x
File Action View Help
L2 = 6= HE
2 DHCP Client IP Address Name Lease Expiration Type Unique IC|| Actions
v & “:‘“"3‘:*“““”“ i%192.168.1,150 Client 11413/2020 5:11:48 PM DHCP 7de|| Address Leases
v P
~ [ Scope [192.168.1.0] SalesClient Mere Actiens
£} Address Pool
& Address Leases
i Reservations
Scope Options
3 Policies
- Server Options
7l Policies
# Filters
3 IPvE
< 3| < >

512 PM
11/5/2020

Figure 87: DHCP display the computer's name of the client
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File Action View Help
LX ] = & H = sk

@ DHCP Start IP Address End IP Address Description Actions
~ F win-gi9eitnltnn

v & P
~ (7] Scope [192.168.1.0] SalesClient
< Address Pool
% Address Leases

§13192.168.1.150 182.168.1.159 Address range for distribution Address Pool -

[F1192.168.1.150 192.168.1.154 1P Addresses excluded from distribution More Actions v

il Reservations
Scope Options
5 Policies
% Server Options
31 Policies
# Filers Add Exclusion ? X

B pve

Type the IP address range that you want to exclude, F you wart to
exclude a single address, type an address in Start 1P address only.

Start IP address: 152.7188. 1 .150

EndIPaddress; [ 192 168 1 154

5:28 PM

11/5/2020

Figure 88: DHCP the IP range that the Client will never get it

= C:\WindDws\systemBE\cmd.exel}
C:\Users Clientl>ipconf ig-renew - @

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPvé Address . . .
IPu4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

. . % fe8M@::5cal:9hbc:dl
Lol :192.168.1.155

Tunnel adapter isatap.{3DD4D168-D675-4391-BAF?-FDDF6D4ABE49::

Media State . . . . . . . . . . . i Media disconnected
Connection—specific DNS Suffix . =

C:\Users~\Clientl>ipconfig-/renew

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :

Link-local IPvé Address . . . . : fe8@::5cal:9hbc: c?43x11

IPv4 Address : 192.168.1.155

Subnet Mask

Default Gateway . 1i1.444.144 4131
192.168.1.198

m

Tunnel adapter isatap.{3DD4D168-D675-4391-BAF?-FDDF6D4ABB49::

Media State . . - = - = -« - . - % Media disconnected
Connection—specific DNS Suffix . =

C:sUsers™Clientl?

B . 0 @ls

Figure 89: DHCP the new given IP address as we limited the address from 255 t0259
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%
BN ChWindows\system32cmd.exe EI@

C:=“Users~Clientl>ipconfig-rall
Windows IP Configuration

Host Mame . . . - Client
Primary Dns Sufflx -

Mode Type . . . - Hybrid
IF Routing Enahled. - Ho
WINS Proxy Enabled. . Ho

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Degcription . . . . - . . . .
Physical Address. . . . .

DHCPF Enabled. . .

Autoconf iguration Enahled
Link-local IPvb Address
IPv4 Address. . .
Subnet Mask . . .
Lease QObtained. .

ntel{R> PRO-1888 MT Desktop Adapter
8 BA8—27-DE-EE-24

168 .1.155¢(Preferred>
LL_2G65_255.8
hur*day. Hovember 85, 2828 5:27:28 PM
November 13, 2828 5:32:49 PM
111 444 .414.411

I
a
Ye
Ye
feSE--Sca3 PhBc :dB5@:c 743211 (Preferredd
i
2
T
F

Leasze Expires .
Default Gateway
192 .168.1.188
DHCP Server . . . . . . . = 192.168.1.198@
DHCPve IAID . . . . . . 235485351
DHCPve Client DUID. : @8-P1-88-81-27-36-3A-87-88-88—27-DE-EE-24
DNS Servers . . . . : fecB:@:B:=FFFF-c11
fech: fff 2x1
fecB:B:@:=ffffz:3x1
MetBIOS guver Tcpip. - . . - . . . = Enabled
Tunnel adapter isatap.{3DD4D168-D675—4371-BAF?-FODFaD4ABB492

Media Etate . . Media disconnected
Cunnectlon—“pec1f1c DNS Sufflx

Description . . . . . . Microzoft ISATAP Adapter
Physical Address. . . . AB-BE—AP—-0—BP—BE-B0—-ER
DHCPF Enahled. . No

Hutnconflgurat1on Enahled . Yes

C:\Users\Clientl>

Ofe - 0O B =] T

Figure 90: DHCP ipconfig/all to verify that the default gateway IP is the IP address of the server
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Worksheet 5: Network Administration using DHCP

» Task 1: Understanding DNS operation; Planning and deploying DNS
o Task (A). Check the Host Name and Fully Qualified Domain Name of your Server.

E& server 2 (Snapshot 1) [Running] - Oracle VM VirtualBox - [m] >

File Machine View Input Devices Help

uk

Recycle Bin

= & i3] (%] right

Figure 91: Hostname for server2

56



i client 2 [Running] - Oracle VM VirtualBox - ] X

File Machine View Input Devices Help

: |

yele Bin

B8 Administrator: Command Prompt

b [ n 16.8.
dministr
BEN4]

Administr

Administrator: Command Pro...

Windov

Build

Figure 92: Hostname for client2

s Server napshot unning] - Oracle irtualBox —
B S 2 (Snapshot 1) [Running] - Oracle VM VirtualB ]

File Machine View Input Devices Help

& system -

4 Ed . Control Panel » System and Security » System v &

&ntrul Panel Home . - .
View basic information about your computer

!; Device Manag&r ‘Windows edition
& Remote settings Windows Server 2019 Standard Evaluation
& Advanced system settings © 2012 Microseft Corperation. All rights reserved. Windows Servert 2019
System
Processor: AMD Ryzen 7 4800H with Radeon Graphics 290 GHz
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-NESKTTGTNSF & Change sett
Full computer name: WIN-NESKTTGTNSF
Computer description:
Workgroup: WORKGROUP
Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00431-10000-00000-AA210 ) Change produc

Figure 93: Fully Qualified Domain Name for server 2
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S Client 2 [Running] - Oracle VM VirtualBox - O X

le Machine View Input Devices Help
System — >

+ 1 5 control Panel » System and Security » System v Search Control Panel £

Control Panel Home . - .
View basic information about your computer

| Device Manager Windows edition
| Remote settings Windows Server 2019 Standard Evaluation
| Advanced system settings © 2018 Microsoft Corporation. All rights reserved, Windows Servert 2019
System
Processor: AMD Ryzen 7 4300H with Radeon Graphics 2,30 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Me Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-3TEHNOENARK ®)Change settings
Full computer name: WIN-3TEHNOEN4RK. uwtsd.com
Computer description:
Domain: uwtsd.com
Windows activation

Connect to the Internet to activate Windows. Read the Microsoft Software License Terms
Product ID: 00431-10000-00000-AA431 W) Activate Window

Figure 94: Fully Qualified Domain Name for client2

» Task (B). Installing the DNS Server Service of DNS Server installed

B Server Manager

Server Manager * Dashboard

Rol Server groups: 1 | Server:
Local Server

| ['A Manage  Tools

All Servers =

ifi ADDs 1 £ DNS 1
@ AD DS
2 DNs (@ Manageability (® Manageability
®E File and Storage Services b Events Events
e us Services Services
Performance Performance
BPA results BPA results
= File and Storage -
= Services ? U K2 1S U
(@) Manageability (@ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

Local Server All Servers

= i

Figure 95: Installing the DNS Server Service of DNS Server installed

» Task 2: Storing and Maintaining DNS Data
o Task (A)
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DS Man
File Action View Help

= | = B € Bl @&

ons Home Type Data
[ (sme a2 parent folden Start of Authority (S0A) (1), win-neSkttgtnsf., host..
parent[glder) Nome Server (NS) win-neskttqtnsf

~ 0 WIN-NESKTTGTNSF
(] Forward Lookup Zones o
rwtraders.msfe Fleame o

Figure 96: Storing and Maintaining DNS Data

» Task 3. DNS Application of Web Server (11S) installed

B Local Server

Al Servers 3 = s 3
AD DS
DNS (® Manageability (@ Manageability
File and Storage Services > Events Events
us Services Services
Performance Performance
BPA results BPA results
= File and Storage -
MR orvices ° 5 = s 5
@ mManageabiity @ manageabiity
Events Events
Performance services
BPA results Performance

BPA results

Local Server

el Y

All Servers

Figure 97: DNS Application of Web Server (lIS) installed
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» Creating a Virtual Directory

[ server 2 (snapshot 1) [Running] - Oracle VM VirtualBox - (=] x
File Machine View Input Devices Help
By ey
« o b WIN-NESKTTGTNSF » Sites » Default Web Site b+ nwtraders b 7 @ -
Fie View Help
Connections Actions
- & ) = | wwwroot - o ES
S start Page I vore e view [:]
3 WIN-NESKTTGTHSF |
L7 Application Pacl: < |1 > ThisPC » Local Disk(C) » inetpub » wwawroot rch wwwraat P
« () sites ctory
o Name Date modified Type ine :
v Dol ekt Cuick access directory
o1 nwtraders ) defaul 171172001917 HTMLT 1 KE
W Desktop default
&) start 1711720201 HTML Docu 1 KE |
¥ Downloads 17, 1 PNG File KE
] Documents | web.config 17m 19:1: CONFIG File 1KE
] Pictures
wwwroot
[ ThisPe

e Network

20:06
17/11/2020

= 7 e =]

i 0] [+ right ctrt

Figure 98: Creating a Virtual Directory

Server 2 (Snapshot 1) [Running] - Oracle VM VirtualBox - O >
File Machine View Input Devices Help
5 Internet Information Services (IS} Manager — >
& @ -

&« €35 » WIN-NESKTTGTNSF »
File View Help
Connections Actions
& [~ WIN-NESKTTGTNSF Home
™ [ Manage Server
[ 9 Stert Page ) ~ ) = 3
- T | Go - G4 Show All | Group by: Area
L Application Pools [5 ~ |l m s
~ @] Sites Q & e
- Fa) g : e i 4
< 4@ Default Web Site "7y g:il @ [ r]' |4k a1
il nwtraders Authentic... Compression  Default Directory ~ ErrorPages  Handler HTTP
Document  Browsing Mappings  Respon. .
5 JF H = &= " &€y
Logging  MIME Types  Modules Output Request Server Worker
Caching  Fieiing  Certificates  Processes
Management -
Configurat..  Feature Shared
Editor Delegation Configurat..

Figure 99: Creating a Virtual Directory
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» Demonstrate the service is running

@ Server 2 (Snapshot 1) [Running] - Oracle VM VirtualBox - O x

File Machine View Input Devices Help

e & http://win-neSkitgtnsf, - & | Search o~

& win-neSkitgtnsf

Tihe s my virtual machine!!

19:18

R R s

= i ] & [#] right e

Figure 100: Demonstrate the service is running
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