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[bookmark: _Toc135835303]Introduction
                                                                                                                                                                           In the 21st century companies and government institutions are not considering whether to migrate to a cloud platform but it is now a government and companies’ policies to migrate to cloud using all means. Cloud architecture delivers reliability, efficiency, lowering of IT costs, increased performance and flexibility. Organizations are mainly considering moving to a cloud platform as it allows them to incorporate industry 5.0 technologies such as machine learning and Artificial Intelligence (AI). Other benefits of cloud architecture are that it assists on boosting productivity, improving operational efficiency and supporting remote workers. Some organizations are finding it difficult on how they can adopt this technology. This paper will show case how any organization, government or an individual can about setting up cloud architecture in a virtualized environment.    
[bookmark: _Toc135835304]Evaluation of Cloud computing architecture
In the 21st century, cloud computing has evolved to become one of the widely used typical IT paradigm. The technology is rapidly transforming IT landscape. It is viewed as a network-enabling services which provide QoS and scalable services. The technology allows sharing of resources over the internet and one which can be shared by a cloud service provider. A cloud architecture is the technique where technology components combine to build a cloud. Here resources are pulled via virtualization technology and then shared across a network. It is an architecture that showcases how a series of interconnected components from applications and tools to server storage and networking, combine to form cloud (1). Others out it as a technology that defines a complete infrastructure of software and hardware that institutions and businesses use to create, share, and index vast amount of data or information from various locations and users. 
There are four components of cloud architecture these are a front-end platform, a back-end platform, a network, and a cloud-based delivery model. These four components when coupled together, they create a cloud computing architecture where applications can run and provide end-users with the ability of taking advantage or leveraging the power of cloud resources (2).   
The client uses the front-end that contains a client-side application and interface. The front-end in this case usually includes mobile devices, web browsers such as Firefox, Chrome, internet Explore and Opera. It is important to note that front-end component provides the graphical user interface (GUI) which assists users to interact with cloud. The back-end components are those devices which are used to manage resourced which provide cloud computing services. Some of the cloud architecture part includes large amount of data storage, traffic control mechanism, virtual machines and servers.
Third component are the cloud delivery models; these are the pre-packaged or specific combination of IT resources which are offered in cloud architecture. The current cloud delivery models are Infrastructure as a Service (IaaS), Software as a Service (SaaS), and Platform as a Service (PaaS). All the three delivery models serve various and different aims based on organization’s budget and requirements. Nevertheless, the three provide more flexibility for organizations as compared to onsite hosting. It is important to note that the service models are used independently or in conjunction with another depending on organizational needs. Example SaaS is usually used by organizations to maintain and deliver software and applications to businesses and individuals over the internet. This eliminates the need of organizations or individuals deploying the software locally. It is important to note that SaaS applications are accessed through a web interface available from OSes and variety of devices. On the other hand, PaaS is a cloud delivery model where the aim is to offer a computing platform and a solution stack as a service. Lastly, IaaS is a type of cloud delivery model where one eliminates the need of individuals to purchase serves, networks, or storage devices. Here individuals manage their applications and software and only pay for the capacity they need at any given time.     
The last component is the network or what others refer to as internet, this acts as a bridge between back-end and front-end. The network allows one to establish the communication and the interaction between back-end and front-end. Figure one shows the inter-connection of the various cloud computing components
Figure 1: Cloud architecture components



[bookmark: _Toc135835305]Cloud computing architecture actors
There are five major actors in cloud computing architecture. First is the cloud consumer; this that individual or organization who starts an organization or business and one who require the service provided by the cloud computing architecture. Second is the cloud provider; this is that individual who is engaged in the supply of cloud computing services. Third is the cloud auditor; this is that individual who is a third-party individual or organization who serves as an intermediary between cloud providers and consumers. Lastly is the cloud carrier; this is the intermediary individual or person or that entity which provides connectivity to cloud computing services. Figure two below showcases an interaction between the actors and cloud computing architecture 
Figure 2: Interaction between the actors and the cloud computing architecture (3)


Features of cloud computing architecture 
There are various features of a cloud architecture; first is an on-demand self-service. In cloud computing architecture computing capabilities are allocated to the system users based on the pre-defined requirement. The capabilities include storage spaces and server processing time. Second is broad network access; this are either thin or thick clients. Third feature is resource pooling; a cloud computing architecture pools together resource to satisfy each and every client. Forth feature is rapid elasticity; this feature describes the ability to rapidly deploy scalable resources as per client’s request. The last feature is a measured service; a cloud architecture has the ability to ensure an effective use of resources. This is ensured due to the metering capability embedded within the cloud computing architecture. 
[bookmark: _Toc135835306]Evaluation of infrastructure cloud computing “as a service” applications
As discussed in the previous section, cloud computing infrastructure can be deployed by implementing any of the three models. NIST refers to them as cloud service categories. First it is important to note that IaaS is a model which delivers IT resources or infrastructure such as network, storage, and computer resources on a basis of pay as you use over the wide area network. According to Mohammed, IaaS provides the main computing resources like applications, storage, and network. Also users have the ability of running various operating systems and software applications. Figure three below explain IaaS network users
Figure 3: IaaS service network (4)


It is important to note that IaaS model components includes utility computing, service lever agreement, computer hardware, cloud software, internet connections, cloud storage, and platform utilization. As service in cloud computing architecture communicates with developers to create virtual private networks, virtual private servers, and virtual storage.   
There are various important aspects of IaaS; one of the essential aspect is the capability or the ability to manage and provision computing resources on demand. This indicates that one can scale down or up computing resources depending on clients’ needs or their requirements. Second essential aspect of IaaS is the capability or the ability of integrating with other cloud infrastructure services that is SaaS and PaaS. This in turn enables one to deploy and build complex services and applications using combination of services. Third IaaS provides one with a level of customization and control over their computing resources. This includes the ability of choosing applications, middleware and operating system which run on virtual machine. 
Forth is the provision of on-demand computing resources over the wide area network; this include storage and networking. Other features of IaaS are scalability; IaaS is designed in a wat that it is high scalable; this means that users can easily decrease or increase their computing resources based on their requirements. Another one is self-service; the service is designed in a way that one can manage and provision their own computing resources with the need to go via central IT department. Another feature is the API-driven infrastructure which allows one to provision IT resources thus able to streamline and automate IT operations.  The last feature is virtualization; it is important to note that IaaS relies on virtualization technology to provision IT resources. This feature allows one to manage and create virtual machines. Also the feature allows one to manage IT resources without the requirement of purchasing the physical hardware. 
There are various advantages that come with IaaS where quick provisioning and scalability is the key. First those organizations which have implement this cloud computing architecture service have experienced rapid growth. One of the benefits is cost saving; with IaaS one does need to spend a lot of money to ensure that networking, storage, and servers equipment is in good condition. Second advantage is that the service offers flexible scalability. The service can scale to meet workload demands; also this ensures that organizations being able to forecast their growth. Third advantage is that the service offers a faster time to market. IaaS can assist one to accelerate time to market by eliminating upfront costs. Forth advantage is that the service offers an increased security, performance and support. With IaaS, organizations have the ability of accessing their infrastructures via wide area network. Also IaaS has implements measures such as robust encryption protocols and multi-factor authentication (MFA). Fifth is that IaaS supports business-growth mindset. By taking advantage of IaaS, companies spend more time growing and innovating their organizations rather than making technology decisions (5).    
There are various issues that come with IaaS; one is that the service come with security risks. While the providers of the service are required to secure the service, organizations are responsible for anything their hos on IaaS. Second is that the service is prone to process changes; IaaS require changes to workflows and processes. Third issue is limited customization; public users of the service have limited control and that ability to customize. Forth Service Level Agreement (SLA) that comes with IaaS is difficult to understand. Other issues are; the service is broadband dependency and at times lack of live support from the providers of the services. Also at times the providers of the service experiences downtime. Also the regulatory framework that is the state of federal laws usually impact some organizations and individuals which use IaaS especially outside the US (6). 
[bookmark: _Toc135835307]VM resources
First a VM resource is device, a data file, a program, or set of entities which one might want to identify for use. It is important to note that a VM resource is usually identified by its VM resource name. There are three primary resources of a VM; these are a hard-disk or what is known as VHD, network, memory, and the CPU.
In a non-virtualized environment servers connect directly to the storage. On the other hard in a virtualized environment VHD or what is known as Virtual hard-disk provides storage to the virtual machine (VM). It is important to note that this resource can be resized dynamically which allows flexibility in allocating storage capacity of the virtual machine. Also, a VHD resource can be configured with other storage options like storage encryption options, storage redundancy levels, and storage performance tiers (7). The network resource is mainly used to provide network connectivity to the virtual machine. In virtualized environment it is mainly referred to as Virtual NIC. The resource is usually configured to various network settings like DNS servers, default gateways, IP addresses, and subnet masks. 
The other primary VM resource, memory creates what is known as virtual address space. It is the allocated portion of host computer memory. It is important to note that when a virtual machine is created, the host allocates the VM memory as if it was the physical memory. Memory allocation in this case is done as per the needs of the VM. It is important to note that, a virtual machine cannot use more memory than the configured memory size. Some of the important elements to note with this resource is that it can either be managed dynamically or it can be assigned. This allows efficient and flexible allocation of memory which is mainly based on user requirements. Other memory settings configurations are memory compression and ballooning. 






[bookmark: _Toc135835308]Proof concept
Showcasing how VM are created and the three primary resource allocation
Screenshot 1: Allocating virtual memory to the newly created VM


Screenshot 2: Allocating virtual hard-disk


Screenshot 3: Summary of the allocated resources



Screenshot 4: The created VM after resources allocation


Screenshot 5-1: Installing the VM on the created resources


Screenshot 5-2: Installing the VM on the created resources



[bookmark: _Toc135835309]Features of VM
[bookmark: _Toc135835310]VNets
One of the important building block in cloud computing architecture is vNet. VNet allows virtual machine to communicate securely over the network. Some computer scientist defines vNet as a network interface that is created within a VM. The screenshots below show how to create a vNet is created in a VM; assigning of IP address can either be done automatically or manually. In this case vNet was created by configuring it to use a bridged adapter which makes it possible for the VM to communicate with other VMs. Also from the screenshot it showcases ping results after vNet configuration to show that the VM is able to connect to the wide area network.  
Screenshot 6: Creating vNet 



[bookmark: _Toc135835311]Network security groups (NSG)
NSG in virtualization is a type or kind of security mechanism which allows one to filter network traffic from the VM. This is achieved by creating rules which either specifies denied or allowed traffic for a certain VM. The rules can be based on destination and source IP address.  The screenshots below showcases how to go about creating NSG on a virtual machine
Screenshot 7: Creating NSG on the VM


[bookmark: _Toc135835312]VM images
First, it is important to note that an image contains an operating system, a root file system, and an operating system. A VM image is a simulation of an image which contains the root file system, an operating system and a boot loader. Additionally, one can configure the VM image with a set of services and apps. Thus a VM image is used by users to launch a virtual machine or virtual instance in the cloud (8).  

[bookmark: _Toc135835313]The use of VM image in Azure
In Azure marketplace there are various images. Example there the CentOS VM image. This typical VM provides an optimized VM environment for running services or applications on CentOS in Azure cloud. Some of the benefits which comes with this image are flexibility and compatibility. Another example of VM image is the Debian, which was published by Debian. The image found on Azure marketplace is used to provide an optimized environment where one can run services or applications on the Debian OS in Azure cloud. Other Images that one can find on Azure marketplace is Flatcar. This is a type of VM which is used in Azure to provide reliable, secure, and lightweight environment for running containerized applications in Azure cloud. Some of the advantages which comes when using this VM are optimization and lightweight. The screenshot below shows a list of the various VM images available in Azure marketplace each has its use and advantages. 

    



[bookmark: _Toc135835314]Additional exercise
Screenshot 8: Created VMs 


Screenshot 9: Installing Nginx webserver on one VM (The Ubuntu machine 2) 


Screenshot 10: Installing Mysql-server on the other VM



Screenshot 11: Installing apache server on the other VM


Screenshot 12: Accessing apache on the other VM 
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Llibhtnl-template-perl libmecab2 libprotobuf-lite23 libprotobuf23
mecab-ipadic mecab-ipadic-utfs mecab-utils mysql-client-8.0
mysql-client-core-8.6 mysql-common mysql-server-8.0 mysql-server-core-8.0

Suggested packages:

Libipc-sharedcache-perl mailx tinyca

The following NEW packages will be installed:

Llibaio1 libcgi-fast-perl libcgi-pm-perl libevent-core-2.1-7a
Llibevent-pthreads-2.1-7 libfcgi-bin libfcgi-perl libfcgioldbl
libhtnl-template-perl libmecab2 libprotobuf-lite23 mecab-ipadic
mecab-ipadic-utf8 mecab-utils mysql-client-8.6 mysql-client-core-8.0
mysql-common mysql-server mysql-server-8.0 mysql-server-core-8.0
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kali2@kaliz-VirtualBox: ~ @ B O @
reading /usr/share/mecab/dic/ipadic/Suffix.csv ... 1393
reading /usr/share/mecab/dic/ipadic/Adnoninal.csv ... 135
emitting double-array: 100% |
reading /usr/share/mecab/dic/ipadic/matrix.def ... 1316x1316
emitting matrix : 100% |
donet

update-alternatives: using /var/lib/mecab/dic/ipadic-utf8 to provide /var/lib/m
ecab/dic/debian (mecab-dictionary) in auto mode
Setting up mysql-server-8.0 (8.0.32-8ubuntu®.22.16.2) .
update-alternatives: using /etc/mysql/mysql.caf to provide /etc/mysql/my.cnf (m
y.cnf) in auto mode
Renaming removed key_buffer and myisam-recover options (if present)
nysqld will log errors to /var/log/mysql/error.log
mysqld is running as pid 4244
Created symlink /etc/systemd/system/multi-user.target.wants/mysql.service - /1i
b/systend/systen/mysql.service.
Setting up mysql-server (8.0.32-Bubuntu®.22.10.2) ...
Processing triggers for man-db (2.10.2-2) ...
Processing triggers for libc-bin (2.36-6ubuntu4) ...
kalizgkali2-VirtualBox:-$ nano /etc/mysql.config.d/mysqld.cnf
kalizgkali2-VirtualBox:-$ Sudo apt-get install phpmyadmin
Command 'sudo' not found, did you mean:
command 'ludo' from snap ludo (0.16.20)
command 'sudo' from deb sudo (1.9.11p3-1ubuntul.2)
command 'sudo' from deb sudo-ldap (1.9.11p3-1ubuntul.2)
conmand 'udo' from deb udo (6.4.1-6)
See 'snap info <snapname>' for additional versions. |
kali2@kali2-VirtualBox:~$ I
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