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[bookmark: _Toc89368491]Introduction
Malware is an umbrella term that describes any malicious program or code that is harmful to systems [1]. This report aims to inform the reader on how ransomware attacks occur as well as to provide a detailed example of ransomware and backup strategies, in order to prevent data loss against systems affected by malware such as ransomware. 
[bookmark: _Toc89368492]How Ransomware Attacks Occur
Ransomware is a type of malware that prevents users from accessing their system or personal files and demands a ransom payment to regain access [2]. 
Ransomware can infiltrate systems in a variety of ways and could bring businesses to their knees. One of the most common ways for organizations to fall victim to malware such as ransomware is targeted attacks, also known as ‘spear phishing’. Spear phishing is where threat actors target an individual or group of individuals within an organization to gain access to what they want, such as data, in order to hold it ransom. A common way criminals do this is by sending emails, which contain ransomware in the form of web links or downloadable files, to their target. The target would then open the link or file which would encrypt accessible data, preventing access to the data on the target's system and holding it for ransom. Criminals can get to this end goal even easier by impersonating other employees and forging credentials (changing a single character in a business domain email address etc). An example of successful spear phishing occurring is in 2015, where North Korean hackers dubbed ‘The Lazarus Group’ impersonated a job seeker. They sent a CV to Bangladesh Bank employees, via email, which contained malware. That file was opened, it cost the bank $81m. This shows that even a seemingly obvious scam can cost organizations millions. Ransomware poses an even greater threat as some data can be inherently more valuable than money in the bank, therefore ransomware should be treated as dangerous to a business or organization as any other type of malware.
[bookmark: _Toc89368493]CryptoWall – An Example of Ransomware
[bookmark: _Toc89368494]What is CryptoWall?
CryptoWall is a file-encrypting ransomware program that targets all versions of Windows [3]. 

[bookmark: _Toc89368495]CryptoWall Encryption & Safeguarding Measures Against Decryption
When infected, CryptoWall scans the victim system for data to encrypt. The method of encryption is RSA-2048. RSA is an encryption algorithm, used to securely transmit messages over the internet [4]. RSA-2048 encryption (in terms of use within ransomware) works by sending the victim system a public key (generated from a 617 decimal digit number which has only two prime factors, a truly incomprehensible number) which encrypts the system's data. The public key and the encrypted data belonging to the victim system are then sent back to the perpetrator. The perpetrator will then have access to both the encrypted data as well as a private key (the key to be used to decrypt the data). At this point, the perpetrator would notify the victim that their data is being held ransom and so they must pay. It is also a possibility that the victim will not recover their data as even after paying they are at the mercy of the perpetrator as well as a 617 decimal digit number public key which has little to no relation to that of the private key; meaning that it is almost impossible to obtain the private key via the use of modern algorithms. As of 2016, 1024-bit (309 digits) keys are considered risky, and most newly generated keys are 4096-bit (1234 digits) [4]. As of today, technology simply is not advanced enough to brute force decryption of RSA-2048.
The Impact of CryptoWall
CryptoWall has 





