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Introduction
Within this assignment I will discussing vulnerabilities, threats and attacks. These would be limited to those caused by various personal internet devices and locations. I will also be recommending techniques on how to avoid and protect against these vulnerabilities, threats and attacks. After that I will be using a software to design and detect a possible attack on a system and show the procedures and recommendations on the attack. Furthermore, I will be Explaining the importance of digital signatures and data encryption. Finally, I will be creating a strategy to update Che-Si’s existing IT Security Policies. 

Vulnerabilities, Threats and Attacks
Firstly, I will be discussing the vulnerabilities, threats and attacks that could occur by using personal internet devices and locations. By personal internet devices I mean smartphones, tablets and laptops as these are the most common devices that would be used within a business such as Che-Si’s construction company and also the devices that would be considered portable. The personal locations relate to the different residents of the employees. 
One of the ways that a breach could be caused is by one of these devices getting hacked by a hacker or controlled, there could also be viruses or types of malware that could affect the device leading to other issues. These devices if connected to the constructions company conferencing facilities or cloud storages could give access to someone that is not authorized or acting as a employees or clients that could cause more damage to the systems and network that the construction company have in the site offices. 
Another way that there could be a breach is if one of the employees connects to an unsecure network. This means that if they access the resources of the company on their device using the internet of an unsecure network the administrator of the network or someone who has control over the network could observe what the employee is doing and see what they are doing and what they are accessing. 
Furthermore, Phishing attacks. These could be sent via emails so that employees are tricked into thinking the emails are from legitimate contacts and then using these fake websites or links could cause the employees to show their credentials to the organizer of the attacks and then they would be able to gain access to the system and network depending on what the employee shows or releases. 
Finally, on the personal devices there could be some apps on the devices that the employees have that store information and data about what the user of the device is doing. If these apps have permissions to do this then they could result in data being recorded or unintentionally releasing important information that should be kept private and securely protected.   




Recommended Techniques
Based on the vulnerabilities, threats and attacks that have been discussed I will now share some ways in which the company can protect and stop some of these issues from happening. 
Firstly, devices getting hacked or being overrun by a virus or malware. Some of the ways this can be reduced is by having a high level of security. On most devices you can password protect the device and even have biometrics like your face or fingerprint recognition. On some devices there is also the option to have passwords for specific apps and this can be used as another step of protection from people gaining access. There is also the option for auto filling passwords for websites or a list of saved passwords that can be accessed via a password or face recognition however this is not advised as if someone gains access to the main password then the other saved passwords will be able to be accessed. 
Secondly, connecting to unsecure networks. One of the best ways that this can be avoided is to make sure that Wi-Fi connection is turned off. This can prevent you from connecting to “free Wi-Fi” networks that could be unsecure and a risk. If you use mobile data or connect a device to a mobile personal hotspot you should make sure that you are connecting to your own device and that the password for the hotspot is strong so that it cannot be easily guessed or predicted e.g. birthdays dates. This will make sure that your device cannot be connected to easily without you being aware of it. 
Next, Phishing attacks. Employees could be more protected from these types of attacks with training and security. If the employees are trained to be able to identify emails that are malicious or could be then the devices will have another protection that is not physical. There is also email scanning software that can be used to scan emails before opening so that you know they are legitimate and any emails that are suspicious will be made aware and blocked. This could be things like hyperlinks and attachments that contain viruses, malware and span messages can be blocked so that the inbox of the employee does not get filled. 
Finally, Apps and permissions. Within apps you can see what information they have or take from you or require. You can do this in the terms and conditions or the privacy policy of the apps so making sure that these apps do not have access to your data is vital. Denying cookies online is like what you can do within some apps and if there are apps that do this on the devices of the employees then deleting these apps will make the device more secure as there will be less data going from the mobile to individual companies that make the apps. Making sure that the employees are aware of these and the apps that can cause problems like this would be better as they would not download the apps that could pose a risk for releasing any data that should not. 



Problem Formulation, Design Overview & Implementation
To be able to show Chi-Si’s Construction an example of how they can prevent attacks I will be using Cisco Packet Tracer. This is a software that allows you to create a powerful network simulation and it has tools that have been created to do this easily. I will now show a network and the construction process of the network so that is it step by step and shows what Chi-Si’s should do to prevent this type of this possible attack. 
Firstly, open up/ click on the Cisco Packet Tracer software and load it up. Then sign in and you are ready to start. 
The second task involves creating the plan for the vices that are going to be used, in this case it is easier to add some of the devices that will be used and some of the devices that will be expected to be seen in the company at the site offices and the employees or vendors personal devices and locations. 
This is an example of what this setup might look like at the start, we can see the devices that the offices would use at the top and the devices that the employees might use at home. All of these devices can be added using the devices section at the bottom left of the window. 
[image: ]

Office Devices.






Home Devices






Now that we have all the devices that we can use for this example we will connect all of them so that they will be connected as a network and so the personal devices will be connected to the office network. 
[image: ]As you can see all the devices are now connected and have rectangles around them, this is just to outline what devices are part of each building. 
The connections can be made by the Automatically chosen connection type button or the wires that you require by clicking on the red and yellow lightning bolt. 
Next, we need to give the devices the correct IP addresses. To do this we click on the devices one by one and go to the desktop window shown at the top of the devices window and click IP Configuration button. From there we enter in the IPv4 Address the IP Address we want for that device. 
[image: ]This is what the above instruction should look like once completed, we will now do this for the other devices so that they all have IP Addresses assigned to them. 








Now that all of the devices including the PCs, Server, Home Router, Personal Laptop and Personal Tablet all have IP Addresses we can create some users within the server, this is so when one of the users tries to access the server, we can limit what they are able to do if they are able to access it. 
We first need to click on the server, then navigate to the services window. We can then click on the FTP button within the Services on the left of the window and select: On, at the top of the window. (Below is an example of this). 

















[image: ]We can now enter a username and password so that when these are created and authored. They can give us access to the server and then we will be able to do certain things based on what is ticked in the Write, Read, Delete, Rename and List boxes. Depending on what want to give people we can give different options, for the administers in the Chi-Si’s Construction they should have access to all the options as they will be making sure that the system is working correctly and having the correct access to the server is important. The employees would then require less options based on what they must do. 

[image: ]As you can see now there are four usernames and passwords. They also have permissions assigned to them.
These created would be used by the employees working at each of the computers and they would then only be allowed to do what they have been permitted to do. This will then stop individual users account from being able to perform certain actions on the server. 
This means that if one of them got taken over by an unauthorized person then they would be stopped by another barrier as they would not be able to access some of the confidential information that other accounts can. This is good as if the personal devices of the employees got hacked or had malware on them then the company would be protected by another step of security. 











Digital Signatures & Principles of Data encryption 
Now that we have looked at the Vulnerabilities, Threats and Attacks, the recommended techniques and Problem Formulation, Design Overview & Implementation we can look at Digital Signatures & Principles of Data encryption. 
Digital Signatures can be used by companies and individuals such as Chi-Si’s Construction to make sure that customers and employees know the information they are sending and receiving is from them. These are like standard signatures that they are text however these are signatures that are on the devices. Information such as emails can have a digital signature. This can be used so that a computer can look and match the signature with signatures that are put on the system so the computer can authorize the information and know it is safe for the users to access and open. 
There are many different ways of encrypting data however one way of doing this it by using keys. There are two keys and one of them is used by say Chi-Si’s Construction to send out data and information to the employees working in a personal location where they have the other key. One is used to encrypt the data and one is used to decrypt the message or email. This means that they can send the email or data to anyone but only those who have the decryption key can read what the email or data is. 

Conclusion
From completing the part of this assignments, I believe there are ways in which the policies that Chi-Si Construction have. This can be done by firstly informing the employees, vendors, and clients of the dangers of Phishing attacks, Simple passwords, Unsecure networks and apps that can release data of the business through data storing and collecting. So that there are less problems caused by mistakes or accidental errors made. Secondly, the employees, vendors, and clients should be asked to use biometrics to secure devices if the option is there, do not save passwords to devices, password protect apps, do not connect to public Wi-Fi and use mobile data or personal hotspots to browse and connect more safely. 
They should also be trained to identify dodgy emails and delete apps or be aware of permissions of apps to keep their device more secure. Additionally, they should create account for the users with preferences so that they know if one of the accounts is breached or compromised then the account can be blocked, and the problem resolved. Finally, they should use encryption techniques to send information through emails more safely.   
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