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The purpose of this report is twofold.  Firstly, an understanding is to be gained and documented in regard to Information Security Management Systems and how they are created or migrated into organisations around the globe.  The advantages and disadvantages shall be studied and used to form a basis for a newly created ISMS for a fictitious company.  The new ISMS shall be a blend of the frameworks investigated in section one.
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1. [bookmark: _Toc61013518]Literature Review
1.1 [bookmark: _Toc61013519]What is a Cybersecurity Framework?
The number of users that are connected to the Internet in the year 2020 has been predicted to be anywhere from 4.3 billion [1] to 4.9 billion [2].  In either case, what is clear is that the global number of connected devices is rising quickly.  Whilst this volume of internet usage provides a rate of data exchange unlike anything experienced in the history of humanity, it also widens the net cast by malicious individuals, organisations, and states that endeavour to capture sensitive information be it financial, personal, or governmental.
	Each year, businesses and organisations are presented with an increasing threat from various types of malware that pose a financial threat not only in the way of theft but also downtime and loss of reputation [3], [4].  The threat became so commonplace that in 2007 Microsoft announced a new plan that would embed an antivirus package inside Windows completely free of charge to Windows users and this replaced a subscription based service that the company were already offering [5].  Current estimates show that in 2016, the average monetary cost of cybercrime among business and organisations in the United States was $665,000 per year [6], the US economy as a whole $60 billion per year [7] and the global economy $500 billion per year [8].
	To mitigate this, companies with a reliance on cyber activities searched for ways in which to not just apply a reactionary response towards threats, but take an aggressive, proactive stance.  The need for the ability to manage cyber threats reliably and continuously was met with the idea of an Information Security Management System (ISMS).  These are frameworks that can be migrated into a company’s security policy to enhance what already exists or can be a central pillar of the organisation from the very start.
1.2 [bookmark: _Toc61013520]Frameworks and Models
1.2.1 [bookmark: _Toc61013521]ISO 27000
The ISO 27000 series provide a multitude of standards relating to the optimal setup of an ISMS.  This model is currently the most popular of its kind currently in use today with not only companies and organisations adopting its specifications, but also government agencies and facilities [9].  The basic principle of the standard is to protect aspects of the user’s data; Confidentiality (ensures that only authorised persons have access to the data), Integrity (ensures that data is not compromised by unauthorised parties) and Availability (ensures that data is accessible whenever required) (CIA) [10].
Whilst the ISO 27000 itself deals with terminology and an overview of the series, the ISO 27001 is the standard that companies can use to develop their own ISMS and can receive a certification to state that they have met the standards requirements.  An outline has been provided in Appendix B1 – ISO 27000 Family Outline that depicts the role of the most prominent of the standards [11].  ISO 27001 is the section that envelopes all requirements and implementation procedures that an organisation must comply with to be considered for certification.  The requirements stipulated by ISO 27001 have been showcased in Appendix D1 – ISO 27001 Requirements [12], however, requirements 1-3 have been omitted due to them being general information.
1.2.2 [bookmark: _Toc61013522]NIST Cybersecurity Framework (NIST CSF)
The National Institute of Standards and Technology (NIST) developed an industry-agnostic framework that allowed for the planning and employment of an extensive cybersecurity policy.  The framework was modelled in such a way that not only could it be applied to virtually any business regardless of the field that it resided in, but each element of it could be understood by everyone in the organisation, from executive board members down to employees responsible for implementation.
1.2.2.1 NIST Core
The core section of the framework is the one that allows organisations to formulate a strategy that will aid in the protection of assets in the case of a cyber-attack.  It consists of a set of five functions, each one complimenting the last.  Each function name serves as a high-level overview of the suggested action and is coupled with a set of categories and subcategories that provide further information and avenues.  Each category/subcategory also has its own informative references that provide even greater detail on its particular topic.  The design of this approach allows for general understanding to be gained at the higher levels of the structure when read by executive officers and upper management, but also provide clear direction and specific instructions for those tasked with the adoption and implementation process.  The five functions have been outlined in Appendix A2 – NIST Core Functions with descriptions of their specific coverage [13].  Appendix E1 – NIST Function Breakdown showcases an example of tracing the ‘Identify’ function from its highest level through to its informative material.
1.2.2.2 NIST Implementation Tiers
The Implementation tiers provided by NIST grant organisations the ability to evaluate their levels of cybersecurity readiness in a levelled tier system.  There are four possible tiers: Tier 1 – Partial, Tier 2 – Risk Informed, Tier 3 – Repeatable and Tier 4 – Adaptive.  Each level also incorporates three categories: Risk Management Process, Integrated Risk Management Program and External Participation.  This tier system has not been designed as a ‘test’ from which a certain score must be attained, but rather as an aid that can show possible areas of improvement.  Due to the use of non-technical terminology and generalisation, the system can be adopted and understood between many different types of industries [14].  
	It should be noted that organisations are not placed under stress to increase their standing in the tier system as not every firm requires the security that higher tiers offer.  Organisation size plays a major role in determining what is an acceptable level of cybersecurity readiness.  It is generally accepted that smaller businesses consisting of a small number of employees would see the greatest cost-to-benefit results at either tier 1 or 2, whilst large organisations are expected to be at tier levels 3 or 4 [15].  With that said, all firms are encouraged to attain a tier 2 status due to its relatively simple requirements [13].  Appendix A3 – NIST Implementation Tiers outlines the tier systems and the measures needed to achieve each one.   
1.2.2.3 NIST Profile
NIST provided a mechanism from which organisations could analyse their current cybersecurity capabilities and compare these results against a target level that they wished to achieve.  This is called the Framework Profile and is a purely voluntary scheme so there is no backlash from discovery of sub-standard methods, and instead offers a reflective medium that organisations can learn from.
1.2.3 [bookmark: _Toc61013523]PCI DSS Framework
The Payment Card Industry Data Security Standard (PCI DSS) was formulated in 2006 by five of the largest credit card administers (American Express, Discover, JCB, Mastercard and Visa) to provide a standard for the lowest level of cybersecurity that could be considered safe by organisations that use, store or transmit credit card information [16].  Online and in-store payment trends reveal that card payment transactions have been the primary mode of payment since at least 2003 [17] and the total monetary value of these sales in 2019 was $3.5 trillion, with estimates of $4.9 trillion in 2021 [18].
	This has resulted in a surge in credit card fraud that cost businesses worldwide roughly $22 billion in 2015 [19] and the purpose of the aforementioned PCI DSS was to lessen the number of cases of credit card fraud.  The standard holds twelve key requirements that have been generalised into six overarching goals that organisations must comply with to be deemed as PCI DSS certified.  These goals/requirements have been listed in Appendix F1 – PCI DSS Requirements.
1.3 [bookmark: _Toc61013524]ISMS Comparison
1.3.1 [bookmark: _Toc61013525]Application
In terms of using or integrating any of the aforementioned Information Security Management Systems, NIST CSF allows for the greatest range of application as it is a very open-ended framework, allowing organisations to submerge themselves only as deep as they deem necessary and this would appeal to many as it is can be far more lightweight and customisable.  It also focuses efforts on the operational aspects of integration because it assumes some level of managerial practices are already in place[20].
Both NIST CSF and ISO 27001 share some striking similarities that may initially cast confusion when selecting a model, however it should be noted that both frameworks offer technological neutrality (allowing an adoptee to select specific technologies to meet their needs) and industrial neutrality (allowing all organisations to use the frameworks) [20].  Appendix C1 – ISO 27001 & NIST CSF Similarities (Clauses) and Appendix C2 – ISO 27001 & NIST CSF Similarities (Controls) depict how clauses and controls from each framework correlate.
When performing an analysis of the effectiveness of PCI DSS with either NIST CSF or ISO 27001, it should first be noted that the scope of PCI DSS is far tighter, focusing solely on the protection of credit card information compared to a general information that the business engages with.  With that said, a general evaluation of the architecture of the framework can be undertaken by examining the features that each hold, rather than the effectiveness of the security that they provide.  
1.3.2 [bookmark: _Toc61013526]Structure  
The first major similarity is that both frameworks adhere to the CIA (Confidentiality, Integrity, Availability) infrastructure.  By using this foundation and ensuring that the core elements of the triad are covered, each framework is working towards the same aim.  The next comparable feature is that both NIST CSF and ISO 27001 allow the integration of external frameworks/framework-controls into the policy under their respective ‘control implementation’ section.  This would allow organisations that incorporate either NIST or ISO to use aspects of PCI DSS or HIPAA if they held particular control measures that related to their industry [21].
	The structure of each ISMS also holds related methodologies.  The essence of the NIST Framework Core provides five functions from which a guide can be compiled.  These areas are broken down into 22 categories, (much like ISO 27001 Annex A’s sections), 98 sub-categories (akin to ISO 27001 Annex A’s controls), and finally into reference material that signposts directions to other frameworks such as COBIT or HIPAA [21].
1.3.3 [bookmark: _Toc61013527]Global/Organisational Standing
	Both PCI DSS and ISO 27001 award a certification (this is something that NIST CSF does not do), which helps to reassure business partners and other third-party officials that the security of both their information, and those handling it, is of a high standard.  The ISO 27001 controls are also written to a higher level than that of PCI DSS, thus making the ISO a more flexible framework to work with, whilst PCI DSS is very rigid in its implementation practices.  NIST CSF is even more flexible than ISO 27001, allowing for even greater implementational freedom, but as previously mentioned, does not provide any certification for adopting the framework, therefore not guaranteeing the organisation’s informational security reputation to potential clients/partners [22].
	A major benefit of the NIST CSF when compared to ISO 27000 and PCI DSS is the cost to implement has the chance of being far smaller as companies can just use the sections that apply to them without the overarching need to complete every requirement for fear of not attaining a certification.

2. [bookmark: _Toc61013528]ISMS Design
Although security management systems such as NIST CSF and ISO 27001 aim to be applicable to nearly all organisations, they can be quite cumbersome if the target of the ISMS is quite specific.  In the case of CaribbeanCoffee, they require a system that focuses on the protection of cloud-based activities as well as BYOD security.  For that reason, this custom ISMS has been presented.
[bookmark: _Toc61010209]Figure 1 - Custom ISMS Design Overview
The idea behind the design above is that each activity flows neatly into the next, and that each level cannot be accessed until the previous has been completed.  Only three main activities have been created v  Each portion of the framework is responsible for a set of actions; these actions have been listed below.

2.1 [bookmark: _Toc61013529]Explore
This section covers the organisation’s approach to the concepts of implementing a cybersecurity framework.  It specifically allows the managerial tier to map out the needs of the company and calculate, manage, and prepare for potential risk.  The ‘Explore’ area has been broken down into five stages that must be navigated.
2.1.1 [bookmark: _Toc61013530]Review
Very much like the approach that the NIST Profiles take, the review process encourages the organisation to take a snapshot of their current security system and investigate its strengths, weaknesses, and appropriateness.  Once the current snapshot has been processed, the company can propose their preferred future model and calculate a roadmap of how best to get there.
2.1.2 [bookmark: _Toc61013531]Risk Assessment
The next stage is to compile a list of risks that are a threat to the company.  Considering that much of CaribbeanCoffee’s services are offered via the cloud, 95% of the network is wireless and there is a push to allow employees the right both to use their devices at work and use their devices for work, much of the risk assessment will be pointed in that direction.  Risks specific to this company will be the choice of cloud provider (it will need to be investigated to ensure that CaribbeanCoffee management know exactly which responsibilities belong to them which belong to their cloud provider), how users will interact with CaribbeanCoffee’s services when on their own devices, and what are the most prevalent wireless based attacks.
2.1.3 [bookmark: _Toc61013532]Risk Management
The Risk Assessment stage will provide a thorough list of risks that can now undergo a mitigation process to determine the likelihood and severity of each.  This mitigation process will end with a plan of how best to handle each risk and outline the risks that need the greatest level of monitoring.  This process correlates closely to ISO 27001 6.1.3 requirement.
2.1.4 [bookmark: _Toc61013533]Employee Needs
Due to the demand by staff for a BYOD work environment, CaribbeanCoffee needs to forge a security solution that satisfies both the employer and the employee.  Decisions need to be made on the amount of control CaribbeanCoffee has over employee’s personal devices and which services employees can access when using them.
2.2 [bookmark: _Toc61013534]Engage
The Engage area is only entered once the entirety of the Explore section has been completed.  It focuses its aim solely on the operational side of system by splitting down the topics related to CaribbeanCoffee’s key activities.  It has been styled in a manner similar to that of PCI DSS.  The reasoning for this is that the PCI DSS requirements provide strict, permissive set of instructions that potential users can follow and that is the exact approach needed here.  By having access to a set of rules concerning the physical and digital security of their infrastructure, CaribbeanCoffee can spend less time constructing their own rules and more time implementing the ones listed.
2.2.1 [bookmark: _Toc61013535]Network
Perhaps the most important, and arguably most vulnerable, element to protect is the network infrastructure of the organisation.  To ensure that the threat of a breach is as low as it can be a set of requirements have been laid out.
a. The system must be protected by a firewall.
b. All passwords must be changed from default and it is recommended that password policy within the organisations ensures the regular changing of passwords and that they are of suitable strength.
c. All access to and from the system must be logged and monitored for unusual activity.
d. Use a VPN to access local systems remotely.
2.2.2 [bookmark: _Toc61013536]Software
The security of software used within the company must also be monitored to prevent data breaches or leaking of information.
a. Anti-virus software must be used and kept up to date.
b. All software used on company systems must first be vetted and then kept up to date.
c. Software updates must be patched immediately [23].
2.2.3 [bookmark: _Toc61013537]Data
Data is the target most data breaches making it an extremely vulnerable resource; however, actions can be placed in motion to protect it.
a. Data that is either at rest or in transit must be encrypted [24].
b. Access to data must only be granted to individuals that need it for their work.
2.2.4 [bookmark: _Toc61013538]Cloud
Although most cloud service providers provide their own protection to user data whilst both at rest and in transit (therefore alleviating much of the risk from the user’s perspective), the selection of a suitable cloud service provider is still something that is the sole responsibility of the organisation.  This might seem like a trivial task, but it should be noted that a poor choice of provider could have disastrous consequences.
a. Ensure that the potential cloud service provider hold relevant certifications that guarantee the level of protection that the user requires (for example ISO 27000 or PCI DSS).
b. Ensure that the cloud provider as a migration plan and technical support available for it.
c. Request the cloud provers Service Level Agreement (SLA) to determine their reliability and performance levels.
2.2.5 [bookmark: _Toc61013539]Bring Your Own Device (BYOD)
Whilst the benefits of employing a BYOD system cannot be disputed [25], there is an added risk that follows suit [26].  This section is dedicated to the safe operation of a BYOD infrastructure within the organisation.
a. Referring to the policies agreed between the employee and the employer discussed in 2.1.4, implement a Mobile Device Management system that allows the containerisation of work-related applications on remote devices [27] [28].
b. The use of Multi-Factor Authentication must be adopted [29].
c. Only allow devices that are connected remotely a limited (preferably minimum) number of accessible services [30].
d. Incorporate a risk-based authentication process to reduce the likelihood of unauthorised access [31].
2.3 [bookmark: _Toc61013540]Evaluate
This process involves planning of a full system evaluation and determining the scope of such an event.  An audit mechanism should be conceived with the goal of checking the areas of the system at different time intervals which are determined by their level of importance.  The audit should be undertaken by impartial employees and reported to multiple persons within the upper management tier.
	The evaluation stage should not just evaluate the operational side of the system, but also the exploration stage as new technologies emerge very quickly and may either pose a threat or an opportunity to the company.  This audit system should heavily reflect that of ISO 27001’s section 9 entitled ‘Performance Evaluation’.
2.3.1 [bookmark: _Toc61013541]System Review
Due to the ever-changing technological landscape, it is advised that a full system review take place annually.  This will aid in efforts to keep threats at bay by adopting new elements (both managerial and operational) into the ISMS.
2.3.2 [bookmark: _Toc61013542]Exploratory Review
A full Exploratory review should take place bi-annually and will consist of a reiteration of both the risk assessment and risk management processes.  This ensures that new risks are allowed to be investigated and managed in a timely manner.
2.3.3 [bookmark: _Toc61013543]Engagement Review
An Engagement review should occur monthly as the infrastructure will be the prime target of attackers.
3. [bookmark: _Toc61013544]Conclusion
This report firstly researched different Information Security Frameworks and how they can be applied to organisations from all different industries.  The benefits and shortcomings of each were analysed and compared to produce a solid platform from which to tackle task 2’s scenario of custom designing an ISMS to fit the described company.  The created ISMS covered areas that closely relate to ones found in task 1, with particular attention paid to ISO 27000 and NIST CSF.
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[bookmark: _Toc61013547]Appendix A1 – NIST History and Creation
The cybersecurity framework was developed by NIST (National Institute of Standards and Technology) and was originally intended as a means of safeguarding United States critical infrastructure from cyber threats.  The scheme was conceived in 2013 when President Obama enacted executive order 13636, effectively calling for a new cybersecurity framework to be created that offered the flexibility of allowing many different organisations and agencies to adopt it [13], [32], [33].  The framework encourages users to regard threats to their cyberspace and digital information as part of the organisations general risk policy.
	As previously mentioned, the original recipients of this framework were to be those involved with the operation of critical systems within the United States.  These systems have been categorised by Hinchey & Coyle [34] into four distinct areas (Safety, Mission, Business and Security critical) and a cyber intrusion into any of them could result in a situation whereby human lives, national security or social balance are put at risk.
[bookmark: _Ref61008382][bookmark: _Toc61013548]Appendix A2 – NIST Core Functions
· Identify – This function prompts organisations to assess their current level of cybersecurity awareness and analyse areas of weakness and strength.  The end goal of this action is for management to have a clear outline of the association’s stance on cybersecurity, the readiness and current ability to mitigate an attack and present key areas of improvement needed.
· Protect –  The ‘Protect’ function serves as a way of ensuring that all data used by the company/organisation is not unnecessarily exposed and is also responsible for the application of safeguards should the data need added protection.
· Detect – This function provides guidance for the continual monitoring of internal systems to expose potential threats and attacks.  This can be done by watching for anomalies in data management, access control and other unusual activity.
· Respond – The manner in which an organisation responds to a cybersecurity attack is critical.  This function promotes the rapid and aggressive reaction to any potential breaches or attacks made from both internal and external sources.
· Recover – The ‘Recover’ function outlines means by which data, communications and financial loss can be restored.  This can be achieved via data backups, encrypted communication, and insurance.
[bookmark: _Ref61008642][bookmark: _Toc61013549]Appendix A3 – NIST Implementation Tiers
· Tier 1 (Partial) – Organisations operating at this level have little to no formulated cybersecurity plans and tend to perform sporadic risk assessments if at all.  Any threats received are dealt with reactively and on a case-by-case basis. 
· Tier 2 (Risk Informed) – Organisations are aware of general cybersecurity threats and may enforce best practices, however a structured policy is not yet in place.  Cybersecurity information may be generated by the company, but it is not usually shared externally and is only shared internally on an informal basis.
· Tier 3 (Repeatable) – At this level, a cybersecurity risk policy is properly implemented in the organisation and are regularly amended to reflect a dynamic threat environment.  Staff are made aware of their importance in deterring potential situations and the company will continually monitor company resources and assets.
· Tier 4 (Adaptive) – Organisations will have a well-established information security policy in place that is kept updated on a very regular basis in response to emerging threats in the technological environment.  Information is not only generated by the company and shared both internally and externally, but they will also take a proactive role in the investigation and detection of threats that may not have been initially targeted at them.
[bookmark: _Ref61008721][bookmark: _Toc61013550]Appendix B1 – ISO 27000 Family Outline
i. ISO 27000 – Synopsis of the framework
ii. ISO 27001 – Requirements and implementation details
iii. ISO 27002 – Code of practice
iv. ISO 27003 – Application instruction
v. ISO 27004 – Measurement practices
[bookmark: _Ref61008859][bookmark: _Toc61013551]Appendix C1 – ISO 27001 & NIST CSF Similarities (Clauses)
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[bookmark: _Toc61010210]Figure 2 - Similarities between framework clauses (ISO 27001 & NIST CSF) [20]


[bookmark: _Ref61008915][bookmark: _Toc61013552]Appendix C2 – ISO 27001 & NIST CSF Similarities (Controls)
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[bookmark: _Toc61010211]Figure 3 - Similarities between framework controls (ISO 27001 & NIST CSF) [20]
[bookmark: _Ref61007683][bookmark: _Toc61013553]Appendix D1 – ISO 27001 Requirements
4. Context of the Organisation –
This section focuses on the considerations, needs and aspirations of both the organisation that is implementing the ISMS and any third-party affiliates.  It is responsible for managing the expectations of what the framework can offer whilst also highlighting the areas in which the organisation identifies as a weakness in terms of cybersecurity.
5. Leadership –
This branch targets the leaders and managers of an organisation and emphasises how these members are involved with the ISMS and their particular roles in ensuring its operation.
6. Planning –
The focal point of the planning stage is to ideate any potential risks and opportunities that may be present in relation to the cyberspace of the organisation.  Not only are risks found during this stage, but also any remedies and treatments to them.  The list should be as inclusive as possible to ensure maximum benefit effectiveness for the rest of the ISMS operation.
7. Support –
The target of the Support section is to establish the criteria needed for persons operating under the regulations posed by the ISMS.  It specifically incorporates a need for employee competence (is each person adequately trained/qualified in security measures), awareness (are they aware of the ISMS, what it means, how it affects them and the organisation and the consequences of not adhering to it) and communication (what can be communicated and to whom it may be sent).	 
8. Operation –
This category covers the control process of meeting the requirement standards as a whole.  It outlines the organisations need to document all results that return from information security risk assessments and treatments.  It also ensures the monitoring of outsourced projects.
9. Performance Management – 
The organisation is advised to constantly evaluate the successes and failures of their system and section 9 provides details on how to achieve this.  It suggests that the organisation be aware of not only what metrics are being evaluated, but also who is performing them. 
10. Improvement – 
Should the organisation find itself operating outside of the guidelines stipulated by ISO 27001, it should begin a corrective process in order to continue to receive accreditation by ISO.
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1. Secure Network
a. Functional firewall.
b. Changing all default passwords.
2. Cardholder Data Protection
c. Protection of data when stored.
d. Employing encryption when sending data across public networks.
3. Vulnerability Management Program Maintenance
e. Use of up-to-date antivirus software.
f. Use of secure systems and ensuring that they are updated frequently.
4. Strong Access Control Measure Implementation
g. Sensitive data should only be accessed on a need-to-know basis.
h. Formalised access controls 
i. Secure access for the physical storage of the data
5. Network Monitoring and Testing
j. All network resources should be monitored, tracked, and audited.
k. All security systems should be tested periodically.
6. Information Security Policy Maintenance
l.  Suitable ISMS in place in organisation
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NIST CSF steps for implementation of a cyber
security program

Clause 4 - Context of the organization

Step 1- Prioritize and Scope

Clause 5 - Leadership

CSF considers most of the requirements related to
leadership as controls to be implemented as the
result of risk assessment.

Clause 6 - Planning

Step 2~ Orient
Step 1- Prioritize and Scope

Clause 7~ Support

Step 6 - Determine, Analyze, and Prioritize Gaps

Clause 8- Operation

Step 2~ Orient
Step 3 - Create a Current Profile

Step 4 - Conduct a Risk Assessment

Step 5 - Create a Target Profile

Step 6 - Determine, Analyze, and Prioritize Gaps
Step 7 - Implement Action Plan

Clause 9 - Performance evaluation

Step 7 - Implement Action Plan

Clause 8 - Continual improvement

‘Although there is no specific step for continual
improvement, CSF recommends all steps should be
repeated as necessary to continuously improve
cyber security.
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150 27001 Annex A control sections

NIST CSF control categories

A5 - Information security policies

Governance

A6 - Organization of information
security

‘Asset Management; Governance; Risk Assessment;
Identity Management and Access Control; Awareness and
Training; Data Security; Information Protection Processes
and Procedures; Detection Processes; Communications

A7~ Human resource security

‘Governance; Identity Management and Access Control;
Awareness and Training; Data Security; Information
Protection Processes and Procedures

A8 - Asset management

‘Asset Management; Data Security; Information
Protection Processes and Procedures; Protective
Technology

A9 - Access control

Identity Management and Access Control; Data Security;
Protective Technology

A10- Cryptography

There is no specific category covering cryptographic.
controls.

A.11-Physical and environmental
security

“Asset Management; Business Environment; Identity
Management and Access Control; Data Security;
Information Protection Processes and Procedures;
Maintenance; Protective Technology

A.12 - Operations security

Business Environment; Risk Assessment; Data Security;
Information Protection Processes and Procedures;
Protective Technology; Security Continuous Monitoring;
Analysis; Mitigation

A.13 - Communications security

‘Asset Management; Identity Management and Access
Control; Data Security; Protective Technology

A.14- System acquisition,
development and maintenance

Data Security; Information Protection Processes and
Procedures; Security Continuous Monitoring; Detection
Processes

A15 - Supplier relationships

Business Environment; Supply Chain Risk Management;
Maintenance; Security Continuous Monitoring

A.16 - Information security incident
management

Information Protection Processes and Procedures;
Anomalies and Events; Detection Processes; Response
Planning; Communications; Analysis; Mitigation;
Improvement; Recovery Planning

A.17 = Information security aspects of
business continuity management

Business Environment; Risk Assessment; Information
Protection Processes and Procedures; Protective
Technology

A.18 - Compliance
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Unique
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Tdentify IDAM | Asset Management
IDBE | Business Environment

DGV | Govemance

IDRA | Risk Assessment

IDRM | Risk Management Strategy

IDSC | Supply Chain Risk Management
Protect PRAC | Identity Management and Access Control

PRAT | Awareness and Training

PRDS | Data Security

PRIP | Information Protection Processes and Procedures

PRMA | Maintenance
PRPT | Protective Technology

Detect DEAE | Anomalies and Events

DECM | Security Continuous Monitoring

DEDP | Detection Processes

Respond RSRP Response Planning
RS.CO | Communications

RSAN | Analysis

RSMI | Mitigation

RSIM | Improvements

Recover RCRP | Recovery Planning
RCIM | Improvements

RC.CO | Communications
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