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The focal point of this essay is to investigate into the field of Internet of Things (IoT). This will be supported by a variety of literature throughout the document. The research is being conducted to understand a variety of different things, these include; A more detailed introduction of IoT, this will define some common key phrases. It will then go onto discuss the applications that are on the market of IoT, with an emphasis on the concept of smart homes and what are used in these. To follow on, there will then be a discussion on the potential security risks within these applications before concluding the research report.   
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The first section of this report is to give an introduction into the Internet of Things. The Internet of Things, or IoT refers to the “networked interconnection” of common appliances. [1]. These consist of objects or devices but are more commonly referred to as smart devices. The smart device can be defined as a device which has a group of main features, these include; “Autonomy, context-awareness and connectivity” [2] Applying this theory, could mean that any device could become smart with these three things applied. The Internet of Things has, in recent years gained more attention leading to more in-depth research and more applications being developed.  It has been thirty years since the first application was developed. This was developed by a man called John Romkey, he developed a toaster which had the capability to be switched on and off through the internet and this encouraged for more research and awareness to be raised within the field over the coming years [3]. It was predicted that as of 2020, there would be anywhere between “25 and 50 billion of connected devices” [2]. IoT is a way for humans to stay connected to the digital world. There are different technologies that are implemented within this so the internet can connect with the smart devices or objects. Some of these include; Radio Frequency Identification Devices, or RFID, “infrared sensors, GPS and laser scanner devices” [4] By implementing these technologies, among others, it grants the user a sense of remote control or gives them an automated home. For example, lights and heating could turn on as they walk inside the house, this could be activated through some motion sensors.
IoT is widely used in many applications all over the world, the applications include; Air pollution monitoring, smart grid energy consumption, smart roads and fire detection technologies [5]. However, this report will focus on smart home concepts for the remainder of the assignment. 
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This section of the report will discuss the applications within the field of IoT. As mentioned before, this will be emphasised on the concept of smart homes and the applications that are more common and applicable to them. 
Smart homes are viewed as homes which are semi-autonomous. This means that the residents of the home can control, for example, from an application on their mobile. These could be applicable to a vast majority of the appliances located within the home [6] The smart home may include some of the following appliances:
· Boiler
· Lighting
· Cameras
· Windows
· Smoke/Gas sensors
· Door
· “Assistants”, e.g. Alexa and Google Home
  
To begin, the first appliance that will be discussed is security within smart homes, these would be implemented and utilised as a way to make your home feel safer. By having these it means that the user could use an app to access the cameras at home to check over it from time to time. This gives the user a sense of safety as they can check that their home is safe when they are on holiday for example. However, there are many advantages and disadvantages to this, for example, the system could alert the user when there’s a breach, this means, that if they are away from the home, they could call emergency services for help. There can be as few or as many different cameras that you would like to have, so the rooms that aren’t applicable wouldn’t need to have one and they are also environmentally friendly, some different versions of these can come with features for “optimal energy efficiency” [7]. The disadvantages are that they can be a costly investment as some brands and products have higher specifications leading to much higher prices. This also requires a strong internet connection to have good quality in the camera system. These also can be confusing to learn at first as well, especially for those who aren’t up to date with technology [7]. The next smart technology that will be discussed is the smart thermostat. These are in the form of a digital panel with a user interface (UI). They allow you to control the temperature of the home “while collecting data” [8]. This data is predominantly based on the house’s energy usage, leading energy reduction within the home. It also collects data so it can advise the user on how to save on costs. Another advantage is that some have the ability to control the thermostat remotely and this is good as, if the user forgot to switch it off before they left, they could access it from the app and switch it off [9]. The next appliance that should be integrated within any smart home, would be a smart fire and warning systems. There is research into fire alarms for smart homes as this is a subject that can potentially reduce the number in deaths caused by house fires. There’s a search paper, this proposes a system that would use an artificially trained model to, the rate of fire could be predicted through collecting data from these to make a prediction on the probability of a fire occurring. This is a highly intelligent system, but this is advantageous as they need to be consistent, precise and safe [10]. A system like this would then be able to alert the user through sending notifications to their smart phone while also alerting the emergency services. Some of the advantages of these are; they vastly improve the user’s safety as they can alert you and the authorities, they also won’t produce fake fire alerts which is good as these do happen in major cities. There are also disadvantages to these systems as well, these include; they would be costly as potential buyers would want good components to assemble this type of system.
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Following on from the previous section, this is to show the concerns that there are within the smart home, with emphasis on security concerns. This will focus on the security risks that can arise when building a smart home. This section will then also mention possible solutions when building a smart home.
Firstly, security within a smart home is essential, as a smart home, is essentially, a home network of smart devices, and in some cases, these do become prone to malicious intent from cyber criminals. An example of a security risk is, a permanent denial of service (PDoS) attack, a PDoS attack effects the chosen target device, to all intents and purposes, useless. These sorts of attacks can also send a set of fake data sets to the smart devices, such as the thermostat that could result in it causing an overheat. There are other examples of threats, such as hacking the device and taking control. By doing this, the cyber-criminal could change the password that is on the device so the original user couldn’t gain access to the home’s devices. They could use this as a bargaining chip in order for the user of the home to pay them to unlock the devices that have been compromised. One of the main security risks is the possibility of data being stolen from the smart devices, there is copious amounts of data on the devices and if stolen, they could use personal information that could be utilised for fraudulent activity. It could also result in a user being watched, which invades their privacy as a result. [11] 
Furthermore, these threats of a smart home are required to be minimised, this paragraph will use literature along with previously stated references to offer some solutions to the potential threats. One of the potential solutions the paper discusses is authentication, authentication is when a user is checked against their details in a database, if these details match with the database then the user will be granted access. It’s important to, at minimum have 2-step authentication on the devices, the second step of authentication could involve a code being sent to the user’s mobile to enter into the smart device to grant access. [12] Another solution is through  using secure boot, this security technology ensures that all devices that are on the network only run code that has been implemented by a “trusted party” [11]. This stops any cyber-criminals from running code on the devices and attacking the network. The last solution that could be implemented to secure the network would be encryption, encryption is implemented within a system to data is changed to, unreadable text, this is known as cryptography. Through this, the “admin” user of the home would be the only person  with the encryption key meaning that they can access the data on the network [11] [12] [13]
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In conclusion, there is clear and constant research into the development of IoT concepts. Smart homes are becoming more increasingly popular with a variety of products on the market that will help your home become almost completely controlled through the touch of a button or in some scenarios, a voice or motion. There are many different appliances to consider when building a smart home, the three that could be seen as the most important are the thermostat, fire alarm system and smart security system. However, there are also security risks that may arise, such as someone hacking into the smart home system with malicious attempt and by doing so, causing costly damage to the smart home and having potential data loss. This is the reason it is of vital importance that strong security measures are set in place when building a smart home, such as encryption to stop data being readable by those who don’t have access to a key. 















References

[1] 	L. T. Y. L. W. A. V. Feng Xia, “Internet of Things,” International Journal of Communication Systems, vol. N/A, no. N.A, pp. 1101-1102, 2012. 
[2] 	S. R. &. S. S. M. Silverio-Fernandez, “What is a smart device?,” A conceptualisation within the paradigm of the internet of things., vol. 6, no. 3, p. N/A, 2018. 
[3] 	V. D. D. R. A. P. Suresh, “A state of the art review on the Internet of Things (IoT),” History, Technology and fields of deployment , vol. N/A, no. N/A, p. 8, 2014. 
[4] 	J. Y. Baoan Li, “Research and Application on the Smart Home Based on Component Technologies and Internet of Things,” Procedia Engineering, vol. 15, no. N/A, pp. 2087-2092, 2011. 
[5] 	C. Salazar, “Internet of Things-IOT: Definition, Characteristics, Architecture, Enabling Technologies, Appliction & Future Challenges,” Research Article, vol. 5, no. 5, p. 11, 2016. 
[6] 	C. W. &. H.-B. Tom Hargreaves, “Learning to live in a smart home,” Bulding Research & Information, vol. N/A, no. N/A, pp. 127-139, 2017. 
[7] 	M. Pro, “The pros and cons of smart home security,” Town & Country Security Systems Ltd, 5th March 2018. [Online]. Available: https://tcsecurity.co.uk/2018/03/05/the-pros-and-cons-of-smart-home-security/. [Accessed 10th May 2020].
[8] 	Suzy, “The Pros and Cons of Adding a Smart Thermostat to your Home,” Green Mom Network, 11th November 2019. [Online]. Available: https://greenmomsnetwork.com/the-pros-and-cons-of-adding-a-smart-thermostat-to-your-home/. [Accessed 10th May 2020].
[9] 	A. H. Shield, “5 Advantages of Installing a Smart Thermostat,” American Home Shield, N/A N/A N/A. [Online]. Available: https://www.ahs.com/home-matters/tech/advantages-of-smart-thermostat/. [Accessed 10th May 2020].
[10] 	I. S. B. N. J. S. R. N. S. Barera Sarwar, “An Intelligent Fire Warning Application Using IoT and an Adaptive Neuro-Fuzzy Inference System,” Sensors, vol. N/A, no. N/A, p. 18, 2019. 
[11] 	Rambus, “Smart Home: Threats and Countermeasures,” Rambus, N/A N/A N/A. [Online]. Available: https://www.rambus.com/iot/smart-home/. [Accessed 11th May 2020].
[12] 	S. Y. M. &. J. H. P. Won Min Kang, “An enhanced security framework for home appliances in smart home,” Human-centric Computing and Information Sciences, vol. 7, no. 6, p. 12, 2017. 
[13] 	R. J. R. &. T.-h. Kim, “A Review on Security in Smart Home Development,” International Journal of Advanced Science and Technology, vol. 15, no. N/A, p. 10, 2010. 



Bibliography

[1] 	L. T. Y. L. W. A. V. Feng Xia, “Internet of Things,” International Journal of Communication Systems, vol. N/A, no. N.A, pp. 1101-1102, 2012. 
[2] 	S. R. &. S. S. M. Silverio-Fernandez, “What is a smart device?,” A conceptualisation within the paradigm of the internet of things., vol. 6, no. 3, p. N/A, 2018. 
[3] 	V. D. D. R. A. P. Suresh, “A state of the art review on the Internet of Things (IoT),” History, Technology and fields of deployment , vol. N/A, no. N/A, p. 8, 2014. 
[4] 	J. Y. Baoan Li, “Research and Application on the Smart Home Based on Component Technologies and Internet of Things,” Procedia Engineering, vol. 15, no. N/A, pp. 2087-2092, 2011. 
[5] 	C. Salazar, “Internet of Things-IOT: Definition, Characteristics, Architecture, Enabling Technologies, Appliction & Future Challenges,” Research Article, vol. 5, no. 5, p. 11, 2016. 
[6] 	C. W. &. H.-B. Tom Hargreaves, “Learning to live in a smart home,” Bulding Research & Information, vol. N/A, no. N/A, pp. 127-139, 2017. 
[7] 	M. Pro, “The pros and cons of smart home security,” Town & Country Security Systems Ltd, 5th March 2018. [Online]. Available: https://tcsecurity.co.uk/2018/03/05/the-pros-and-cons-of-smart-home-security/. [Accessed 10th May 2020].
[8] 	Suzy, “The Pros and Cons of Adding a Smart Thermostat to your Home,” Green Mom Network, 11th November 2019. [Online]. Available: https://greenmomsnetwork.com/the-pros-and-cons-of-adding-a-smart-thermostat-to-your-home/. [Accessed 10th May 2020].
[9] 	A. H. Shield, “5 Advantages of Installing a Smart Thermostat,” American Home Shield, N/A N/A N/A. [Online]. Available: https://www.ahs.com/home-matters/tech/advantages-of-smart-thermostat/. [Accessed 10th May 2020].
[10] 	I. S. B. N. J. S. R. N. S. Barera Sarwar, “An Intelligent Fire Warning Application Using IoT and an Adaptive Neuro-Fuzzy Inference System,” Sensors, vol. N/A, no. N/A, p. 18, 2019. 
[11] 	Rambus, “Smart Home: Threats and Countermeasures,” Rambus, N/A N/A N/A. [Online]. Available: https://www.rambus.com/iot/smart-home/. [Accessed 11th May 2020].
[12] 	S. Y. M. &. J. H. P. Won Min Kang, “An enhanced security framework for home appliances in smart home,” Human-centric Computing and Information Sciences, vol. 7, no. 6, p. 12, 2017. 
[13] 	R. J. R. &. T.-h. Kim, “A Review on Security in Smart Home Development,” International Journal of Advanced Science and Technology, vol. 15, no. N/A, p. 10, 2010. 






image1.jpeg
A Prifysgol Cymru
% Y Drindod Dewi Sant
N University of Wales
Trinity Saint David





