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The Internet of Things (IoT) has quickly taken over the digital market in recent years with the constant release of innovative products. There is always new cutting-edge technology becoming available to consumers, with the aims of making their life easier. There are hundreds of smart devices on the market today, some more obscure than others. These devices range from lights with voice activation, to a device that reminds you to floss at regular intervals. This report aims to cover specific devices that could dramatically improve productivity in the design of a smart home.
The first section of this report will thoroughly research these devices, exploring their strengths, weaknesses and vulnerabilities. This section will talk about the concept of Internet of Things as a whole, followed by specific examples relating directly to smart homes. The second section will put the research from the first section into a digital model. Using software specifically designed to structure networks, smart devices will be virtually connected to form a functional smart home. There will be many useful features/devices to keep it practical but not cluttered and unreasonable.

[bookmark: _Toc40118069]Task 1 – Research
[bookmark: _Toc40118070]Internet of Things
The Internet of Things (IoT) can be vaguely described as anything that is connected to the internet. It involves internet accessible devices communicating together within a network. Automated systems gather information from these devices, analyses it and performs specific actions bases on the information [1]. A wide range of devices can work collectively as a group without the need of any wires connecting them, this usually gets people questioning the security and reliability of it all. If an attacker somehow gains access to one device, they would have access to the entire network since they are connected. It may seem unlikely that somebody would try gain access to a specific network and why go through all that trouble that could lead to nothing? It may be easier than it sounds. A handful of devices could come with unchangeable credentials preconfigured to the device. These settings and default firmware may include backdoors that allow for unauthorized access to these systems [2].
Internet of Things has proven to be very helpful to everybody, smart devices wouldn’t exist if these technical devices couldn’t communicate. Disabled or Handicapped people can take advantage of these devices, being able to control almost everything in one place via their voice or a mobile application. Automation is another great benefit; it has been made simple for a computer to automatically order groceries from time-based monitoring [3]. For example, devices can be configured to automatically add thigs to a shopping list throughout the week. This list would then be bought and delivered without needing to physically leave the house. If there is an item that hasn’t been configured / is dependent on multiple variables, you can simply add items to the list with your voice. This could have multiple disadvantages when it comes to quantity and brand etcetera, yet a quick diversion to your mobile app can easily correct that if it be the case. Smart Homes are made up of IoT devices which make lives easier and comfortable, so let’s have a look at smart homes and the devices that could be included.



[bookmark: _Toc40118071]Smart Home Concepts
A smart home is a house that uses devices that are connected to the internet to enable remote monitor and manage appliances [4]. There are multiple benefits of having a smart home, and these devices are usually controlled by voice activated commands, on a time delay, or movement/light sensors.  A lot of smart devices are controlled and managed from a mobile application; this is usually to change settings, check for updates or get quick support on the product. Mobile control grants freedom in the household since it is easily portable and can be controlled from anywhere.
One of the biggest advantages of home automation is security. Motion sensors play a big part in security, surveillance cameras outside and inside the house can be activated from motion sensors that run throughout the day. These motion sensors can also be set to send notifications to the user if they are not home [5]. The owner can then go on to the app and see the camera footage and react accordingly, which could be to call the police. Home Automation is also very scalable / flexible, it is made very easy to add more devices or maybe update specific devices.
Smart homes are very efficient with energy and cost. Any lights or air conditioning can be automatically activated or deactivated by motion sensors [6].  This means it’s virtually impossible to ‘forget’ to turn them off and are only on when they need to be. Installing a smart thermostat could also fully control air conditioning or heating dependant on how hot or cold it is. There is usually some sort of “Hub” that connects to some/all the devices together depending on whether they are compatible or not.
Here are a few devices that are commonly found in smart homes:
[bookmark: _Toc40118072]Hub
A smart hub unifies the connected devices and allows for them to be controlled from one application [7]. Different hubs have different ways of connecting to devices, and some devices have different ways of connecting to the hubs – the main two connection types are Wi-Fi or Bluetooth, yet Wi-Fi is more common since it can spread throughout the entire house. One major flaw in a smart hub is that if somebody manages to gain access, they could control everything in the house. This could include the front door if there happens to be a smart lock.
[bookmark: _Toc40118073]Smart Locks
Smart locks can be used on any door. As futuristic as it sounds, these doors can be locked or unlocked remotely via a mobile app. These are usually keyless and require a keypad combination in order to unlock, there can also be connected to various security systems. This would require a smart hub in order to link them together unless they are directly compatible (if the products aren’t made from the same manufacturer, this is very unlikely).
[bookmark: _Toc40118074]Smart Lights
Smart lights are a great way to brighten up your home. This can be controlled via voice commands, motion detectors, or mobile applications. Smart lights have multiple different settings, and you can get smart white lights or RGB lights which can change colour via the mobile app. Some of these lights can link up and sync with music, video games and even films in some cases to give a more immersive feel. These lights can also be set on timers to turn on/off depending on what time it is. These settings can be configured in the corresponding application.


[bookmark: _Toc40118075]Surveillance Cameras
Cameras are instrumental in-home security. If anything happens, it is always good to get video evidence to help in court cases and identification of the suspected intruder. A lot of CCTV cameras are quite bad quality, this is usually because there would need to be a gigantic amount of storage to save 24/7 footage if it was in high quality. This is where Smart Cameras come in useful. 
Smart Cameras are usually activated via motion sensors, and are controlled from a mobile app. The app would allow the user to set specific times where the sensors are active. The cameras can record constantly if need be, then the footage would automatically delete itself to save storage. These settings can be altered to suite the user as best as possible. These cameras are usually in high definition (HD), and have coloured night vision.
A disadvantage of smart cameras could be the availability. It may be quite difficult to find the right camera for your home. There are a lot of things to take into consideration when using these cameras. This could be quality, lighting, compatibility and coverage etcetera.
[bookmark: _Toc40118076]Smart Heating / Cooling
A lot of smart products are expensive, but some pay for themselves. Smart thermostat can be used to control the temperature in a home from a mobile application. Some are so smart that they can automatically adjust based on current temperatures. This greatly increases efficiency within a household and can dramatically decrease the energy bill. A lot of smart thermostats can monitor energy bills as well so the user can see how much they are spending. If somebody gained access to a smart thermostat, they could control the entire climate within the house from a remote location, which could cost a lot to the home owners (especially if they are away and unaware of the situation).

[bookmark: _Toc40118077]Task 2 – Implementation
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The above image is a possible design structure for a smart home. Using the key as a reference to the icons and devices, each individual network has been colour coded to show which devices are connected to which. The router is connected to a firewall, all the repeaters are connected to the router through this firewall for additional security. The dim red lines show the wireless signal paths of the devices connecting to their corresponding repeaters.




The front and back doors to enter the house are protected with biometric security locks. Additionally, there are cameras covering the front and rear of the home as well as the garden/patio area. The temperature of the property I controlled by a smart thermostat which in turn controls the smart heating and air conditioning. The homeowner can control the climate from their smart phone, or it can be set to adjust automatically based on the surround temperatures.  There is also a smart fridge which maintains consistent temperature and can also track the expiry dates of the items stored within.  The light bulbs represent the ceiling lights in the rooms, these lights can be controlled from a mobile app, a physical wall switch or using voice commands in rooms where there is a smart hub. The smart hubs in the rooms can control anything, from smart TVs to air conditioning. All smart appliances throughout the house can be linked together through these hubs so the user can adjust settings from one place.

[bookmark: _Toc40118078]Conclusion
Smart homes have evolved significantly, and it is always important to stay protected. Having a home that can handle multiple daily tasks for you can make your life significantly easier, more productive and more efficient. This report has covered multiple devices which are made for this exact purpose, exploring their strengths and weakness. 
[bookmark: _GoBack]The design of the smart home shoes how these devices are linked and how they can access the internet. This is only 1 of hundreds of possible combinations, its all down to the user and how they would feel is best to suit them. 
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