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The purpose of the following report will showcase the implementation steps of certain techniques and libraries which were used throughout the project.
The areas that will be discussed and techniques used within them are:
· Database
· Website
· PHP
[bookmark: _Toc33773790]Database
[bookmark: _Toc33773791]Connecting to the Database
When starting my project, I began by constructing a database on which I would be able to store the credentials to access the web interface and an area on which sensor data will be inputted into. Figure one demonstrates the commands used to create a private and certification for SSL to be enabled. [1] Figure 1 &2.
Once Windows, Apache, MySQL, and PHP (WAMP) was installed I began to secure the web server by enabling Secure socket layer (SSL). This technique stablishes an encrypted link between the server and a client.
Possible improvements to this could have been a higher bit key, but as the system is only a local project, I used 2048bit encryption to deliver a fast authentication yet safe. [image: ]
Figure 1 - Configuring Private Key and Certification
[image: ]
Figure 2 - Private key
[bookmark: _Toc33773792]Database validation
While constructing the Database it is best practice to limit the sizes of fields for a multitude of reasons.
1. Limiting the Field range, this assists when inputting information into a database. An example of when this should be used is with numerical data that can only be positive. As such you would not allow the information that is being entered to be under ‘0’ as this information would be wrong.
2. Primary keys, Within a database primary keys are used to make a field unique, no other value within this column can be the same as any other within this column, this allows you to check the contents of a particular field to ensure that information is not being entered twice, and example of this within the database is a user’s ID.
I have implemented these two validations, but many other validations could have been used within the database. These validations can be accessed within the ‘WAMP’ Maria database.

Improvements to the database could have been made to ensure that these as well as other areas of the database were validated correctly and securely to prevent tampering, this further increase the protection against SQL injection attacks.
[bookmark: _Toc33773793]Connection information:
	Connecting to the database was a tedious task and when using the same lines of code to 	enter the database as shown in Figure 3. I decide that it was best used in a function would 	be called (included) into another file. I have named this ‘Conninfo2’ and using the ‘link’ 	variable I can connect to the database without needing to write down each configuration 	setting as I have before. This was very useful as I did not need various line to use this but 	only one to include. I do not believe there is any additional security or functionality concerns 	while using this method as such I would use the same approach in future projects.
[image: ]
Figure 3 - Connection information
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[bookmark: _Toc33773795]Cascade Style Sheets 
	Cascade Style sheets are used within website development as a separate file to configure 	the presentation of a website. I use it within my project to minimize the file sizes of html, 	php and script code within the main file documents. Using the code within figure 4 I was 	able to link the Bootstrap CSS file to my document which adjusted my websites image.
	I do not believe I would change this decision if the project would have been larger/change in 	scope, Cascade 	Style Sheets are the standard to manage websites presentations as one of 	the core technologies needed for building web pages. [2]
[image: ]
Figure 4 -Cascade Style Sheet Link
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While creating the login system, there were various methods I could have considered.
· Standard login using an SQL query
· Using Access control lists
· Client certificates
	Realistically, these options can be implemented but it would be very hard to justify for 	various reasons such as security, ease of access and prior information known about the user.
	After the considerations I choose to use a prepared statement login system. Prepared 	statements allow extra security over the system. The main threat to most login systems are 	SQL injection. On which a user can manipulate SQL queries to extract, alter or delete 	information held within the database. Prepared statement only allows the user to enter 	information into prepared fields which are very hard to tamper with as the creator has given 	the SQL query specific instruction that these fields can only access and query the relevant 	tables and pull the relevant information. [3]
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[bookmark: _Toc33773798]Graph selection and presentation
Selecting graphs was a difficult decision to make, the graph would need to present the information to the reader in a readable and not intensive way which would overload the read with information and could cause eye strain. I chose to implement a Bar chart for overall results of the sensor data, this data could have been presented different such as the line graph I also implemented to show the user what sensor had what results. The user would indicate what sensor they would like to see, from this they can input a number and the graph would change based on that number. A table was also selected so that the user can sort by either Data, Input Date or ID. This gave the user access to look through the data themselves and able to filter information even further.

[bookmark: _Toc33773799]Conclusion
While implementing I felt it went well because I was able to implement functions that was define within the scope such as:
· Basic Security measures
· Inputting Data from various text file sources
· Being able to sort through and present the information from the database
Further improvements could have been made to the code and functionality of the website such as Additional sorting features:
· Being able to Sort by Date
· See information such as Wettest Day
· Database Validation
· Overall aesthetics of the website.
Adding these additional features would allow the website to be used within a higher corporate/research environment. 















[bookmark: _GoBack]
Bibliography

[1] 	D. Green, “How to Enable HTTPS / SSL on WAMP Server 3.2.0,” Zuziko, 07 February 2020. [Online]. Available: https://zuziko.com/tutorials/how-to-enable-https-ssl-on-wamp-server/. [Accessed 12 February 2020].
[2] 	W3C, “HTML & CSS,” W3C, N/A N/A N/A. [Online]. Available: https://www.w3.org/standards/webdesign/htmlcss.html. [Accessed 16 February 2020].
[3] 	ComputerPhile, “Running an SQL injection Attack - Computerphile,” N/A, 15 June 2016. [Online]. Available: https://www.youtube.com/watch?v=ciNHn38EyRc. [Accessed 15 December 2019].




Matthew James	1809299	February 2020
image3.png
|<?php
$strserver=rlocalnost”;
$strDatabase="matthew_assignment”;
$strUser=rroot”;

Sstrpud:

// CHANGE TO YOUR DATABASE NAME HERE

// Leave blank for WAMPServer

$link-mysqli_connect ($strServer, SstrUser, $strPud, SstrDatabase)or die("Could not open database”);
2




image4.png
'stylesheet" href="https://maxodn.bootstrapedn.com/bootstrap/3.3.6/css/bootstrap.min.oss" />




image1.png
:\Program Files\OpenSSL-Win64\bin>openssl genrsa -aes256 -out private.key 2048
Generating RSA private key, 2648 bit long modulus (2 primes)
ot

et
e is 65537 (0x016001)

Enter pass phrase for private.key:

Verifying - Enter pass phrase for private.key:

:\Program Files\OpenSSL-Win64\bin>openssl rsa -in private.key -out private.key
Enter pass phrase for private.key:
uriting RSA key

:\Program Files\OpenSSL-Win64\bin>openssl req -new -x569 -nodes -shal -key private.key -out certificate.crt -days 36506
You are about to be asked to enter information that will be incorporated

into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.°, the field will be left blank.

Country Name (2 letter code) [AU]:UK

State or Province Name (full name) [Some-State]:Wales

Locality Name (eg, city) []:Cardiff

Organization Name (eg, Company) [Internet Widgits Pty Ltd]:Student
Organizational Unit Name (eg, section) []:Student

Common Name (e.g. server FQDN or YOUR name) []:Matthew

Email Address []:1869299
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