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[bookmark: _Toc214977837]Abstract
This study compares two transformer models, Vision Transformer (ViT) and Swin Transformer, for the detection of deepfake images utilising the Celeb-DF v2 dataset. We instruct each model to categorise facial photos as authentic or counterfeit and assess performance with criteria such as accuracy, precision, recall, F1-score, and confusion matrix analysis. We monitor energy use and carbon emissions throughout training utilising the CodeCarbon application. Our findings indicate that the Swin Transformer attained much superior accuracy (~83%) compared to ViT (~63%). Swin exhibited superior precision, recall, and F1-score, signifying enhanced reliability in the detection of counterfeit photos. Swin consumed less energy during training (about 0.00138 kWh compared to 0.00205 kWh for ViT), resulting in a reduced CO₂ footprint. The Swin Transformer outperformed the Vision Transformer in detection efficacy and energy efficiency, establishing it as the superior model for deepfake detection in this investigation.
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[bookmark: _Toc214977839]Chapter 1 – Introduction
1.1 [bookmark: _Toc214977840]Research Background
The emergence of deep learning has facilitated the production of deepfakes, which are artificially generated or altered facial photographs that closely mimic authentic human faces. Synthetic images have emerged as a significant concern due to their potential to mislead users, disseminate misinformation, tarnish reputations, and facilitate online fraud. As deepfake generation methods advance, the manipulated visual artefacts become increasingly nuanced and more challenging to identify through human examination alone [1], [2].
Initial investigations concentrated on employing Convolutional Neural Networks (CNNs) to identify visual discrepancies in counterfeit photographs. Models like MesoNet have shown that convolutional neural networks can detect pixel-level artefacts and texture abnormalities in altered faces. Nonetheless, CNN-based detectors frequently encounter difficulties with high-quality deepfakes and exhibit poor generalisation to novel manipulation techniques, as they primarily focus on local spatial information and lack comprehension of global context [3], [4].
Recent developments in computer vision have proposed transformer-based architectures that utilise self-attention methods to capture long-range relationships throughout a complete image. Vision Transformer (ViT) models analyse images as a series of patches, enabling them to discern global relationships and nuanced discrepancies that CNNs might miss. Swin Transformers improve efficiency by hierarchical window-based attention and shifting windows, rendering them more scalable and appropriate for high-resolution images. Numerous research indicate that transformer-based models frequently surpass conventional CNNs in deepfake detection tasks [5], [6], [7].
In addition to accuracy, energy consumption is another significant challenge in contemporary AI systems. Transformer models necessitate considerable computational resources during both training and inference, resulting in heightened electricity consumption and carbon emissions. The domain of Green AI drives academics to assess the ecological consequences of machine learning algorithms and create energy-efficient alternatives. Instruments like CodeCarbon facilitate the quantification of energy consumption and CO₂ emissions, hence allowing for transparent documentation of the environmental impact associated with model training [8], [9].
Consequently, the current goal is to enhance the precision of deepfake detection while also promoting energy-efficient and environmentally sustainable machine learning processes. Evaluating transformer models like ViT and Swin Transformer regarding performance and energy consumption is crucial for creating sustainable deepfake detection systems.
[bookmark: _Toc214977841]1.2 Problem Statement
Techniques for generating deepfakes have progressed to a degree where altered facial photos exhibit a striking realism, rendering them exceedingly difficult to identify using conventional computer vision approaches. While numerous models for deepfake detection have been suggested, most existing research predominantly emphasises enhancing classification accuracy, neglecting the environmental consequences linked to model training. CNN-based methods, although effective in previous years, do not generalise effectively to high-quality manipulations and frequently exhibit a lack of resilience across various deepfake datasets [3], [4].
Transformer-based models, like Vision Transformer (ViT) and Swin Transformer, have recently demonstrated superior efficacy in deepfake detection, owing to their capacity to properly capture long-range dependencies and subtle manipulation artefacts compared to CNNs [5], [6]. Nonetheless, these models exhibit considerable variation in computational complexity and resource use. The Vision Transformer (ViT) often necessitates greater processing resources owing to its global attention mechanisms, while the Swin Transformer mitigates this requirement by employing window-based attention. Notwithstanding these architectural disparities, there exists scant research juxtaposing their energy use, carbon footprint, and overall efficiency during both training and inference.
As worldwide focus on sustainable AI intensifies, it is imperative to assess not just the accuracy of these models in detecting deepfakes but also their energy consumption and CO₂ emissions during operation. Instruments such as CodeCarbon facilitate researchers in quantifying and disseminating these environmental parameters, hence fostering responsible AI development [8], [9]. Nonetheless, a distinct gap persists in the literature concerning a comprehensive investigation of accuracy performance and energy efficiency in transformer-based deepfake detection methods.
This necessitates a pragmatic and empirical requirement for a comparison investigation that concurrently assesses both dimensions. Determining whether the ViT or Swin Transformer provides a superior equilibrium between detection accuracy and energy efficiency would facilitate the advancement of more sustainable deepfake detection techniques.
[bookmark: _Toc214977842]1.3 Aim of the Study
The aim of this study is to compare the performance and energy efficiency of Vision Transformer (ViT) and Swin Transformer models for deepfake image detection. The study focuses on evaluating how accurately each model identifies real and fake facial images, and how much energy and CO₂ emissions are generated during their training. By analysing both accuracy metrics and environmental factors, the study aims to determine which model provides a better balance between high detection performance and sustainable energy use.
[bookmark: _Toc214977843]1.4 Objectives of the Study
To achieve the aim of this research, the study focuses on the following three key objectives:
1. To develop and train Vision Transformer (ViT) and Swin Transformer models for deepfake image classification using a publicly available real-and-fake facial image dataset.
2. To evaluate and compare the performance of both models using accuracy, precision, recall, F1-score, confusion matrices, and other relevant performance indicators.
3. To measure and compare the energy consumption and CO₂ emissions generated during the training of each model using the CodeCarbon framework, and identify which model offers a better balance between detection accuracy and energy efficiency.
[bookmark: _Toc214977844]1.5 Contribution of the Study
Deepfake creation techniques have progressed to a point where altered facial photos appear remarkably genuine, rendering them exceedingly difficult to identify using conventional computer vision approaches. Despite numerous models offered for deepfake detection, most existing research predominantly emphasises enhancing classification accuracy while neglecting the environmental consequences of model training. CNN-based methods, however useful in previous years, do not generalise effectively to high-quality manipulations and frequently lack robustness across various deepfake datasets [3], [4].
Transformer-based models, like Vision Transformer (ViT) and Swin Transformer, have recently demonstrated superior efficacy in deepfake detection, owing to their capacity to properly capture long-range dependencies and subtle manipulation artefacts compared to CNNs [5], [6]. Nevertheless, these models exhibit considerable variation in computational complexity and resource use. The Vision Transformer (ViT) often necessitates greater computational resources owing to its global attention mechanisms, while the Swin Transformer mitigates this requirement with the implementation of window-based attention. Notwithstanding these architectural disparities, there exists a paucity of study juxtaposing their energy consumption, carbon footprint, and overall efficiency throughout both training and inference.
As worldwide focus on sustainable AI intensifies, it is crucial to assess not just the accuracy of these models in detecting deepfakes but also their energy consumption and CO₂ emissions during operation. Instruments such as CodeCarbon allow researchers to quantify and disclose environmental parameters, hence fostering ethical AI development [8], [9]. Nonetheless, a distinct gap persists in the literature concerning a comprehensive investigation of accuracy performance and energy efficiency in transformer-based deepfake detection methods.
This necessitates a pragmatic and empirical requirement for a comparison investigation that concurrently assesses both dimensions. Determining whether the ViT or Swin Transformer provides a superior equilibrium between detection accuracy and energy efficiency would facilitate the advancement of more sustainable deepfake detection techniques.

[bookmark: _Toc214977845]1.6 Structure of the Study
This dissertation is organised into five chapters, each presenting a specific part of the research. 
Chapter 1:  This research concentrates on the identification of deepfake facial photographs with transformer-based models. This study focusses on training and evaluating two architectures: Vision Transformer (ViT) and Swin Transformer, utilising a publically accessible dataset of genuine and synthetic faces. The examination encompasses model performance and the environmental implications of training these models.
The research focusses exclusively on the categorisation of still photos, excluding movies, and does not investigate temporal or audio-based deepfake detection. All experiments are conducted in a cloud-based environment utilising a GPU runtime, and energy measurements are obtained using the CodeCarbon tool. The research does not seek to develop a new detection model; rather, it presents a comparative assessment to determine whether existing transformer model achieves the optimal equilibrium between accuracy and energy efficiency.
Chapter 2: presents a comprehensive analysis of the current literature about deepfake production and detection methodologies. It analyses the progression of detection methodologies from conventional CNN-based models to contemporary transformer architectures and addresses the significance of energy-conscious machine learning in the framework of Green AI.
Chapter 3 ; articulates the methodology employed for the research. This encompasses information regarding the dataset utilised, preprocessing procedures, the design and execution of the ViT and Swin Transformer models, and the experimental configuration. This chapter details the application of CodeCarbon in quantifying energy consumption and CO₂ emissions throughout model training.
Chapter 4 : shows and examines the results derived from the experiments. It assesses the efficacy of both models by classification criteria and analyses their energy usage. The results are analysed to emphasise the compromises between precision and efficiency for each architecture.
Chapter 5 ; shows and examines the results derived from the experiments. The performance of both models is compared using classification criteria, and their energy consumption is assessed. The results are analysed to emphasise the compromises between precision and efficiency for each architecture.
[bookmark: _Toc214977846]CHAPTER 2 – REVIEW OF  LITERATURE
[bookmark: _Toc214977847]2.1 Introduction to Deepfake Detection
Deepfakes have become a prominent and extensively debated kind of digital manipulation in recent years. They are produced with sophisticated deep learning methodologies that generate or modify facial images to render them exceedingly lifelike. The swift expansion has generated significant apprehensions about online security, media integrity, and public trust, since deepfake images are progressively employed in misinformation campaigns, identity fraud, and social engineering attacks [1], [2]. Due to its realism, manual inspection has become unreliable, necessitating the implementation of automatic detection systems.
Initially, deepfake detection methodologies concentrated on recognising apparent distortions and pixel-level anomalies. CNN-based models like MesoNet have shown that shallow networks can identify synthetic artefacts in low-quality forged photos, particularly during the early development of deepfake production techniques [3]. As generative models like GANs and autoencoders advanced, these visual cues became nuanced or entirely imperceptible, rendering conventional detection approaches progressively ineffective [4].
Contemporary studies in deepfake detection concentrate on developing models capable of acquiring more profound, contextually aware representations. This entails assessing global facial image structures, recording texture discrepancies, and identifying manipulation artefacts that conventional CNNs overlook. The emergence of transformer architectures has profoundly impacted this transition, since they can learn long-range dependencies and intricate patterns essential for differentiating between authentic and altered faces [5], [6].
The increasing accessibility of benchmark datasets as Celeb-DF and DFDC has prompted academics to develop models that exhibit consistent performance across various manipulation techniques. These datasets contain high-quality counterfeit photos, complicating the detection challenge and promoting the advancement of more resilient and generalisable algorithms [7]. As deepfake generation techniques evolve, enhancing detection precision and dependability remains an essential research focus.
[bookmark: _Toc214977848]2.2 Evolution of Deepfake Detection Techniques
The detection of deepfakes has rapidly advanced in recent years, mostly because to the enhanced quality and realism of altered images. Initial methodologies predominantly depended on manually designed features, wherein researchers sought to detect visual anomalies such as abnormal eye blinking, colour discrepancies, or unusual facial contours. While beneficial in the initial phases, these manual characteristics became ineffective as deepfake generation models advanced, yielding photos with diminished obvious imperfections [3], [4].
The advent of Convolutional Neural Networks (CNNs) signified a substantial transformation in detection methodologies. Models such as MesoNet successfully learnt spatial patterns and textural distinctions between authentic and counterfeit photos, significantly surpassing manually built feature techniques [3]. Convolutional Neural Networks (CNNs) emerged as the preeminent methodology due to their ability to capture pixel-level artefacts generated throughout the creative processes. Nonetheless, CNN-based models continued to exhibit difficulties with generalisation, particularly when evaluated on deepfakes generated by approaches not encountered during training [4].
As deepfake generating techniques progressed through the utilisation of GANs and autoencoders, CNN detectors reached their practical limitations. Deepfakes have emerged as visually impeccable, rendering local feature extraction inadequate for effective detection across varied datasets and manipulation techniques. This prompted researchers to investigate models capable of acquiring global contextual information, rather than concentrating exclusively on local pixel patterns.
The advent of transformer-based systems heralded a novel epoch in deepfake detection. Vision Transformer (ViT) models, employing self-attention mechanisms, have shown proficiency in capturing long-range dependencies within an image, enabling the detection of minor manipulation traces dispersed over several facial areas [5]. Subsequently, designs like Swin Transformer were created to enhance efficiency by window-based attention and hierarchical feature extraction, facilitating superior performance and improved scalability [6]. These models have demonstrated remarkable generalisation ability across various datasets, surpassing conventional CNN-based detectors in numerous recent experiments [7].
The domain has evolved from basic visual anomaly detection to advanced deep learning methodologies adept at comprehending intricate global patterns. This evolution signifies the growing challenge of identifying high-quality deepfakes and underscores the necessity for sophisticated designs like as ViT and Swin Transformer to match the swiftly advancing generation methods.
[bookmark: _Toc214977849]2.3 Transformer-Based Models for Deepfake Detection
Transformer topologies have recently emerged as a pivotal innovation in computer vision, significantly influencing deepfake detection. In contrast to CNN models that concentrate on local pixel neighbourhoods, transformers employ self-attention processes to examine relationships over the entire image. This worldwide focus enables them to identify manipulation indicators that may be nuanced, dispersed, or distributed across many facial areas—patterns that CNNs frequently overlook [5].
The Vision Transformer (ViT) is among the inaugural models to effectively implement transformer concepts in image classification. The Vision Transformer (ViT) segments a picture into fixed-size patches and processes them as a sequence, facilitating the model's ability to acquire long-range dependencies via multi-head self-attention. Recent studies indicate that ViT excels on deepfake datasets due to its ability to discern subtle irregularities in texture, lighting, and face contours that CNNs struggle to detect [6], [7]. Nonetheless, ViT generally necessitates substantial computer resources and might be costly to train.
The Swin Transformer mitigates efficiency constraints by implementing a hierarchical architecture with shifted window attention, allowing the model to harmonise global feature extraction with less computational expense. This architecture enhances the scalability and efficacy of the Swin Transformer for high-resolution inputs, which is especially advantageous for deepfake photos where minor artefacts may be present in localised areas of the face [8]. Research comparing Swin Transformer to ViT has indicated competitive or superior performance, particularly in generalisation across various manipulation approaches [9].
In addition to ViT and Swin, other hybrid and specialised transformer models have been introduced for deepfake detection. Models integrating CNN backbones with transformer blocks have demonstrated enhancements in capturing both local textures and global structural discrepancies [10]. Additional research investigates frequency-domain transformers, cross-attention networks, and streamlined architectures optimised for rapid inference on resource-constrained devices [11], [12]. These advances underscore the increasing significance of transformers as the new benchmark for deepfake detection.
Transformer-based models present a formidable alternative to conventional CNN methods by delivering enhanced generalisation, increased robustness, and the capacity to learn manipulation patterns that include the entire image. Their swift integration in recent deepfake research illustrates their efficacy and enduring potential in countering progressively realistic facial forgeries.
[bookmark: _Toc214977850]2.4 Advances in Vision Transformers for Image Recognition
The efficacy of transformer topologies in natural language processing has prompted their swift implementation in computer vision, resulting in notable advancements in picture classification and recognition applications. The advent of the Vision Transformer (ViT) was a significant milestone by illustrating that self-attention mechanisms can surpass conventional convolutional methods when ample training data is available. ViT analyses images as sequences of patches, enabling it to capture long-range dependencies and global structures frequently overlooked by CNNs [5]. The capacity to model relationships across remote areas of an image is a primary reason transformers have gained efficacy in identifying minor alterations present in deepfake images.
Subsequent to ViT, other enhancements were implemented to augment efficiency, scalability, and feature representation. The Swin Transformer introduced shifting window attention, facilitating hierarchical learning and decreasing computational demands. This approach enables Swin to attain high accuracy on extensive tasks like ImageNet classification with significantly fewer resources than comprehensive global attention models [8]. Its balanced architecture renders it appropriate for jobs necessitating both local detail and global context, a crucial prerequisite for deepfake recognition where artefacts may manifest across several facial areas.
Researchers have built hybrid transformer architectures that combine convolutional layers with transformer blocks to utilise the advantages of both methodologies. These models employ CNN layers to extract local texture details and transformer layers to identify broader relationship patterns, thereby enhancing identification accuracy and resilience [10]. Moreover, lightweight models like FastViT and MobileViT have been introduced to minimise computational and memory requirements while preserving competitive performance, hence enhancing their practicality for real-time or resource-limited settings.
Recent research has investigated transformer models that integrate frequency-domain information, cross-scale attention, and sophisticated feature-fusion mechanisms, enhancing the capacity to detect discrepancies in altered facial images. These advancements have enhanced the significance of Vision Transformers in image recognition and established a basis for their extensive application in deepfake detection research.
[bookmark: _Toc214977851]2.5 Energy Efficiency and Green AI in Deep Learning
As deep learning models increase in size and computing demands, their environmental implications have emerged as a significant study focus. Training contemporary transformer-based designs necessitates substantial GPU power, resulting in heightened electricity consumption and carbon emissions. Research has indicated that the swift expansion of AI model size incurs both financial expenses and environmental impact, rendering energy efficiency a crucial factor in machine learning advancement [13], [14].
The Green AI paradigm advocates that AI development should prioritise not only precision but also efficiency and sustainability. This viewpoint advocates for the implementation of techniques that diminish computing demands while maintaining performance integrity. Energy-conscious model design, effective training methodologies, and hardware-level optimisations have become critical elements of responsible AI development. Instruments like CodeCarbon and CarbonTracker enable the measurement and reporting of energy use, CO₂ emissions, and hardware power usage transparently [15].
Cloud-based machine learning introduces additional complexity, as extensive computing environments frequently require significant resources at the data centre level. Research examining energy use in cloud platforms indicates that GPU activities constitute the predominant portion of energy usage associated with machine learning, with the carbon footprint fluctuating based on hardware, runtime duration, and regional energy grid characteristics. [16]. Methods include transfer learning, mixed-precision training, and sparse backpropagation have demonstrated a substantial reduction in energy consumption while preserving model accuracy [17], [18].
Given that transformer models like as ViT and Swin Transformer necessitate substantial computational resources due to their attention mechanisms, comprehending their energy consumption is crucial, particularly when assessing their viability for practical application. An analysis of both models regarding accuracy and environmental cost yields important insights for developing more sustainable and efficient deepfake detection systems.
[bookmark: _Toc214977852]2.6 Summary and Research Gap
The literature demonstrates a distinct evolution in deepfake detection methodologies, beginning with rudimentary hand-crafted feature techniques and advancing to sophisticated CNN-based models. Although CNNs like MesoNet first excelled at detecting visual artefacts, their shortcomings became evident as deepfake generation techniques advanced, yielding progressively realistic facial images [3], [4]. This prompted the transition to transformer-based architectures, which employ global attention techniques to identify nuanced and broadly dispersed manipulation patterns that CNNs frequently overlook [5], [6].
Recent transformer models, such as Vision Transformer (ViT), Swin Transformer, and other hybrid variations, have consistently demonstrated superior generalisation, resilience, and accuracy in deepfake image identification applications [7],[12]. These models utilise patch-based processing, hierarchical attention, and enhanced feature extraction, enabling them to identify discrepancies across various modification techniques and datasets. Simultaneously, research in Green AI has underscored the increasing necessity to assess the environmental ramifications of deep learning models, given that transformers demand substantial compute and energy during training. Research underscores the significance of monitoring energy use, CO₂ emissions, and hardware utilisation with instruments like CodeCarbon and CarbonTracker [13],[16].
Nevertheless, the research indicates a significant deficiency. While numerous studies assess deepfake detection models in terms of accuracy or robustness, scant research investigates both detection performance and energy efficiency concurrently, particularly for transformer-based architectures. Research on the trade-off between accuracy and energy usage is limited, and there are virtually no studies that directly compare ViT with Swin Transformer regarding both classification outcomes and environmental costs during training. This gap offers an opportunity to investigate the behaviour of transformer models as both detection systems and sustainable AI solutions.
This study solves the existing gap by assessing ViT and Swin Transformer models using performance metrics and energy measurements, thereby enhancing the understanding of accuracy, efficiency, and sustainability in deepfake detection.
[bookmark: _Toc214977853]CHAPTER 3 – RESEARCH METHODOLOGY
[bookmark: _Toc214977854]3.1 Methodology Overview
This study employs a systematic technique to assess the performance and energy efficiency of Vision Transformer (ViT) and Swin Transformer models in deepfake image identification. The procedure commences with the selection of a dataset comprising both authentic and fabricated facial photos, then followed by the preparation of the images through a sequence of preprocessing stages to guarantee uniformity and appropriateness for model training.
Upon preparation of the dataset, the ViT and Swin Transformer topologies are executed using PyTorch and trained under uniform experimental conditions to guarantee an equitable comparison. The CodeCarbon tool is included during training to monitor energy consumption and CO₂ emissions produced by the computing gear. This allows the study to assess the environmental impact of each model in conjunction with its classification accuracy.
The models are ultimately assessed using standard performance criteria, including accuracy, precision, recall, F1-score, and confusion matrices. The outcomes of both performance and energy assessments are thereafter compared to ascertain whether model provides a superior equilibrium between detection efficacy and energy efficiency.
[bookmark: _Toc214977855]3.2 Dataset Description
This study's dataset comprises authentic and fabricated facial photos sourced from a publicly accessible deepfake image repository. The dataset has two primary categories: authentic face images and deepfake face images, arranged into distinct folders to facilitate the classification process. All photos are stored in RGB format and differ in resolution; nevertheless, they are uniformly resized during preprocessing to satisfy the input specifications of the transformer models.
The dataset offers a varied compilation of facial photos exhibiting differences in lighting, position, expression, and backdrop, rendering it appropriate for assessing the efficacy of deepfake detection methods. The counterfeit images are produced by several manipulation techniques, which facilitates the models' ability to detect a diverse array of synthetic patterns instead of merely memorising a particular manipulation style. This diversity is essential for evaluating the generalisation potential of both Vision Transformer (ViT) and Swin Transformer models.
The dataset is divided into three subgroups for experimentation: training, validation, and testing. The training set is utilised to learn model parameters, the validation set assists in tuning and monitoring model performance during training, and the test set is designated for the final evaluation. A stratified split is implemented to ensure that both authentic and fabricated photos are uniformly represented across all subsets. This equitable allocation guarantees that the models are trained and assessed impartially across both categories.
[bookmark: _Toc214977856]3.3 Data Preprocessing
Data preprocessing is a crucial phase in the preparation of images for training transformer models. Due to the raw dataset comprising photographs of varying sizes, formats, and lighting conditions, many preprocessing techniques are implemented to assure uniformity and enhance model performance. The initial stage entails scaling all images to 224 × 224 pixels, the requisite input dimension for both Vision Transformer (ViT) and Swin Transformer designs. Transforming images to a standardised resolution enables models to handle them consistently, hence preventing shape-related inaccuracies.
Subsequent to scaling, each image is converted into a tensor and normalised with the standard mean and standard deviation values of ImageNet. Normalisation stabilises the training process by ensuring that pixel values remain within an appropriate range for the model's attention layers. Additional data augmentation techniques, including random horizontal flips and minor rotations, are employed for the training dataset. These augmentations enhance the diversity of the training samples, mitigate overfitting, and augment the model's capacity to generalise to novel, unseen images.
The dataset is subsequently partitioned into three segments: training, validation, and testing. A stratified split is utilised to guarantee proportional representation of both actual and false photos across all subgroups. The training set facilitates model learning, the validation set assesses performance and fine-tunes hyperparameters, and the test set is designated for the conclusive evaluation. This organised preprocessing pipeline guarantees that the input data is sanitised, balanced, and optimised for efficient model training and assessment.
[bookmark: _Toc214977857]3.4 Model Architecture
This work employs two transformer-based topologies, Vision Transformer (ViT) and Swin Transformer, to assess their efficacy in detecting deepfake images. Both models utilise the transformer method initially developed for natural language processing, although they are modified to handle visual input via patch-based and window-based attention actions.
[bookmark: _Toc214977858]3.4.1 Vision Transformer (ViT)
ViT processes an input image as a sequence of fixed-size patches instead than analysing the complete image simultaneously. In this study, each image is partitioned into a grid of 16×16 patches, with each patch being flattened and transformed into an embedding vector. The embeddings are further processed through several levels of multi-head self-attention, allowing the model to comprehend long-range relationships across various facial regions. This enables ViT to detect nuanced alteration patterns that may be dispersed throughout the image. The final output is processed by a classification head that determines if the input image is authentic or counterfeit.
[bookmark: _Toc214977859]3.4.2 Swin Transformer
ViT processes an input image as a sequence of fixed-size patches instead than analysing the complete image simultaneously. In this study, each image is segmented into a grid of 16×16 patches, with each patch being flattened and transformed into an embedding vector. The embeddings are further processed through several levels of multi-head self-attention, allowing the model to comprehend long-range relationships across various facial regions. This enables ViT to detect nuanced alteration patterns that may be dispersed throughout the image. The final output is processed by a classification head that determines if the input image is authentic or counterfeit.
[bookmark: _Toc214977860]3.4.3 Why both models were selected
The ViT is a pure transformer model characterised by robust global attention, whereas the Swin Transformer provides a more efficient and scalable option for high-resolution inputs. The comparison of these two designs enables the examination of the trade-off between accuracy and computing economy, particularly as both models exemplify premier transformer-based methodologies in contemporary computer vision.
[bookmark: _Toc214977861]3.5 Experimental Setup
All tests in this study were conducted in a cloud-based setting to provide uniform computational resources for both models. The code was executed in Google Colab, which offers access to a GPU runtime appropriate for training transformer-based models. During the training phase, the system utilised a solitary NVIDIA GPU T4, in conjunction with conventional Colab hardware specs. Employing identical hardware configurations for both the ViT and Swin Transformer guarantees a fair and impartial comparison.
The models were executed in PyTorch, and the transformer designs were imported via the TIMM (PyTorch Image Models) package. A batch size of 16 was chosen to ensure constant memory consumption, and both models underwent training for 10 epochs utilising the AdamW optimiser with a learning rate of 0.0001. The hyperparameters were maintained uniformly for both models to guarantee a consistent assessment.
The CodeCarbon tool was incorporated into the experimental pipeline to assess the environmental impact of training. CodeCarbon autonomously monitors the energy utilisation of the GPU, CPU, and RAM, and calculates the carbon emissions based on the regional electrical grid where the computation occurs. CodeCarbon produced an own log file for each model, detailing total energy use (in kWh), CO₂ emissions, and runtime duration.
The experimental methodology facilitates a reliable comparison of performance measures and energy efficiency by maintaining identical settings for both the ViT and Swin Transformer, including the same dataset, preprocessing, hyperparameters, and training environment.
[bookmark: _Toc214977862]3.6 Energy Tracking Using CodeCarbon
Energy consumption is a critical factor in assessing contemporary deep learning models, particularly transformer topologies that need substantial processing resources. This study integrates the CodeCarbon tracking tool within the training pipeline to assess the environmental impact of Vision Transformer (ViT) and Swin Transformer models. CodeCarbon tracks hardware utilisation throughout training and calculates the electricity consumption, together with the associated CO₂ emissions produced.
The program functions by monitoring power consumption from three primary components: GPU, CPU, and RAM. The GPU, managing the majority of the training burden, accounts for the greatest share of overall energy consumption. Upon the commencement of training, CodeCarbon automatically initiates real-time logging of energy consumption and produces a comprehensive report upon completion of the process. A distinct CSV file is generated for each model, encompassing data on total runtime, energy consumption (in kWh), and carbon footprint (in kilogrammes of CO₂ equivalent).
To guarantee precise measurement, CodeCarbon was initiated just prior to the training loop and terminated shortly thereafter. This ensures that only the energy expended during model training is documented, facilitating an equitable comparison between ViT and Swin Transformer. Through the analysis of the reported data, the study quantifies both the computational expense of each model and the environmental repercussions linked to their training. This information is crucial for comprehending the performance of transformer-based deepfake detection algorithms from both a technical and sustainability standpoint.
[bookmark: _Toc214977863]3.7 Evaluation Metrics
To evaluate the efficacy of both Vision Transformer (ViT) and Swin Transformer models, various standard assessment indicators are employed. These metrics assess both the accuracy of the models in classifying actual and false photos and their ability to generalise to novel, unseen examples. Employing many evaluation metrics offers a comprehensive insight into the strengths and weaknesses of each model in deepfake identification.
The principal parameter evaluated in this study is accuracy, denoting the ratio of accurately categorised photos within the complete test set. Although accuracy provides a broad assessment of model performance, it may inadequately reflect mistakes associated with class imbalance. Consequently, supplementary metrics like precision, recall, and F1-score are computed. Precision quantifies the proportion of photos predicted as "fake" that were indeed false, whereas recall assesses the number of actual fake images accurately identified by the model. The F1-score offers a comprehensive assessment of precision and recall, rendering it a dependable measure of classification efficacy.
A confusion matrix is employed to visually assess the distribution of predictions across both classes. It assists in recognising prevalent misclassifications, such as authentic photos erroneously designated as counterfeit or the opposite. Collectively, these indicators constitute a thorough assessment framework for juxtaposing the categorisation efficacy of the two transformer models.
This study includes energy consumption statistics captured by CodeCarbon alongside performance measures during model training. The paper provides a comprehensive comparison of computational performance and environmental efficiency for ViT and Swin Transformer models by examining accuracy-related indicators and energy consumption.
[bookmark: _Toc214977864]CHAPTER 4 - EXPERIMENTS AND RESULTS ANALYSIS
[bookmark: _Toc214977865]4.1 Introduction to Experiments and Results Analysis
This chapter delineates the comprehensive array of experiments conducted in this work, accompanied by an in-depth examination of the results derived from both the Vision Transformer (ViT) and Swin Transformer models. The tests aimed to assess the models utilising an identical dataset, preprocessing pipeline, and training configuration to ensure a consistent and meaningful comparison. This chapter has two primary objectives: to evaluate the classification performance of each model and to examine the energy consumption and environmental effect recorded during training.
The chapter delineates the experimental procedure, detailing the model training process, the employed hyperparameters, and the dataset processing methods. The classification performance of the models is demonstrated using important metrics, including accuracy, precision, recall, F1-score, and confusion matrices, following the experimental setting. The training and validation curves are presented to illustrate the performance of both models throughout the learning process, depicting trends in loss and accuracy over time.
This chapter evaluates performance and analyses the energy efficiency of each model, utilising measurements obtained from the CodeCarbon tool. This encompasses the total energy utilised (in Wh), CO₂ emissions (in grammes), and overall training duration (in minutes). Given that both models were trained under the same conditions, the energy findings elucidate the computing cost linked to each design.
This chapter synthesises quantitative performance statistics and environmental measurements to provide a thorough comparison of ViT and Swin Transformer. This integrated analysis ascertains which model offers superior real-world reliability and which model functions more efficiently regarding energy consumption.
[bookmark: _Toc214977866]4.2 Experimental Procedure
The experimental methodology in this study was meticulously crafted to provide an equitable and uniform comparison between the Vision Transformer (ViT) and Swin Transformer models. Both models were trained under similar settings, utilising the same dataset partition, preprocessing techniques, hyperparameters, and computer environment. This standardised configuration guarantees that any discrepancies in performance or energy usage are attributable to the architectural traits of the models, rather than fluctuations in training conditions.
The initial phase of the investigation was the compilation of a dataset comprising authentic and fabricated facial photos sourced from publically accessible deepfake libraries. Subsequent to the use of scaling, normalisation, and augmentation procedures, the dataset was partitioned into training, validation, and testing subsets. A stratified split was employed to preserve an even distribution of authentic and counterfeit samples in each subgroup, so assuring balanced training and impartial evaluation.
Upon preparation of the dataset, both models were executed in PyTorch utilising the TIMM module. All experiments utilised a batch size of 16 and a learning rate of 0.0001, with each model trained for 10 epochs. The AdamW optimiser was chosen for its stability and appropriateness for transformer systems, especially when managing bigger model parameters and patch-based embeddings.
Throughout the training process, the CodeCarbon program operated in the background to quantify the energy consumption of the GPU, CPU, and RAM. This tool automatically recorded overall energy consumption (in watt-hours), computed estimated CO₂ emissions (in grammes), and documented the total training duration for each model. The logs were preserved in distinct CSV files, facilitating a clear comparison between the two designs.
Upon completion of training, the optimal model checkpoint for each architecture was assessed on the test set to produce prediction outcomes. The results encompassed overall accuracy, precision, recall, F1-score, and confusion matrices. To elucidate the models' behaviour during training, the training and validation accuracy and loss data were graphed to generate learning curves, which visually represent variations in model performance over epochs.
All outputs produced by this technique, including accuracy metrics, learning curves, confusion matrices, and energy consumption charts, are provided and analysed in the subsequent sections.
[bookmark: _Toc214977867]4.3 Model Performance Results
This section delineates the revised classification performance outcomes derived from the Vision Transformer (ViT) and Swin Transformer models following the latest training iteration. The performance assessment relies on the test set and encompasses accuracy, precision, recall, F1-score, and confusion matrices. These results elucidate the efficacy of each model in differentiating between authentic and altered facial photos.
The Vision Transformer demonstrated moderate efficacy in the deepfake detection task. The system attained an accuracy of 62.59%, a precision of 62.63%, a recall of 62.59%, and an F1-score of 60.96%. While ViT effectively recognises a substantial quantity of authentic photographs, it encounters difficulties in identifying counterfeit images, resulting in a significant disparity in its predictions. This is also evident in its confusion matrix, which indicates a greater amount of misclassifications for the fraudulent class. The limits are likely attributable to Vit is dependence on global patch-based attention, which may neglect intricate local manipulation details.
Conversely, the Swin Transformer showed markedly superior outcomes across all assessment parameters. The overall accuracy reached 82.99%, with precision, recall, and F1-score over 82%. The confusion matrix illustrates a balanced and constant capacity to accurately classify both genuine and counterfeit samples. The enhanced performance is due to Swin's hierarchical and window-based attention mechanism, which allows the model to more efficiently collect both local and global data. Consequently, Swin Transformer exhibits enhanced resilience and generality in identifying deepfake artefacts.
The distinction between the two models is further exemplified by the training and validation curves. The ViT demonstrates slower convergence and greater variations over epochs, indicating challenges in establishing stable representations for this dataset. The Swin Transformer demonstrates more consistent training performance, exhibiting stable accuracy and loss curves, which suggest superior optimisation and learning dynamics.
The revised findings indicate that the Swin Transformer surpasses the Vision Transformer in deepfake categorisation, demonstrating superior prediction accuracy and consistency across evaluation metrics. These findings underscore the benefits of Swin's design for tasks necessitating robust spatial comprehension and manipulation trace identification.

Figure 1: Calculating performance Matrics.
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Figure 2: Training and Validation Loss & Accuracy Curve for Vision Transformer.
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Figure 3: Training and Validation Loss &  Accuracy Curve for Swin Transformer.

 Confusion Matrices:
Figure 4 : Confusion Matrix for Vision Transformer& Swin Transformer .
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Figure 5 : Classification Output Summary.
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Figure 6 : Final comparision Table.
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Figure 7 : Classification Metrics Summary for ViT and Swin Transformer.
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[bookmark: _Toc214977868]4.4 Energy Consumption Results
This study assessed classification performance while also measuring the energy consumption and CO₂ emissions produced during the training of both transformer models. The CodeCarbon tool logged these statistics, monitoring GPU, CPU, and RAM utilisation during the training phase. Given that both the Vision Transformer (ViT) and Swin Transformer were trained under the same hardware settings, the energy results offer a dependable comparison of the computational costs of each model.
The Vision Transformer exhibited significantly elevated energy usage throughout training. The CodeCarbon report for ViT indicates total energy use of 0.00205 kWh and CO₂ emissions of around 0.848 g. The overall training duration was marginally extended, indicative that Vit is greater dependence on global self-attention mechanisms, which are computationally intensive when handling complete images as sequences of patches. These findings suggest that ViT necessitates increased electrical power to attain convergence.
Conversely, the Swin Transformer exhibited reduced energy consumption and accelerated training duration. The CodeCarbon logs indicate that Swin utilised 0.00138 kWh of energy and generated around 0.566 g of CO₂ emissions. The decrease in energy consumption is due to Swin's effective window-based attention mechanism, which confines attention computation to smaller spatial areas, thereby diminishing the GPU processing demand. The reduced runtime enhances Swin's overall energy efficiency.
Upon comparison of the two models, it is evident that the Swin Transformer attains superior classification accuracy while functioning with less energy use, rendering it a more sustainable choice for deepfake detection applications. These findings underscore the necessity of evaluating environmental effect with prediction performance when choosing machine learning models for practical implementation.
Figure 8 : Reading Energy consumption Data.
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This section offers a comparative analysis of the Vision Transformer (ViT) and Swin Transformer types, focussing on their classification performance and energy usage. The objective is to ascertain not only whether model excels in detecting deepfake images but also which one operates more effectively from both environmental and computational standpoints.
The performance findings indicate that the Swin Transformer exhibits a substantial superiority over ViT. Swin surpasses ViT with an accuracy of 82.99%, demonstrating an enhancement over 20%. The superior precision, recall, and F1-score demonstrated by Swin further signify its enhanced reliability in differentiating between authentic and counterfeit facial photos. The confusion matrices underscore this disparity: Swin accurately identifies a greater quantity of samples in both categories, but ViT exhibits a significant amount of misclassifications, particularly with counterfeit photos.
The Swin Transformer exhibits exceptional performance in terms of energy efficiency. It utilised 0.00138 kWh, in contrast to ViT’s 0.00205 kWh, and generated reduced CO₂ emissions (0.566 g versus 0.848 g). This decrease in energy consumption and carbon footprint underscores Swin's efficiency, presumably attributable to its window-based attention method, which diminishes the overall computing burden during training. The global attention mechanism of ViT necessitates simultaneous processing of relationships over the entire image, leading to increased computational expense, prolonged training time, and elevated energy consumption.
The Swin Transformer unequivocally demonstrates superior performance when integrating both accuracy and energy metrics. It offers superior classification accuracy while consuming less energy, rendering it a more practical and sustainable choice for deepfake detection. This combined benefit indicates that Swin is more appropriate for practical applications, particularly in contexts where computational efficiency and environmental factors are paramount.
The comparison indicates that architectural design significantly influences model performance and energy usage. The Swin Transformer's hierarchical and efficient architecture provides it a significant advantage over the Vision Transformer in this analysis.
[bookmark: _Toc214977870]4.6 Discussion
The experimental results distinctly underscore the advantages and drawbacks of both transformer topologies employed in this research. The Vision Transformer (ViT) exhibits a moderate capacity for detecting deepfake images; yet, its overall efficacy reveals a difficulty in identifying the nuanced manipulation indicators inherent in intricate facial forgeries. The global self-attention method in ViT enables the modelling of long-range relationships; yet, it necessitates considerable processing resources, hence prolonging training duration and elevating energy consumption. This is apparent from the diminished accuracy and elevated CO₂ emissions observed during training.
The Swin Transformer routinely surpasses ViT in all evaluation metrics. Its hierarchical attention framework and shifted window technique allow for more effective focus on both local and global picture characteristics. Consequently, Swin attains enhanced accuracy, precision, recall, and F1-score, illustrating its superior proficiency in distinguishing between authentic and counterfeit photos. The training curves demonstrate a more gradual convergence, signifying enhanced stability in the learning process.
A notable observation is the disparity in energy efficiency between the two models. The Swin Transformer has significantly lower energy consumption during training in comparison to the Vision Transformer (ViT). This benefit is intricately associated with its enhanced attention calculation, which minimises superfluous processing and results in a reduced GPU effort. The diminished energy consumption further results in a reduced carbon footprint, rendering Swin a more sustainable option for deepfake detection tasks, particularly in contexts necessitating extensive or recurrent model training.
The study's findings indicate that the Swin Transformer delivers a more equitable and pragmatic solution by achieving robust classification performance while maintaining relatively low energy usage. This amalgamation of precision and efficacy renders it a compelling contender for practical deepfake detection systems, harmonising with the increasing focus on Green AI and ecologically sustainable machine-learning methodologies.


[bookmark: _Toc214977871]CHAPTER -5  CONCLUSION, LIMITATION, AND RECOMMENDATIONS

[bookmark: _Toc214977872]5.1 Conclusion
This work aimed to assess the performance and energy efficiency of two transformer-based architectures: Vision Transformer (ViT) and Swin Transformer, in the context of deepfake image identification. Both models were trained under identical conditions using a publicly available dataset of authentic and fabricated facial photos to achieve a fair and significant comparison. The assessment integrated conventional classification criteria with energy consumption data obtained through the CodeCarbon tool, enabling the analysis of the models from both accuracy and sustainability viewpoints.
The experimental findings demonstrated a considerable difference between the two architectures. The Vision Transformer exhibited limited detection efficacy, particularly in recognising a substantial number of counterfeit photos, and necessitated increased computational resources during training. The overall accuracy of 62.59% and increased energy consumption indicate the constraints of its global attention mechanism in this particular activity.
Conversely, the Swin Transformer demonstrated far greater efficacy, attaining an accuracy of 82.99% alongside continuously superior precision, recall, and F1-score. Its window-based and hierarchical attention architecture facilitated the recording of more nuanced manipulation traces and the acquisition of more stable feature patterns. The Swin Transformer demonstrated reduced energy consumption and fewer CO₂ emissions, underscoring its appropriateness for practical use where efficiency and sustainability are paramount.
The study's findings indicate that the Swin Transformer provides a more effective and environmentally sustainable approach to deepfake picture identification. The work offers a comprehensive analysis of transformer topologies in deepfake detection by assessing both performance and energy consumption, thereby advancing the initiative for responsible and energy-conscious AI systems.
[bookmark: _Toc214977873]5.2 Limitations of the Study
This study offers significant insights into the effectiveness and energy efficiency of transformer-based deepfake detection methods, however it has drawbacks. The dataset employed for the trials comprises solely still images, indicating that the evaluation fails to account for temporal anomalies inherent in deepfake films. Consequently, the results may not entirely extrapolate to video-based deepfake detection algorithms. The training duration was restricted to ten epochs due to computing limitations, potentially hindering the complete learning capacity of both models, especially the Vision Transformer, which typically necessitates extended training periods for maximum performance.
A further barrier resides in the utilisation of a singular cloud-based environment for all experiments. Although this guarantees uniformity, the energy measurements captured by CodeCarbon may fluctuate depending on the hardware, power grids, or local machine configurations employed. This study concentrated exclusively on two transformer architectures. Despite the prevalence of ViT and Swin Transformer, numerous other contemporary architectures, including hybrid CNN-transformer models and lightweight transformers, were excluded from the analysis. These models may offer a more comprehensive insight into the performance and efficacy of deepfake detection.

[bookmark: _Toc214977874]5.3 Future Work
This study offers a robust comparison between the Vision Transformer and Swin Transformer models, although there are numerous prospects for further research enhancement and expansion. Future research may concentrate on augmenting the dataset with video-based deepfake samples, thereby allowing the models to acquire temporal patterns and enhancing their capacity to identify more sophisticated manipulation techniques. Integrating video frames or sequential learning techniques, such as transformer-based video models, could provide enhanced understanding of model efficacy on dynamic content.
A further intriguing avenue is to investigate alternative transformer topologies and lightweight variations optimised for efficient processing. Models like MobileViT, FastViT, or hybrid CNN-transformer architectures can attain similar performance with considerably reduced computational expense. Assessing these models may enhance the advancement of energy-efficient deepfake detecting systems.
Incorporating lengthier training schedules or fine-tuning procedures into the study may enhance performance, particularly for the Vision Transformer, which often advantages from prolonged optimisation. Subsequent research should further examine the impact of various hyperparameters, patch dimensions, and window configurations to enhance comprehension of how these elements affect performance and energy consumption.
Ultimately, including sophisticated energy-monitoring tools or assessing the models on various hardware platforms would enhance comprehension of the operational dynamics of transformer-based detection systems in practical deployment contexts. This may encompass comparisons of CPUs, GPUs, and edge-computing devices to evaluate feasibility, scalability, and sustainability.
[bookmark: _Toc214977875]CHAPTER 6 – REFLECTION
The process of completing this project offered a comprehensive learning experience that transcended just coding and model assessment. Conducting a comparative analysis of Vision Transformer (ViT) and Swin Transformer models for deepfake detection enhanced my technical comprehension of transformer-based systems and illuminated significant concerns regarding energy efficiency and sustainable AI practices.
Initially, a primary problem was acquiring a comprehensive understanding of the fundamental distinctions between ViT and Swin Transformer. Despite both models were based on the transformer architecture, their architectural differences significantly impacted performance and computational expense. This underscored the significance of comprehending not only the functionality of a model but also the influence of its design on practical limitations, including resource consumption and environmental consequences. It demonstrated that assessing a model's performance requires more than mere accuracy; it necessitates a comprehensive perspective that encompasses efficiency and accountability.
A significant insight was acquired by the utilisation of the CodeCarbon tool. Incorporating energy monitoring into the training process was a novel experience for me, enhancing my understanding of the environmental impact of machine learning models. It prompted me to contemplate the role of model creation in sustainability and how technologies such as CodeCarbon can illuminate these often-overlooked costs for researchers and practitioners.
I learnt the significance of meticulous preparation and systematic experimentation in the research process. Each phase, from data preprocessing to hyperparameter tweaking, required meticulous execution to guarantee an equitable comparison between the two models. Composing the literature review and approach enhanced my academic writing abilities, particularly in organising technical knowledge for clarity and coherence.
This project has enhanced my confidence in planning, implementing, and evaluating machine learning models systematically and thoughtfully. It has also influenced my perspective on AI development by emphasising the necessity of balancing innovation with ethical and environmental factors.
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FINAL COMPARISON TABLE

Metric
Accuracy (%)
Precision (%)
Recall (%)
F1-Score (%)
Energy (Wh)
co2 (grams)
Time (minutes)

ViT
62.59
62.63
62.59
60.96
21.83
5.84
11.35

Swin

82.99
83.19
82.99
83.03
23.38
6.26

12.12
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PROJECT SUMMARY

1. DATASET:
Total Images: 1958
Training: 1370
validation: 294
Test: 294

2. TRAINING:
Epochs: 10
Batch Size: 16
Learning Rate: 0.0001

3. PERFORMANCE:
ViT Accuracy: 62.59%
Swin Accuracy: 82.99%

4. ENERGY EFFICIENCY:
ViT Energy: 21.83 Wh
Swin Energy: 23.38 Wh

5. BEST MODEL:
Accuracy Winner: Swin (82.99%)
Energy Winner: ViT (21.83 wh)
PROJECT COMPLETE!
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READING ENERGY CONSUMPTION DATA

Vision Transformer:
Energy: 21.83 Wh
€02: 5.84 grams
Time: 11.35 minutes

Swin Transformer:
Energy: 23.38 Wh
€02: 6.26 grams
Time: 12.12 minutes
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CALCULATING PERFORMANCE METRICS

Evaluating Vision Transformer-...
ViT Accuracy: 62.59%

ViT Precisior 62.63%

ViT Recall: 62.59%

ViT F1-Score: 60.96%

Evaluating Swin Transformer...
Swin Accuracy: 82.99%

Swin Precision: 83.19%

Swin Recall: 82.99%

Swin F1-Score: 83.03%




