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A hypervisor can be thought of as an abstraction layer that segregates a host machine from guest machines where the hypervisor or virtual machine manager is in control of active virtual machines. Regarding architecture hypervisors often consist of a control domain or domain 0, and a guest domain. These have distinct but unrelated functions, domain 0 or DOM0 directly manages the hypervisor and any machines it hosts enjoying privileged access to hardware this domain is tasked with resource allocation and lifecycle management of the virtual machines. [1]  
In contrast guest domains or DomUs are the virtual machines themselves running atop the hypervisor. These domains run isolated where applications and services are executed independently of another often via context switching, where Dom0 provides the necessary kernel-level facilities to these guest domains allowing a degree of abstraction that provides security and stability. [2] This is as each VM installed has a security zone or ring that is not accessible by any other VM [3] [4]
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Description automatically generated]Figure 0‑1(Taken from A review paper on hypervisor and virtual machine security) 
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Regarding some outlying features virtualisation has become a standard practice in the computing industry as hypervisors allow the facilitation of multiple virtual machines off the same physical hardware, i.e. one may consider producing a windows server on one machine and perhaps a Linux based host on another. Without a whim both machines may run off the same hardware providing un-paralleled optimisation of hardware resources at the cost of some overall performance.
Similarly virtual machines may be deployed and decommissioned near instantaneously, allowing businesses to adapt rapidly to changing landscapes leading to phenomenal scalability.
Type 1 and type 2 hypervisors, while fundamentally their purpose is identical the mechanism to which they achieve this goal is totally different. Put simply, both the physical or native machines and virtual machines will communicate with the hypervisor via an application programming interface. In a type 1 hypervisor “bare metal”  there is no host operating system, the hypervisor sits directly on the physical hardware making it native, these are faster and more scalable than the equivalent type 2 hypervisor. In contrast a type 2 hypervisor or “embedded” relies on a host operating system to delegate resources to the hypervisor where needed as such they don’t have access directly to the hardware. Seldom seen in server environments type 2 hypervisors are used by engineers to access features that may not be available on the host operating system. [5] [6]
The above summary is informed via an IBM think blog however it correlates with Oracle documentation and shows no clear favour towards own software line.
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*Internet protocol
Network connectivity is impossible without a properly configured network interface which is often considered to be on most devices the network interface card (NIC) which despite its name often exists as a software suite, when an *IP address is assigned to a host is now assigned to the network interface. [7] [8] The above summary is via oracle JavaDocs, while providing a simple outline to address how an IP address bares access to a network the older nature of the documentation leaves some room for error.
As a TCP/IP network grows administration becomes difficult, In an ethernet switched network layer two devices will often handle full duplex data transmission (send and receive simultaneously) with the option to use VLAN (Virtual local area network) that act to logically segment a network at the switch level not requiring additional switches, needing a layer 3 router to communicate between VLANs reducing unnecessary broadcast traffic affecting non related nodes. [9]
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Despite switching, subnetting is still a crucial practice to manage broadcast traffic further such as address resolution protocol requests subnetting reduces the size of the broadcast domain, also allowing separate access control and security policies to be applied to each subnet. This works by reserving bits from the host and allocating them to the network portion of the IP addressing scheme. i.e. a class B IP address In IPv4 format existing on a private network may look like. 2.96.51.89 with a subnet mask of 255.255.0.0 / 16 (16 bits or 2 octets reserved for network). This comes at a trade-off less hosts for more subnets. [10]
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Upon participation and completion of this activity understanding was gained and as such a more informed concept of Ip addressing schemes was produced. For example, how Ip addresses demonstrate a hierarchical structure within a network.
Other concepts such as how a network employs packet switching to transmit data over a network, this is a technique that depends on breaking data into smaller more efficiently transmitted packets where at a given instance a packet will have a source and destination address, this address will often be of an Ipv4 format this being a decimal base 10 system with a maximum given octet size of two to the eighth power or 255 with a total of four octets. Typically, the protocol associated with transmitting a packet will be the TCP/IP suite  “transfer control protocol” this operates at the transport layer or layer 4 of the OSI model. Tasked with guaranteeing reliable delivery of packets by utilizing error detection, retransmission of non-received packets and flow control to manage rate of re transmission to prevent bottlenecking of network resources. [11] [12]
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Fundamentally routing is the process of determining the optimal paths for data packets to travel from a source and destination typically across networks or subnetworks. Routing is associated mainly with layer three of the TCP/IP model.
Facilitated by hardware devices called routers the key functionality is to connect hosts to the wider network. This process is handled by a variety of protocols that vary depending on IP version or network architecture the theory behind effective routing is to build a routing table which can be thought of as a logical mapping of the quickest paths between nodes on the network. [13] [14]
A routing table may be updated in range of different ways, the most basic way is static routing where a network administrator manually configures the table entries, this results in lower CPU overhead on networked resources and no bandwidth usage as unlike dynamic routing static routing requires less resource in information exchange as the routing has been pre-configured. [15]
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Figure 0‑1 (Taken from sdc vm)
Unlike static routing adaptive routing depends on the router to determine the optimal path for a packet to take. This path is determined by a plethora of protocols of which all associated routers must have configured where the initial routing table is started statically and propagated via protocols, i.e. router information protocol which is a distance vector protocol that supports the exchange of routing information among networked routers using each routers routing table, the “hop count” is used as a metric to measure against where a hop is given as a router that must be accessed by a packet, the maximum hop count allocated in RIP is 15. This limits the size of network it can effectively manage. [16]
A significant challenge in the use of RIP is slow convergence time this being the time taken for routing tables in affected routers to stabilise particularly as link cost or bandwidth requirements increase. This can lead to infinite loops and ‘count to infinity’, where the bellman-Ford algorithm cannot prevent loops from occurring where routing tables never reach a stable state. To address this issue CF-RIP or convergence free RIP has been developed, this eliminates convergence periods by enabling failure carrying packets and multiple next hops per destination enhancing overall network availability. [17]
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Networking services are applications that run on the network application layer designed fundamentally to secure connections or provide additional functionality to the network. [13]
A fundamental service now accepted as mainstream in corporate application is a virtual private network (VPN) tasked with establishing a secure connection over an unsecure network such as the internet VPNs funnel accessed resources through a private network ensuring that data is encrypted through the entirety of transmission. This is the act of VPN tunnelling. [14]
Another key service more so in network management is dynamic host configuration protocol (DHCP) which automates the process of assigning IP addresses and parameters that would otherwise be set manually which alleviates the burden on network administrators. A device discovers a dhcp server via a dhcp discover message where the server then provides the device with a default gateway an IP address and a subnet mask. This allows the device to communicate with others on the TCP/IP network. [15]
Active Directory domain services (ADDs) is a supremely powerful network management service utilised by windows machines, providing the methods for storing user credentials such as phone numbers, names and passwords enabling authorized users to access this information. Focused on centralizing network management and simplifying access control [16], ensuring all devices are configured with the correct parameters within their domain. Securing an ADDS is vital as attackers can gain control of critical assets and user privileges. [17] [18] [19]
Also vital for network security, certificate authorities ensure secure communications over the internet by verifying the identities of participants involved in a digital transaction. This is achieved through offering digital certificates that facilitate encryption allowing for secure communication channels almost guaranteeing secure exchange of information. A common use case is PKI (public key infrastructure) as seen on cloud services. [25] [26]

Setup configuration and troubleshooting: (Windows host and client)
Host – Win server 2022 (EVAL)
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Client (Win 10 eval edition)
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Disabling firewalls:
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Connectivity testing 
Ping (from host to client)
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Ping (from client to host)
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Problems encountered and remedied
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Connection was failing due to improperly configured adapters, fixed by assigning vmnet2 to both adapters associated with intranet connectivity.
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[bookmark: _Toc191461413]Configure outbound and inbound firewall traffic to allow icmpv4 requests
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[bookmark: _Toc191461414]Allow icmpv4 echoes for ping etc through firewalls this is repeated for client
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[bookmark: _Toc191461416]Troubleshooting: disabling cdrom mount to force online packages for install
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Ensure cdrom sr0 is disabled
[image: A screen shot of a computer

AI-generated content may be incorrect.]
Disable unless needed 
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Added following apt-repos into /etc/apt/sources.list
deb http://deb.debian.org/debian bookworm main

deb http://security.debian.org/debian-security bookworm-security main
[image: A computer screen shot of a black screen

AI-generated content may be incorrect.]


[image: A computer screen shot of a black screen

AI-generated content may be incorrect.]Marked in red: NAT adapter 
Marked in purple:’ vmnet0’ (Linking servers) and 
‘vmnet3’ (Linux host to client)





	

3 = vmnet1(config to ping windows set as 10.0.0.2 / 30 (255.255.255.252)
4 = vmnet3 (int)

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Adapter config
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Used auto, this means instead of hotplug the interface is configured by the os at bootup [20]

[bookmark: _Toc191461417]Ping failure (Issue with network adapters, switched to vmnet1)
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[bookmark: _Toc191461418]Use vi to add deb apt repos to install needed packages
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Issues pinging server groups
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Fix:
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Move adapter 2 onto vmnet1
[image: A screenshot of a computer

AI-generated content may be incorrect.]






[bookmark: _Toc191461420]Pinged sdc windows server from linux server
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[bookmark: _Toc191461421]Ping linux host with client
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[bookmark: _Toc191461423]Verify linux configurations 
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Conclusion / reflection
Deploying and configuring this virtual network was an enriching task that allowed for the development of many crucial networking elements, areas that typically would not be addressed in my line of work. Exploiting PowerShell to configure firewalls was particularly enjoyable, as well as addressing the issue of connectivity between networks via cables or in this case vmnet virtual adapters.
In fact, it was the adapters that caused the most issues as often the wrong cables would be connected to devices leading to no ability to communicate which allowed the use of ifconfig -a for Linux and similar in PowerShell with ipconfig /all to identify mac addresses and correct these mistakes.
All in all, valuable personal development took place as it was realised that it is often the simplest of issues that can cripple a network.
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C: \Users\swanseaClient>ipconfig

indows TP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix

Link-local IPv6 Address .

Autoconfiguration TPva Address.

Subnet Mask .
Default Gateway .

C:\Users\SuanseaClient>

fe80: :68F0: C872:8355:b07a%13

169.254.176.122

255.255.0.0

Windows 10 Enterprise Evaluation
Windows Licence valid for 90 days
Build 19041.vb,_release.191206-1406

119
~ 0 R U g
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rPva Route Table

n:tive Routes:

tuork Destination Netmask Gateway Interface Metric
0.0.6.0 0.0.6.0 on-link 160.254.183.137 281
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
BOO e on-link 127.0.6.1 331
127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
169.254.0.0 255.255.0.0 on-link  169.254.36.47 281
169.254.0.0 255.255.0.0 on-link 160.254.183.137 281
169.254.36.47 255.255.255.255 on-link  169.254.36.47 281
169.254.183.137 255.255.255.255 on-link 160.254.183.137 281
169.254.255.255  255.255.255.255 on-link  169.254.36.47 281
169.254.255.255  255.255.255.255 on-link 160.254.183.137 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link 160.254.183.137 281
224.0.6.0 240.0.6.0 on-link  169.254.36.47 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link 160.254.183.137 281
255.255.255.255  255.255.255.255 on-link  169.254.36.47 281
Network Address Netmask Gateway Address HMetric
0.0.0.0 0.0.6.0 10.1.4.126 Default

:\Users\Administrators.
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SATAPort1:  [Optical Drive] VBoxGuestAdditions.iso (58.26 MB)
2 Audio

Host Driver: Windows DirectSound
Controller:  Intel HD Audio

& etwork

Adapter 1: - Intel PRO/1000 MT Desktop (Internal Network, ‘vmnet1)
Adapter 2: Intel PRO/1000 MT Desktop (Internal Network, ‘vmnet2)

& uss

USB Controller: OHCI
Device Filters: 0 (0 active)

[ shared folders
None

© Dpescription
None
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Host Driver: Windows DirectSound
Controller:  1CH ACS7

' network
Adapter 1: Intel PRO/1000 MT Desktop (Internal Network, ‘vmnet2')

Sy 71

@

1316
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Icopyright (C) Microsoft Corporation. A1l rights reserved.

Install the latest Powershell for new features and improvements! https://aka.ms/PSWindows

Ps c:\Users\Administrator> netsh advfirewall firewall add rule name="ICMP Allow inbound v4 echo
uests” protocol=icmpvd:8,any dir=in action=allow
ok .

PS C:\Users\Administrator>
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strator: Windo

Windows Powershel |
Copyright (C) Microsoft Corporation. A1l rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\Administrator> netsh advfirewall firewall add rule name="ICMP Allow inbound v4 echo req|

uests” protocol=icmpv4:8,any dir=in action=allow
Ok .

PS C:\Users\Administrator> Set-NetFirewallProfile Domain,Public,Private True
PS C:\Users\Administrator> netsh advfirewall firewall add rule name="ICMP Allow outbound v4 echo re|
quests” protocol=icmpvd:8,any dir—out action=allow
ok .

Ps C:\Users\Administrator>

5 O mk = © 8 s B
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opyright (C) Microsoft Corporation. ALl rights reserved.
ry the new cross-platform PowerShell https://aka.ms/pscores

s C:\indons\system32> netsh adveRewall Firewall add rule name="allow inbound v4 echo requests” protocol=icmpyd:s,any dir=in action=allow
ok

P C:\uindous\system32> netsh advfirewall firewall add rule name="allow outbound v4 echo requests” protocol=icmpvd:8,any dir=out action=allow
oic.

Jps C:\windows\system32> set-NetFirewallProfile -Profile Domain,Public,Private -&
P C:\windows\system32>

1359
N & s B
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Administrator: Windows Po

indows Powershel 1
opyright (C) Microsoft Corporation. A1l rights reserved.

[install the latest Powershell for new features and improvements! https://aka.ms/PSWindows

Ps C:\Users\Administrator> netsh advfirewall firewall add rule name:
lests™ protocol=icmpv4:8,any dir=in action=allow
ok .

CMP Allow inbound v4 echo requ

Ps C:\Users\Administrator> Set-NetFirewallProfile —Profile Domain,Public Private tnabled True
Ps C:\Users\Administrator> netsh advfirewall firewall add rule name="ICMP Allow outbound v4 echo req

uests” protocol=icmpv4:8,any dir=out action=allow
Ok -

PS C:\Users\Administrator> ping 192.168.1.2

pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time<lms

2 time<lms
2 time<lms
2 time<lms

o4
Reply from 192.168.1.2: byte:

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
Ps c:\Users\Administrator>

1309
B Q% s B
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indows Powershell ~
Copyright (C) Microsoft Corporation. ALl rights reserved.

Try the new cross-platform PowerShell https://aka.ns/pscores

S C:\Windows\systen32> netsh advfirewall firewall add rule name="allow inbound v4 echo requests” protocol=icmpvé:s,any dir=in action=allow
k.

110w

S C:\Windows\systen32> netsh advfirewall firewall add rule name="allow outbound v4 echo requests” protocol=icmpvé:s,any dir=out actior
k.

3

\Windows\system32> Set-NetFirewallProfile
£ \Windows\systen32> ping 192.168.1.1

Domain, Public,Private -

4 True

=

>inging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time=lns
Reply from 192.168.1.1

Reply from 192.168.1.1

bytes=32 time<ims

ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-second:
Mininum = @ms, Maximum = lns, Average = oms
PS. C:\Windows\systen32> o

3
24/02/2025
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@© debian 12

Configure the network
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you
can make something up here.

Hostname:

RTiserver

l 10:39:35

February 2025

Tu We

(Serconsher GoBack

1639
20/02/2025
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@© debian 12

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often something
that ends ir

com, .net, .edu, or .org. If you are setting up a home network, you can make something up, but
make sure you use the same domain name on all your computers.
'Domain name:

redtech.accal
February 2025
Tu We
Screenshot

comme

16:40
20/02/2025
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Configuring popularity-contest

The system may anonymously supply the distribution developers with statistics about the most used
packages on this system. This information influences decisions such as which packages should go on the first
distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to
the distribution developers. The collected statistics can be viewed on https://popcon.debian.org/.

This choice can be later modified by running “dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?
©No

16:48:42

O Yes

February 2025

Tu We

Screenshot

1648
20/02/2025
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a

(c)

<
@
'setc/apt /sources. list” 1 Line, 143 bytes uritten -
rooteRTIserver:~# cat setc/apt/sources. list @
¢ Deb cdrom: [Debian GNU/Linux 12.3.6 _Bookworm_ - Official amdgd DVD Binary-1 with firmuare 20250111-10:55]/ bookuorm contrib main non-free-firmuare )
oot oRTIserver: 2
15:12

21/02/2025
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L]
(o)

"/etc/apt/sources. list" 1 line, 149 bytes written

root@RTIserver:™# cat /etc/apt/sources.list

# Deb cdrom: [Debian GNU/Linux 12.3.0 _Bookworm_ - Official amd64 DVD Binary-1 with firmware 20250111-16:55]/ hookworm contrib main non-free-firmware
root@RTIserver:“# apt-get update

Reading package lists... Done

root@RTIserver:™# apt-get install sudo

Reading package lists... Done

puilding dependency tree... Done

Reaing state information. .. Done <

E: Unable to locate packaze sudo e
oot eRTIserver:~# apt-get update -
Reading package lists... Done

ootarTiserver 7 exot LG
-bash: exot: command not found )
root@RTIserver:“#

15:14
21/02/2025
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L]

G

W
"setcsapt/sources. list" 1 line, 149 bytes written
root@RTIserver:™# cat /etcsapt/sources. list
[# Deb cdrom: [Debian GNU/Linux 12.9.6 _Bookworm_ - Official amd64 DVD Binary-1 with firmware 26250111-10:55]/ bookworm contrib main non-free-firmeare
root@RTIserver:™# apt-get update
Reading package lists... Done
root@RTIserver:“# apt-get install sudo
Reading package lists... Done
b 1ding dependency tree. .. Done
[Reading state information Dane
- Unable to locate package sudo < 5
root@RTIserver:™# apt-get update
Reading package lists... Done
[root@RTIserver:™# exot
-bash: exot: command not found Deson
ooterTIserver: 4 Lsblk
NAME MAT:MIN RM SIZE RO TYPE MOUNTPOINTS i
da : 406 o disk
sdal 8 396 part /
sda2 8 1K part
sdas 975M part [SHAP]
o : 1024 0 rom
Jroot@RTIserver rmmod mod
ooteRTIserver: 4 lsblk <
NAME MAT:MIN SIZE TYPE MOUNTPOINTS .
focla 8:0 406 o disk -
sdal 8 396 part /
ESdEZ 8 1K part ?q 4
sdas 8 975M part [SHAP] D))
Jroot@RTIserver:
1517

21/02/2025
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L]

G

"/etc/apt/sources. list" 1 line, 149 bytes written
root@RTIserver:™# cat /etc/apt/sources.list
# Deb cdrom: [Debian GNU/Linux 12.3.0 _Bookworm_ - Official amd64 DVD Binary-1 with firmware 20250111-16:55]/ hookworm contrib main non-free-firmware
root@RTIserver:“# apt-get update
Reading package lists... Done
root@RTIserver:™# apt-get install sudo
Reading package lists... Done
puilding dependency tree... Done
Reading state information Done
E: Unable to locate packaze sudo
root@RTIserver:“# apt-get update
Reading package lists... Done
root@RTIserver:“# exot
-bash: exot: command not found
raoteRTIserver:~# lshlk
NAME  MAJ: SIZE RO TYPE MOUNTPOINTS
040G @ disk

@ 336 @ part /
) 1K 0 part
@ 975M @ part [SWAP] < >
1 1024M @ rom
“# ranod sr_mad
“# lshlk
M SIZE RO TYPE MOUNTPOINTS
040G @ disk
@ 336 @ part /
) 1K 0 part
0 975M @ part [SWAP]

:™# echo "perma disable sro” | sudo tee -a /etc/madprobe.d/blacklist.con
: sudo: cammand not found
oot @RTIserver: ™ echo "perna disable sro | tee -a /etc/modprobe.d/blacklist.con
berma disable sro
ooterTIserver:~# Lsblk <
NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS .
focla 8:0 406 o disk -
[-sdat 8 396 6 part /
[sdaz2 8 1K @ part ?q 4
“sdaS 8 975M @ part [SWAP] D))
root@RTIserver: ™

1519
21/02/2025
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o 1K o part

@ 975M @ part [SHAP]

116244 © rom

~# rmnod sr_nod
~# 1shlk

NAME  MATIMIN RM  SIZE RO TYPE MOUNTPOINTS

fscla 8:0 0 406 0 disk
]
]
0

L]

G

fsdat 396 0 part /
sdaz 1K 0 part
sdas 8 975M 0 part [SHAP]
root@RTIserver:™# echo "perma disable sre" | sudo tee -a /etc/modprobe.d/blacklist.conf h
[-bash: sudo: command not found
root@RTIserver:™# echo “perma disable sre” | tee -a /etc/modprobe.ds/blacklist.con
perma disable sro
root@RTIserver:™# lshlk
NAME  MAT:MIN RM SIZE RO TYPE MOUNTPOINTS
fsdla 406 0 disk
fsdat 396 0 part /
1K 0 part
975M 0 part [SHAP]
[ 3064.131806] watchdog: BUG: soft lockup - CPU#9 stuck for 387s! [swapper/0:@:

exit

od ..
t/homes s

/hones
Vhanes
Vhanes < >
+/homes
Vhanes
/homes Desdon)
Vhanes .
:/hones poueraf § 5
-bash: poweroff: command not found
LukeaRTIserver: /hones su
assuord:
raoterTIserver: /home# shutdown -p
foash: shutdoun: commend not found

root@RTIserver:/home# shutdoun
oash: shutdoun: command not found <
root@RTIserver:/home# alias shutdown="systemctl poweroff' .
oot eRTIserver: shome# shu -
< Shutdoun
ooterTIserver: /home# shu .
< Shutdoun @)
oot o T1cerver: /honed shutdoun

1540

21/02/2025
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il RedTech- Running] - O

File  Machine Input  De:

Debian GNU/Linux 12 RTIserver ttyl

RTIserver login: luke
Passuord:
Linux RTIserver 6.1.0-29-amd6é #1 SMP PREEMPT_DYNAMIC Debian 6.1.123-1 (2025-01-02) x86_64

The programs included with the Debian GNU/Linux system are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent

pernitted by applicable law.

Last login: Wed Feb 26 03:53:05 GMT 2025 on ttyl

Luke@RTIserver:™$ cat /etc/apt/sources. list

# Deb cdrom: [Debian GNU/Linux 12.9.8 Bookworm_ - Dfficial amds4 DVD Binary-1 with firmuare 26250111-18:55]/ bookworm contrib main non-free-def
deb http://deb.debian.org/debian bookuorm main

deb http://security.debian.org/debian-security bookworm-security main

Luke@RTIserver:™s _

C@oisplay Settings MFocus B B B - —#——+ 8%
1109
26/02/2025
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luke@RTIserver: ™% ip a 1
1: 1o: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 gdisc fo_codel state UP group default glen 1008
Link/ether o 27:05:99:58 brd ff:ff:ffiff i
inet 10.0.2.15/24 brd 10.9.2.255 scope global dynamic enpes3
valid_Lft 85896sec preferred_lft 85896sec
inete fe0::a00:27ff:fed5:995e/64 scope link
valid_Lft forever preferred_lft forever
J: enposB: <BROADCAST,MULTICAST> mtu 1560 gdisc noop state DOWN group default glen 1008
Link/ether 08:00:27:cd:5e:80 brd Ffff:ff:ffiffff
Ja: enpos3: <BROADCAST,MULTICAST> mtu 1560 gdisc noop state DOWN group default glen 1008
Link/ether 08:00:27:cf:38:14 brd Ffff:ff:ffiffff
lUuke@RTIserver: ~s
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here OBJECT := { address | addrlabel | amt | fou | help | ila | ioam | l2tp
Llink | macsec | maddress | monitor | mptcp | mroute | mrule
neighbor | neighbour | netconf | netns | nexthap | ntable
ntbl | route | rule | sr | tap | tcpmetrics
token | tunnel | tuntap | wef | xfrm
OPTIONS -Vlersion] | -sltatistics] | -dletails] | -rlesolve] |
-hlunan-readable] | -iec | -jlson] | -plretty]
~flamily] { inet | ineté | mpls | bridge | link }
4| -6|-H]|-B|-0
-1loops] { maximum-addr-flush-attempts } | -brlief]
-olneline] | -t[imestamp] | -tslhort] | -blatchl [filename]
-rclvbufl [sizel | -nletns] name | -Nlumericl | -al[ll]
-clolor]}
00t @RTIserver: shome/Luke# ip -a
Jsage: ip [ OPTIONS ] OBJECT { COMMAND | help }
ip [ -force 1 -batch filename
here OBJECT := { address | addrlabel | amt | fou | help | ila | ioam | l2tp
Llink | macsec | maddress | monitor | mptcp | mroute | mrule
neighbor | neighbour | netconf | netns | nexthap | ntable
ntbl | route | rule | sr | tap | tcpmetrics
token | tunnel | tuntap | wef | xfrm
OPTIONS := { -vlersion] | -sltatistics] | -dletails] | -rlesolvel
-hlunan-readable] | -iec | -jlson] | -plretty]
~flamily] { inet | ineté | mpls | bridge | link }
4| -6|-H]|-B|-0
-1loops] { maximum-addr-flush-attempts } | -brlief]
-olneline] | -t[imestamp] | -tslhort] | -blatchl [filename]
-rclvbufl [sizel | -nletns] name | -Nlumericl | -al[ll]
-clolor]}
00t @RTIserver: shome/Luke# ip a
+ lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 hrd 60:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_Lft forever
inete 1/128 scope host nopref ixroute
valid_lft forever preferred_Lft forever
enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ gdisc fo_codel state UP group default glen 1000
Linksether 08:00:27:05:99:5¢ brd f1 e
inet 10.6.2.15/24 brd 10.0.2.255 scope global dynamic enp@s3
valid_lft 85348sec preferred_Lft B53dBsec
inet6 fedo::a00:27ff:feds:9958/64 scope link
valid_lft forever preferred_Lft forever
enpes8: <BROADCAST,MULTICAST> mtu 1560 gdisc noop state DOWN group default glen 1000
Link/ether 08:00:27:cd:5e:80 brd ff:ff:ff:if:f:ff
enpes3: <BROADCAST,MULTICAST> mtu 1560 gdisc noop state DOWN group default glen 1000
Link/ether 08:00:27:0f:98:14 brd ff e
00t@RTIserver:/home/luke# cd /etc/network
"00t@RTIserver:/etc/network# s
if-down.d if-post-down.d if-pre-up.d if-up.d interfaces interfaces.d
00t@RTIserver:/etc/network#
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r [Running

Input

rtualBox

G

fsource /etc/netuork/interfaces.d/x

futo 1o
iface lo inet loophack

Jallow-hotplug enpes3
iface enpos3 inet dhcp

Jauto enposs

iface enposs inet static
address 10.0.0.2
netmask 255.255.0.0

fauto enpos3

iface enpos3 inet static
address 192.168.2.100
netmask 255.255.255.0

Hrite Out [ Hhere Is

Fead File

Location
Go To Line

Previous Q)

24/02/2025
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¢ Internal netuork

uto enpess

iface enpos9 inet static
address 192.168.2.100
netmask 255.255.255.0

00t @RTIserver: /eto/netuorki
00t @RTIserver: /ete/netuorki
00t @RTIserver: /ete/netuorki
00t @RTIserver: /ete/netuorki <>
00t @RTIserver: /ete/netuorki

00t @RTIserver: /ete/netuorki
00t @RTIserver: /ete/netuorki
00t @RTIserver: /ete/netuorki

00t @RTIserver: /ete/netuorki

“00t@RTIserver: /etc/netuork# ping 10.0.0.1
"ING 10.0.0.1 (16.0.0.1) 56(84) butes of data.

Picture...
o <
- 10.98.0.1 ping statistics --- . G
150 packets transmitted, @ received, 100% packet loss, time 156749ms » €o
-

00t QR TIserver:/ete/netuorki

24/02/2025
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i Deb cdrom: [Debian GNU/Linux 12.9.0 Bookworm_ - Official andéd DVD Binary-1 with firmuare 20250111-10:55]/ bookworm contrib main non-free-deB

//deb.debian.org/debian bookworm main
Jdeb http://security.debian.org/debian-security bookworm-security main

'/etc/apt /sources. List" 4 lines

w

@ o
- 7z
@)

1811
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oot @RTIserver: shome/ luke# cat /etc/ant/sources. list

J# Deb cdrom: [Debian GNU/Linux 12.9.8 Bookworm_ - Dfficial amds4 DVD Binary-1 with firmuare 26250111-18:55]/ bookworm contrib main non-free-def
://deb.debian.org/debian bookworm main

//security.debian.org/debian-security bookworm-security main

oot aRTIserver: /home/ luke#

0O

. T A

@ o
- 7z
@)

1812
21/02/2025
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KRESCCNANE
HOSTNAME
DFKG_COLORS
DISPLAY ]
COLORS

Locale to_use uhile parsing sudoers: ©

Conpress 10 logs using zlib

o luzys run commands in a pseudo-tty b

pirectory in which to store input/output logs: /var/log/sudo-in

File in which to store the input/output log: %{seq}

Jpdd an entry to the utmp/utmpx file when allocating a pty r.4

P service name to use: sudo

[ service name to use for login shells: sudo-i

Jpttemt to establish PAM credentials for the target user

[create a new PAM session for the command to run in w

Ferform PAM account validation managenen

Ernable sudoers netgroup support

check parent directories for uritability uhen editing files with sudoedi

a1 10w commands to be run even if sudo cannot urite to the audit log

o 110w commands to be run even if sudo cannot urite to the log file

Loz entries larger than this value will be split into nultiple suslog message

File mode to use for the 1/0 log files: 0600

Execute commands by file descriptor instead of by path: digest_only

Tupe of authentication timestamp record: tty

Tgnore case uhen matching user names

rgnore case uhen matching group nanes

Loz uhen a command is alloued by sudoers

Loz when a comnand is denied by sudoers

sudo log server timeout in seconds: 30

Erable SO_KEEPALIVE socket option on the socket connected to the logserver

Jverify that the log server's certificate is valid

st the pam remote user to the user running sudo < >
he format of logs to produce: sudo
[Enable SELinux RBAC support v
Fath to the file that is created the first tine sudo is run: ™/.sudo_as_adnin_successful D
1100 an intercepted comnand to run set setuid or setgid programs
The largest size core dum file that may be created (in bytes): 0,0
store plaintext passwords in I/0 log input
[ ist of regular expressions to use uhen matching a passuord prompt &
[Pplassuordl: 1% 14°C
The mechanisn used by the intercept and log_subcnds options: trace
[attempt to verify the command and arguments after execution
[ ocal 1P address and netmask pairs: <
10.8.2.15/255.255.255.0 .
TeB01a00:2711 ¢ fedS:995e/FFFF+FFTLFFFFFFFF: x
m 7z

jsudoers 140 plugin version 1.9.13p3
sudoers audit plugin version 1.5.13p3 @
ootarTrcerver: hores luker

1813
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pebian GNU/Linux 12 RTIserver ttyl

RTiserver login: luke
[Fassuord:
|Linux RTIserver 6.1.0-29-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.123-1 (2025-01-02) x86_64

[The programs included with the Debian GNU/Linux sustem are free sof tuare;
fthe exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

pebian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
pernitted by applicable law

[ ast login: Fri Feb 21 16:20:27 GMT 2025 on ttyl
lukearTIserver: s su - luke

Password:

LukeaRTIserver:“s 1s /root

Ls: cannot open directory '/root': Permission denied
LukeaRTIserver: s sudo ls /roo

fsudo] passuord for luke:

lukeaRTIserver: "8 _

@ o
- 7z
@)

1822
21/02/2025
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il RedTech-NPT-Server (Just in case cw1 breaks it) [Running] - Oracle VM VirtualBox - [m] X

File Machine View Input Devices Help

% pin
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« Das/ View

¥ Local Server
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i File and Storage Services

0.0 .1
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F2D(2) (IAWL) © Create Dictate Editor Add-ins
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root@RTIserver:™# ping 10.0.0.1

PING 10.0.6.1 (10.6.0.1) 56(84) butes of data.

From 10.0.0.2 icmp_seq=1 Destination Host Unreachable

From 10.0.0.2 icmp_seq=2 Destination Host Unreachable

From 10.0.0.2 icmp_seq=3 Destination Host Unreachable

°C

--- 10.0.0.1 ping statistics ---

6 packets transmitted, © received, +3 errors, 100% packet loss, time 510ims
onie 4

root@RTIserver:“# ping 10.6.0.1

PING 10.0.0.1 (10.0.0.1) 56(84) bgtes of data. [< >

64 bytes from 10.0.6.1

64 butes from 10.0.0.1:

54 butes from 10.0.0.1 = Desktop
64 butes from 10.0.0.1: icnp_seq=4 t

(64 butes from 10.0.0.1: icmp_seq=5 tt . ¢
£4 butes from 10.0.0.1: icnp_seq=6 tt1=128 time=0.653 ms

64 butes from 10.0.0.1: icmp_seq=7 tt »
64 butes from 10.0.0.1: icnp_seq=8 t

64 butes from 16.0.0.1: icmp_seq=9 tt Apple i..
‘64 bytes from 16.0.0.1: icmp_seq=16 tt1=125 tine

64 bytes from 10.0.6.1

64 bytes from 10.0.6.1 <

64 butes from 16.0.0.1

64 bytes from 10.0.0.1 [ 'Y
64 butes from 10.0.0.1:

64 bytes from 10.0.0.1 = = (7
64 butes from 10.0.0.1: lcnp_seq=17 tt . 2

64 butes from 10.0.0.1: icmp_seq=18 tt 479 ms [

64 butes from 10.0.0.1: icnp_seq=19 tt1=128 time=0.370 ms

64 butes from 10.0.0.1: icnp_seq=20 tt 1655
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luke@RTIserver:™$ ping 192.168.2.101
PING 192.168.2.101 (192.168.2.101) 56(84) bytes of data.
From 192.168.2.160 icmp_se Destination Host Unreachable
From 192.168.2.100 icmp_se Destination Host Unreachable
From 192.168.2.100 icmp_seq=3 Destination Host Unreachable
From 192.168.2.100 icmp_se Destination Host Unreachable
From 192.168.2.100 icmp_se Destination Host Unreachable
From 192.168.2.100 icmp_sen=6 Destination Host Unreachable luke@RedTech-Client: ~
c°C
-- 192.168.2.101 ping statistics ---
8 packets transmitted, @ received, +6 errors, 100% packet loss, time 7222ms netmask
pipe 4 N '
luke@RTIserver:$ sudo ifconfig -a gateway
enpes3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.9.2.255

PING 192.168.2.100 (192

763 m
icmp_seq=13 ttl=64 time=1.02 ms
icmp 14 ttl=64 time=0.458 m

from 192
enpess: flags=4163<UP,BROADCAST, RUNNING, MULTICAST>  mtu 1500 from 192
inet 192.168.2.100 netmask 255.255.255.0 broadcast 192.168.2.255 om 192
inet6 fede::ap0:27ff:fecf:9814 prefixlen 64 scopeid ex2e<link> from 192
ether 88:00:27:0f:98:14 txgueuelen 1008  (Ethernet)
RX packets 18 bytes 6612 (5.8 KiB) 5 atis
RX errors 0 dropped @ overruns 0 frame o 100 ping statistics
TH packets 46 bytes 3016 (2.3 KiB) acket loss, time 13230ms
TX errars @ dropped © overrins 8 carrier @ collisions @ rtt min/avg/max/mdev = 0.446/0.598/1.304/0.250 ms

inete feso::a00:27¢f:fedS:995e prefixlen 64 scapeid oxeeclink>
ether 08:00:27:05:93:5e txqueuelen 1000  (Ethernet) Y from 192 2
RX packets 198 bytes 219358 (214.2 KiB) from 192 2
RX errors 0 dropped 0 overruns 6 frame o from 192 2
TX packets 141 hytes 10638 (10.3 KiB) om 192 2
TX errars @ dropped © overruns @ carrier @ collisions @ from 192 2
from 192 2
ennosa: flags=4163<UF BROADCAST,RUNNING, MULTICAST>  mtu 1500 ytes from 192 2
inet 10.0.0.2 netmask 255.255.255.252 broadcast 10.0.0.3 i e :
inet6 feBo::ap0:27ff:fecd:5eB0 prefixlen 64 scopeid ex2o<link> ytes from 192 2
ether 08:00:27:cd:5e:80  txgueuelen 1000 (Ethernet) from 192 2
RX packets 0 butes 0 (0.0 B) from 192 2
RX errors 0 dropped 0 overruns 6 frame o on 192 5 —0.450 ms
T packets 15 hbutes 1146 (1.1 KiB) from 192 2 =0.460 ms
T errors @ dropped @ overruns @ carrier @ collisions o Y from 192 2 446 m

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536 s 1
inet 127.0.0.1 netmask 255.0.0.0
inete ::1 prefixlen 128 scopeid ox10<host>
loop txoueuelen 1068 (Local Loopback)
RX packets 30 bytes 3360 (3.2 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 30 bytes 3366 (3.2 KiB)
T¥ errors @ dropped @ overruns 6 carrier @ collisions @

L UkeRT Iserver: s
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192.168.2.100 ping Statistics --- 100 -
packets transmitted, 3 received, 0% packet loss, time 2532ms 100

tt min/avg/max/mdev = 0.026/0.052/0.067/0.018 ms o0+ icmp
UkeGRTIserver:™$ ping 192.168.2.181

ING 192.168.2.101 (152.168.2.101) 56(84) bytes of data. 1e0: icm

4 bytes from 192.168.2.101¢ icmp_seq=1 .670 s

4 butes from 192.168.2.101¢ icm_seq=2 1373 ms bing statis

4 hytes from 192.168.2.101: icmp_seq=3 .525 ms 100 ping statistic

4 butes from 192.168.2.101¢ icmp_seq=4 1413 s Tansmitted, 14 receiv: tine 1323ems
4 bytes from 192.168.2.101¢ icmp_seq=5 L462 ms max/mdev = .446/0.598/1.304/0.250 ms
4 butes from 192.168.2.101¢ icm_seq=6 L434 s s 1

4 butes from 192.168.2.101¢ icmp_seq=7 1549 s

4 bytes from 192.168.2.101¢ icm_seq=8 ‘520 ms

4 bytes from 192.168.2.101¢ icm_seq=3 1899 s

4 bytes from 192.168.2.101: icmp_Seq=10 ttl=6d time=0.72z ms

4 butes from 192.168.2.101¢ icmp_seq=11 tt 116 ms

c

-- 192.168.2.101 ping statistics ---
1 packets transmitted, 11 received, 8% packet loss, time 10182ms
tt min/ave/max/mdev = 0.402/0.661/1.158/0.240 ms

—_UKE@RHSENE“N$ L @ BRG]
o g - 2
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Debian GNU/Linux 12 RTIserver ttyl

RTIserver login: luke
Passuord:
Linux RTIserver 6.1.0-29-amd6é #1 SMP PREEMPT_DYNAMIC Debian 6.1.123-1 (2025-01-02) x86_64

\uke@RedTech-Client: ~ The programs included with the Debian GNU/Linux sustem are free softuare
the exact distribution terns for each program are described in the
lukeeRedTech-Client:~$ cat /etc/network/interfaces individual files in Jusr/share/doc//copyright.
[# This file describes the network interfaces available on your sys Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
# and how to activate them. For more information, see interfaces(s) permitted by applicable lau
Last login: Hed Feh 26 09:53:05 GMT 2025 on ttyl
N - ) ) . Luke@RTIserver:~$ cat /etc/apt/sources. list
source /etc/network/interfaces.d/ # Deb cdrom: [Debian GNU/Linux 12.9.0 _Bookworm_ - Official amd64 DVD Binary-1 with firmware 20250111-10:55]/ bookworm contrib main non-free-deB
deb http://deb.debian.org/debian bookborm main
4 The loopback network interfa deb hittp://security.debian.org/debian-security bookuorm-security main

auto 1o 1uke@RTIserver:™¢ cat /etc/netuork/interfaces
iface 1o inet loopback # This file describes the netuork interfaces available on your sustem
# and how to activate them. For more information, see interfaces(S).

|# configure port to connnect to Redtech Server

source /etc/netuork/interfaces.d/x
auto enpess
iface enp@ss inet static # The loopback network interface

i < 192 5 auto lo
address 192 2.101 iface 1o inet loopback
netmask 255.255.255.0

gateway 192 100 : L:? rinary netmnrkf;n(er:a:e oo
. interface (use for external updates
edTech-Client allow-hotplug enpesa
iface enpes3 inet dhcp

# External netuork connected to suansea data centre
auto enposs
iface enposs inet static

address 10.0.0.2

netmask 255.255.255.252

# Internal netuork

auto enpos3

iface enposd inet static
address 192.168.2.100
netmask 255.255.255.0

luke@RTIserver:™s _
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