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Question 1

(a) Describe the main benefits and drawbacks of a non-deterministic MAC and provide an example of such layer 2 protocol. Explain the any disadvantage that could affect the performance of a networked multiplayer game.
(8 Marks)

(b) A network has been assigned an IP address of 203.5.10.0 and has 9 subnets with a maximum of 14 host computers on any subnet. Explain how subnetting works and subnet the network to obtain the subnets. For the first three subnets calculate the range of available IP addresses. Clearly show the calculations you have made at each step.

(17 Marks)

Question 2
(a) A computer game needs to reliably transfer large asset files across the Internet. Select an appropriate transport protocol and then: 

1. Show how packet numbering may be used to obtain the reliability required, and how the numbering sequence would be synchronised.

(Marks 10)

2. Describe how the protocol balances throughput against the error rate to obtain the best performance.

(Marks 6)

3. Explain any steps the protocol must take to ensure that all the data has been transferred on completion of file transmission.

(Marks 3) 

Provide appropriate protocol sequence diagrams.

(b) This networked game has a number of key stages. It starts in a game lobby during which the server advertises the games availability and allows players to elect to join the game. When all the players have joined, a number of game assets are downloaded to each player’s machine. The game running on the player’s machine signals to the server when it is ready, when all the players are ready the server creates avatars for them in the game level and then starts the game. The gameplay itself requires the players to run around the level, shoot at each other, leap between platforms and make quick avoidance movements. Suggest a software architecture that could be used for the development of this game and the appropriate network protocols for each stage.
(Marks 6) 

Question 3
A game company is working on an experimental game for a new game platform containing 3 main hardware devices: an audio generator, a graphics card and a network card.  They are developing 4 software components as part of a games engine (see Figure 1). The Audio Streaming Engine downloads sound files that are played throughout the game, while the Video Streaming Engine downloads cut scene videos. These components also transfer this data to the audio generator and graphics card. It is the responsibility of the game engine to co-ordinate the playback of the audio and video by interacting with both the audio generator and the graphics card. A separate Visual Effects Engine is also able to use the graphics card when more dynamic effects are required. 

A pre-emptive OS has been chosen since all the hardware devices use interrupts to provide the necessary real-time performance. Each of the software components is executed in its own thread. 

It is not possible for software components to simultaneously use the same hardware device, so mutexes and semaphores have been used to control access to each device.

Use this scenario, to answer the following questions:-

(a) Given the following information draw a diagram (Gantt Chart) showing the thread activity and indicate where resources are claimed and released. 
	Thread
	Priority
	Arrival Time

(in Cycles)
	Execution Duration

(in Cycles)
	

	Game Engine
	1 (high)
	0
	1
	Asks for Audio Generator at start

Release Audio Generator at end

	
	
	4
	1
	Asks for Graphics Card at start

Release Graphics Card at end

	Audio Streaming
	2
	1
	1
	Asks for Audio Generator at start

Release Audio Generator at end

	
	
	4
	1
	Asks for Network Card at start

Release Network Card at end

	Video Streaming
	3
	2
	4
	Asks for Graphics Card at start

Release Graphics Card at end

	Visual Effects
	4 (low)
	3
	2
	Asks for Graphics Card at start

Release Graphics Card at end


(Marks 7) 

(b) When the game runs, the company often find that the games graphics glitches because the game engine fails to gain access to the graphics card quickly enough. Identify a possible cause for this problem.









(Marks 5)
(c) Having run this game for a number of days, the company notice that it can freeze without warning. Describe a scenario that may result in this problem, and draw an appropriate diagram to illustrate the problem.

(Marks 7)

(d) Suggest an appropriate technique or method that could be used to prevent these problems arising.
(Marks 6)
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Figure 1: The Game Platform
Question 4

(a) A games company has found that its internet game is suffering considerable performance problems due the significant number of text data that must be downloaded during game play. Worse still, they have also found that a number of these text assets have been illegally copied and as a result the company have been forced to re-create them and re-release the game. Suggest modifications to the design of the game that could address the handling of these text assets, but be careful to explain concepts behind techniques you propose to use. 
(8 Marks)


The proposed solution will probably require the company to provide each player with a unique identifier that player would be expected to keep secret.
(5 Marks)
(b) Although the company appears to have applied you’re suggested solution, they notice that the performance is actually worse because the size of the data appears to be larger than it originally was. Clearly their implementation of your solution is flawed. Describe the error they have probably made.

(2 Marks)
(c) The company is also experiencing other performance problems e.g. they see objects moving in jerky motion when the client receives position updates from the server. Varying the rate of updates gives rise to performance problems. Discuss the cause of this.
(3 Marks)
Identify a technique they could use that could relieve some of the load by distributing some of game mechanics to the player’s computer, to solve these problems and describe it.
(7 Marks)

Answers:

Question 1

(a) Devices have to arbitrate for the right to transmit and a device will not necessarily be able to transmit in a timely manner due to collisions on the network. Student may elaborate on the nature of collisions. 
(3 Marks)

Carrier Sense Multiple Access – Collision Detection (CSMA-CD) senses the carrier and if clear it transmits. If a collision is detected then the transmission attempt is terminated early and the station backs off for a random interval before attempting to retransmit
(5 Marks)

For a game these collisions would lead to unpredictable delays between send and receive that could disadvantage a player of a game requiring real-time performance

(2 Marks)

(b) Subnet 203.5.10.0

We need 9 subnets, N = 9
We need a max  number of hosts Mh = 14
Use the inequality 2n – 2 >= N, to calculate the number of bits which must be borrowed from the host (n)

Try n =1, 21 – 2 >= 12, 2 – 2 >= 12, 0 >= 9  No good

Try n =2, 22 – 2 >= 12, 4 – 2 >= 12, 2 >= 9  No good

Try n =3, 23 – 2 >= 12, 8 – 2 >= 12, 6 >= 9  No good

Try n =4, 24 – 2 >= 12, 16 – 2 >= 12, 14 >= 9  OK

We must borrow 4 bits from the host

11110000 = 240

The subnet mask is therefore 255.255.255.240 or /28

203.5.10.0/24 is a Class C address and has 8 host bits, the number of hosts bit remaining after subnetting is given by: -

h = 8 – n, where h = the host bits and n = the subnet bits

h = 8 – 4

h = 4

The number of allowed hosts per subnet is given by: -

Nh = 2h – 2

Given h = 4, Nh = 24 – 2 = 16 – 2 = 14

Nh = Mh so we can proceed.

The first 4 subnet numbers are as follows: -

00010000 = 16,    203.5.10.16  
(16x1)

00100000 = 32,    203.5.10.32
(16x2)

00110000 = 48,    203.5.10.48
(16x3)

01000000 = 64,    203.5.10.64
(16x4)

Subnet numbers of all 0’s and all 1’s are not allowed. All 0’s is the network number and all 1’s is the broadcast.

To create the host addresses the host bits can be set consecutively. All 0’s is the network number and all 1’s is the broadcast, so neither of these values can be used.

Taking subnet 203.5.10.16

Sub   Host

0001 0001 = 17, 203.5.10.17 first

0001 0010 = 18, 203.5.10.18

0001 0011 = 19, 203.5.10.19

0001 0100 = 20, 203.5.10.20

... to ...

0001 1110 = 30, 203.5.10.30 last (i.e. add 14 to the subnet (16-2))

Host address ranges are:
203.5.10.17 to 203.5.10.30
203.5.10.33 to 203.5.10.46

203.5.10.49 203.5.10.62

203.5.10.65 203.5.10.78

(15 Marks)

Question 2:

(a) The student should discuss the three stages phases of the TCP connection-oriented service, connection establishment phase, data transfer phase, and connection termination phase.

1. 
Connection establishment – a connection or session is set up between the source and the destination.
Three-way handshake used to establish a connection-oriented session

Synchronizes sequence numbers at both ends before data is exchanged 
(3 Marks)


First host sends packet with initial sequence number of x to establish a connection

Second host receives the packet, records the sequence number of x , replies with an acknowledgment of x+1, and includes its own initial sequence number of y.

The acknowledgment number of x+1 means the host has received all bytes up to and including x and is expecting x+1 next. This may instead be illustrated by a diagram.
(3 Marks)

Sequence numbers allow packets to be correctly ordered if when they are received in the wrong order.

(1 Marks)

Sequence numbers allows data lost due to transmission problems to be recovered.
(1 Marks)

Should discuss expectational acks.

(2 Marks)

2. 
Data transfer – data is transmitted sequentially over the established path, arriving at the destination in the order it was sent. Sliding window: for better throughput, connection-oriented protocols allow more that one segment to be outstanding at a time. Sender can send more segments will waiting to receive acknowledgment. TCP's Additive Increase Multiplicative Decrease (AIMD) can result in a saw tooth like performance. Possibly discuss flow control.
(6 Marks)

3.
Connection termination – terminates the connection between the source and the destination when it is no longer needed. This may be illustrated by a diagram.
(3 Marks)

(b) Student should identify TCP as required for game lobby – reliability reasons (2 Marks)
TCP for transferring asset files (1 Marks)
UDP for real time gameplay for performance reasons ( connectionless, no Acks
Should also expand upon the potential loss of data as a result of using UDP..either implement a similar mechanism or ignore the lost data since it is not important. (3 Marks)
Question 3
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(7 Marks)
(a) Priority inversion. Students should note from the Gantt chart that the Game Engine thread is unable to use the Graphics card due to the lower priority Video streaming thread claiming it.
(Marks 5)

(b) Student should suspect that the freeze is due to a deadlock and draw an appropriate deadlock diagram to prove it.
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(Marks 7)

(c) Students may discuss redesigning the application to avoid the deadlock by using a queue, most probably on the network device so that the streaming threads could read data without blocking. They may discuss using polling or a round robin solution. Or they may suggest using a timeout on the semaphore/mutex being used to wait for the resource to become free, so that high priority thread is not locked out but gets an error. To avoid priority inversion they may discuss a priority promotion scheme where the priority of low priority task is temporarily raised to the same priority as the waiting high priority task to give it an opportunity to free the resource for the higher priority task to gain access to it.

(Marks 6)

Question 4

(a) The students may discuss solutions that involve minimising and encryption of the text that needs to be sent.

They should discuss lossless data compression techniques and describe at least one of the compression methods RLE, Shano-Fano or Huffman.

 (4 Marks)

They should discuss encryption and the use of Symmetric encryption to protect the data.

(1 Marks)

For extra marks they may also describe the use of digital envelopes to solve the key distribution problem.

Asymmetric (Public key) encryption is SLOW

Combine both symmetric (e.g. DES) and asymmetric encryption (e.g. RSA)
Transmitter creates a Session Key
Message is created and encrypted with the session key using DES
RSA is used to encrypt the session key using the public key of the recipient
Both message and encrypted key are sent to receiver
Receiver decrypts the session key using their private key
Decrypts the message using the session key

(3 Marks)

(b) They have applied encryption before compression, resulting in any redundancy in the original data being minimised, leading to data expansion on compression.
(2 Marks)


(c)  The student will describe the dead reckoning techniques. This may include a description of the use of entity state protocol data units (PDU). PDUs are sent out regularly to correct motion and make client object position match that of the corresponding server object. The client could move the object on receiving each PDU but this would result in a very choppy movement. To eliminate this jerky motion we could increase the number of PDUs sent, smooth’s out the motion but dramatically increases network load

(3 Marks)
Instead use the agreed Dead Reckoning Algorithm to move the object while waiting for the next PDU, resulting in fewer PDUs needing to be sent.

Student should identify this as dead reckoning and discuss the process by which it may work.

Each client creates an object representing the entity on the server 
Predicting the position of an object is based on set algorithms:

Three most typical dead reckoning algorithms:

· Static object

· Moving a constant velocity

· Accelerating 
On creating entity (e.g. a vehicle) send entity state protocol data unit (PDU)

· identifies the entity
· current kinematic state of the entity including:- 
i. position
ii. velocity
iii. acceleration and orientation; 
iv. entity's damage
v. dead reckoning algorithm to use
Players object doesn’t follow the predictable algorithm

· The computer that owns the player’s object monitors the divergence between each objects actual position and the dead reckoning position

· If position diverges by an agreed threshold then it sends out another update PDU to other nodes (via the server)
· All other nodes update the state of their copies of the object and restart dead reckoning 
(7 Marks)
Faculty Ref:  
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