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In my work, I have covered how to set up a network, maintain and set up a new device on the network, and make sure that the network is secure. The problem I was faced was a company that did not have a secure network, which left them vulnerable to attacks from hackers. The solution was to separate the networks for the company and the customer and make sure all possible attack points were made more secure. 
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The work I have carried out has looked at the company to see what can be helped and improved to protect its company network against any more attacks. This was done by getting all the networks sorted into business and public. Also, making sure the permissions were set correctly so only people who needed to access the information can access the information. This is what I have been doing to make the company more robust against hacks and attacks and viruses and malware. 
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A security breach that can happen to "Olive-Oyl" is a disgruntled employee. Jack, who was the former head of sales, lost his job in Popeyes business and, as a result, was hired by popeys' competitor Bluto. With Jack joining the competitor's company, he can share vital information about how the company works and sales and, more importantly, the systems used. This can lead to exploiting faults in "Olive-Oyl" and leading to hacking in the future, which could cripple the business. 
Permission levels are also a cause for security breaches because all the staff have the same full access as everybody else inside the business. As a result, one of the staff members could pass on important information about the business, which can be sold to the competitor, allowing the competitor to create a product or service that will out-compete Popeye's company. 
The network currently in use at "Olive-Oyl" is not secure against a security breach because it is the same unprotected network between the customers and the company itself. This is risky for the company because they are more at risk of having a user joining the network trying to attack one of the workstations inside the company. This can cause many complications because the hacker could steal essential data or install ransomware to get the company's money. This is why the "Olive-Oyl" company should have a private and secure network that is kept isolated from the general public and leads to fewer chances of a security breach. 
Security breaches do not have to be committed via the network or in-person because the "Olive-Oyl" could come under attack from phishing attacks that aim to steal either money or data, but in some occasions can result in both. This type of attack or breach is most common through links or attachments sent in an email. Those emails are formatted to make it seem legit, and once the user has clicked on the link or attachment, it can allow a hacker to gain access like the hacker that Bluto has hired. 
If all these security breaches were approached and fixed, then the company will have a greater chance of not being attacked, or hackers are going to find it harder to get money and data from the company.
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The meaning of a threat is "an indication or warning of probable trouble." [1] Examples of threats is a computer virus, for example. "Computer virus is software designed to spread from one computer to another" [2]. These types of attacks mainly get downloaded from certain websites which intend to infect the computer which has downloaded the link. Also, a virus can be sent in an email attachment[2] which gets the user to click onto a link or an attachment like a photo which then allows the harmful virus to enter the system. 
Adware or spyware can be another way a company can be threatened. Adware has been primarily created to "track data of your browsing habits." [2] Adware can collect the data of you are habits and can cause pop-up's which in some cases can be the cause of the worse internet connection or a reduction in the computer's processing power. On the other hand, spyware works in the same sort of way but can be "installed on your computer without your knowledge." [2] Spyware is known to record details that may be personal, like passwords, email addresses and in some cases, card numbers for credit or debit cards. 
These threats are significant because if they manage to get through or onto the network, it can cause a significant security breach and cause the company to lose data and/or money to get back all their essential documents. 
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A vulnerability is "openness to attack or hurt" [3]. A vulnerability in a network can be missing patches. A missing patch allows an attacker or rogue employee to enter an "unauthenticated command prompt" [4]. This can lead to the person who entered the command entering vital information, data and settings/configurations for the company, and this can cause significant damages for the company. 
Default or weak network passwords[4] can also be another vulnerability for a company and the network because it can allow a hacker to get into the essential aspects of the company like "many web applications and content management systems" [4] With access to theses key components hackers would be able to get all the critical business information and in the worst case can cause data to be deleted or severs to be powered of line. Sometimes even held behind ransomware. 
A common vulnerability that can be overlooked is a USB flash drive. A flash drive is "one of the most common ways a network can get infected" [4]. A USB flash drive allows for harmful software and virus to enter a network, and this can cause a business a lot of money and damages to reputation to try and repair or fix an attack that could have been easily avoided. 
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An attack means "to make an attack" [5]. A common type of attack is password-based. Password-based attacks allow the attacker to determine your username, password, computer, and network access rights [6]. This can allow an attacker to get into the network and re-route information or even delete the information[6]. This can cause a company to lose part or all of their website, which could be predominantly used to sell its products.
Another form of attack is Identity spoofing what an "intruder can also create IP packets from valid addresses" [6]. This allows the hacker to show in the network as an ordinary member of staff, but once in, they can cause damage while being undiscovered for longer because they look like a regular user or IP packet. 
Another standard attack that can occur is malware attacks. Malware attacks are "specifically intended for interrupting, damaging or obtaining licensed computer system access" [6]. Some of the attacks with malware can even replicate themselves, which allows it to get into one host system. Then it will try and find another system and work out the path to get to that system. Then, once the malware has made it to the next system, it tries to find more paths to more systems, leading to exponentially rapid infections of machines. 
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A ".meds" attack is ransomware which falls under the category of malware. Malware can "put the computer in a state of being held hostage" [7]. This allows the hackers who are behind this attack to use ransom as a way to exchange to retrieve their data back. If the company has not agreed straight away, the hackers usually threaten the company that they will delete their data, and this can sometimes be left in files contained in the folders that the hacker has locked up. This can affect operation because the company is forced to either pay the ransom or try and find a solution to eliminate or decode the malware. This could be using a past backup to restore all the essential files. This will mean the company could be impacted for a couple of hours to a day or two. 
There are two main methods for getting around the malware attack. "The first way is actually to pay the hacker" [7]. This allows for the decryption tool to unlock the files and restore them to what they were before the attack. However, this can come at risk because they will "demand hundreds of pounds" [7], and still, they have the choice to give you the encryption tool or not. The other option "is to get a recovery software" [7]. This allows an external company to decrypt the files, but this can take a long time because of how big or the number of files that will need to be restored. As a result, companies that restore files can be expensive. 
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Staff who work for "Olive-Oyl" need to make sure that they use the network correctly to make sure the company to be secure. Staff need to make sure they have strong passwords when using a computer to make sure nobody can get access to their account. Permissions need to be altered to make sure only the relevant information is accessed by the relevant people/roles. Can all company members make sure they limit the use of a USB flash drive only to be used in specific scenarios or not to be used at all? This allows for not malware or virus to enter the system. As for protection their needs to be good firewall rules In place to make sure it is robust against an attack. Staff need to be aware of any links which they are not familiar with or look suspicious because they could be attempts to attack the network. 

For customers who will be using the access networks, It should be recommended not to do work or online banking over the network. This minimises the risk of somebody getting hacked and losing all their personal information without the victim knowing. What can be helped is making the customer network separate from the leading company, and this will mean there is no chance a customer can hack into the leading company. 
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In conclusion, the company needed to sort out the security aspect of their company because they would get a security beach very soon. From what I have found, the company would need to amend its access/permission to staff. Allowing all staff to have access to all files is not good to practise, so I would change the permissions to allow for only the staff who needed to use/see the data can access it. This will prevent anybody from selling any critical piece of information to a competitor, for example. What I also learnt is that their network was not secure, and the fact it was also what the general public would be using. This was changed to allow two different networks. One is for the company solo to use, and the other was for the customers to use when they come and visit the showroom. 
As well as separating the networks, I made sure to have a secure firewall policy to make the network secure from any attacks and changed the password to a stronger password. This allows the network to be secure from a hacker attempting to connect to the network. The company should also consider purchasing antivirus software to help defend against malware and virus. This will help defend off the attack they had from Bluto, where all the necessary files were encrypted in .meds files. In the future, I would improve my finding in future work by making sure all the servers where company data is stored is secure from anybody trying to attack the server. Also, making any bugs or issues are patched to keep the hackers out of the company system and allows the company to continue trading. In future, I would also advise the staff more on why they would need to have a secure password and show them what effects can happen if they do not. Finally, I would ensure that all the staff are court up on all the latest ways to keep data and the company safe as a refresher. 
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