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1. [bookmark: _Toc129110580]Abstract
This report will show and describe the steps and processes to building a virtual local area network (VLAN) using a type 2 hypervisor, deploying a network directory service and creating active directory network objects. The report provides a synopsis of virtual local area networks, type 1 and type 2 hypervisors including their uses, and the use of deploying a network directory service using an active directory.
The research proves that using a VLAN with a type 2 hypervisor provides benefits for managing a network, which include increased security, network management and flexibility. Active directory provides essential tools for maximizing network administration and simplifying network management for network administrators. 
2. [bookmark: _Toc129110581]Introduction
Virtual local area networks (VLANs) are an essential service for network administrators to organise their networks. Using a VLAN, administrators can create and divide the network into subnets with added benefits of flexibility scalability and security. As well as VLANs, deploying a network management service such as Microsoft Active Directory included in Server 2019, can help network management. 
The use of Active Directory and VLANs have become increasingly important in today’s network environments. Allowing network administrators to create multiple virtual servers on a single physical server, is a lot more beneficial as servers are often very expensive to purchase and run. Active directory allows network administrators to manage the devices and users on the network, giving relevant access when needed.
The aim of this report is to provide an in-depth overview of hypervisors, type 1 and 2, creating a VLAN as well as using and deploying a network directory service, using Microsoft Active directory. The report will talk about both the advantages and disadvantages that these tools provide for network administrators.
3. [bookmark: _Toc129110582]Part 1 – (Task 1 & 2)

[bookmark: _Toc129110583]3.1 Task 1 - Building a virtual LAN using type 2 hypervisor management software


[image: ]
The above image shows Oracle VitualBox Manager with four Virtual Machines, two Client and two Server. The right side of the image shows the configurations for the client Virtual machines showing the systems base memory, operating system, and display settings all of which have been manually set to allow the virtual machine to run smoothly and connect to the server. 











[image: A screenshot of a computer

Description automatically generated with medium confidence]
A view of first start up of the Virtual Machine for Server2 which displays like a regular computer would when first starting up, but this Virtual Machine has warnings and errors shown on the right hand side, customisable settings shown in the bottom right of the image and also has the ability to press certain combination of buttons such as alt + control and delete within the “Input” option at the top left. 












[image: A picture containing text, monitor, computer, electronics

Description automatically generated]
Within this image it shows the Network Connections for both PublicNet and PrivateNet1 this is done on both Server1 and Server2 Virtual machines and allows for the connection between server and client. 







[image: A screenshot of a computer screen

Description automatically generated]
Following from the image above to make the Server and Client Virtual machine communicate there must be an IP address set for the machine. The above image shows the IP address and the Subnet Mask along with the Preferred DNS server which is used for later in the task.
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Description automatically generated]
In the image shown above Client1 has been started and as mentioned in the images above to get the Server1 and Client1 virtual machines to communicate the Network Connection PrivateNet1 is created and as shown here the IP address and Subnet mask are inputted.








[image: Graphical user interface, text, application

Description automatically generated]
Firewall settings are turned off for the Client and Server Virtual machines to be able to communicate with each other the. The firewall will block incoming ping requests by default from unknown sources as a security measure because pings can be used maliciously.












[image: Graphical user interface, text

Description automatically generated]Successful ping from Client1 to Server1 virtual machine, the image shows the reply time once the command for the server1 IP address to ping. Which shows that the steps followed within the pictures above have allowed the connection and communication of Server1 and Client1.









[image: A screenshot of a computer

Description automatically generated]Successful ping between Server2 and Client2 virtual machines showing that the setup with network connections was inputted correctly and shows that the IP address set for Client2 are correct.



[bookmark: _Toc129110584]3.2 Task 2 - Deploying a network directory service and creating and understanding active directory network objects

[image: Text

Description automatically generated]
The following image shows that the DNS has not been set up and that the firewall is turned off along with the Server IP being Statically Defined. This confirms all of the steps taken in the task above and shown within the images are correct and confirmed.









[image: ] Showing within Server1 the Computer name has been changed to “DMC1-NT” within the control panel system settings.












[image: Graphical user interface

Description automatically generated]Active Directory is a database that manages network resources such as computers and users. It allows for administration to restrict and grant access to all aspects of the network such as groups for specific access, security policies. My experience working within Digital Health Care of Wales active directory houses all of the NHS Nadex’s which are what staff use to log in and each Nadex will have groups that grant access for whichever department that staff member is apart.
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Description automatically generated]
First time opening Active Directory within Server1, on the left hand side of the directory there are the folders for users and computers which allow for creating new users.












[image: A computer screen capture

Description automatically generated with medium confidence]The computer name “DMC1-NT” is shown in the image above inside of Active Directory it shows the “member of” group which grants the account access to certain things within the network here the domain controller has been set “accatask.msft”.






[image: A screenshot of a computer

Description automatically generated]Active Directory allows for the creation of users which will than grant access to the network. In this image it shows the users full name and what will be the account details that will be used to login.










[image: Graphical user interface

Description automatically generated]A lot can be customized within Active Directory including the times users are able to log in stopping unauthorized access to the network certain times keeping the network safe from possible malicious attempts by users trying to gain access outside of office hours. The customization is simple the white boxes are to deny login at these times and days and the blue allows users to login.






[image: Graphical user interface

Description automatically generated]The users created within Active Directory and placed within the “Domain Users” group will all appear when accessing the group as shown in the image above where all users that are in that group appear in the list of the “Members” tab inside “Domain Users” properties.










[image: Graphical user interface

Description automatically generated]Client1 Virtual Machine is connected to “accatask.msft” domain which allows for activate directory users and policies to be used within this computer.













[image: A screenshot of a computer

Description automatically generated with medium confidence]Continuing from the above image Client1 is connected to the Active Directory and users are able to login as proven in the image above where a user created “NT-JC” has logged into the Virtual Machine because of the connection to the Active Directory and Network.


4. [bookmark: _Toc129110585]Task 2 – Observation

There are 2 types of hypervisors, each has its own purpose. The main difference between the 2 is how they interact with the hardware on which it sits.
Type 1 hypervisors run directly on a host systems hardware and do not require an operating system. Type 1 hypervisors are typically used on servers which are designed for enterprise-level virtualisation. Examples of type 1 hypervisors are Microsoft Hyper-V, Citrix XenServer and VMware.
The main advantage of type 1 hypervisors is that they sit directly on the hardware, are secure, reliable and do not use much of the performance of the system. They are designed to run multiple different servers or machines simultaneously. They provide a high level of confinement between the different virtual machines running on the same hardware. Type 1 hypervisors are less susceptible to security threats due to them having a typically smaller attack service.
The main disadvantage to a type 1 hypervisor is that it often needs a separate management device to control the host hardware and create the different virtual machines.

Type 2 hypervisors are different from type 1 hypervisors as they run on top of a current operating system. They are commonly used for desktop virtualisation, allowing users to also run multiple virtual machines on their own personal computers. 
The main advantage of type 2 hypervisors is that they are much simpler to install and they do not require any specialist hardware or configuration. They are able to run on multiple operating systems, including Windows, Apple iOS and Linux-based systems. Type 2 hypervisors are mostly used for educational purposes, development and testing.
The main disadvantage of type 2 hypervisors is that it uses a lot of the resources of the computer which results in reduced performance. Examples of type 2 hypervisors are Oracle VirtualBox (used), VMware Workstation and Parallels Desktop. 
As [1] E. Bauman, G. Ayoade, and Z. Lin state a hypervisor either runs on the host hardware (bare metal) or on another host operating system and allows a software-controlled later that resembled the host hardware. Depending on why is needed, they can be classified into two types, type 1 and type 2.

It can be summarised that the main difference between type 1 and type 1 hypervisors is their architecture and how they interact with the host hardware. Type 1 hypervisors run directly on the server (host system) and type 2 runs on top of operating systems. This is why a type 2 hosted hypervisor was used in tasks 1 and 2, as the network administrator needed to look at the benefits without having specialist server hardware.
Please see the below picture of how the 2 different hypervisors within the host system
[image: Diagram

Description automatically generated]
Figure 1 [ [2] Basic classification of virtual machines and the platforms that run them

Windows server 2019 was used and provides a simple and effective out-of-the-box experience (OOBE). Once the server or device is switched on for the first time you are prompted with a set of simple steps that will guide the system administrator through the process of configuring basic settings, such as network connections, and language selection. OOBE is designed to be user-friendly, even if the user does not have much technical knowledge.
Dynamic Host Configuration Protocol (DHCP), is a protocol used to assign IP addresses as well as other network information dynamically on a network. It is mostly used in local area networks (LANs), where a large number of computers or devices need to be connected to a network. However, DHCP can also be used in larger networks as it allows the network administrator to configure many devices a lot easier.
This enables a server that is on the network, which is called a DHCP server, to assign internet protocol (IP) addresses automatically to computers, laptops, and other devices to the network when they are connected. Once connected, the DHCP server allocates an IP address from a pool of addresses based on the type of network it is. As well as allocating IP addresses, DHCP can configure other services, such as Domain Name Servers (DNS), subnet masks and default gateways. 


The service allows the network administrator a more streamlined and easier process of managing the addresses on the network, this alleviates the need to manually configure addresses on each device which would be very time-consuming. DHCP can lease IP addresses to devices, for a set period of time, if the device does not reconnect back to the network in that time then the IP address will be available to be allocated to another device that requests it. DHCP efficiently manages IP addresses by reassigning them to other devices as needed, this reduces the risk of network conflicts which can often cause issues in a network.
As it states on Microsoft [3] DHCP automatically provided an internet protocol as well as other related configuration information. Every device on a TCP/IP network must have a unique IP address in order to access the network. When DHCP is not enabled Ip addresses for new computers or computers that have moved from one subnet to another need to be configured manually. With DHCP enables, the entire process is automatic and is centrally managed.
As it explains on InfoSec Write-Ups [4] DNS is a naming convention that gives a simple way for users to communicate with devices connected to the internet, without having to remember IP addresses.

Active Directory (AD), is a service created and developed by Microsoft and is a part of their Server suite, the purpose is to manage and organize network resources. Allowing a location to store and managed user accounts, computers, printers and other network-attached devices. It is based on the lightweight directory access protocol which supports a range of authentication protocols, such as Secure Socket Layer (SSL), and transport layer security (TLS). AD has a hierarchical structure of trees, forests and domains, this allows for the management and organization of network resources across the entire network.
Please see figure 2 below, showing the features of active directory.
[image: AD Domain]Figure 2 [8] Active Directory













Active directory has a lot of beneficial built-in features that make up active directory, such as domain, which is a logical grouping of network resources, such as computers, users, printers and other devices. It allows for centralised management of the network and provides authentication and authorization.
As [5] J. Arumugam and R. Balasubramani notes that, active directory is useful for organising network systems in a tiered structure for creating the foundation and storing information about objects such as users, computers printers and share folders. Active directory reduces cost on infrastructure and maintenance.
AD has forest, which is a collection of one or more domains, which share a common configuration and global catalogue. This allows the management of resources across multiple domains. 
As is says from DNSstuff.com [6] inside the active directory structure, the AD forest can be considered as the most important logical container within the AD configuration. Simply because it houses all other users, domains, computers, group policies and any other network items of importance.
Organisation unit (OU) is a container object within a domain that allows for the management and organisation of the resources. This includes users, computers and groups. OUs allow a way to apply group policies to specific sets of resources.
Domain controller is a server that stores a copy of AD database which authenticates users and computers within the domain. It can also replicate changes to different domain controllers in the same domain. 
As it says in the Windows Server 2019 administration fundamentals:
Active Directory is Microsoft's technology that represents a distributed database that stores objects in a hierarchical, structured, and secure format. AD's objects typically represent users, computers, peripheral devices, and network services. Each object is uniquely identified by its name and attributes. The domain, the forest, and the tree represent logical divisions of an AD infrastructure. An AD uses the following protocols and services:
· Lightweight Directory Access Protocol (LDAP) is used to access the directory
services data.
· Kerberos securely authenticates and proves the identity between users and
servers on the network.
· DNS is used to translate domain names into IP addresses.
An AD is managed through the following snap-ins in Microsoft Management Console
(MMC) (mmc.exe):
· Active Directory Administrative Center (dsac.exe), as shown in Figure 5.1, is
the one-stop place that is used to manage Windows Server's directory services.
· Active Directory Users and Computers (dsa.msc) is used to manage users,
computers, and relevant information.
· Active Directory Domains and Trusts (domain.msc) is used to manage
domains, trusts, and relevant information. [7]

In active directory, disaster recovery can be set up to ensure there is a backup of critical data, in the event of a system failure. It is best practice to ensure these backups are kept off-site to ensure business continuity. This can be setup to auto-complete at set intervals, for example at night when the system has minimum usage.
The use of ping is very effective while setting up and maintaining the network infrastructure, this is a useful tool for troubleshooting and whether a device has been set up correctly.
User and group management, Active directory servers are used to manage user accounts, groups and other AD objects. Network administrators need to ensure that policy and user group policies are applied across the entire directory service as well as access controls are properly configured to ensure the server is secure. 


5. [bookmark: _Toc129110586]Conclusion

In conclusion, building and deploying this type of infrastructure is a complex task that required careful planning and implanting. Successfully implementing a network of this type would bring multiple benefits, such as scalability, security, manageability, and high performance.
In addition, deploying an active directory service will streamline network management, and improve security. It will accomplish this by creating an understanding of active directory network objects.
By implementing these tools and best practices, organisations can create a more secure and efficient network, which will support their expanding business needs.
The success of type 1 and type 2 hypervisor-based virtualised networks would be contingent on first identifying the needs, whether a type 1 or type 2 hypervisor is needed. Furthermore, the implementation would need to be effective while continually monitoring and maintaining the network infrastructure. 



6. [bookmark: _Toc129110587]Reflection on collaborative work

To perform tasks 1 and 2, I worked as part of a team to build a virtual LAN using type 2 hypervisor management software as well as deploy a network directory service and create and understand active directory network objects. Throughout the tasks, the team worked closely together, sharing knowledge, experience and insights. 
Looking back on the experience, the team noted that effective communication was key for the successful completion of the tasks.
It became apparent that the varied viewpoints in the cooperative procedure. By bringing individuals together with different skillsets, experiences, workstreams and methodologies the team was able to complete the task more effectively, leading to the completion.   
Overall, the team worked well together, playing to each other’s strengths and weaknesses. Where needed able to fill the gaps of knowledge with the experience of others. 
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