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Virtual machines

Modern cloud computing structures must include virtual machines (VMs), which are crucial. They offer a practical method for running several operating systems and programs on a single physical host. Each virtual machine (VM) operates in a virtualized environment as if it were a distinct physical computer with its own CPU, RAM, and storage capabilities. This enables the running of numerous virtual machines (VMs) on a single physical host, which can result in substantial cost savings and better resource utilization. (https://www.vmware.com/topics/glossary/content/virtual-machine.html#:~:text=A%20Virtual%20Machine%20(VM)%20is,a%20physical%20“host”%20machine. )
A VM must be given access to a variety of resources before it can be created. The physical host computer normally provides these resources, which are distributed among several VMs. The CPU, RAM, and storage are the most crucial resources. 
· The operating system and applications' instructions are carried out by the central processing unit, or CPU. One or more virtual CPUs, which are mapped to actual CPU cores on the host computer, are allocated to each VM. The amount of work that a VM is going to perform and how many virtual CPUs are given to it. A VM running a web server, for instance, could need more virtual CPUs than a VM running a simple desktop program.
· RAM: The operating system and applications store data and instructions that are currently in use in the random-access memory, or RAM, which is utilized by computers. A particular amount of virtual RAM, which is mapped to actual physical memory on the host system, is allocated to each virtual machine. Depending on the workload a VM is anticipated to manage, different amounts of virtual RAM are assigned to different VMs. For instance, operating a database server on a virtual machine may demand more virtual RAM than running a simple desktop program.
· The storage is utilized for storing the VM's operating system, programs, and data. The physical host's storage is used to store the files that constitute the virtual hard discs that are formed and associated with the VM. To store the operating system and programs, the virtual hard drive is then formatted and partitioned. To provide more storage to the VM, more virtual hard drives can be connected. The quantity of storage provided to a VM is determined by the volume of data that it is anticipated to hold.

The VM may be built and operated using a hypervisor after the resources have been allocated. A hypervisor is a layer of software that enables a virtualized environment in which many VMs may run while abstracting the underlying physical hardware. Type 1 and Type 2 hypervisors are the two different subtypes.
Type 1 hypervisors, commonly referred to as "bare metal" hypervisors, operate directly on the actual hardware and offer a very effective and safe virtualization environment. 
The virtualization environment is less effective and less secure with Type 2 hypervisors since they run on top of an existing operating system. VMware Workstation and Oracle VirtualBox are a few examples of type 2 hypervisors.
Virtualization solutions like VMware vSphere, Microsoft Hyper-V, or KVM may be used to build and manage VMs. The following stages are commonly involved in building a VM:
Set the parameters for the virtual machine (VM), including the number of vCPUs, vRAM, and virtual storage devices.
Choose the operating system and programs that you want to install on the VM.
Set the IP address and network connectivity for the virtual network.
Make the virtual hard discs and attach them to the VM.
Launch the virtual machine, then set up the software and operating system.



Virtual Networks and Network security groups

In the cloud, distinct virtualized network environments may be created using vNets (virtual networks), which are software-defined networks. They serve as a network connection between virtual machines (VMs), containers, and other cloud resources as well as a means of connecting and isolating them.
Resources are connected in a virtual network by means of virtual switches, routers, and firewalls, which are controlled by the infrastructure of the cloud provider. Users are able to set up their own private network topology and security rules, which may be customized to meet their particular requirements.
By specifying a subnet and an IP address space. After that, you may introduce resources like virtual machines or containers to the subnet ranges. whatever their location or availability zone inside the cloud environment, these resources can interact with one another within the same vNet. Greater security is one of the main advantages of implementing a vNet. Your cloud resources are further protected by the virtual network's logical isolation from other virtual networks and the general internet. Network security groups (NSGs) can also be used to manage traffic entering and leaving the virtual network's resources. The ability to connect your cloud resources to on-premises infrastructure or other cloud environments is a benefit of employing a vNet. You may link several vNets together inside the same cloud environment or across other cloud environments using a VPN gateway, as well as establish a secure connection between your vNet and your on-premises network. A vNet may be scaled to accommodate the requirements of your company or organization. Subnets may be added or removed, IP address ranges can be modified, and routing and security settings can be configured as needed. With this flexibility, you can create a network architecture that is both optimized for your particular use case and flexible enough to meet shifting business needs.
Hybrid cloud installations can also be supported by virtual networks. You can extend your network infrastructure into the cloud and create a hybrid cloud environment that enables you to benefit from cloud computing while still having control over your on-premises infrastructure by connecting your on-premises infrastructure to your virtual network using a VPN gateway.
Virtual networks are an essential part of cloud architecture because they offer a safe and adaptable way to link your cloud resources. It enables you to build a scalable, flexible, and hybrid cloud deployment-compatible network architecture that is logically separated. You can make sure that your cloud resources are safe and customized for the specific needs of your company by employing a virtual network. (https://learn.microsoft.com/en-us/azure/virtual-network/virtual-networks-overview )



In contexts utilising cloud computing, a network security group (NSG) is an essential component of network security. It is a set of guidelines that controls traffic to and from resources within a virtual network, both inbound and outgoing. NSGs offer a method for managing resource access and traffic flow within the virtual network.
NSGs operate by creating security policies that may be applied to a virtual machine or a subnet. Based on the source and destination IP addresses, protocols, ports, and traffic direction, these rules can allow or refuse traffic. To make sure that traffic is assessed in the appropriate sequence, the rules can also be prioritized.
 The fact that NSGs give an additional layer of security to your cloud resources is one of the main advantages of implementing them. You may reduce the possibility of unauthorized access or data breaches by managing traffic flow to and from your resources. NSGs can be used to enforce security regulations and compliance standards, limiting access to apps or categories of data, for example. You can reduce congestion in the network and boost performance by allowing just the essential traffic to pass through the virtual network. NSGs can be used to restrict traffic depending on bandwidth utilization, prevent undesired traffic, or prioritize traffic. Within the same virtual network, different subnets or virtual machines can have different NSGs applied to them. As a result, you may modify security guidelines to apply to certain resources or categories of resources inside your virtual network. In addition, updating or changing NSG rules is simple as your security or compliance needs to develop.
 Additionally, NSGs can be used in combination with other network security tools like firewalls or virtual private networks (VPNs).
In contexts utilizing cloud computing, network security groups have a significant role in network security. They offer a method for managing resource access and traffic flow inside a virtual network, as well as enhancing network performance and guaranteeing compliance with security regulations. You may build a strong and secure cloud architecture that satisfies the demands of your company or organization by combining NSGs with additional network security features.
 (https://learn.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview )












Additional Exercise

In the additional exercise, we are going to deploy a Virtual Network and two virtual machines by using the platform Azure which will help us with the deployments. Azure is Microsoft's public cloud platform, it offers a large collection of services, which includes platform as a service (PaaS), infrastructure as a service (IaaS), and managed database service capabilities. Here we are going to see how to build our machines.













Creation Virtual Network
By creating the Virtual Network in Azure, in all services, you can select the virtual network to create one. 
[image: ]
Here it’s been choosing Azure for Students and then the creation of resource group myRGVNet.
It’s been given the name vnet1 to the virtual network.

[image: ]
After that in the security area it is not being modified, on the ip as we see, Azure gives a default IP range.

[image: ]
Once all setting is being check and everything its all right we are ready to start and create the Virtual Network.







Creation Virtual Machines
[image: ]
In Microsoft Azure, press on the virtual machine to create a machine, you can create as many as you need. So, choose Azure virtual machine to begin.
[image: ]
In Basics side, we choose to keep the same first two step as the virtual network.  Than gives the name of the machine like vm1 for the first, and then choose the right image you prefer. Here it has been used Windows Server 2019.



[image: ]
After its been added a username to enter through the machine and a password.
[image: ]
On the Networking side, here it’s been chosen as Virtual Network vm1-vnet, Subnet as default (10.0.0.0/24), and public IP such as vm1-ip.
[image: ]
After the setting is set up, press review and create which Azure will tell if you can start the virtual machine successfully.


[image: ]
Here it’s the second machine that we need to set up to create a connection under the Virtual Network. The setting is the same, just the name of the virtual machine is different, vm2 and we used Windows 10 Pro to run the second machine as a client.
[image: ]
Press review and create to check if Azure lets you successfully create the second machine, client.







[image: ]
[image: ]
The pictures below show the IP addresses given by default and for the first machine, the server is 10.1.0.4 . For the client machine we have 10.1.0.5 .
[image: ]
In this step by type we are going to enable the port ICMP ‘Internet Control Message Protocol’ with the command New-NetFirewallRule –DisplayName “Allow ICMPv4-In” –Protocol ICMPv4  typed in the PowerShell of the client machine, to allow inbound connections.
[image: ]
[image: ]
As the result has been successfully done, both machines Server and Client are pinging with success themself.
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