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Abstract 

Software-Defined Networking (SDN) has become increasingly important in modern 

enterprise and cloud-based environments due to its flexibility and centralised control 

architecture. However, this architecture introduces significant security challenges, 

particularly in relation to Distributed Denial of Service (DDoS) attacks, which can 

overwhelm the SDN controller and disrupt overall network performance. A key issue 

identified in current research is the reliance on simulated environments and legacy 

datasets for evaluating DDoS detection techniques. These datasets often fail to capture 

SDN-specific characteristics such as flow-based communications and controller 

interactions, resulting in limited realism and reduced comparability of results. This 

project aims to address this limitation by designing and validating a dataset generated 

within a physical SDN environment that better reflects real-world network behaviour. 

This study adopts a mono method experimental approach to generate both benign and 

malicious traffic. The dataset will be evaluated using established detection techniques, 

with performance measured through metrics such as accuracy, latency, and resource 

usage. This research aims to contribute a structured SDN dataset to support more 

reliable evaluation of DDoS detection techniques and improve the overall quality of SDN 

security research.   
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1.0 Introduction 

This proposal focuses on improving the reliability and realism of datasets used in 

Software-Defined Networking (SDN) security research, specifically focusing on 

Distributed Denial of Service (DDoS) detection. While SDN has become increasingly 

more important in modern enterprise and cloud-based networks, its centralised control 

architecture has introduced unique security challenges that are not fully addressed by 

traditional network architecture research [1].  

A major limitation identified in existing literature is the reliance on simulated 

environments and legacy datasets which do not fully represent SDN behaviour [2]. As a 

result of this, evaluation of DDoS detection techniques may lack realism or consistency 

[2]. This project aims to address this by designing and validating an SDN dataset, which 

can support more reliable and comparable research in this area.  

1.1 Context and Background 

Software-Defined Networking has seen increased usage across enterprise and cloud 

environments due to its ability to separate the control plane from the data plane, allowing 

for centralised network management and programmability [3]. This shift away from 

traditional network architectures has enabled more flexible and scalable network 

configurations [3].  

However, this centralised control introduces a critical vulnerability, where the SDN 

controller becomes a high-value target within the network due to it being responsible for 

managing all the network flows [4]. If the controller is overwhelmed or compromised, it 

can lead to widespread disruption across the entire network. One of the most significant 

threats in this context is DDoS attacks. These attacks generate a large amount of 

malicious traffic, forcing the controller to process excessive numbers of requests [5]. 

This can exhaust computational resources, increase latency, and ultimately lower or 

disable network performance [5].  

To address this vulnerability, a wide range of DDoS detection techniques have been 

proposed, including machine learning-based approaches, statistical methods such as 

entropy analysis, and hybrid models [5], [6]. However, a common issue among these 

studies is the reliance on simulated environments and publicly available datasets such 

as KDD99 and CICIDS2017, which were not specifically designed for SDN environments 



[7]. This focus on simulation has created a disconnect between research and real-world 

deployments, as the datasets may not accurately capture SDN-specific traffic 

behaviour, control plane interactions, or realistic attack patterns [7].  

1.2 Research Problem 

Despite the progress that has been made in SDN-based DDoS detection, a key limitation 

remains in the form of inadequate datasets used for evaluation [8]. Most existing 

research relies on either simulated environments or legacy datasets, which introduces 

several concerns.  

Firstly, simulated environments often generate unrealistic traffic patterns that do not 

reflect real-world network conditions [8]. Secondly, many widely used datasets were 

originally designed for traditional networks rather than SDNs, meaning they do not 

capture SDN-specific characteristics such as flow-based communication or controller 

interactions [7], [8]. Additionally, some datasets are domain-specific, such as IoT-

focused datasets, which limit their applicability [9].  

1.3 Research Aim and Objectives 

The aim of the project is to design and implement a physical SDN environment to 

generate a DDoS dataset, and to analyse and evaluate its effectiveness for real-time 

detection research through experimental testing.  

• To conduct a systematic literature review on SDN, DDoS attacks, and the 

limitations of existing datasets used in SDN security research. 

• To develop a suitable research methodology focused on dataset generation, 

including the selection of traffic parameters, data collection methods, and 

evaluation metrics, with justification from literature.  

• To design and implement a physical SDN environment to generate structured 

network traffic, including both benign and DDoS attack scenarios. 

• To validate the generated dataset by using multiple established DDoS detection 

methods to assess its suitability for detection research.  

• To evaluate the dataset based on its ability to support real-time detection, using 

performance metrics such as accuracy, latency, and resource usage. 

 

 



1.4 Significance of the Research 

The research is significant because it addresses a key limitation in current SDN security 

research: the lack of realistic datasets for evaluating DDoS detection techniques. While 

many detection methods have been proposed, their effectiveness is often assessed 

using simulated environments or a legacy dataset [7]. This reduces the reliability of the 

experimental results and makes it difficult to compare different approaches.  

By designing and implementing a physical SDN environment to generate a structured 

dataset, this study aims to provide a more realistic basis for evaluating DDoS detection 

techniques. The dataset will capture flow-based communication, controller 

interactions, and varying attack conditions, which are often missing from existing 

datasets. This improves the relevance of experimental results and allows for more 

meaningful analysis of detection performance.  

In addition, this research contributes a practical artefact in the form of a generated SDN 

dataset, which can be used to support further research in this area. While the dataset is 

developed within a controlled environment, it provides an alternative to simulated data 

and can be extended into future work.  

Overall, this project contributes to both academic research and practical network 

security by improving how DDoS detection techniques are evaluated in SDN 

environments, supporting the development of more effective and realistic security 

solutions.  

 

  



2.0 Literature Review 

This section critically reviews existing literature on DDoS detection in SDN environments, 

focusing on detection techniques proposed. In addition to detection techniques, 

attention is given to the datasets used for evaluation, as many studies rely on simulated 

data or legacy datasets that may not accurately reflect SDN-specific behaviour. This 

review is used to identify key limitations in current research and to justify the focus of this 

project on improving dataset realism and applicability.  

2.1 SDN DDoS Detection Techniques 

A wide range of DDOS detection techniques have been proposed for SDN environments, 

including statistical, machine learning, and hybrid approaches. These approaches vary 

in terms of their underlying detection strategies, complexity, and the type of data used 

for evaluation. As a result, comparing the effectiveness of different techniques requires 

careful consideration of both the detection techniques used and the datasets which they 

are evaluated with.  

Table 1 provides an overview of selected studies on DDoS detection in SDN, highlighting 

key aspects such as the detection method, datasets used, experimental environments, 

evaluation metrics, and limitations. The table is used to illustrate the diversity of 

approaches in the literature and to support a structured comparison of how these 

techniques are evaluated. 



Table 1: Summary of SDN-based DDoS detection techniques and datasets. 

Study Year Method Dataset Environment Metrics Limitations 

Hassan et al. [10] 2023 ML + DL (CNN, 

LTSM, RF, KNN, 

etc.) 

InSDN Simulated SDN Accuracy  

Precision 

Recall 

F1-Score 

Single dataset 

No real-world deployment  

Limited real-time evaluation  

Itagi et al. [11] 2021 DL (BRNN, 

FFNN) 

Custom SDN dataset 

(generated) 

Simulated SDN 

(Mininet, Ryu 

controller) 

Accuracy 

Error rate 

Small dataset 

Simulated environment 

Limited evaluation metrics 

Simple topology 

Yu et al. [12] 2018 ML (SVM) Mixed (DARPA, CAIDA 

+ simulated traffic) 

Simulated SDN 

(Mininet, Floodlight 

controller) 

Detection rate 

False alarm rate 

Vehicular SDN focus 

Simulated environment 

Reliance on legacy datasets 

No real-world deployment 

Belachew et al. 

[9] 

2025 ML (XGBoost, 

RF, K-NN, 

FFNN) 

CICIDS2017 

Edge-IIoTset 

Simulated SDN-

Edge-IoT (Mininet-

WiFi, edge 

deployment) 

Accuracy 

Precision 

Recall 

F1-Score 

Testing time 

Simulated environment 

IoT-specific architecture 

Reliance on benchmark datasets 

 

Conti et al. [13] 2017 Statistical 

(CuSum) 

CAIDA 

DARPA 

Simulated SDN 

(Mininet, POX 

controller) 

Detection rate 

False alarm rate 

Accuracy 

Detection time 

Relies on outdated datasets 

Higher false positive rates 

Lacks ability to detect complex attacks 



Evaluated only in simulated 

environment 

Sumantra & 

Indira Gandhi  

[14] 

2020 Statistical 

(Entropy-

based) 

Custom SDN dataset 

(generated) 

Simulated SDN 

(Mininet, POX 

controller) 

Detection time 

Delay 

CPU utilisation 

Synthetic traffic only 

Fixed threshold-based detection 

Limited evaluation metrics 

Simple topology 

Asgari & Akbari 

[15] 

2022 Statistical 

(Entropy + flow 

statistics) 

Custom SDN dataset 

(generated) 

Simulated SDN 

(Mininet, POX 

controller) 

Accuracy 

Precision 

Recall 

False positive rate 

Relies on simulated traffic 

Increased controller overhead due to 

flow statistics 

Lacks real-world validation 

Zhang et al. [16] 2024 ML (GBDT) Custom SDN dataset 

(generated) 

Simulated SDN 

(Mininet, Ryu 

controller) 

Accuracy 

Recall 

False positive rate 

Detection time 

Relies on simulated traffic 

Limited topology 

No real-world validation  

 



While Table 1 demonstrates the diversity of detection techniques proposed for SDN 

environments, it also highlights a fundamental limitation in how these approaches are 

evaluated. All reviewed studies rely on simulated environments, based on Mininet 

testbeds with no evidence of real-world deployments [11], [12], [16]. In addition, several 

approaches depend on either custom-generated traffic [11], [15] or legacy datasets such 

as DARPA and CAIDA [12], [13] which were not designed for SDN environments. More 

recent work incorporates domain-specific datasets, such as IoT based data [9], which 

may not accurately reflect SDN traffic behaviour. As a result, differences in dataset 

characteristics make it difficult to directly compare detection performance across 

studies and raise concerns about the realism of reported results. Furthermore, several 

studies are evaluated under simplified experimental conditions, including limited 

network topologies [11], [16] and the absence of real-world validation [10], [16], which 

may further restrict the generalisability of findings. This suggests that improvements in 

detection performance may be influenced as much by the evaluation data as the 

detection method itself, highlighting a key limitation in current SDN DDoS research.  

2.2 Dataset Limitations in SDN Research 

Building upon the issues identified in the detection techniques, this section specifically 

focuses on the datasets used within SDN DDoS detection research. While a range of 

datasets are commonly applied, they differ significantly in terms of their origin, structure, 

and suitability for SDN environments. Exploring these differences is essential for 

understanding the limitations behind how detection techniques are assessed.  

Table 2 summarises selected datasets used in SDN DDoS detection research, outlining 

their evaluation environment, classification, and key limitations. The datasets included 

reflect those commonly applied across the literature and are presented to enable direct 

comparison of how they differ in structure and applicability. By organising these 

characteristics, the table provides a basis for identifying limitations in existing datasets 

and how these may affect their use in SDN-based evaluation.  

 

 

 

 

 



Table 2: Summary of datasets used in SDN DDoS detection research and their limitations 

Dataset Environment Dataset Type Limitation 

InSDN [2] Simulated SDN SDN-specific Simulated environment 

Lacks real-world deployment 

Limited network complexity 

DARPA [17] Simulated 

enterprise  

Legacy Outdated dataset 

Generated in a simulated environment 

Traffic patterns do not reflect modern 

network behaviour 

CAIDA [18] Internet 

backbone 

Real-world Limited attack diversity  

Short capture duration 

Lacks labelled benign traffic 

Not SDN specific 

CICIDS2017 

[19] 

Simulated 

enterprise 

Modern Generated in a controlled environment 

Not SDN specific 

Limited representation of dynamic network 

behaviour 

Edge-IIoTset 

[20] 

IoT/Edge testbed Domain-specific Domain specific 

Not generalisable to SDN environments 

 

As shown in Table 2, no single dataset fully satisfies the requirements for realistic SDN 

DDoS detection research. While InSDN [2] is specifically designed for SDN 

environments, it is generated with a simulated testbed and lacks real-world validation. 

On the other hand, datasets such as CAIDA [18] provide real-world traffic, but are not 

specific to SDNs and lack important characteristics such as labelled benign flows and 

controller-level interactions. Similarly, widely used datasets such as DARPA [17] and 

CICIDS2017 [19] are generated in controlled or simulated environments and do not 

reflect modern SDN architectures or dynamic network behaviours. Finally, domain-

specific datasets, such as Edge-IIoTset [20], introduce additional limitations as their 

focus on IoT environments reduce their applicability to more generalised SDN scenarios. 

2.3 Research Gap 

The analysis of detection techniques and datasets highlights a fundamental limitation in 

current SDN DDoS research: a lack of datasets that are both realistic and representative 

of SDN environments. Existing approaches rely heavily on simulated testbeds or 



datasets that were not designed for SDN architectures [11], [13], resulting in evaluation 

conditions that do not fully reflect real-world network behaviour. While some datasets 

provide realistic traffic, they lack SDN-specific characteristics such as flow-based 

communications and controller interactions [18], [19].  Conversely, datasets designed 

for SDN environments are typically generated within controlled simulations and do not 

capture the complexity of real network deployments.  

This imbalance creates a clear disconnect between research and practical application, 

where the effectiveness of detection techniques is influenced by the dataset used rather 

than their ability to operate in realistic SDN conditions. Furthermore, the lack of a 

standardised dataset across studies limits the ability to directly compare results, making 

it difficult to decide which approach is most effective. This represents a significant 

limitation in the current body of SDN DDoS detection research.  

2.4 Relation to this Study 

This project aims to directly address the limitation identified in the existing literature by 

focusing on the design and validation of a dataset tailored specifically for SDN DDoS 

detection research. The proposed approach aims to incorporate SDN-specific 

characteristics, such as flow-based communication and controller interactions, while 

improving the realism of generated network traffic within a controlled physical 

experimental SDN environment. 

By developing a dataset that better reflects both SDN architecture and realistic traffic 

behaviour, this project aims to provide a more suitable basis for evaluating detection 

techniques. From this, it aims to improve the reliability and comparability of 

experimental results, contributing to more meaningful assessment of DDoS detection 

methods in SDN environments.  

2.5 Conclusion 

This literature review has examined existing research on DDoS detection in SDN 

environments, highlighting both the range of detection techniques proposed and the 

datasets used for their evaluation. While significant progress has been made in 

developing statistical, machine learning, and hybrid detection methods, their evaluation 

is constrained by the environments and data on which they are tested.  



The analysis of existing datasets demonstrates that no single dataset fully satisfies the 

requirements for realistic and representative SDN evaluation. Legacy datasets, 

simulated traffic, and domain-specific data each introduce limitations that affect the 

validity and comparability of the results. As a result, the effectiveness of detection 

techniques is often influenced by dataset characteristics rather than their ability to 

operate under realistic network conditions.  

Overall, the literature indicates that improving the quality and relance of datasets is 

essential of advancing SDN DDoS detection research. This provides a clear foundation 

for the focus of this study, which aims to address these limitations through the 

development of a more suitable dataset for evaluation.  

 

  



3.0 Research Design and Methodology 

This section outlines the overall research design and the methodology used to generate 

and evaluate the SDN DDoS dataset. The methodology is structured to align with the 

research aim and objectives, ensuring that a clear process for designing the SDN 

environment, generating network traffic, and assessing the suitability of the dataset for 

real-time detection research.  

3.1 Research Design and Justification  

The research design for this project is guided by the Research Onion [21] framework, 

which provides a structured approach to selecting research philosophy, approach, 

strategy, and method. This ensures that each methodological choice is aligned with the 

overall research aim and supports a systematic and justified design process. Figure 1 

shows the chosen approaches as adapted from the Research Onion framework.   

 
Figure 1: Chosen research methodology adapted from Saunders et al. [21] 

This project will follow a positivist research philosophy, as the study focuses on 

measuring network behaviour and detection performance in an objective way. The 

dataset will consist of measurable data, such as traffic flows, latency, and resource 

usage. 



A deductive approach is used for this project, as existing knowledge from SDN security 

and DDoS detection research is applied to a new experimental context. Rather than 

developing a new detection method, established techniques are used to validate the 

generated dataset, ensuring the focus remains on dataset quality. Furthermore, the 

research will use an experimental strategy, involving the creation of a controlled SDN 

environment where both normal and attack traffic can be generated. The experimental 

strategy was used as it is commonly applied in SDN research when controlled 

evaluations of network behaviour is necessary [1]. This allows key variables such as 

traffic intensity and attack type to be controlled and tested systematically. A quantitative 

mono-method is adopted, as the evaluation strategy relies on performance metrics. 

Finally, a cross-sectional time horizon is used, where data is collected within a defined 

experimental period rather than over a long period.  

3.2 Research Methods and Materials 

This section outlines the methods used to design the SDN environment, generate the 

dataset, and evaluate its suitability for DDoS detection research. It also describes the 

tools and materials used to support the implementation and analysis.  

3.2.1 Experimental Setup and System Design 

The experiment is designed to represent a simplified but realistic SDN environment. The 

system consists of an SDN controller, OpenFlow-enabled switches, legitimate client 

nodes, and attacker nodes. This reflects the core structure of SDN networks, where the 

controller manages network flows and communicates with switches. This setup reflects 

the standard SDN architecture as described in existing research [1]. 

Legitimate nodes generate normal network traffic, while attacker nodes simulate DDoS 

activity, which allows for both benign and malicious traffic to be captured within the 

same environment. 

This design is chosen to provide a balance between realism and control. A fully real-world 

network would introduce too many uncontrollable variables, while purely simulated 

environments may lack realism. The controlled SDN setup allows structured data 

generation while still capturing key SDN characteristics such as flow-based 

communications and controller interactions. Furthermore, this design addresses 



limitations identified in the literature, particularly the reliance on simulated 

environments and non-SDN-specific datasets [10], [11], [12].  

3.2.2 Data Generation and Collection  

Data is generated by producing both normal and attack traffic within the SDN 

environment. The normal traffic will simulate typical network activity, such as web 

requests and background communication, while attack traffic includes common DDoS 

attacks such as TCP SYN floods, UDP floods, and ICMP floods, as these are widely used 

in SDN research [9], [10].  

To ensure the dataset reflects a range of realistic conditions, several parameters can 

vary, such as attack duration, packet rate, and number of attacking nodes. These 

parameters allow for different levels of attack intensity and distribution to be 

represented, improving the usefulness of the dataset for testing.  

Data is collected using PCAP tools and SDN flow statistics from the controller. Additional 

metrics such as controller resource usage and network latency are also recorded. This 

provides both traffic-level and system-level data, which is important for evaluating 

performance under different conditions. The dataset is stored in standard formats such 

as PCAP and CSV, allowing for consistent analysis and reuse.  

In this experiment, the independent variables include traffic-related parameters such as 

attack type, packet rate, attack duration, and the number of attacking nodes. These 

variables are controlled and adjusted to generate different network conditions. The 

dependent variables are the resulting detection performance metrics, including 

accuracy, false positive rate, and detection latency, as well as system-level metrics such 

as controller resource usage. This allows the impact of varying traffic conditions on 

detection effectiveness to be studied.  

3.2.3 Data Analysis and Evaluation Strategy 

The dataset is evaluated by applying established DDoS detection techniques and 

measuring their performance. This includes both entropy-based methods and machine 

learning approaches, allowing for different detection styles to be tested. Entropy-based 

detection could be considered due to its efficiency and suitability for real-time 

environments, while machine learning techniques is an option due to its wide use in SDN 

security research and can capture more complex traffic patterns [10], [14].  



Performance can be measured using metrics including accuracy, F1-score, false 

positive rate, and detection latency. These metrics are selected as they provide a 

balanced evaluation of detection performance and are commonly used in security 

research [22]. This evaluation approach allows the effectiveness of the dataset to be 

assessed based on how well it supports detection, rather than focusing on the 

performance of a single detection method.  

3.2.4 Materials and Tools 

The physical SDN environment for dataset creation will be implemented using a SDN 

controller such as Ryu, the simulated environment for evaluation will be implemented 

using tools such as Mininet. Python will be used for traffic generation, data processing, 

and analysis. Packet capture tools such as tcpdump or Wireshark are used to collect 

network traffic, while system monitoring tools record performance metrics. The 

simulated system will be deployed on hardware capable of supporting virtualised 

network environments. 

Ethical considerations are minimal, as all traffic will be generated in a controlled lab 

environment and does not involve real users. This ensures that the research complies 

with ethical requirements while still producing relevant and realistic data.  

3.2.5 Reliability, Validity, and Generalisability  

Reliability is ensured by maintaining a controlled experimental environment, where 

network configurations and traffic generation parameters are consistent across tests. 

This allows experiments to be repeated under the same conditions, improving the 

consistency of results. 

Validity is addressed by designing the SDN environment to reflect key characteristics of 

real networks, including flow-based communications and controller interactions. 

Additionally, the use of both benign and attack traffic ensures that the dataset represents 

realistic network behaviour, supporting accurate evaluation of detection techniques.  

Generalisability is considered by varying traffic parameters such as attack intensity and 

duration, allowing the dataset to represent a range of network conditions. However, as 

the environment remains controlled, some limitations in generalisability to large-scale 

real-world deployments may still exist. This is acknowledged as a trade-off between 

experimental control and realism.  



4.0 Expected Outcomes 

This project is expected to produce a DDoS dataset generated within a physical SDN 

environment. The dataset will include both normal and attack traffic, capturing key SDN 

characteristics such as flow-based communications and controller behaviours while 

under different network conditions. It is expected that the dataset will support the 

application and research of existing DDoS detection techniques, allowing their 

performance to be evaluated in a more realistic environment compared to purely 

simulated datasets. Detection methods are expected to demonstrate measurable 

performance in terms of accuracy, latency, and resource usage.  

The findings from the project are expected to highlight the importance of using a more 

representative dataset in SDN security research. Through providing a dataset generated 

in a controlled environment, this work may support more reliable evaluation of detection 

techniques and contribute to improved benchmarking in future research. 

5.0 Project Timeline and Milestones 

The project timeline shown in Figure 1 is structured across the main phases: initial 

planning and literature review, experimental implementation, and writing. Tasks are 

arranged to allow overlap between experimentation and writing, ensuring efficient use of 

time within the project period.  

  

Figure 2 Project Timeline (Gantt Chart) 
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