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	Introduction:

	
When designing a system, be that a product or a process, it is crucial to understand where this system may fail. As such, many methods have been developed to critically analyse a systems functionality and highlight areas of vulnerability where engineering resource should be applied. In doing so the systems reliability can be improved in an efficient manner ensuring safety and efficacy at a reduced cost. This report will explore the use of Fault Tree Analysis (FTA) as a method for understanding system failure, human factors, and failure mitigation approaches. 

FTA was first developed within the US Military during the 1960’s as a method for improving the reliability of missile systems [1]. Since then, however, it has found application in almost all engineering industries from petrochemical manufacture to nuclear safety [2], [3]. FTA unlike other analysis methods such as Failure Mode Effect Analysis (FMEA), uses a top-down approach [2]. Here a critical top event is taken, and all the potential causes of this event are identified. Each of these causes is then subjected to the same treatment until the cause of the failure cannot be broken down any further, these are known as basic events  [1], [2], [3]. During this process other failure analysis tools, such as FMEA, are often also used to help identify the events cause [1]. 

The interactions between events in an FTA is managed using Boolean Logic  [1], [2]. Here logic gates dictate which precursor events must have occurred for a failure to manifest. A simple fault tree primarily uses the “AND” and “OR” logic gates alongside event symbols as shown in Figure 1. This allows fault trees to explore complex systems with many failure sources with relative ease [1]. 
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Figure 1 - Symbols for Fault Tree Analysis [2].

Due to the modelling of event interactions a fault tree can trace how a fault propagates from basic events to critical failures [3]. As such, if the probability of the Basic events is known the total probability of system failure can easily be calculated using Boolean statistics [2]. The inverse is also true with a mix of known probabilities for the critical event and other basic events allowing the likelihood of an unknown basic event to be determined where historical data is not available [4]. 

These features of an FTA allow it to easily identify areas of design risk and areas where redundancy may effectively mitigate failure [1]. This then allows engineers to focus resources on mitigating these challenges and further exploring the influence of variance and human factors on key areas of risk [1], [4].


To demonstrate the applications of FTA this report will now explore the simplistic challenge of making a hot drink. The fault tree for this task can be seen in Figure 2 with the probabilities of success at each stage given in Table 1.
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Figure 2 - Fault Tree example for the making of a hot drink [5].

Table 1 - The probability of Basic Events is the Fault Tree [5].
	Event
	Probability of Event
	Probability of Success

	Tea availability
	0.8
	0.8

	Coffee availability
	0.9
	0.8

	Chance of leaky Kettle*
	0.1
	0.9

	Chance of water supply failure*
	0.01
	0.99

	Kettle reliability
	0.99
	0.99

	Plug in operation reliability
	0.7
	0.7

	Switch on reliability
	0.7
	0.7

	Mains supply failure chance*
	0.01
	0.99

	Cup availability
	1
	1

	Cup reliability
	0.7
	0.7

	Milk availability
	0.9
	0.9

	Milk freshness
	0.8
	0.8

	Sugar availability
	0.6
	0.6

	Sweetener Availability
	0.9
	0.9

	*Where probabilities of a failure have been provided these have been translated to the probability of success.







	Probability Calculation:

	
As discussed within the introduction ,the Boolean logic utilised within FTA allows the probability of the critical event occurring to be determined from the known probabilities of basic events. To perform this kind of analysis however, the mathematical equations governing “AND” and “OR” gates must be understood. There fundamental equations are presented in Equation 1 and Equation 2 respectively.

Equation 1 - The probability calculation across an "AND" gate [6].



Equation 2 - the probability calculation across an "OR" gate [6].



To demonstrate the power of these rules the case study presented above was examined to determine the probability of successfully making a cup of tea. It is crucial to note here, as we must make Tea and not Coffee the base event of Coffee Availability is removed from the fault tree. This is because not matter it’s availability, it cannot be selected. An improved fault tree may mitigate this by adding another base event labelled “Correct Drink Selected” to allow for both to be available but the incorrect one to be selected. This however is outside the scope of this work. 

The results of this probability analysis can be seen in Figure 3 and determines that the probability of successfully making tea is 0.1656 or approximately 16%.
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Figure 3 - Fault Tree Probability Analysis for making a cup of tea.


	Influence of Human Factors: 

	
Due to the quantified nature of an FTA, it is easy for engineers to understand how changes in the probability of basic events can influence the probability of the critical event. This is especially useful when analysing the influence of noise on the performance of the system. One of the main noise factors within product or manufacturing systems is Human Factors.

Human Factors engineering explores how physiology, psychology, engineering and statistics can be used to explain variance in human performance and hence, is critical for understanding how human operators influence the probability of basic event occurrence [7].

Humans make can make one of four error types when completing a process which sit under two categories, Unintended or Intended actions, Figure 4. 



Figure 4 - Taxonomy of human factors errors [7].
The factors influencing a human’s likelihood of making an error, however, are almost infinite posing significant challenges. To help simplify the problem engineers assign these factors to one of three categories, Figure 5, allowing their route courses to be individually addressed.

Figure 5 - Categories of performance influencing factors [7].



Further to this Human Factors Engineers have also developed quantified methods for evaluating the influence of these factors on error probability. One such method is the Human error assessment and reduction technique (HEART) approach. Here tasks are assigned a baseline error rate based on their nature. Then, multipliers are applied to this base rate for each error producing condition (EPC) present in the scenario. This gives a quantified value for the likelihood of error, which can be fed into an FTA to understand how human factors will influence the probability of the critical event [7].

To demonstrate the influence of human factors, and how methods like the HEART approach are applied, the Fault Tree studied in this report has been re-analysed. This time however, the probability of the kettle being plugged in and switched on has been reduced by 75% and the probability of a cup being selected reduced by 90% of the baseline. This is to simulate the effects of being fatigued whilst conducting the process.

The new fault tree with probability analysis is presented in Figure 6. This shows the probability of success has dropped from 0.1656 to 0.0838 and highlights how minor changes in the probability of basic events due to human factors can significantly influence the probability of critical failures.
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Figure 6 - Fault Tree Probability Analysis, adjusted for human factors.

	Conclusions:

	
In conclusion, Fault Tree Analysis is a valuable tool for systematically determining the route courses of a failure event, by continually breaking down the contributing factors until they can be easily identified and managed. The Boolean algebra used to link the probability of events, then allows engineers to understand the likelihood of a critical failure from the probabilities of basic events and, more importantly, how noise factors influencing basic events can propagate through the tree.



This report has also covered how Human Factors can significantly influence the probability of basic events occurring and has discussed examples of the systematic methods human factors engineers use to quantify their influence.

The findings of this report have also been demonstrated throughout, using a case study. In this case study it can clearly be seen that the human factor of fatigue reduces the probability of success by almost half, highlighting the importance of understanding and manging these influences.

Finally, this report highlights the importance of using techniques such as FTA to systematically identify areas of technical risk. As well as how this approach can be used to prioritise engineering resource to maximise design efficiency. 
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