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Faculty of Applied Design 
and Engineering

	ASSIGNMENT / COURSEWORK SPECIFICATION



	Programme:
	BEng Computer Systems and Electronics

	Module/Unit:
	Network Operating Systems and Security.

	Assignment No:
	2
	Lecturer:
	Lee Cobley
	Internal Verifier:
	Lee Josiah Cobley



	Assignment Title:
	The Production of a Security Policy Document for a company scenario.



	Hand Out Date:
	
	Return Date:
	
	Contribution to Overall 
Module/Unit Assessment (%):
	50%



	PENALTIES FOR LATE SUBMISSION:  UP TO ONE WEEK LATE, MAXIMUM GRADE OF PASS.  OVER ONE WEEK LATE, FAIL.



	Outcomes being Assessed (from Module/Unit Syllabus):

	Number
	Description

	
2.  Analyse a given network to produce an appropriate security audit and develop a security policy/disaster recovery plan.

	
· Identify hardware and software components and their relative impacts on the functionality of the network.
· Recognise administrative procedures including recording and logging of day-to-day tasks.
· Identify and evaluate appropriate control procedures to deal with potential security threats and develop a risk assessment plan.
· For a case study, produce a disaster recovery plan.



	Common Skills (Key Skills):
	Tick if present
	Tick if assessed
(HND/C only – normally only one)

	1.	Managing and Developing Self
	
	

	2.	Working with and Relating to Others
	
	

	3.	Communicating 
	
	

	4.	Managing Tasks
	
	

	5.	Applying Numeracy
	
	

	6.	Applying Technology
	
	

	7.	Applying Design and Creativity
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	COURSEWORK FEEDBACK TO STUDENTS



	Lecturer’s General Comments:
	

	












	
Final Grade:

	

	Lecturer’s Signature:

	
	
Date:
	




	Second Marker’s Comments:
	

	

	Second Marker’s Signature:

	
	
Date:
	



	TASK DESCRIPTION

	Tasks/Objectives:

Based on a ficticious scenario comprising the Design of a Secure Computer Network Portfolio for a Higher Educational Establishment (see Assignment Briefing: Appendix A).  The Campuses are divided over two physical dept buildings within close proximity.    

In order to protect the establishment from potential attack on its IT systems, the governors and principal require a Security Policy for this network.

You are to provide a Security Policy document to contain:

	Q.1.
	An Introduction/Overview of Network Security issues.                                                                 [10 marks]
	 	  		

	Q.2.
	A Risk Assessment  analysis- to include:
			Assets									         [15 Marks]
			Threats									         [15 Marks]
		Security Priority Identification 
		(In terms of assessing Asset Importance and in terms 
		of categoring threats by significance)					         [10 Marks]



	Q.3.
	A discussion of Security Control Procedures for disruption, destruction or disaster  
                                                                                                                                                         [15 Marks]



	Q.4.
	A diagram and associated description to illustrate where and what type of security-related hardware and software may be placed and utilised to good effect.
                                                                                                                                                         [10 Marks]                                                     


	Q.5.
	A proposed backup plan/schedule for 2 server roles/contexts; so that, in the event of data loss, a Disaster Recovery Plan may be implemented	
                                                                                                                                                         [25 Marks]

















	Generic Grading Criteria (Degree)

	0-35
	A mark in this range is indicative that the work is below the standard required at the current level of your Degree programme. Work falls short of the threshold standards in relation to one or more of knowledge, intellectual, subject based or key skills.  Work is based on only minimal understanding, application or effort.  It will offer only very limited evidence of familiarity with knowledge or skills appropriate to the field of study or task and/or demonstrate inadequate capability in key skills essential to the task concerned. It may address the assessment task to some extent, or include evidence of successful engagement with some of the subject matter, but such satisfactory characteristics will be clearly outweighed by major deficiencies across remaining areas. Other reasons for failing the coursework may include excessive absenteeism; academic dishonesty (cheating), plagiarism or failure to participate in teamwork.

	35-39
	A mark in this range is indicative that the work is below, but at the upper end is approaching the standard required at the current level of your Degree programme. Whilst some points are correctly presented there are serious errors and/or omissions and/or irrelevant material. It indicates work of an insufficient standard. It will show very limited knowledge or understanding of the relevant subject area, and display weak writing and analytical skills and/or poor application of technique. Writing will exhibit weak grammar, very inadequate or absent references and/or bibliography and may contain major factual errors. Quantitative work will contain significant errors and incorrect conclusions.

	40-49


	A mark in this range is indicative that the work is of an acceptable standard at the current the level of your Degree programme. Work demonstrates some familiarity with and grasp of a factual/conceptual knowledge base for the field of study and/or ability to employ specialist skills, but only just meeting threshold standards. Work may be characterised by some significant errors, omissions or problems, but there will be sufficient evidence of development and competence. Writing may be poorly presented without properly laid out referencing/bibliography, or in the case of quantitative work, it may not be possible to follow the logic and reasoning leading to the results obtained and the conclusions reached. 

	50-59
	The work is of a satisfactory to very satisfactory standard at the current level of your Degree programme. Work demonstrates ability to evaluate new information, concepts and evidence from a range of sources and generate ideas through the analysis of concepts at an abstract level. Arguments and issues will be discussed and referenced, but these may not be fully documented or detailed. The work will be mostly accurate and provide some evidence of the ability to analyse, synthesise, evaluate and apply required methods/techniques. There will be no serious omissions or inaccuracies. There will be good evidence of ability to take responsibility for own learning including the selection and use of relevant techniques and applying creative skills. With Quantitative work it should be possible to follow the logical steps leading to the answer obtained and the conclusions reached. 

	60-69
	A mark in this range is indicative of that the work is of a very good standard for the current level of your Degree programme.  Work of commendable quality commanding wide ranging specialised technical, creative and/or conceptual skills.  There will be consistent evidence of capability in all relevant subject-based skills, including the ability to self-evaluate and work autonomously and to use effectively specified techniques in appropriate contexts.
Writing work will make excellent use of appropriate, fully referenced, detailed examples and there will be clear evidence of analysis, synthesis and evaluation.  Any quantitative work will be clearly presented, the results should be correct and any conclusions clearly and accurately expressed.  

	70-84
	A mark in this range is indicative that the work is of an excellent standard for the current level of your Degree programme.  Work is based on a rigorous and broad knowledge base, demonstrating ability to analyse, synthesise, evaluate concepts and/or interpret and describe the creative expression and the associated workflow process including both the design and development/production considerations. 
The work will go beyond that provided on reading lists and include independent work.  There will be strong evidence of competence across a range of specialised skills and the capability to operate autonomously. The work will exhibit excellent levels of knowledge and understanding, with elements of originality and flair.

	85-100
	A mark in this range is indicative of outstanding work.  Marks in this range will be awarded for work that exhibits excellent levels of knowledge and understanding throughout with substantial elements of originality and flair. The work will demonstrate a broad range of critical reading that goes well beyond that provided on reading lists. Marks at the upper end of the range will indicate that the work is of publishable, or near publishable academic standard.






	APPENDIX A.

	
Background
An educational establishment has the following network user/client categories:

Students  - utilising:
	1 logon server;
	1 file-space server;
	1 development IIS web server (for student use within the Faculty of Engineering);
	1 development Linux web server (for student use within the Faculty of Engineering);
500 workstations;
	Note
i. students are divided into 4 main Faculties, namely Education, Business, Humanities, Engineering;
ii. applications are put onto each workstation, as appropriate to the subject (Faculty) area.

Academic Staff  - utilising:
	1 logon server;
	1 file-space server
	200 workstations;
	Note 
i. staff are divided into 4 main Faculties, namely Education, Business, Humanities, Engineering;
ii. each member of academic staff has appropriate applications on his/her workstation.

Finance Staff  - utilising:
	1 logon server;
	1 server for financial accounting, payroll, purchasing etc. operations;
	10 workstations;
	Note
i. each member of staff has appropriate general applications on his/her workstation and accesses specific financial applications from the Finance server.

Registry Staff - utilising:
	1 logon server;
	1 server for staff/student record-keeping (database) use;
	10 workstations.
	Note
i. each member of staff has appropriate general applications on his/her workstation and accesses specific database applications from the staff/student record-keeping server;
ii. Each member of academic staff requires access to the student database for purposes of course administration duties.

IT Staff – responsible for overall network functionality for the above users plus the provsion of  
resources including:
 	1 logon server;
	1 Web server;
	1 E-mail server;
	1 DNS server;
	1 DHCP server;

There is also an IT section which contains 12 personnel, of these: 
5 are network officers (including the network manager);
3 are programmers;
4 are network assistants

Note: The establishment runs Windows 2003 server with XP Pro client software as its main network operating system and also has Linux based servers (Web, DNS, DHCP). One root domain is utilised with appropriate OUs designated for each category of user/client. The main logon server (domain controller) is situated in the IT block with a backup logon server in each building block.
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