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[bookmark: _Int_DdxTAGj1][bookmark: _Int_jvlxSKpt]Abstract: This study tells how the ensemble based machine learning models Random Forest and Gradient Boosting perform on multi class classification intrusion detection with the NSL-KDD dataset. By expanding internet connections and increasing cyber threats, Intrusion Detection Systems (IDS) needs intelligent, adaptive approaches that can be capable of identifying both known and unknown attacks. The work involves in detail preprocessing, including handling class imbalance, feature encoding, scaling, and exploratory data analysis. Both models were trained and evaluated on the NSL-KDD dataset and then followed by hyperparameter tuning for improving the performance. Results demonstrates that Random Forest gradually outperforms Gradient Boosting, performing high level accuracy, stronger generalization, and good handling of imbalanced classes. Gradient Boosting shows that it catches underfitting and feels difficulty with minority attack types, even after tuning. Feature importance analysis tells key network traffic attributes like byte counts, host-related statistics, and flag information as strong indication of malicious behaviour. Finally, the study shows that Random Forest gives a more reliable and effective solution for IDS applications and underlines the need for updated techniques to point out class imbalance and updated attack patterns.
Introduction: At present, everything is online and accessible to everyone which increases the risk of information being stolen if networks are not properly secured. We can protect our data by using network security. Intrusion Detection Systems (IDS) play a major role in network security. IDS can monitor network activity, recognize known threats, and detect illegal access. Introducing powerful tools like machine learning into the network security, we can witness major changes in the data security. Machine learning brings intelligence and adaptability to IDS, and ensemble methods make IDS more accurate, especially in complex and imbalanced network environments. Ensemble machine learning models can handle large amounts of data and provide more accurate predictions because an ensemble is the combination of multiple models. Using machine learning, IDS can detect both known and unknown attacks. This report is about how I build, tuned and compared the ensemble-based machine learning models (RandomForest and GradientBoosting) for multi class intrusion classification using NSL-KDD dataset.  In this work, we face a lot of problems like class imbalance, more training time and difficulty in evolution. And see how random forest and gradient boosting models perform on NSL-KDD dataset.
Problem statement with literature support: In our case, automatically identify the intrusion and specify which type of attack is done within the computer network. The aim is training two different ensemble-based machine learning models and compare which model is performing well on the NSL-KDD dataset. The model can analyse the network traffic features like packet count, duration, flags, bytes transferred, detects whether an event is normal or an intrusion, if any intrusion detected, the multi class classification setup figures out exactly where the attack is done, so immediately responds and improves overall systems. The traditional intrusion detection system cannot detect the new attacks. It only detects already known attacks. If any slightly updated version of an existing attack won’t be detected, because no signature exists previously. The rules must be constantly updated by the security experts which is compulsory to detect the attacks. Here, the operation cost goes high and delay in detecting the emergency threats. When the network size increases, attack types will also be increases then the rule set become large and complex. Then performing deteriorates may cause slower detection and the usage of the resources also increase. There will be high false positives and false negatives. [1] Utilising the previous study, dataset NSL-KDD have explored for different machine learning methods and ensemble models to enhance intrusion detection systems (IDS) performance. Several supervised learning algorithms such as random forest and gradient boosting has been evaluated for classification accuracy and runtime efficiency, reviling differences in the effectiveness for detecting network intrusions. [2] providing more interpretable model and more explainable analysis to help the analysts to understand key features and attack behaviours. Focusing specifically on improving multi-class classification with detailed class weight evolution and strategies to handle class imbalance.
Methodology: 
Dataset description: In NSL-KDD, 2 different datasets (train dataset and test dataset).125973 records in train dataset and 22544 records in test dataset. In both train and test dataset, there are 42 features, in that 4 are categorical features (protocol type, service, flag and labels) and 38 are numeric features. The model will be trained on 125973 records and tested on 22544 records. Here over target column will be labels.
Data preprocessing:
Dropping unwanted column: Remove the feature ‘num_outbond_cmds’, because we can check there is only one value in it, so it doesn't make any difference while training the model. That why we dropped the num_outbond_cmds from both the datasets.
When it comes to the multi class classification in NSL-KDD, particularly in the target column-the test dataset has some more classes which we can't train on. So, I just added some rows from the test dataset to the train dataset which brings up all the classes into the train dataset.
One hot encoding:
[image: ]
The dataset contains both numerical and categorical columns, it requires more steps to prepare it for machine learning model, we have 3 categorical columns to be converted into numerical columns because the machine learning models understand numerical inputs. Each category in protocol_type , services and flag are converted into numerical inputs by using one hot encoding. Categorical columns are converted into numerical columns by combining both train and test dataset. Because there are some values in the test dataset which are not present in the train dataset. That's why the coding is done by combining both data sets and after encoding slipt back carefully. Algorithms like random forest and gradient boosting can handle these features correctly. For target column also the combined encoding is done, as the number of unique values is in train data is 33 and the number of unique values in test data is 36. That why combined encoding is done for target column(labels) 

Scaling:
[image: ]
Scaling data is a main preprocessing step in machine learning that balance feature values to common scale that impacts on model performance and interpretability. The influence of the data scaling differs that depends on algorithm and dataset characteristics.[3]

Exploratory data analysis:
Exploratory data analysis aid to understand the structure of our dataset before training machine learning models. It involves summarizing features, examining class distributions and identifying correlations between features.[4]
Summarizing features:
[image: ]
Here we can check basic statistics for all the numerical columns in our data set, like count, mean, std, min, max and 25%, 50%, 75%. We can clearly understand where the normalisation is needed. By analysing all the statistics before training the model can help us to identify the patterns, determine anomalies and take informed decisions on data preprocessing steps.

Class distribution:
[image: ]Our data set is highly imbalanced, and we can clearly see the imbalance in the target column. It tells us about the distribution of classes, where one class remarkably outnumbers rest of the classes. This imbalance badly influences model performance.

Observation from EDA:
[image: ][image: ]
Class distribution is highly skewed that when we observe in the target feature, normal and Neptune are dominating the rest of the labels, which may cause biased baseline classifier predicting only majority class. And minority class may contain more noise along with outliers. Over data set should need scaling and most importantly class weights because of the imbalance in the class labels.
Model development:
Just before creating a model, lets create class weights as we are dealing with highly imbalanced data, we should not use class weights as balanced. Here the most frequent class will get the low-class weight, and the less frequent class will get the high-class weight. Then all the class will be treated equally by the model, (model won’t get biased to most frequent class).

Creating the random forest:[image: ]
· A random forest builds multiple decisions and picks the majority votes.
· Each tree is trained on random subset of data and takes the random subset of features of every split, it avoids overfitting.
· Also provides details about how much each feature contributes to prediction.
Let's observe the metric score of the random forest on train data set.
[image: ]
The random forest works well on the training data, it reaches perfect classification on the training data excellent precision, recall, f1-score and support, which is showing strong learning, but it may lead to overfitting, which can examine by evaluating performance on test data.

Let's observe the metric score of the random forest on test data set.
[image: ]
Accuracy on test data set is: 0.91 which is less than the accuracy in train data.
Few classes give very poor recall and precision with may zeros which tells us that model failed in prediction of these classes in the test data set.
It indicates overfitting: comparing the metric score results of training and testing shows clear drop in the performance on the test data, which tells overfitting on training data. By hyper tuning the model, we can achieve better results.

Important features:
Let's see the top 5 important features of the random forest:
[image: ]Src_bytes, dst_bytes, dst_host_count, dst_host_svr_diff_host_rate, dst_host_svr_count are the top 5 important features of the random forest.

 Creating Gradient boosting model:
[image: ]
· Gradient boosting is the combination of many weak decision trees and form as a strong predictive model.
· Every new tree rectifies the errors of previous tree and improving the model step by step.
· It handles both continuous values and categories.
Many classes have low support, for minority classes it is showing 0 precision, recall, and F1-score, here the model is biased to the high-class support which is indicating the class imbalance. And accuracy 0.30 which very less. The metric score is less in training it would be underfitting. Here class imbalance is major issue.
[image: ]
Let's observe the metric score of gradient boosting on test data,
By observing the Marco F1=0.4, weighted F1= 0.26, accuracy =0.24, we can say that the scores of the test data are like the results in training data. Class imbalance dominates the behaviour. The model is predicting the few major classes and ignoring the less frequent classes. Accuracy 0.24 means that it indicates specifically on major classes and ignoring the minor classes.

Important features:
Let's see the top important features of gradient boosting,
[image: ]
Important features of the gradient boosting are same_srv_rate, dst_bytes, flag_sf, dst_host_same_src_port_rate, and logged_in.

Hyperparameter tuning:
Hypertuning is finding the best parameters for the model, trying different combinations of settings and checks which combination suites better.
Hypertuning for random forest:
[image: ]
Creating and training the random forest by random search cv,
And these are the parameters that, n_estimator – creates number of trees in the forest, min simple slipt – minimum number of samples needed to split an internal code, min_samples_leaf – minimum number of samples needed to be leaf node. Some of the parameters are like n_estimator which shows the number of trees in the forest, min_samples_split which shows the minimum number of samples needed to split the node, min_samples_leaf that tells about the minimum number of samples needed to a leaf node and max_features[“auto”, ”sqrt”, ”log2”, ”None”].
In tuning, it is a critical process of selecting the best set of hyperparameters to increase the performance of model. Here we use the RandomizedSearchCV to find the better combination of parameters than the default settings. It will be more efficient than grid search.[5] 
[image: ][image: ]
For gradient boosting, it can't handle the full dataset to train at a time, and it is taking a lot of time so, I take subset of the dataset and tuned the gradient boosting then I used the parameters on entire dataset.
Training and validation process:
While training a machine learning model, the evaluation is needed to it that how well it learns the patterns, how well it is applying on new data, for this we need to split the dataset into training and testing dataset. But we already have the separate training and testing dataset. During training of the model, it receives the input data and their labels, and it predicts the output data then calculates the loss that how far the original data from the prediction. Then it updates it parameters and keep going multiple times until the it reaches the minimum training loss. At last, the validation process where the testing dataset is not for adjusting the class weights but used to check validation loss, accuracy and other metrics. Here we can know whether the model is overfitting or underfitting.
[image: ]



Metrics of random forest on training data set.


[image: ]
Metrics of random forest on test data set.
Here we can observe that the accuracy and other metrics are more in train dataset and less in test data which indicates overfitting on train dataset.

Evolution metrics:
By using confusion metrics, we can summarise the performance of the model by actual and predicted labels. Here, TP, TN, FP, FN. The accuracy will be calculated by (TP+TN)/(TP+TN+FP+FN) the accuracy will be good when the classes are balanced but when the classes are imbalanced the accuracy will be defiantly low. When it comes to precision it tells us about how many actual positives and calculated by precision=TP/(TP+FP). Recall is the rate of true positives out of actual positives, if the recall is high then only few false negatives. Recall=TP/(TP+FN). And F1-score is the harmonic mean of precision and recall, F1-score=2*[(precision*recall)/(precision+recall)].




Computational efficiency:
[image: ]
Here is the comparison of the training and prediction time of the random forest and gradient boosting. By observing, we can say that the training time of the random forest is much less than the training time of the gradient boosting but when it comes to the prediction time the gradient boosting takes slightly less time than the random forest.

Experiments and results:
The experiment starts by loading the NSL-KDD dataset and preparing all the data then 2 ensemble machine learning models are created and trained on the train dataset. For random forest we have given the class weights to avoid the imbalance in between classes and random state is 1, for gradient boosting, the n_estimators is 30, learning rate is 0.1, subsample is 0.7, max_features is “sqrt”, max_depth is 2. with these default setting we have trained both the models and let's check the metric scores of both models with default settings.lets see the results of the machine learning model with default settings. Hyperparameter tuning will tells us about the best parameters and by using the parameters the model will perform better than before on the dataset. I would not say that both ensemble models random forest and gradient boosting performed better because when we observe the metrics of random forest, it performed very well in both train and test dataset better than the gradient boosting. Gradient boosting metric scores are not good as its dealing with multiple decision trees sequentially on the large dataset which has more imbalanced classes in it. The NSL-KDD dataset is imbalanced: some attack types have very few samples compared to normal traffic and frequent attacks. This makes macro-precision/recall/F1 and the confusion matrix especially important.


[image: ][image: ]


Now, Let's see the results of both machine learning models after the hyperparameter tuning. To do hyperparameter tuning, we use randomisedSearchCV and the parameters are n_estimators, min_samples_leaf and max_features. Here Random Forest performed somewhat better than Gradient Boosting, it brings more solid results, handled class imbalance so well, and produced fewer misclassifications completely. Random Forest train fast and not so sensitive to parameter tuning. Even if Gradient Boosting was strong, Random Forest proved the more accurate results, and it is reliable model for this intrusion detection task.
Overfitting and underfitting:
Overfitting and underfitting relates to the mismatch between the capacity of the learning algorithm and the dataset.[6]Random Forest gives best training performance and more test accuracy, that tells little bit overfitting but overall good generalization, minority classes give lower recall on the test set, it tells class imbalance issues instead of model failure. Where Gradient Boosting performs extremely bad in both train and test sets, predicting almost no classes correctly. This indicates underfitting, it is due to inappropriate hyperparameters or bad handling of the imbalanced nature of the data. Overall: Random Forest generalizes reasonably; Gradient Boosting slightly bad at learning.[image: ]Here is the comparison of the training and prediction time of the random forest and gradient boosting. By observing, we can say that the training time of the random forest is much less than the training time of the gradient boosting but when it comes to the prediction time the gradient boosting takes slightly less time than the random forest. The difference occurs because random forest trains more trees independently, performs training faster, but gradient boosting builds trees sequentially. But still, once trained, boosted models frequently makes predictions quickly because of their improved structure, guiding to the slight improvement came in prediction time.

Feature importance analysis from Random Forest show ups the top features, normally including flow duration, packet size statistics, flag counts, and byte-based metrics, which strongly impacts intrusion detection. Gradient Boosting displays a near ranking but with focus on features that capture subtle traffic patterns. Representing visually the top 10–15 features aid to reveal consistent predictors across both models. While Random Forest distributes importance more evenly, feature importance analysis enhances prediction accuracy especially in noisy data.[7]
[image: ][image: ]

Discussions: in this study results show up both the pros and cons of the models used for intrusion detection. Random Forest shows strong overall accuracy and robustness, ranging well with existing composition that highlights reliability for network security tasks. Gradient Boosting, while strong in theory, slightly underperformed here, likely due to class imbalance and hyperparameter sensitivity, which are common challenges noted in previous studies. Compared with performed results, the Random Forest model achieves improved detection rate, particularly for frequent attack categories. The key impacts on IDS design include the need for models that balance accuracy along with computational efficiency. Machine learning based IDS can also detect previously unknown attacks and feasibility of integrating heuristic methods with signature-based systems to improve detection coverage.[8]
Conclusion: This study achieved its aim by evaluating models for intrusion detection and analysing feature importance. Random Forest performed well along with important features driving detection, displaying the clear insights for improving IDS efficiency.
Recommendations: Model performance can be updated with data augmentation, by improving class balancing, and exploring deep learning models. Real world IDS must use constant surveillance, constant retraining, and improved feature selection. Future work may include testing new datasets, online intrusion detection, and advanced boosting methods.
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#creating histogram to show how class distribution of target variable
plt.figure(figsize=(20,4))

sns.countplot(x="labels’, data=dfTrain, order=dfTrain['labels’].value_counts().index)
plt.title("Class distribution of target variable")

plt.ylabel("Count™)

plt.show()
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#creating  heatnap to show relation betueen different rumerical
Pl Figure(Figsize=(s0,30))
p(dFTrainl nus_colums]..conr(), amnot=True, fat="0.2¢', cnaps="81ues")
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image7.png
Randomforest

“[371: #creating random forest classifier model
randonforest-RandonForestClassifier(class_weight=class_weights, randon_state-1)

“[35]: #fitting the random forest classifier on the train dataset
randomforest . £it(x_train,y_train)

RandonForestClassifier(class_weight={np.int64(1): np.float64(5.729170456612698),
np.int64(2): np.floate4(182.5695652173913),
np.int64(3): np.Floatss(684.6358695652174),
np.int64(4): np.floats4(103.34126333059885),
np.int64(6): np.Floats4(497.9169960474308),

np.int64(7): np.floats4(1.5218357756381604),
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(41]: importances-randonforest. feature_inportances_ £BALETE
columns=x_al1. colums
importance_df=pd.DataFrame (importances, index=columns, column:
plt.figure(figsize=(13,33))
sns.barplot(x=importance_df . Importance,’

mportance*1) .sort_values(by="Inportance ,ascending=False)

importance_df.index)

[41]: <Axes: xlabel="Inportance’, ylabel="None'>
src_bytes.
dst_bytes

dst_host_count,
dst_host_srv_diff_host_rate.
dst_host_srv_count
dst_host_same_srv_rate
wrong_fragment

count

Sv_count
dst_host_same_src_port_rate
dst_host_diff_srv_rate
duration
dst_host_serror_rate.
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Gradient boosting

“[42]: | #creating gradient boosting classifier
gradientboosting-GradientBoostingClassifier(n_estimators=30, learning rate-.1,subsample=2.7,max_feature:

art”max_depth=2)

+1431;: [#training the gragient boosting model CEC-IENS
gradientboosting. Fit{x_train,y_train)]

{23): GradientBoostingClassifier(nax_depth=2, mex features='sqrt’, n_estimators=3o,
subsample=0.7)
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146

importances-gradientboosting. feature_importances_
columns=x_all.columns
‘importance_df-pd.DataFrame(inportances, index-colums, column:
plt.figure(figsize=(13,33))

sns. barplot (x=importance_df. Inportance,;

importance_df.index)

[*Inportance’1).sort_values (by:

mportance ,ascending=False)

(451 <axes: xlave:

‘Inportance’, ylabel="None'>

same._srv_rate
dst_bytes

flag _SF
dst_nost_same_src_port_rate
logged_in

protocol_type_tcp
dif_srv_rate
dst_host_srv_count

count

srv_seror_rate
dst_host_serror_rate
dst_host_rerror_rate
dst_host_srv_diff_host_rate
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Hypertuning

*[471: | #hyperstuning for the randomforest] RS I Y
randomforest_tuned-RandonForestClassifier(class_weight-class_weights,randon_state=1)
params_randomforest={

“n_estimators”:[50,100],

“min_samples_leaf":[1,2],

“max_features":[0.7, "auto’ ]

¥
scorer=netrics.make_scorer(recall_score,pos_labe!
randon_searct
randon_searcr

)

=Randomi zedSearcnCV(estinator-randonforest_tuned, paran_distributions-parans_randomforest,n iter=10,scoring=scorer, cy=
-andon_search. £it(x_train,y_train)

randomforest_tuned. fit(x_train,y_train)

RandonForestClassifier(class_weight={np.int64(L
np.int64(2

np.Float6a(5.729170456612695)
np. float6a(182.5695652173913),
np. Float6a(634.6358695652174)
np.loat6a(103.34126333059885)
np. float64(497.9169960474305) ,
np.float6a(1.5218357756361604)
np.float6a(304.2826086956522)
np.fL.





image15.png
#hyperstuning for the randomforest
randonforest_tuned=RandonForestClassifien(class_weight=class_weights,randon_state=1)
parans_randonforest
“n_estisstors™:[50,100],
“win_sasples_leaf":[1,2],
“max_features":[6.7, "auto’]

)

Scorer-netrics.nake_scoren(recall_score,pos_label=1)
randon_seanch-fandonizedsearchCy(ast inator-randonforest_tuned, paran_distributions=parass_randon
randon_seareh-randon_search. it (x_train,y_train)

| 1s01: | randonsorest_cunea.fie(x_train,y_traim)
toar: [ RandonForestclassifier
RandonForestclassifier(class_ueight={o: 15.063634423897551, A

11 3.5937747370801763,
2: 14.s2162162162162,
3: 425.4560810810811, 41 64.82355940846507,
5: 83.79630s50362558,
312.33169533169536,
o.5546120168515279,
150..86926936926937,
381.73873873873873,
10: 36.54945370502818,
11 11.e82737576285%63.
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x_train_subset = x_train.sample(s

in(2080, int(e.1 * len(x_train))), random_state
y_tratn_subset - y_train.lac(x_train_subset. index]

gradienthassting tuned-GradientBoostingClassi ian (randon_state-1)
parans_gradientboosting = {
“n_estisators™: 39, 126, 160], 7 use >16/20; swall values underfit badly
“learning_rate”: [0.08, 0.12, 0.16],
“max_depth: [3, 4], # o bit more capacity than defoult
“subsample: [0.7, 0.9], # stochastic boosting speeds up & regularizes
“max_features™: [0.5, "sqrt”, None] # fraction / sart / alL features

)
Scorer_recall_nacro - make_scorer(recsll_score, sversge-
randon_search - Randonszedsearchcy(

estinator=gradientboosting_tuned,
paran_sistributions=parans_gradientboosting,

acro’)

niter-s,
scoringescorer._recall_sacro,
Py

n_jobs

)

Pandon_search-randos_search.£1t(x_train_subset,y_train_subset)

Fitting 3 folds for each of & candidates, totalling 26 fits

gradienthassting tuned. Fit(x_train,y_trsin)

GragientsoostingClassifier (randon_state=1)
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image1.png
# Combine Labels from train and test
211_labels - pd.concat([dfTrain[ labels'], dfTest["labels']], axis-0)
# Fit LabelEncoder on all Labels

le - Labelencoder()

le.fit(all_labels)

# Transform train and test Labels
y_train = le.transform(dfTrain[ ‘labels’])
y_test = le.transform(dfTest[labels’])

dfTrain[ labels'] = y_train
dfTest['labels'] = y_test
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#scaling the data
sc=Standardscaler()

#fit transform on train data
x_train_scaled=sc.fit_transform(x_train)
x_train_scaled=pd.DataFrame(x_train_scaled, columns=dfTrain.drop(columns=[ ‘labels']).columns)

#transforn on test data
x_test_scaled=sc. transform(x_test)
x_test_scaled=pd.DataFrame(x_test_scaled,columns=dfTest.drop(column:

*labels']).columns)
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#checking the summary statistics of the train dataset
dfTrain.describe()
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