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In this report, I will be exploring the world of ransomware along with providing an insight into an example of a ransomware type called CryptoWall. Ransomware can cause serious disruption to individuals, groups, and even businesses. There are various strains of ransomware that can trouble users in many different situations. According to the National Cyber Security Centre [1], ransomware is defined as a type of malicious software designed to block access to a user’s computer system through data encryption. Encryption [2] involves safeguarding information or data through the application of mathematical algorithms, which scrambles the data in a manner that only those possessing the corresponding key can decipher and access it. A group of cyber criminals may request a ransom in return for providing the decryption key. This can result in the computer being either locked or the data being encrypted, stolen or erased. Additionally, the attackers might threaten to expose the stolen data they steal.
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[bookmark: _Toc150853945]How does the ransomware process take place?
The ransomware process is initiated through the attacker gaining access to your network, establishing control of it and planting malicious encryption software. Once the malware is activated, it locks the devices and encrypts data throughout the network, making it inaccessible. Subsequently, the user will receive a notification from the cyber-criminal outlining the ransom details and instructions on how to make a payment to restore access to the encrypted data. [3]
There are also many types of ransomware infection methods [4]. It typically spreads through ‘malvertising’, phishing emails and drive-by downloads. ‘Malvertising’ [5] is a malicious attack that involves injecting harmful code into legitimate online advertising networks. These deceitful ads are then unknowingly displayed to users, leading them to unsafe destinations. Secondly, spear phishing is another more focused way to launch a ransomware attack. Spear phishing is when someone sends emails to a company's employees pretending that the CEO wants them to complete a crucial employee survey or that the HR department needs them to download and study a new policy. The employee would then follow the link and be exposed to an incoming attack. Ransomware could also be spread through a drive-by download, which is a malware attack that exploits weaknesses in a variety of web browsers, plugins, or apps to initiate the attack. An employee only needs to inadvertently visit an infected website in order for it to start since drive-by downloads do not require any human intervention. Once the attack is launched, the cyber-criminal has the ability to take control of the device, monitor user behaviour and steal confidential data.
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There are many different types of ransomware with the most common types being encryptors and lockers. Among the widely recognised and harmful variants, encrypting ransomware stands out. This type, as previously explained, encrypts files and data within a system, making the data unreachable without a decryption key. This particular ransomware poses a threat because once cybercriminals gain access to your files, no security software or system restoration process are able to retrieve them. Even if the ransom is paid, there is no guarantee the cybercriminals will give you the files back. [6] Whereas lockers completely remove your access to your system, making files and applications inaccessible. A ransom demand would then be displayed on the lock screen, often accompanied by a countdown clock to prompt victims to take immediate action and increase urgency.
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CryptoWall is a strain of ransomware that has become a prevalent and continuously mutating threat in the digital world. CryptoWall is very dangerous as it utilises a Trojan horse to encrypt files on a compromised computer, demanding users to pay a ransom for a decryption key. They are typically initiated via spam emails or malicious online ads (where cybercriminals hack internet advertisements, using them as means to deliver malware through your browser). Cryptowall encrypts specific extension files on the drive and provides instructions on paying the ransom to gain the decryption key [7].
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CryptoWall, like any other form of ransomware, can be extremely dangerous and harmful to a company like yours. An attack may result in lost production, data that may be lost, stolen, or leaked, as well as high recovery costs and resources. Even if the ransom is paid, you might never be able to recover the files due to these ransomware attacks. Therefore, the fear of data loss when under a ransomware attack is constantly present. It is explained that only 19% of users that pay the ransom actually get their files back [8]. Additionally, it can cause extreme financial damage to the company if they decide to pay the ransom. Recent figures suggest that criminal gangs extorted as much as £27m over a two-month period earlier this year [9]. This shows that ransomware attacks are extremely common and expensive, displaying the importance of having the appropriate prevention measures in place.
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It is well known that even if you manage to pay the ransom in the event of a ransomware attack, it is improbable that you will recover all of your files. For this reason, prevention is seen as more effective than a cure. The following points are steps that I recommend you and your company should take to protect against CryptoWall [8]:
· Keeping your computer patched and up to date.
· By exploiting established software vulnerabilities, malware can spread to other computers.
· Deciding to not patch these vulnerabilities essentially leaves a clear path for the cybercriminals. 
· Keeping both the operating system and all applications updated to the latest releases enhances the chances of avoiding malware infections
· Using an anti-virus scanner
· Regularly updated anti-virus solutions offer protection against various types of malware attacks.
· These programs isolate recognised malware and block the attack.
· Using a firewall
· A local firewall serves as a defense against certain connections utilized by the malware, such as those to the command and control server.
· A firewall [10] is a network security device that observes incoming and outgoing traffic, deciding whether to permit or block access according to a predefined set of security rules.
· In the case of the Cryptowall ransomware, which relies on a connection to its base, a local firewall can potentially thwart the malware from establishing that connection, effectively halting the attack.
· The CryptoWall ransomware, in particular, depends on a connection to 
· Not clicking suspicious links
· Do not click the given links or download files from suspicious emails. If you click or download a malicious file, you’re essentially inviting the cybercriminal and their malware into your ‘home’.
· Do not click the given links or download files from dubious emails. Clicking or downloading a malicious file is essentially the same as welcoming the cybercriminal and their malware into your home.
· Practicing safe browsing habits
· Making sure your browser is up to date and use the most encryption you can.
· Ensure your browser is up to date and use the most encryption possible
· Backing up your files
· Always keeping a backup through an online cloud storage or physical USB hard drive. A physical USB hard drive would be more sensible as it provides an offline safety option for your data.
I would suggest presenting meetings or information packs to your company’s staff members to ensure they know what ransomware is, the effects it can have, how to detect potential attacks and to educate them on the essential prevention measures.
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From this report, we can see that ransomware in general can have a devastating effect on businesses and companies. It is also shown that different strains of ransomware make attacks harder to detect/stop, and meeting the hacker’s demands doesn’t always guarantee your files back. Whether it is just a loss of data or loss of money, sometimes it can be both. This is why it is extremely important to implement appropriate prevention measures to save your company’s valuable data from these attacks. As mentioned previously, I recommend conducting presentations or creating information packs to give to your company's employees to ensure they know what ransomware is, its impacts, how to detect potential attacks, and to make the employee's aware of essential preventive measures. 
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