Title: Emerging Technology Application across Europe and the Digital Disparity gap. 
Introduction; Assessing digital maturity and factors influencing implementation of enhanced, standardised data exchange technology.
The Global strategy on Digital Health spearheaded by the World Health Organization (WHO, 2020) is a driving force to improve Digital Transformation across Health environments. The 4 strategic objectives set out short, medium and long-term actions to support the fundamental goal to improve equity and delivery of people centred health care, improving health outcomes through digital enablement. 
Digital Transformation is particularly focussed on broadening proactive multidisciplinary models of care, supported through interoperability, early automated diagnostic capability, safe exchange of data and expanded virtual care platforms. Advances in technology aim to increase operational efficiency by reducing silo working, providing better access to care, alleviating front door pressure in primary & secondary health care services and patient flow through secondary care into community settings.  
Many challenges and layers of complexity exist with significant differentials between industrialised countries, organisational resources, Infrastructure, digital maturity of organisations and end users, political, environmental and financial landscapes. The drive for Digital Transformation has noble intent, the scope to continue evolving quickly and achieve objectives that bring the global strategy closer to fruition. Implementation of advancing technologies must however be applied recognising the spectrum of emerging digital maturity relative to the environment, infrastructure and end users. Collaborative, considered and consistent application designed around the latest data security standards and evidence-based health informatics (EBHI) is essential.
Appreciating the increased complexity of secure data transfer across multidisciplinary health networks, due to organisations variance of digital maturity, where solutions are largely becoming cloud based, limitations of legacy system interoperability, data migration and cyber security challenges, this systematic review considers transformation initiatives in the context of applying facets from the EU Digital Building Blocks programme and Open Dataset strategy, specifically in relation of two EU countries, which rank within different clusters of digital maturity; Denmark ranking as digitally mature and Albania as digitally immature (EU, 2020-2027). An element of the 4 thematic measures used to assess Open Dataset Maturity is the adoption of the Reuse Model, predicated on Evidence-Based Health Informatics (EBHI) and the ability to capture, compare, apply and share quality data to empower autonomy and enable interoperable transformation across the borders of Europe.  
Denmark ranks thirteenth in the EU with an overall data score of 92% at the higher end of the ‘Fast Trackers’ cluster and is widely regarded as a digital world leader, based on decades of early innovation, digital adoption and matured Business as Usual digital practice. Considering the Reuse metric which fundamentally tracks how often and to what extent existing datasets are leveraged for new analysis, Denmark’s maturity level segmentation reports at 83.3% for data reuse. 
By comparison, Albania scores 69.3% overall on the open data maturity scale and 66.7% for measuring reuse. As an EU non-member, candidate country, the recommendations for improvement advocate learning from countries with greater maturity.  
Methods 
A comprehensive literature search was executed on 06/10/2026 using Primo Research Assistant, Google Scholar and Google. Base parameters for inclusion were years 2016-2026, using search term ‘governed data usage multidisciplinary health care’. Inclusion criteria for subject category spanned; technology, management, medical policy, decision making, public health. Non-English language results were excluded. 
Selection of evidence utilised systematic review protocols to select most credible sources and their direct, formative relevance to the review. Evidence from databases were further filtered using criteria; reports, data security healthcare, computer security. Resources selected were: Proquest, PubMedXX, IEEE. 
A further research search executed on 19/10/2026 using Primo Research Assistant. Base parameters for inclusion were years 2011-2026, using search term Vulnerabilities of centralised infrastructure health care IT. Inclusion were: Technology/Computer, Science/Computer, Security/Access, Control/Medical Records/Medical Informatics for the period 2011-2026. Non-English language results were excluded. 
Inclusion Criteria included digital portals accessible through the University library portal and free of charge publicly accessed data. I confirm that I did not use generative AI to produce any of the text. 
Emerging Technology 1 - Enhanced Healthcare Messaging Infrastructure (EHMI) for Digital Health Denmark 
Healthcare reform in Denmark is centred around a new national organisation launching 1 January 2027 - ‘Digital Health Denmark’, formed through merging sunhed.dk – the Danish Health Authority, MedCom, the National Genome Centre and an array of regionally managed national IT solutions. The Digital Health Denmark strategy is designed to strengthen digital development, ensure greater coherence across the healthcare sector and accelerate the dissemination of shared digital solutions and infrastructure. To develop and future proof data exchange and strengthen digital communication across the entire healthcare system, ‘Enhanced Healthcare Messaging Infrastructure’ (EHMI) has been developed by MedCom using advanced European data-exchange standards (EHRxF or EEHRxF format) (European Commission, 2026) to support Denmark’s newest initiative; ‘Digital Health Denmark’ (Danish Health Data Authority, no date). The standards set out mandatory participation of member EU states by 2029. 
Led by Denmark’s Healthcare Coordinator – MedCom and co-funded by the European Commission, EHMI is a modernised framework and national healthcare data exchange and messaging system developed with the intention of supporting Denmark’s digital future vision. The system replaces legacy messaging systems from the 1990s; Standard eDelivery, to improve interoperability, security and real time tracking across the breadth of Denmark’s healthcare environment. 
EHMI is designed as the nucleus for advanced secure transport of health data connecting multidisciplinary health network access and end points, stream lining identification and recipient organisation through authoritative national registries, enables real time tracking, automatically integrates document sharing into national repositories for clinician and patient access, using Fast Healthcare Interoperability Resources (FHIR) standards. A decade ago, Jeremy C Wyatts (2016), discussed ‘Evidence Based Health Informatics and the scientific Development of the field’ focussing on the potential for principle-based evaluation impact studies to be used in conjunction with more traditional evaluation methods to inform system design and realise benefits, comparable to the established application of Evidence Based Medicine. While this related primarily to patient data capture by Electronic Health Records to gain evidenced based insight into common clinical information management problems to inform system design and implementation, there is direct evolution of the importance of this approach through the study of Deep Learning Systems by Brathwaite et al, BMC Medicine (2020).  The study builds on earlier research and discusses a dynamic approach that assembles expanded datasets; clinical, patient history, operational and fiscal to drive reform from a 360-degree evidence base. 
The advanced real time interoperability of EHMI aims to deliver direct diagnostic and treatment decision benefit to clinicians, transparency and autonomy for patients as well as strengthening operational and fiscal management and performance.   
EHMI evidence-based studies, live production pilots and broader clinical impact studies evaluated the technical scalability and real-world clinical feasibility, reporting direct improvements. Onward performance of solutions (Building Blocks) within the programme are reported quarterly through interactive dashboards (EU, 2025).
The positive outcomes identified may be attributed not only to the technological benefits of enhanced data exchange technology, with its decreased risk of access breach, and improved access speed, but also to the decentralised governance model within Denmark whereby the three levels of governance are distinct, perhaps fostering a stronger realm of localised responsibility and accountability from stakeholders (Sigmund and Kristensen, 2009).
Evaluation of Denmark’s ranking in the European Open Data Maturity Assessment demonstrates that it’s digital maturity and strategy appear to have embraced the ethos of Learning Health Systems and the process of full maturity assessment acknowledging the six domains of healthcare as laid out by Fowley, T et al, (2021), measuring assessment across 4 thematic dimensions (condensing the six domains). Denmark’s portal dimension scored the weakest at 85.1% and therefore the investment and implementation of EHMI clearly demonstrates commitment to improving overall digital maturity to support true collaborative healthcare delivery and realisation of citizen benefits in line with EU strategy. 
Tabari, P et al (2024), favourably acknowledge Denmark’s approach to digital health infrastructure which includes the use of Fast Healthcare Interoperability Resources (FHIR) standards as part of a broader strategy to enhance health information, system quality and interoperability to have contributed to the nations accelerated improvement. 
In general terms a notable challenge of adopting FHIR relates to analytics and difficulty transforming complex data structures and performance issues when querying large data sets. Given Denmark’s digital maturity, broad standards application over time and strong reuse maturity, this may be less of a limitation, particularly in terms of confidence in specialist knowledge, available time and cost resources than for countries with lesser digital maturity (Maguire, D 2021).
Emerging Technology 2: Albania Open Data Portal Upgrade
Being an EU candidate country, Albania falls within the ‘beginner cluster’ of data maturity as categorised by the EU Open Data Set Metrics (EU, 2025). 
Albania launched its original Open Data Portal in 2021 and recently implemented a modernised upgrade in early 2026. The upgrade aligns with international standards for open data and meta data management (e.g., machine readable formats and DCAT-AP, modern API architecture and Semantic Web Capabilities) and enables Albania to be interoperable with the European Data Portal (Open Data Alania, 2026), achieving a level of cross boarder interoperability in accordance with the evolution of the Digital Building Blocks developed by Digital Europe Programme (DIGITAL) (2021-2027).
Reporting on 5 key public sectors, including health & social care, the portal is based on a custom-built platform rather than common open-source engines like CKAN or DKAN which raise both potential benefits and disbenefits. Werner, L et al (2023) discuss the benefits of partnership in the quest for digital transformation for countries in low to middle income positions and the benefits of sharing knowledge, risk and cost. From the perspective of modelling, learning from peers and the recommendation made to ‘beginner cluster’ states, this could be considered a bold move recognising Albania’s overall digital immaturity and status as a low to middle income country. Conversely this decision could be interpreted as a strategic future proofing activity, to benefit from total architecture control recognising the pace of technical advancement and the current maturity position, a concept put forward by Creswell, K et al (2019) in “The Evolve Context” as a model of digital excellence in healthcare. 
This implementation marks a positive step forward in Albania’s digital transformation journey. However, in the context of delivering on the broader strategy objectives to achieve enhanced standardised data exchange, there remains a significant gap in domestic and cross border interoperability. Domestically, Albania recently celebrated the successful implementation of The National Hospital Information System (HIS), a major milestone in secondary care digitization. Albania’s HIS appears to combine the two core infrastructure models; decentralised at local hospital level and centralised at the national layer for interoperability. Studies largely conclude that decentralised architecture is preferable, given that centralised architecture models have inherently greater vulnerabilities in comparison to decentralised models (Jalali, & Chen, H. (2023) (Ameer, A et al, 2025).
Data aggregation risk due to centralised cloud-based perimeter defence, increases vulnerability, making systems susceptible to breach as everything and every layer of data is connected through a central repository. Centralised models have largely been superseded in more digitally mature entities by ‘federated 4 – corner model’ as adopted by the EU as the enhanced standard. The comparison of differences, possible benefits, disbenefits, risks or opportunities in relation to the mixed method application are unclear as beyond the scope of this review.
Trans border data exchange presents further challenges to prevent unauthorized access. Zheng, J et al (2025) review the complexities of this considering the varying data-compliance requirements; trust verification, data security governance, privacy compliance assurance and centralized authentication architecture, concluding that decentralised architecture is an inherent requirement due to the vulnerabilities in trust chains and that single points of failure may lead to systemic risks. 
A further common factor impeding transformation programmes relates to legacy data systems where data is siloed and incompatible. In this regard Albania could be interpreted as at an advantage over countries with overall stronger digital maturity because a complicated network of legacy data systems does not exist. Regional data maturity is low, infrastructure not in place and therefore transition is inherently less complex from a digital technology stand point, acknowledging the present challenges and disparity of human digital maturity, particularly across disadvantaged and rural communities (Satka, E et al, 2023). A recommendation made from the Open Data Set assessment for Albania was to leverage learning from digitally mature countries. Learning can be absorbed from both industry related organisations and associated IT strategies from broader industries. An example of this is the business strategy that New York Life adopted back in 2009 that took a 7–10-year view, recognising that the underlying infrastructure work needed to be in place before commencing projects and deploying strong IT fiscal discipline (Burger, K 2009).
Kioskli, K et al (2021) touches on the parody of security being designed and considered from a technical aspect and discusses the lack of study into the human aspects, beyond the consultation of end user consultation, for example human drive to initiative events like cyber-attacks. This idea draws parallels with Deep Learning Systems by Brathwaite et al, BMC Medicine (2020) and broadens the approach further, reminding and reinforcing the fact that behind all technology are humans and that human aspects must be fully incorporated to truly achieve deep learning health systems to inform and guide digital transformation. 
Conclusion 
Analysis of peer reviewed material demonstrates that despite continued implementation efforts to improve standardised data exchange functionality across Europe, disparity prevails. The economical and digital maturity differences between Denmark and Albania are significant, Albania is 93% smaller in terms of GDP as has over 50% in government debt of GDP, compared to 27% for Denmark (Georank, 2026). Therefore, the associated potential financial constraints impacting research and development, technical resource availability to design, deploy and support systems, propensity for wide stakeholder engagement, ability to deliver education and training, will persist unless economic disparity can be reduced at pace to lessen the gap.  
Albania’s aggressive transition pathway appears to be implementing a sophisticated system, without the fully established IT infrastructure to support across the regions, where the disparity is at risk of never being closed due to the pace of technology advancement and disparity of digital maturity. 
The sharp increase in the reuse metric in Albanian due to the recent Open Data Portal upgrade will be an interesting metric to monitor in the short to medium term as will indicate if the recent progression of implementation is in fact able to maintain a similar pace, slow or become static as a result of the economic disparity. 
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