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[bookmark: _vntz96g6w1ml][bookmark: _Toc235199775]Introduction
Increased productivity and operational efficiencies are important areas where digital technologies can help and manufacturing organisations need to leverage these technologies. In smart manufacturing, all elements of the IoT and automated machines and cloud infrastructure are connected. But the more connected, the more opportunity for cyber-attacks to interfere with business operations and compromise sensitive information. SteelForm Manufacturing Ltd. is aware of attacks by malware, phishing and unauthorized access via their production systems. The incidents bring into sharp focus the importance of improved governance and technical security in cyber. Therefore, in this report, he presents a single framework cyber security and data governance solution.
[bookmark: _skmcfdlze0y3][bookmark: _Toc235199776]Identification of Threats
[bookmark: _zaol7tfxhtt2][bookmark: _Toc235199777]Internal Threats
Insider Threat
Employees, contractors, or 3rd party engineers with authorised privileges may misuse these privileges for monetary or personal gain. Privileged users can directly access production systems and engineering information. This can enable malicious employees to obtain access to the intellectual property and/or disrupt manufacturing without immediate security alerts. Insider attacks are additionally hard to detect as they are performed by insiders who are usually part of the routine operations of the network [11].
[image: ]
Figure 1: Type of Insider Threats
(Source: Singh et al. 2023)
Human Error
One of the biggest cybersecurity threats is human error. Employees can use weak passwords, configure cloud storage improperly, or share passwords via phishing emails. These actions result in opportunities for attacker initial network access. Vast majority of the security breaches identified in the industry are due to human factors [1].
IoT and Industrial Control System (ICS) Misconfiguration
SteelForm has sensors and automated machinery that use IoT to monitor production. Exploitable vulnerabilities arise from unpatched firmware, insecure default configurations, and unsupported industrial devices. Exploiting the weaknesses allows attackers to modify the production parameters or to halt the manufacturing process. Industrial devices with poor security are still widely adopted attack points in smart manufacturing environments [5].
[bookmark: _5v4gt3ubvzwz][bookmark: _Toc235199778]External Threats
Ransomware Attack
The most important external threat is ransomware. Production Servers are attacked and demand payment for access. Successful ransomware attacks can halt manufacturing, hold up customer deliveries, and result in significant monetary losses. One of the most common industries targeted is manufacturing, as the disruption to operations drives a need to cover ransom demands [13].
[image: ]
Figure 2: Share of Cyberattacks in Global Industries
(Source: Statista, 2026)
Phishing and Social Engineering
Cybercrime is often disguised as a trusted supplier, logistics partner, or even a high-ranking company executive to get access to employee credentials. Especially those in procurement or finance are at risk, as they deal with sensitive business data every day. The compromise of such credentials can then enable attackers to gain privilege through privilege escalation and jump laterally throughout corporate networks. Social engineering remains the tool used by attackers to break through technical barriers by leveraging people's trust, rather than vulnerabilities in software [14].
Supply Chain Attack
SteelForm shares production data with exporting providers and end-component providers. If there is a breach in a software update or a trusted vendor's account, then an attacker can have indirect access to on-premises systems. The MOVE it Transfer compromise shows the impact supply chain vulnerabilities can have on thousands of organisations via trusted relationships with software [7]. Similar attacks could expose SteelForm's confidential engineering designs and interrupt production activities.
[bookmark: _ex5t84vqfmd9][bookmark: _Toc235199779]Risk Analysis
	Cybersecurity Threat
	Likelihood
	Business Impact
	Risk Level
	Priority

	Ransomware Attack
	High
	Very High
	Critical
	1

	Supply Chain Attack
	High
	High
	High
	2

	Insider Threat
	Medium
	High
	High
	3

	Phishing & Social Engineering
	High
	Medium
	High
	4

	IoT and ICS Misconfiguration
	Medium
	High
	High
	5

	Human Error
	High
	Medium
	Medium
	6


As per the risk matrix, ransomware has been identified as SteelForm's highest-risk malicious cyber activity; it is likely and potentially causes a significant impact on operations. Attacks on the supply chain also must be addressed since trusted third parties offer indirect access to internal systems. Insider threats and IoT and ICS misconfiguration pose the greatest threats because of their potential to impact production continuity and IP. Phishing and human error have a relatively small business impact but happen at a higher rate and often lead to a bigger cyber event. Thus, SteelForm needs to make its investment choices based on the level of threats as well as regularly conduct risk assessments and monitor their security to keep up with new threats.
[bookmark: _y7sekwra8m7][bookmark: _Toc235199780]Security Policies
SteelForm Manufacturing Ltd. needs formal security policies due to the use of a mix of information technology (IT), operational technology (OT), IoT devices, and cloud services. They are all working together to enhance productivity and add to the attack surface. Any one security breach could cause a disruption of the manufacturing process or compromise valuable engineering information. Hence, security policies need to identify uniform rules to safeguard systems, users, and information assets. 
[bookmark: _wumcps8olju9][bookmark: _Toc235199781]Access Control Policy
Production systems store sensitive operational and engineering data that require varying access levels for employees at SteelForm. Unnecessary permissions raise the risk of insider abuse and Credential Theft. ISO/IEC 27001:2022 suggests limiting access for security purposes based on business needs [4]. As a result, SteelForm needs to implement Role-Based Access Control (RBAC), enforce Multi-Factor Authentication (MFA) for privileged accounts, and carry out quarterly access entitlement reviews. These controls are used to prevent unauthorized access and to guard against threats to critical manufacturing systems both inside and outside the business.
[bookmark: _tq44vjbp2j5p][bookmark: _Toc235199782]Network and Operational Technology Security Policy
SteelForm is a service that connects the corporate network to cloud services and to production equipment equipped with Internet of Things (IoT). This connectivity expands the attack surface as it can enable attackers to exploit one compromised device to attack operational systems. NIST Cybersecurity Framework 2.0 advises dividing networks and deploying monitors to enhance resilience in networks that are joined together [8]. Therefore, it is highly recommended that SteelForm segregate IT and OT networks, use the next generation of firewalls and IDS/IPS, and keep industrial devices up to date by regularly updating their firmware. These steps reduce lateral movement and safeguard manufacturing operations.
[image: ]
Figure 3: NIST Cybersecurity Framework (CSF)
(Source: NIST, 2024)
[bookmark: _dd5po5rty6dw][bookmark: _Toc235199783]Data Protection and Incident Response Policy
SteelForm handles valuable engineering designs, customer specifications, and production records that have to be protected all the time. Interruption of operations or disclosure of this information could lose customers and have a negative effect on data. The UK GDPR ensures that organisations take suitable technical and organisational measures to safeguard personal and organisational data [3]. So SteelForm must provide AES-256 encryption and secure offline backups and must have an incident response procedure that is documented for detection, containment, recovery and post-incident review to ensure a speedy recovery of services.
[bookmark: _ep5zn5e5w9q9][bookmark: _Toc235199784]Email Security and Security Awareness Policy
As phishing exploits employee behaviour instead of technical vulnerabilities, it is one of the most effective attack techniques. According to the Verizon 2025 Data Breach Investigations Report, people remain responsible for 60% of the data breaches in the organisation [15]. In view thereof, SteelForm should implement Secure Email Gateways, SPF, DKIM and DMARC as a means to limit the issue of email spoofing. All staff should receive cyber security awareness training as well as regular mock phishing simulations to help embed and reinforce good practice and build their capacity to recognise and report any suspicious messages.
[bookmark: _2qlv2jb7lrru][bookmark: _Toc235199785]Mitigation Measures
[bookmark: _vpvgif6mrzp2][bookmark: _Toc235199786]Preventive Security Controls
It is preferable to prevent cyberattacks rather than respond after disruption, and therefore, preventive security controls should be a priority for SteelForm. According to the previous threat assessment, phishing, ransomware, and insider misuse were pervasive threats to exploit weak authentication or vulnerable systems. For this reason, Multi-Factor Authentication (MFA) should be used to secure privileged, remote, or on-demand cloud accounts [6]. Even if passwords are compromised, it is not an easy way for attackers to access critical systems. However, authentication alone cannot prevent attacks exploiting software vulnerabilities. Therefore, a defined patch management programme needs to be in place for SteelForm to deploy security patches across servers, endpoints, Industrial controllers, and IoT devices. This should be complemented by regular vulnerability management exercises that discover vulnerabilities prior to their exploitation by the attacker. Proactively managing vulnerabilities can play a pivotal role in mitigating the cyber risks that organisations encounter by attempting to resolve the vulnerabilities beforehand 10. After the systems are secured they need to remove any unnecessary services and deprecate insecure default settings. Finally, filtering email and whitelisting applications should stop phishing e-mail messages and unwanted software from reaching production systems. These preventive measures also boost the resilience of organisations facing the constant cyber threats.
[bookmark: _gacrigk3je8p][bookmark: _Toc235199787]Detective and Corrective Controls
Traditional preventive measures are not preventing all cyber-attacks and sophisticated threats are outsmarting them. This requires permanent detection and speedy reaction to SteelForm. A Security Information and Event Management (SIEM) system should be capable of consolidating security events gathered from an industrial device, a server, endpoint, and firewall. The following should then be continuously analysed for abnormal behaviour, preferably before the attacks impact production. Log management and threat intelligence need to sync up to identify new attack trends and stolen user accounts. The use of threat intelligence along with SIEM helps to improve the accuracy of threat detection and the efficiency of incident response [2]. Predefined incident containment procedures should then be immediately taken to contain an incident, to isolate the impacted systems and to stop lateral movement in case of any suspicious activity. If recovery is triggered, then it should look for certified offline backup and restore solutions, and evaluate the system's integrity while doing so. This structured response helps speed operational recovery and reduce business disruption [12].
[bookmark: _6o7xdzyutldh][bookmark: _Toc235199788]Secure Implementation Roadmap
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Figure 4: Cybersecurity Implementation Roadmap
(Source: Self-Created)
Security controls should be introduced in a phased manner in order to minimise disruption of operations at the SteelForm site. The programme should start with risk assessment and asset identification. The second phase should set up security policies and duties of employees. Then technical controls, such as MFA, vulnerability management and network hardening, should be adopted and extended into IT and OT settings. Then the capability needs to continue monitoring and incident response to validate the effectiveness of control. Lastly, ongoing security audits and management reviews should facilitate continual improvements and support adherence to ISO/IEC 27001:2022 and the NIST Cybersecurity Framework 2.0.
[bookmark: _rr1j8y6kryoa][bookmark: _Toc235199789]Monitoring and Incident Response
However, SteelForm cannot depend entirely on preventive controls as exceptionally complex cyber threats can still enter the network. It's therefore essential that the organisation is monitored on a continuous basis to spot suspicious activities before they hit manufacturing operations. Security logs from firewalls, endpoints, servers, cloud solutions, IoT systems, and OT systems should be gathered. It is important that these events are correlated in a Security Information and Event Management (SIEM) platform to identify abnormal behaviour, unauthorised access attempts, or malicious activity. NIST Cybersecurity Framework 2.0 finds that continuous monitoring allows organisations to keep abreast of potential threats and act swiftly before it causes major business disruption [8].

[image: ]
Figure 5: Cybersecurity Incident Response Flowchart
(Source: Self-Created)
Once the monitoring system has alerted, the incident response process outlined in Figure 5 should begin. The first step is to recognise the incident and collect the required evidence to investigate. The incident should then be analysed to determine the type, scope and possible business impact. If the investigation should conclude that it was a false alarm this should be recorded and monitoring should be maintained. Containment of an attack, however, must occur quickly and aggressively once it is known, secure the attacked system and halt the attack from further spreading [9]. The eradication phase after containment should eliminate the malware, cancel the compromised accounts and fix any vulnerability that is exploited. If this is the case, the organisation should restore any lost services from validated backups and then validate the integrity of the application systems. Last but not least, the lessons learned step should involve root cause analysis, revision of security controls, and changes in future response. This structured lifecycle described by NIST SP 800-61 not only enhances the resilience of an organisation but also decreases the recovery time associated with incidents.
[bookmark: _c06rjf3v1apg][bookmark: _Toc235199790]Staff Training and Security Awareness Programme
SteelForm's security measures rely on the adoption of secure working practices by its employees in the day-to-day operations. Staff frequently access production systems, cloud platforms and engineering sensitive information. So, awareness of security should be viewed not as a one-off activity, but as an ongoing responsibility for the organisation. All staff must receive cybersecurity induction training before gaining access to systems. The Multi-Factor Authentication (MFA), password management, acceptable use, data classification, phishing awareness and incident reporting procedures should all be covered in the programme. Under the standard, ISO/IEC 27001:2022, organisations should make sure that employees are aware of the applicable security policies and their duties regarding information security [4]. SteelForm's reinforcement of this knowledge should be done by quarterly awareness sessions as well as simulated phishing exercises. Additional technical training for the IT administrators is needed in the management of vulnerabilities and secure configuration of the system, along with incident response. Corporate effectiveness can be measured by phishing simulation results, policy adherence audit, knowledge assessment, and rates of incident reporting. Routine assessments will enhance security awareness and adherence to organizational cybersecurity policies.
[bookmark: _2zc9e6z9b1fi][bookmark: _Toc235199791]Conclusion
As SteelForm Manufacturing Ltd. relies on interdependent digital technologies to manufacture, its cybersecurity risks have grown. To mitigate these threats, this proposed security strategy will cover threat assessment, security policy, prevention factors, detection controls, continual monitoring and awareness amongst employees. These actions taken together increase the confidentiality, integrity and availability of the organisation's assets. Such a plan will improve cyber resilience, reduce disruption, and help to comply with cybersecurity industry standards and frameworks, like NIST Cybersecurity Framework 2.0 and ISO/IEC 27001: 2022.
[bookmark: _spmy727tf2uk][bookmark: _Toc235199792]
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Presentation
[bookmark: _5lni2e31zqac][bookmark: _Toc235199794]Slide 1: SteelForm's Digital Manufacturing Environment
· SteelForm operates integrated digital manufacturing systems.
· Production relies on interconnected IT and OT.
· Engineering data drives competitive business advantage.
· Secure operations sustain manufacturing performance.
Speaker Notes
[image: ]SteelForm adopts digital technology to enhance production efficiency and operational performance. Nowadays, information technology and operational technology are working together across the entire production process. While this integration fosters potential business endeavours, it also amplifies the cyber exposure [5]. Therefore, cybersecurity needs to enable operational resilience, safeguard engineering information, and ensure seamless manufacturing operations throughout the organisation.
[bookmark: _ufv3uw6d1eyy][bookmark: _Toc235199795]
Slide 2: Strategic Cybersecurity Challenges
· Digital connectivity expands organisational attack surfaces.
· Manufacturing downtime creates significant financial losses.
· Third-party partnerships increase cyber exposure.
· Human behaviour influences organisational security posture.
Speaker Notes
[image: ]Security issues arise outside of the normal IT network, caused by SteelForm's integrated workspace for manufacturing. Businesses need supplies, cloud-based systems and industrial control systems. This can lead to production interruptions and the risk of confidential engineering data being compromised due to cyber incidents [2]. Solving these challenges depends on governance, technical controls, and employee awareness, which have to be in place and working together to create organisational resilience.

[bookmark: _xf3ick213jqw][bookmark: _Toc235199796]
Slide 3: Cybersecurity Risk Assessment
Speaker Notes
The risk matrix illustrates that not all risks deserve to be treated as equal; investments in cybersecurity should be proportional to the impact on the business. Ransomware is the biggest concern for organizations since they directly impact revenue and customer commitments while disrupting production [1]. There is also a need to prioritize supply chain compromise due to trusted business relationships, which generate indirect attack paths. Therefore, the urgency of High-Priority Risks needs to be addressed with robust governance processes and ongoing surveillance, instead of stand-alone technical countermeasures.
[image: ]
[bookmark: _atlt8ke52hmr][bookmark: _Toc235199797]
Slide 4: Security Policy Framework
· Adopt ISO/IEC 27001 governance framework.
· Implement Role-Based Access Control (RBAC).
· Enforce Data Classification and protection.
· Standardise enterprise Network Security Policy.
Speaker Notes
[image: ]A robust policy program is a requirement for SteelForm to help manage cybersecurity uniformly throughout the enterprise. ISO/IEC 27001 is recognised for its principles of control to manage information security risks. Role-Based Access Control limits unnecessary authority, and classification of data secures valuable engineering data [3]. Combined, these policies create accountability and increase compliance between interrelated operational technology and IT environments.


[bookmark: _8u1kpmg5e83d][bookmark: _Toc235199798]Slide 5: Recommended Cybersecurity Strategy
· Deploy MFA across privileged accounts.
· Implement continuous Patch Management programme.
· Establish enterprise SIEM monitoring capability.
· Strengthen Defence-in-Depth security architecture.
Speaker Notes
[image: ]SteelForm should be used in combination with other security controls rather than stand-alone technologies. Multi-Factor Authentication enhances the protection of identity even before entering the network [6]. Continuous patch management diminishes the number of vulnerabilities that can be exploited on IT and operational technology (OT) assets. Enterprise SIEM enhances the visibility of threats, and Defence-in-Depth achieves multiple layers of security to minimize cyber risks to organizations and support operational resilience.

[bookmark: _gscck9kluhca][bookmark: _Toc235199799]
Slide 6: Incident Response Plan
· Detects and validates security incidents.
· Contain compromised systems immediately.
· Eradicate threats and restore services.
· Review incidents for continuous improvement.
Speaker Notes
[image: ]An effective incident response plan minimizes operational disruption after a cybersecurity incident occurs. All alerts detected should be validated prior to initiating response activities. When confirmed incidents occur, containment needs to be quickly put in place to stop lateral movement between manufacturing systems. Trusted services from reliable backups should be recovered in the recovery process, and lessons learned after the incident should be used to enhance the capabilities to detect and respond to future incidents.
[bookmark: _yktwec2552gv][bookmark: _Toc235199800]
Slide 7: Cybersecurity Awareness Programme
· Deliver mandatory cybersecurity induction training.
· Conduct regular phishing simulation exercises.
· Provide role-based technical security training.
· Measure policy compliance through security audits.
Speaker Notes
The most frequent entry point for a successful cyber-attack is human behaviour. Hence, the awareness programmes need to be reinforced in secure decision-making in day to day activities. For Example, the practical simulation will demonstrate the observable behavioural weaknesses that attackers will exploit [4]. Measuring training outcomes also gives management an idea whether the employee is learning the security policies or simply completing the necessary training activities.
[image: ]
[bookmark: _j6o7bll9vlep][bookmark: _Toc235199801]
Slide 8: Cybersecurity Implementation Roadmap
· Prioritise enterprise cybersecurity risk assessment.
· Deploy security controls through phased implementation.
· Integrate continuous monitoring across enterprise systems.
· Review cybersecurity maturity through regular audits.
Speaker Notes
The use of multiple security technologies at the same time may affect manufacturing operations and increase the risk of implementation. A Phased Roadmap allows resources to be concentrated on the most critical vulnerabilities first. Subsequent monitoring will then confirm the ongoing effectiveness of the controls deployed. Since cyber risks change with the manufacturing technology and processes, periodic maturity reviews are a component of continuous improvement.
[image: ]
[bookmark: _am00fx5lmmso][bookmark: _Toc235199802]
Slide 9: Strategic Recommendations
· Implement ISO 27001 governance framework.
· Strengthen Security Operations Centre capability.
· Increase investment in cyber resilience.
· Review enterprise cyber risks annually.
Speaker Notes
As manufacturing operations are increasingly digitised, future cyber threats will be more complex. Reactive security investment will thus lead to unnecessary operational and financial exposures for SteelForm. Executive commitment is important since cybersecurity is dependent on the level of governance, funding and accountability of the organisation to make it a sustainable capability as opposed to a standalone technical project.
[image: ]
[bookmark: _6w8jakus3e9s][bookmark: _Toc235199803]
Slide 10: Key Takeaways
· Manufacturing cybersecurity requires strategic governance.
· Layered security strengthens operational resilience.
· Continuous monitoring improves incident response.
· Cyber resilience protects long-term business value.
Speaker Notes
[bookmark: _g5mclekatzg][bookmark: _Toc235199804][image: ]Cybersecurity must be treated as a long-term facilitation element to SteelForm's business strategy rather than just an operational risk mitigation measure. Manufacturing system protection allows for the maintenance of productivity, customer confidence, and competitive advantage. Moving forward in the digital transformation era, the ability to protect data with resilient cybersecurity capabilities will be a key business differentiator. This means strong executive leadership will continue to be necessary to ensure organisational resiliency against new cyber threats.
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