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[bookmark: _Toc237351163]Introduction
This report presents the configuration, implementation and testing of a virtualised enterprise network designed to support communication and centralised services across the Birmingham and London sites. The practical work uses Windows Server and Windows client systems to demonstrate how routing, directory services, dynamic addressing, secure inter-site connectivity, shared storage, web services and remote administration can operate together within one managed environment. Windows Server Remote Access can provide routing between local subnets, while Active Directory Domain Services (AD DS) provides the structured management of users, computers and other network objects [1], [2].

The network was developed in stages so that each service could be configured and tested before moving to the next component. Routing and IP addressing were established first, followed by domain services and user accounts. DHCP was then configured to automate the allocation of IP addresses and related TCP/IP settings to client devices, reducing the need for manual configuration [3]. A site-to-site VPN was implemented between the Birmingham and London networks to provide an encrypted connection between the two locations. File sharing and NTFS permissions were also configured to control access to network resources; NTFS supports granular permissions through access control lists for individual users and groups [4].

The final stages focused on application and administration services. An internal website was hosted through Internet Information Services (IIS), with Anonymous Authentication disabled and Windows Authentication enabled so that access could be restricted to authenticated Windows domain users. Microsoft identifies Windows Authentication as suitable for corporate networks using Active Directory or Windows identities [5]. Remote Desktop was also enabled and tested from a Windows 10 client to Server B, demonstrating that an authorised administrator can manage the server remotely across the network [6]. Screenshots throughout the report provide evidence of the configuration process and the results of connectivity, authentication and service testing.

[bookmark: _Toc237351164]Routing:
This section configures routing so that traffic can move correctly between the virtual network segments used in the project. Windows Server Remote Access includes routing functionality for forwarding traffic between LAN subnets [1]. The screenshots document the adapter configuration, IP addressing, routing settings and verification steps used to establish communication between the network segments.

[bookmark: _Toc237351165]Routing in Network

The following configuration establishes the required network interfaces and routes for this site. Static addressing and routing settings were checked before connectivity tests were performed, providing evidence that the server could forward traffic between the relevant subnets [1].
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Figure 1: Network addressing, routing configuration and connectivity evidence.
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Figure 2: Network addressing, routing configuration and connectivity evidence.
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Figure 3: Network addressing, routing configuration and connectivity evidence.
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Figure 4: Network addressing, routing configuration and connectivity evidence.
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Figure 5: Network addressing, routing configuration and connectivity evidence.
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Figure 6: Network addressing, routing configuration and connectivity evidence
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Figure 7: Network addressing, routing configuration and connectivity evidence.
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Figure 8: Network addressing, routing configuration and connectivity evidence.

[bookmark: _Toc237351166]Routing in Network
The following configuration establishes the required network interfaces and routes for this site. Static addressing and routing settings were checked before connectivity tests were performed, providing evidence that the server could forward traffic between the relevant subnets [1].
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Figure 9: Network addressing, routing configuration and connectivity evidence.
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Figure 10: Network addressing, routing configuration and connectivity evidence.

[image: ]
Figure 11: Network addressing, routing configuration and connectivity evidence.
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Figure 12: Network addressing, routing configuration and connectivity evidence.
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Active Directory Domain Services was configured to provide centralised identity and computer management. AD DS stores and organises network objects such as users, groups and computers and allows administrators to manage them within domains and organisational structures [2]. The screenshots below show the installation and configuration of the domain environment used in the practical network.
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Figure 13: Active Directory Domain Services configuration and domain setup.
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Figure 14: Active Directory Domain Services configuration and domain setup.
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Figure 15: Active Directory Domain Services configuration and domain setup.


Figure 16: Active Directory Domain Services configuration and domain setup.
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Figure 16: Active Directory Domain Services configuration and domain setup.

[image: ]Figure 17: Active Directory Domain Services configuration and domain setup.
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Figure 18: Active Directory Domain Services configuration and domain setup.
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Figure 19: Active Directory Domain Services configuration and domain setup.
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Figure 20: Active Directory Domain Services configuration and domain setup.
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Figure 21: Active Directory Domain Services configuration and domain setup.
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Figure 22: Active Directory Domain Services configuration and domain setup.
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Figure 23: Active Directory Domain Services configuration and domain setup
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Figure 24: Active Directory Domain Services configuration and domain setup.
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Figure 25: Active Directory Domain Services configuration and domain setup.
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Figure 26: Active Directory Domain Services configuration and domain setup.

[image: ] Figure 27: Active Directory Domain Services configuration and domain setup.
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Figure 28: Active Directory Domain Services configuration and domain setup.
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Figure 29: Active Directory Domain Services configuration and domain setup.
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Figure 30: Active Directory Domain Services configuration and domain setup.
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Figure 31: Active Directory Domain Services configuration and domain setup.
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Figure 32: Active Directory Domain Services configuration and domain setup.

[bookmark: _Toc237351168]Encrypted Connection between Birmingham and London
[bookmark: _Toc237351169]A secure connection was configured between the Birmingham and London networks using Windows Server Remote Access. VPN technology provides a protected logical connection across separate networks, while the Remote Access role supplies the Windows Server components required for VPN and routing services [7]. The configuration below demonstrates the creation and testing of the inter-site connection.

Configure Site-to-Site VPN to London Network.
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Figure 33: Site-to-site VPN configuration between the Birmingham and London networks
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Figure 34: Site-to-site VPN configuration between the Birmingham and London networks.
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Figure 35: Site-to-site VPN configuration between the Birmingham and London networks.
[image: ] Figure 36: Site-to-site VPN configuration between the Birmingham and London networks.
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Figure 37: Site-to-site VPN configuration between the Birmingham and London networks.

[image: ] Figure 38: Site-to-site VPN configuration between the Birmingham and London networks.
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Figure 39: Site-to-site VPN configuration between the Birmingham and London networks.

[image: ]Figure 40: Site-to-site VPN configuration between the Birmingham and London networks
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Figure 41: Site-to-site VPN configuration between the Birmingham and London networks.

[image: ] Figure 42: Site-to-site VPN configuration between the Birmingham and London networks.
The screenshot below shows that the site-to-site VPN interfaces on both Server A and Server B are enabled and connected. The VPN was configured using IKEv2 with required encryption and a shared authentication key. This confirms that the Birmingham and London networks are connected through an active encrypted tunnel, providing secure inter-site communication and meeting the requirement for a persistent VPN connection.
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Figure 43: Site-to-site VPN configuration between the Birmingham and London networks.


[image: ] Figure 44: Site-to-site VPN configuration between the Birmingham and London networks.
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Users
Domain user accounts were created in Active Directory so that access to network resources could be assigned to named users rather than relying only on local accounts. Centralised user and group management is a core function of AD DS [2]. The screenshots show the creation and configuration of the accounts used during access and authentication testing.
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Figure 45: Active Directory user account configuration.

[image: ]Figure 46: Active Directory user account configuration.
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Figure 47: Active Directory user account configuration.

[image: ] Figure 48: Active Directory user account configuration.
[image: ] Figure 49: Active Directory user account configuration.
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Figure 50: Active Directory user account configuration.
[image: ] Figure 51: Active Directory user account configuration.

[image: ] Figure 52: Active Directory user account configuration.
[image: ] Figure 53: Active Directory user account configuration.

[image: ] Figure 54: Active Directory user account configuration.
[image: ] Figure 55: Active Directory user account configuration.
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Client and server systems were joined to the configured domain so that they could use centralised authentication and domain resources. Domain membership allows computer and user identities to participate in the Active Directory environment and supports consistent administration across the network [2].
[image: ] Figure 56: Domain membership configuration and verification.

[image: ]Figure 57: Domain membership configuration and verification.
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The DHCP Server role was configured to automate client IP configuration. DHCP can centrally assign IP addresses and related settings such as subnet masks, gateways and DNS information, reducing manual configuration and the risk of addressing errors [3]. The screenshots show the installation, scope configuration and testing of DHCP services.

[image: ] Figure 58: DHCP role, scope or client addressing configuration.


[image: ] Figure 59: DHCP role, scope or client addressing configuration.

[image: ] Figure 60: DHCP role, scope or client addressing configuration.
[image: ] Figure 61: DHCP role, scope or client addressing configuration.
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Figure 62: DHCP role, scope or client addressing configuration.
[image: ] Figure 63: DHCP role, scope or client addressing configuration.
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Figure 64: DHCP role, scope or client addressing configuration.
[image: ] Figure 65: DHCP role, scope or client addressing configuration.

[image: ] Figure 66: DHCP role, scope or client addressing configuration.
[image: ] Figure 67: DHCP role, scope or client addressing configuration.

[image: ] Figure 68: DHCP role, scope or client addressing configuration.
[image: ]Figure 69: DHCP role, scope or client addressing configuration.

[image: ] Figure 70: DHCP role, scope or client addressing configuration.
[image: ] Figure 71: DHCP role, scope or client addressing configuration.

[image: ] Figure 72: DHCP role, scope or client addressing configuration.

[image: ] Figure 73: DHCP role, scope or client addressing configuration.
[image: ] Figure 74: DHCP role, scope or client addressing configuration.
[image: ] Figure 75: DHCP role, scope or client addressing configuration.
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Figure 76: DHCP role, scope or client addressing configuration.


[bookmark: _Toc237351173]Test and Troubleshoot
After the main services were configured, the network was tested to confirm that the systems could communicate and that the required services were operating as expected. Testing included IP configuration, name resolution and connectivity checks so that configuration problems could be identified before the final service tests.

[bookmark: _Toc237351174]Test the network for Connectivity
Connectivity tests were performed between the configured hosts using command-line networking tools. These checks confirm whether addressing and routing are functioning correctly and provide practical evidence that the network can carry traffic between the required systems.

[image: ] Figure 77: Connectivity test confirming communication between configured hosts.


[image: ] Figure 78: Connectivity test confirming communication between configured hosts.

[image: ] Figure 79: Connectivity test confirming communication between configured hosts.
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Figure 80: Connectivity test confirming communication between configured hosts.



[bookmark: _Toc237351175]Disk Drive
A shared folder was created to demonstrate centralised file access across the network. SMB is the Windows protocol used to share files and other resources, while NTFS permissions provide granular access control through access control lists [4], [8]. Permissions were configured so that different users and groups received the level of access required by the task.
[image: ]
Figure 81: Shared folder and NTFS access-permission configuration.
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Figure 82: Shared folder and NTFS access-permission configuration.


[image: ] Figure 83: Shared folder and NTFS access-permission configuration.

The screenshot shows the NTFS permissions configured for the shared NOSS2026 folder. The MAX\Domain Users group has Full Control, while the individual network user Tan Zania has Read & Execute permissions only. Administrators and SYSTEM retain Full Control for management purposes. This configuration demonstrates role-based access control and supports the requirement that domain users have full access while other network users are restricted to read-only access.







[bookmark: _Toc237351176]IIS Server
Internet Information Services was configured to host an internal website for authenticated users. The website was given a DNS name, HTTPS binding and certificate, and a simple page was created to verify successful delivery. Anonymous Authentication was disabled and Windows Authentication enabled, allowing IIS to authenticate users through Windows domain identities [5].
[image: ] Figure 84: IIS website, authentication, DNS/HTTPS configuration or successful website test.
[image: ] Figure 85: IIS website, authentication, DNS/HTTPS configuration or successful website test.
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Figure 86: IIS website, authentication, DNS/HTTPS configuration or successful website test.
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Figure 87: IIS website, authentication, DNS/HTTPS configuration or successful website test.

The screenshot shows that Anonymous Authentication has been disabled and Windows Authentication has been enabled for the MaxtronixWebsite in IIS. This configuration ensures that only authenticated Windows domain users can access the website, which improves access control and supports the requirement for internal domain authentication.

[image: ] Figure 88: IIS website, authentication, DNS/HTTPS configuration or successful website test.
[image: ] Figure 89: IIS website, authentication, DNS/HTTPS configuration or successful website test.

[image: ] Figure 90: IIS website, authentication, DNS/HTTPS configuration or successful website test.

[bookmark: _Toc237351177]Remote Desktop Services
Remote Desktop was configured on Server B to allow authorised remote administration from another machine on the network. Remote Desktop allows a remote device to connect to and control a Windows system, giving authorised administrators access to applications, files and network resources without being physically present at the server [6].

[image: ] Figure 91: Remote Desktop configuration and successful remote connection to Server B.
[image: ] Figure 92: Remote Desktop configuration and successful remote connection to Server B.
Remote Desktop Services were configured to allow Server B to be accessed remotely from another machine on the network. The Windows 10 client was used to establish an RDP connection to Server B using its IP address, 192.168.200.3. The successful connection demonstrates that remote administration is working correctly. Remote Desktop is important because it allows authorised administrators to manage, configure and troubleshoot servers without requiring physical access to the machine.
[bookmark: _Toc237351178]Conclusion

This project successfully implemented and tested the main services required for a small virtualised enterprise network connecting Birmingham and London. The work progressed from basic IP addressing and routing to centralised domain services, DHCP, secure inter-site connectivity, shared storage, an authenticated IIS website and Remote Desktop administration. Completing the configuration in stages made it possible to test each component and identify problems before they affected later services.

The practical results demonstrate that the configured Windows Server environment can provide centralised identity management, automated client addressing and controlled access to network resources. The site-to-site VPN established an encrypted connection between the two network locations, while the shared NOSS2026 folder demonstrated how permissions can be applied to users and groups. The IIS implementation also showed how an internal service can be published using HTTPS and Windows Authentication so that access is limited to authenticated users [5]. Remote Desktop testing from the Windows 10 client to Server B confirmed that remote administration was functioning successfully, supporting efficient server management without direct physical access [6].

Testing and troubleshooting were an important part of the implementation. Connectivity tests, DNS checks, domain authentication and service-specific tests were used to verify the final configuration. The process also demonstrated how dependencies between DNS, domain membership, user credentials, routing and permissions can affect network services. Overall, the completed environment meets the practical objectives of the assignment and provides evidence of a functional, manageable and security-conscious Windows Server network across two virtual sites.
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