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[bookmark: _Toc92304704]Abstract
Information security is a key concern of today's enterprises and even the general public. In recent years, CoffeeBlue has adopted an information management system to manage various businesses of the enterprise. However, due to various reasons such as personnel and technology, the company also has problems in terms of information security and lacks a complete and unified management system. 

The present paper will discuss and compare four internationally recognized information security management frameworks or models. Each framework or model is aimed at a different level of security management and its entry point. Finally, a security model suitable for CoffeeBlue will be built based on the research model.

[bookmark: _Toc92304705]Introduce
With the increasing use of the Internet around the world, the demand and dependence on Internet-based information makes people’s expectations for access higher and higher. It is a very common phenomenon that people use the Internet to c conduct their day-to-day business and exchange electronic information. The rise in data breaches and cyberattacks demands organizations to implement well-structured security frameworks and models. Framework are the outline of more comprehensive blueprints for creating information security environment. In addition, security models are common blueprints provided by service organizations (Vladimirov et al., 2010). Several cybersecurity standards and IT security frameworks are available to help protect company information. The information security management covers many areas from perimeter protection and encryption to application security and disaster recovery, which is where IT security frameworks and standards can come into play. What’s more, it is very essential for all information security and network security professionals to realize and master all kinds of regulations, standards, and frameworks. From an audit point of view, compliance with these frameworks and standards is also important, too.

This paper analyzes the current situation and problems of enterprise information security, and proposes some methods that can improve CoffeeBlue the level of information security, hoping to provide a reference for enterprises to realize information management.

[bookmark: _Toc92304706]Research on IT Security Frameworks and Models
[bookmark: _Toc92304707]PDR Network Security Model
In the 1990s, the Protection-Detection-Response multi-link guarantee system, namely the PDR network security model, proposed and gradually formed by the US Department of Defense, benefits from the high stability of the closed-loop and dynamic control concept After its establishment, it has been able to develop rapidly. At the beginning of the twentieth century, the model was again introduced to integrate the two key components of Policy and Restore. So far, with the security strategy as the core, through the comprehensive protection methods of firewall, key control and ID access control, and the use of professional detection software to evaluate vulnerabilities and monitor intrusions, the two-layer control of the detection system is to control the security of the system to be managed. Comprehensive investigation and in-depth evaluation of the state, coupled with precise control of response and recovery cycles, a dynamic security model based on closed-loop control and active defense has been formally established (Wu et al., 2010).

However, the PDR model also has shortcomings in practical applications. According to Alotaibi (2019), it ignores internal change factors, for example, the flow of personnel, the quality of personnel, and the instability of strategy implementation. The security "immunity" of the system itself is enhanced, the system and the entire network are optimized, and the quality of personnel, the most important role in the system, is improved. These are issues that the security system did not consider.

[bookmark: _Toc92304708]Information Technology Infrastructure (ITIL)
ITIL defines a standard for IT service quality, which is used by customers to make service requirements and providers to meet the requirements. Jamil, et al. (2019) and Mozsár (2017) point out that the purpose of ITIL is to provide best practice guidelines for IT service management, combining business services with IT. What’s more, ITIL has created a management framework: personnel (division of responsibilities, positions, etc.), processes (making Related processes), products (or technologies, and processes require technical support) and partners (or supplier relationships). Due to the huge coverage of ITIL theory, it is not easy to implement it in an enterprise in a short period of time (Orta and Ruiz, 2019). Therefore, companies should select implementation priorities and gradually improve the process based on actual conditions.

[bookmark: _Toc92304709]Information Assurance Technical Framework (IATF)
[bookmark: _Hlk92307772]According to Saad, et al. (2020), it can be seen that the Information Assurance Technical Framework: IATF, compiled by the USA National Security Agency, focuses on comprehensive management and control of information security issues from two perspectives: macro-control of the overall situation and key consideration of the actual operation process. Korotka, et al. (2005) claimed that The core theory of IATF is "Defense-in-Depth", which revolves around the three basic principles of personnel, technology, and practical operation, from the protection of network systems and equipment, perimeter protection, server environment protection, and infrastructure facilities and equipment Supported the specific planning of the four information security assurance sections.

In addition, Wang and Meckl (2020) stated that the biggest defect of IATF is the lack of process management requirements and the embodiment of business relevance in the information security management system. In addition, more attention is paid to technology reduction strategy in the system. Limiting the authority to the human element would not effectively reflect the concept of a balance between business and security.

[bookmark: _Toc92304710]ISO 27001 
Organizations have different views on ISMS because security measures vary based on their business relevance. One effective method to ensure that the ISMS is well implemented is to comply with standards like the ISO 27000 series, which provides a best practice ISMS framework, helping organizations protect the security of their information assets. Hamdi, Z. et al. (2019) reviews four different case studies, including a non-profit institute, an educational institute, small and medium (SME) enterprises and enterprises. Through the findings, it can be found that organizations, which meet the highest number of ISO requirement, are more likely to be certified. However, ISO standards are supposed to be more dynamic to support diverse business environment, thus avoiding generalization to get compliance. 

Summer
By comparing the above four internationally recognized information security management models, it can be seen that the security management levels and entry points for each model are quite different. The PDR model mainly adopts circular governance for the information security environment at the application level of networks and systems. The ITIL model is based on the overall requirements for IT service management, and regards information security as a part of the overall service management for requirements and management, but it is more important to use the service system of IT business processes for comprehensive management. The entry point of the ESG information security maturity model is the analysis of the company's existing information security management. Its focus is on the evaluation of the existing management system and propose weak links. In the optimization link, it needs to cooperate with other management models. The IATF Information Assurance Technical Framework mainly relies on technical management and control to meet information security needs after establishing a macro strategy. The information security management system standard ISO27000 starts from the establishment or improvement of the company's information security management system, through a series of strategies, control and supervision measures to tailor a set of practical and highly compatible management systems for the company. While emphasizing that management occupies an extremely important position, it does not ignore the irreplaceable key role of technology control in information security management, and reasonably weighs the leadership and participation of the company's various functional departments (Kholis, et al. 2020).

[bookmark: _Toc92304711]ISMS and Theoretical Model
The Information Security Management System (ISMS) is a management system that integrates key elements such as information security management guidelines, overall policies, implementation measures, and continuous improvement. Its leading organization plans information in its own or a specific area or scope. The safety management policy and related target strategies, as well as the specific measures adopted to complete the planning strategy, are system structures that focus on management.

Information Security Management System (ISMS)
The information security management system controls 11 security control domains, 39 security control targets and 133 security control measures. It is based on risk assessment, adopts a top-down management method, and implements a comprehensive management system from organization, personnel, process, technology, laws and regulations, and sustainable operations (Safonova andKotelnikov 2020). The relationship between control domains is shown in Figure 3.1.


Fig.3.1 Control field

PDCA Cycle
The PDCA cycle model is a highly mature model that is flexibly used by international management systems such as ISO9001 and ISO14001. It has greatly promoted the management system to maintain an effective mode of continuous improvement. For the use of the information security management system, its encouragement focuses on the importance of the following: (1) Conduct in-depth research on the organization’s own information security situation, clarify the organization’s actual information security needs, and tailor its own exclusive information security for the organization Management policies and objectives; (2) Conduct risk assessments of information assets that require information security management agencies, and implement management and control measures; (3) Real-time monitoring of the effectiveness of the information security management system can be reviewed in stages; (4) Emphasis on continuity While improving the work, it is necessary to carry out corresponding work in conjunction with the target measurement results (Malega, P. et al., 2021).
The PDCA cycle model is shown in Figure 3.2.


Fig.3.2   PDCA Cycle Mode

P (plan) planning: Under the guidance of the organization's macro management and control policies and basic objectives, conduct risk assessments based on their own actual conditions and conduct reasonable management and control of the results, so as to plan information security-related policies, objectives, and procedures. 

D (do) implementation: implement various control measures and introduce professional technical software to provide support. 

C (check) inspection: conduct on-site inspection of the preliminary planning content and implementation effect, review the business data presented in the entire business process, and summarize and report it. 

A (action) continuous improvement: based on the content of the review report, make up for existing management loopholes, formulate preventive measures for foreseeable hidden dangers, and improve the entire management system. 

The above four steps are indispensable to each other, and finally form a closed loop. With the continuous loop of the closed loop, the information security management system is continuously improved and optimized, and the information security performance spirals upward.

However, with the application of PDCA in more project management, many problems have been discovered in the process of application, because PDCA does not contain human creative content. It is just how to make people perfect the existing work, so this leads to the generation of inertial thinking. People who are used to PDCA can easily work according to the process, because there is no pressure for him to achieve creativity. Therefore, PDCA has some limitations in actual projects (Qiu, et al.,2019).

[bookmark: _Toc92304712]Strategy Planning of CoffeeBlue Company’s Information Security Management
Based on the relevant theories of the P (plan) link in the PDCA process model, combined with the company's information security management status quo, through effective integration of necessary resources and selection of appropriate risk management methods, to ensure the correct planning of information security management strategies and accurate division of information security management systems The scope and detailed distribution. At the same time, correctly identify and accurately assess the security risks of the company's overall information assets, and formulate a reasonable disposal plan for the assessed risks.

As for the management system, first establish a general system that all employees of the company abide by, and make mandatory regulations in terms of personnel behavior and data storage. Secondly, in response to the special needs of individual departments, work steps that meet the needs of the departments are formulated and implemented after being reviewed and approved by the Information Security Committee. Finally, the information security management is included in the content of the annual performance appraisal KPI. Ensure that the information security management work can be effectively integrated into the daily work of all departments of the company, and pass the KPI assessment to ensure the effect.

In terms of technical support, methods such as building a secure host equipment system, network system, and equipping with appropriate technical management and control software are used to identify and control the risks of employees’ computers in daily operations in real time. The results of the management and control are digitized and linked to the staged performance appraisal KPIs.

The company's information security management system will first be based on the three major principles of confidentiality, availability and integrity of information security, and expand geometrically to three dimensions. Through the guidance of the four main aspects of the strategy system, organizational system, operation and maintenance system and technical system, information security management is carried out with a top-down penetration, which penetrates all levels of the company, department, and system. At the same time, based on the business characteristics of the data center project, physical security, personnel security, software and application system security, and equipment and operation security are guaranteed. In addition, the relevant protection objects, such as hardware, software, data, personnel, services and other important information assets, are explained in terms of business-related processes and activities. The system framework is shown in Figure 4.1.


Fig.4.1   Systematic Frame

CoffeeBlue company's information security management model
After analyzing the content of the information security management system standard, combined with the company's data center project and information security management model, the company decided to proceed from three levels and propose an information security management model that conforms to the company's data center project. It consists of security disposal, risk management and compliance layer, operation and maintenance assurance layer, and basic security services and architecture layer from top to bottom. Among them, the security disposal, risk management and compliance layer, which is the main content of the top level of the information security framework, is not only the service object of the operation and maintenance assurance layer, but also the basis for the formulation of the company's information security strategy. In addition, this layer also provides guidance for the selection and construction of the basic security services of the third layer and the various subsystems in the architecture layer. The middle security operation and maintenance layer mainly uses the functions provided by the basic information security services, combined with the security operation and maintenance management process, to achieve security disposal, risk management, and compliance requirements, thereby ensuring the security risks of the company's data center project related systems Management needs. The basic security service and architecture layer of the third layer is the object of security operation, maintenance and management, and its functions are guaranteed by the corresponding subsystems. The information security management model is shown in Figure 4.2.


Fig.4.2   Information security management model diagram

As the top layer of the company’s information security framework, the first-level security disposal and risk management compliance layer is the starting point for business-driven security. It is mainly formulated and led by the members of the information security management committee. It encompasses the company’s information security system construction strategy and Guiding management systems such as management framework, risk management framework and applicability declaration. Through the assessment of business content and operation and maintenance risks, determine its strategy and management structure, risk management and control structure, clarify compliance and policy guidelines, and clarify the information security document management system.

The second layer of security operation and maintenance refers to the process in which the Information Security Management Committee uses professional technology to meet security protection requirements under the guidance of security policies. The operation center will lead the work related to technology management and control, which includes threat analysis and early warning, and timely monitoring and handling of safety patterns and accidents. The security operation and maintenance layer are closely connected with the Information Security Committee. This layer integrates all its management concepts into the daily management system, and accepts the phased audit of the control log by the Information Security Management Committee.

The basic security services and architecture of the third layer clearly define the four core basic technical architectures and related services in the company's information security framework: physical security, personnel security, software and application system security, and equipment and operation security. All employees of the company need to implement the content of relevant systems and systems, and earnestly regard the content of information security management as part of their daily work. The basic security service and architecture layer are the technical requirements and function implementation layer of the company's information security construction, and are the core support for the company's information security system.

Through a layered implementation of the construction strategy, the information security management model lists in detail the security system categories or technologies involved in each key layer of the company and the information assets that need to be protected, and completely covers all the content of the company's information security management system construction, Provides a guide for the realization of the company's information security management system goals.

[bookmark: _Toc92304713]Implementation of CoffeeBlue Company's Information Security Management System
Summarizing the implementation of the information security management system in one sentence is to "establish a mechanism within the company and use it to consolidate information security management." The key task of the D (Do) link in the PDCA process model is to regulate and control management operations with appropriate priorities, and implement the management and control methods they choose, so as to manage the identified information security risks in a unified manner.

Deepen human resource management
While conducting information security management-related training for existing employees of the company, in the recruitment of new employees, the company combines the requirements of the information security management system with respect to human resources security, and the entire process from recruitment, entry to resignation focuses on information security A lot of work has been done at the level. Before entry, the qualification verification of the entry qualifications of important personnel is carried out. After joining, sign the necessary contract and information security confidentiality agreement with him. Make information security awareness education the basic content of new employee induction training, and regularly strengthen employee security awareness education. In the work, the implementation of information security work is included in the periodic KIP assessment. When resigning or changing employment, timely recover relevant asset information, and adjust or revoke access control authority.

SIRS Clarifies Equipment Safety Management
In accordance with the requirements of the information security management system standard, the company proposes an SIRS management plan for equipment security management, which is to implement management and control from several perspectives such as equipment selection, installation and debugging (installation), filing (registration), and service (server).

[bookmark: _Toc92304714]Conclusion
In recent years, domestic and foreign scholars have also continued to pay close attention to many theories of information security management, which has become one of the key points of business management in the era of big data. This article comprehensively expounds the relevant theories of information security management. At the same time, common information security management tasks such as PDR security model, IT service management model ITIL, ESG information security maturity model IATF information assurance technology framework, and information security management system standard ISO27000 were discussed. Finally, combined with the current actual situation of CoffeeBlue Company and the relevant theories of ISO27001 information security management system, a new construction of CoffeeBlue's information security management system was implemented.







[bookmark: _Toc92304715]References
[bookmark: _Hlk92306576][1] Alotaibi, M. (2019) ‘Security to wireless sensor networks against malicious attacks using Hamming residue method’, EURASIP journal on wireless communications and networking, 2019(1), pp. 1–7. doi:10.1186/s13638-018-1337-5.

[bookmark: _Hlk92306944][2] Jamil, G.L. et al. (2019) ‘Change Management Projects in Information Systems: The Impact of the Methodology Information Technology Infrastructure Library (ITIL)’, in Handbook of Research on Emerging Technologies for Effective Project Management. IGI Global, pp. 185–199. doi:10.4018/978-1-5225-9993-7.ch011.

[bookmark: _Hlk92306234][3] Kehe Wu, Tong Zhang and Fei Chen (2010) ‘Research on Active Controllable Defense Model Based on Zero-PDR Model’, in 2010 Third International Symposium on Intelligent Information Technology and Security Informatics. IEEE, pp. 572–575. doi:10.1109/IITSI.2010.140.

[4] Kholis Gunawan, N., Budiarto Hadiprakoso, R. and Kabetta, H. (2020) ‘Comparative Study Between the Integration of ITIL and ISO / IEC 27001 with the Integration of COBIT and ISO / IEC 27001’, IOP conference series. Materials Science and Engineering, 852(1), p. 12128–. doi:10.1088/1757-899X/852/1/012128.

[5] Korotka, M.S., Roger Yin, L. and Basu, S.C. (2005) ‘Information Assurance Technical Framework and End User Information Ownership: A Critical Analysis’, Journal of information privacy & security, 1(1), pp. 10–26. doi:10.1080/15536548.2005.10855759.

[6] Malega, P. et al. (2021) ‘PDCA Cycle – Tool for Improvement of the Business Processes – Case Study’, TEM Journal, 10(3), pp. 1336–1347. doi:10.18421/TEM103-42.

[7] Mozsár, K. (2017) ‘Reducing IT costs and ensuring safe operation with application of the portfolio management’, Serbian journal of management, 12(1), pp. 143–155. doi:10.5937/sjm12-11452.

[bookmark: _Hlk92308627][8] O.M. Safonova and N.V. Kotelnikov (2020) ‘Modeling the information security management system (ISMS) of a medical organization’, in E3S Web of Conferences. Les Ulis: EDP Sciences. doi:10.1051/e3sconf/202022401035.

[bookmark: _Hlk92307064][9] Orta, E. and Ruiz, M. (2019) ‘Met4ITIL: A process management and simulation-based method for implementing ITIL’, Computer standards and interfaces, 61, pp. 1–19. doi:10.1016/j.csi.2018.01.006.

[bookmark: _Hlk92308982][10] Qiu, Y.-X. et al. (2019) ‘Analysis of the application and practice of PDCA cycle in management of the naked medicine dispensing—the quality and safety of the drug’, Frontiers of Nursing, 6(3), pp. 227–232. doi:10.2478/FON-2019-0030.

[11] Saad, N.H. et al. (2020) ‘A Case Study: Framework of Gap Analysis on Integration of Audit System between IATF 16949 and Toyota Production System’, Applied mechanics and materials, 899, pp. 219–229. doi:10.4028/www.scientific.net/AMM.899.219.

[bookmark: _Hlk92305824][12] Vladimirov, A.A., Gavrilenko, K.V. and Mikhailovsky, A.A. (2010) Assessing information security strategies, tactics, logic and framework. 1st edition. Ely: IT Governance Pub.

[13] Wang, Z. and Meckl, R. (2020) ‘Critical success factors of total quality management in autonomous driving business models’, Cogent engineering, 7(1), p. 1767018–. doi:10.1080/23311916.2020.1767018.

image2.emf
P Plan

A Improve  D Implement 

C examination

Risk Management Disposal 

System Control 

Internal Audit Function 

ISO/IEC1779


Microsoft_Visio___1.vsdx
P Plan
A Improve
D Implement
C examination
Risk Management Disposal
System Control
Internal Audit Function
ISO/IEC1779



image3.emf
Companies

Departments

Systems 

Business

Flow Path

Activities

Object (Hardware, 

Software, Personnel) 

Physical 

Security 

Equipment

、

 

operation

       safety 

Personnel 

safety 

Department of 

Software and

 Application 

Confidentiality 

Availability 

Completeness

Information 

Security Goals 


Microsoft_Visio___2.vsdx
Companies
Departments
Systems
Business
Flow Path
Activities
Object (Hardware, Software, Personnel)
Strategy System
Organization System
Operation and Maintenance System
Technology System
Physical Security
Equipment、 operation
       safety
Personnel safety
Department of Software and
 Application



Confidentiality
Availability
Completeness
Information Security Goals



image4.emf
Safety Disposal, Risk Management Compliance Layer 

Strategy and Management Framework  Risk Management Framework  Compliance and Policy Compliance 

Security Operation and Maintenance Layer 

Security Event Monitoring Security Incident Response  Security Incident Audit

Security Policy Management Safety Performance Management  Security Outsourcing Service

Physical Security Personnel Safety

Software and Application 

System Security 

Equipment

、

 

OPeration Safety 

Computer room, 

video surveillance 

security

Identity 

verification, 

access control 

Business process, application 

environment installation, 

professional technology 

management and control 

Host, terminal, 

network security, 

data life cycle 

management

Basic security services and architecture layer 


Microsoft_Visio___3.vsdx
Safety Disposal, Risk Management Compliance Layer
Strategy and Management Framework
Risk Management Framework
Compliance and Policy Compliance
Security Operation and Maintenance Layer
Security Event Monitoring
Security Incident Response
Security Incident Audit
Security Policy Management
Safety Performance Management
Security Outsourcing Service
Physical Security
Personnel Safety
Software and Application System Security
Equipment、 OPeration Safety
Computer room, video surveillance security
Identity verification, access control
Business process, application environment installation, professional technology management and control
Host, terminal, network security, data life cycle management
Basic security services and architecture layer



image1.emf
A.5 Safety Policy

A.7 Asset Management A.11 Access Control

A.6 

Information 

Security 

Organization 

A.8 Human 

Resources Security 

A.9 Physical and 

Environmental Safety 

A.14 Business 

Continuity 

Management 

A.10 

Communication 

and Operation 

Management

A.12 Information 

System Acquisition, 

Development and 

Maintenance 

A.13 Information Security Incident Management  

A.15 Compliance


Microsoft_Visio___.vsdx
A.5 Safety Policy
A.7 Asset Management
A.11 Access Control
A.6 Information Security Organization
A.8 Human Resources Security
A.9 Physical and Environmental Safety
A.14 Business Continuity Management
A.10 Communication and Operation Management
A.12 Information System Acquisition, Development and Maintenance
A.13 Information Security Incident Management
A.15 Compliance



