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1. [bookmark: _Toc228139717]Task 3 
[bookmark: _Toc228139718]1.1 Function Generator output square wave (6) 
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1.1.1 Function Generator output square wave


[bookmark: _Toc228139719]1.2 Capacitor discharge table (5) 
	Time (s) 
	Voltage (V) 
	ln (V) 
	dy = y2 – y1 
dy = ln(V)2-ln(V)1  
	dx = x2- x1  
dx = Time2 – Time1 
	dy/dx 

	 0.002394
	 2.5725
	 0.944878189
	x 
	x 
	x 

	 0.002438
	 1.9137
	0.649038541
	 -0.295839648
	 0.0000440
	 -6723.628359

	 0.002482
	 1.3804
	 0.322373312
	 -0.326665229
	 0.0000440
	 -7424.209743

	 0.002526
	 1.0039
	 0.003892415
	 -0.318480898
	 0.0000440
	 -7238.202217

	 0.00257
	 0.6902
	-0.370773868
	-0.374666283
	 0.0000440
	-8515.142796

	 0.002614
	 0.4392
	-0.822800389
	 -0.45202652
	 0.0000440
	-10273.33001

	 0.002658
	 0.3137
	 -1.159318164

	 -0.336517775
	 0.0000440
	 -7648.13125

	 0.002702
	 0.2196
	 -1.515947569

	 -0.356629406
	 0.0000440
	 -8105.213763

	 0.002746
	 0.1255
	 -2.07544952

	 -0.559501951
	 0.0000440
	 -12715.95343	

	0.00279
	 0
	 0
	 2.07544952
	 0.0000440
	47169.30728



Time constant = 0.000419102


[bookmark: _Toc228139720]1.3 Capacitor charge and discharge wave marked at correct points. (6) 
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1.3.1 Marked Charge at 63%
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1.3.2 Marked Charge at 63% detail zoom
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1.3.3 Marked Discharge at 36%
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1.3.4 Marked Discharge at 36% detail zoom



2. [bookmark: _Toc228139721]Capacitor Uses (5) 
Capacitors are components that store energy gradually over its charging time and releases it over a very quick period, “(sub-microsecond to multi-millisecond)” (Sarjeant, 1989). These capacitors are widely used in the automotive, motorsport and motorcycle industries. 
One of these uses is as hybrid energy storage(Andreev, 2020). In high profile racing, companies will use supercapacitors, which are designed to store a significantly bigger amount of energy whilst still being capable of rapid charge and discharge. In motorsport supercapacitors are used in energy recovery systems, things like regenerative braking where kinetic energy is lost, is now captured, stored and reused to provide extra acceleration. 
Another use is power supply smoothing (Lu and Peng, 2009), in terms of when alternating current (AC) to direct current (DC) conversion through the use of a rectifier. The output from a rectifier is not perfectly steady and will contain ripples. When a capacitor is connected across the output charges as the voltage rises and discharges when it falls, filling in the gaps and producing a more consistent and stable DC output. This is essential for computers, chargers and any control system, as unstable voltage can cause issues including damage to sensitive components. 
Furthermore, capacitors are also used in coupling applications when transferring AC signals between different stages of a circuit, whilst blocking DC components. Only desired signal is transferred between stages. This is mostly important in amplifier circuits, where each stage could require a different DC bias level. The capacitor allows the varying AC signal to pass though while preventing unwanted DC signals from interfering with the next stage. Distortion is prevented and signal integrity is preserved, showing its importance in audio electronics (Shu et al., 2014). 
Decoupling capacitors are used to remove unwanted electrical noise from power supply lines. In more complex circuits, especially those that include ECUs, rapid switching can cause fluctuations in voltage and noise (Downing, Gebler and Katopis, 1993). A capacitor places close to the component acts as a local energy reservoir, that supplies instant current when needed and filters out high-frequency noise. In motorsport, this is essential as electrical noise from ignition systems and alternators can interfere with sensitive electronics. 
In electrical systems with inductive loads like motors, the current can lag behind the voltage, which results in a poor power factor, and inefficient energy use. Capacitors are used to correct this by providing leading reactive power, which offsets the lagging effect in inductive components. The overall efficiency of the system is increased, and energy losses are reduced. 
Capacitor discharge ignition (CDI) in motorcycles and motorsport vehicles. It stores energy, then rapidly discharges it into the ignition coil to create a high-voltage spark (Asik, 1974), therefore engines run efficiently at high speeds. 
In older ignition systems that use mechanical contact breaker points, capacitors are used to prevent arcing across the contacts. When the contacts open, a sudden voltage spike can cause a spark, which leads to wear on parts and reduced efficiency. The capacitor absorbs the spike, reducing arcing and therefore prolongs the life of the component. 

Modern vehicles rely on ECUs to manage engine performance, fuel injection and timing. Capacitors are used within these systems to stabilise the voltage supply and protect against fluctuations caused by changing loads, vibrations and electrical noise. By maintaining a steady voltage, capacitors ensure that sensors and processors operate accurately. 
Voltage stabilisation in ECUs is achieved by using capacitors, which maintains a stable voltage supply and filter out fluctuations. Accurate sensor readings and reliable engine performance is ensured by the use of the capacitor, which is necessary in a motorsport environment. 
Capacitors can be used alongside or instead of batteries in some motorcycles to provide short-term electrical power (Irdianto, Nauri and Nursalim, 2021). This reduces weight and simplifies the electrical system, particularly in racing or off-roading. 
Capacitors suppress electromagnetic interference by filtering out high-frequency noise from electrical systems. This improves the reliability of electronic components and prevents signal disruption. 



3. [bookmark: _Toc228139722]Risk Question (10) 
Thanks to the technological advancements of vehicles, and its multitude of vehicle connectivity features (Ward and Wooderson, 2021), vehicles now are equipped with on-board modems (communication device) that are connected by the internet and mobile networks to the manufacturer of the vehicles systems. This puts these vehicles at risk of cyber-attacks (BBC, 2015) unless the correct and appropriate mitigating efforts are in place.  
This is where ISO/SAE21434 comes in and addresses these weaknesses. It embeds cybersecurity practices throughout the vehicle life cycle, including Threat Analysis and Risk Assessment (TARA), (Abouelnaga and Jakobs, 2023). TARA helps identify attack vectors, threat scenarios and potential impacts. From this, engineers are aware of what cybersecurity requirements or improvements can be made to CAN-based systems. 
Another important mitigation strategy is the addition of secure architecture and network segmentation, shown in (Andreica et al., 2024). This includes dividing the vehicle into multiple domains, for example separating those entertainment and security related and placing secure gateways between them. These gateways effectively inspect, filter and validate CAN traffic based on predetermined security rules. In line with ISO/SAE21434, the architectural approach reduces the possible attack surface and limits the impact of a security breach. 
Additionally, the deployment of Intrusion Detection Systems (IDS) is another essential mitigation, which is tailored to CAN as “the system records normal traffic … and detects the deviation”(Andreica et al., 2024). IDS solutions monitor patterns like message frequency, timing, and identifiers to detect anomalies which could indicate a cyber-attack. Research shows that IDS approaches to safeguarding are effective due to CAN’s predictable traffic behaviour, therefore allowing the detection of malicious activity through anomalies. These systems align with ISO/SAE21434 requirements for monitoring continuously and incident detection. 
Furthermore, secure software development and ECU hardening is essential. This includes secure coding practices, mechanisms like secure boots and authenticated firmware updates to prevent any compromised ECUs from injecting malicious messages. ISO/SAE21434 also emphasises post-development activities like vulnerability management and incident response processes, so cybersecurity is maintained throughout the vehicle’s lifespan. (Kulanthaisamy, Tejaswini and Sankar, 2026) details comprehensive approaches to enhance cybersecurity in ECU production. For example, “Encryption/Decryption” which “protects the confidentiality and integrity of the memory upload.”





[bookmark: _Toc228139723]References 
(Format to Harvard style as per handbook) 
Abouelnaga, M. and Jakobs, C. (2023) “Security Risk Analysis Methodologies for Automotive Systems.” Available at: http://arxiv.org/abs/2307.02261.
Andreev, M.K. (2020) An overview of supercapacitors as New Power Sources in Hybrid Energy Storage Systems for Electric Vehicles. IEEE.
Andreica, T. et al. (2024) “Blockchain integration for in-vehicle CAN bus intrusion detection systems with ISO/SAE 21434 compliant reporting,” Scientific Reports, 14(1). Available at: https://doi.org/10.1038/s41598-024-58694-4.
Asik (1974) A capacitor discharge ignition system for a spark - Patent.
BBC (2015) BMW fixes security flaw that left locks open to hackers, BBC News.
Downing, R., Gebler, P. and Katopis, G. (1993) Decoupling Capacitor Effects on Switching Noise, IEEE TRANSACTIONS ON COMPONENTS, HYBRIDS, AND MANUFACTURING TECHNOLOGY.
Irdianto, W., Nauri, I.M. and Nursalim, Moh. (2021) “Analysis of supercapacitor as a battery substitute in motorcycle,” IOP Conference Series: Materials Science and Engineering, 1034(1), p. 012044. Available at: https://doi.org/10.1088/1757-899x/1034/1/012044.
Kulanthaisamy, N., Tejaswini, M.S. and Sankar, G. (2026) “Automotive Cybersecurity Measures in ECU Production,” SAE Technical Papers. SAE International. Available at: https://doi.org/10.4271/2026-26-0628.
Lu, X. and Peng, F.Z. (2009) Capacitor ripple smoothing DC power supply, 2009. ECCE, IEEE. IEEE.
Sarjeant, W.J. (1989) “Capacitor_fundamentals.”
Shu, W. et al. (2014) DC Blocking Capacitor Design and Optimisation for High Speed Signalling. IEEE.
Ward, D. and Wooderson, P. (2021) Automotive Cybersecurity An Introduction to ISO/SAE 21434. Available at: https://www.ebsco.com/terms-of-use.
 
2

image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David





image2.PNG
O 021137

Utiity  Help

CH1 = 1.00V Time: 1.000ms _ Sample Rate: 1hiHz]

Running.




image3.PNG
Scope

R 000w

[Cursor - aTime = 10.7uS. sFrequency = 93.28KHz. aVoltage = 1.89V.

CH1 = 1.00V CH2 = 1.00V

Time: 50.00us

Sample Rate: 1Hz|

Control Panel





image4.PNG
[Cursor - aTime = 10.7uS. sFrequency = 93.28KHz. aVoltage = 1.89V.

CH1 = 1.00V CH2 = 1.00V





image5.PNG
fertical  Trigger Display Cursor Utility Help

Scope ntrol Panel

B ooow

[Cursor - aTime = 4.51uS. sFrequency = 221,6KHz. aVottage = -1.1pV. : .
CH1= 100V Chz= 1.0/ Time: 50,00us_Sample Rate: 1z





image6.PNG
[Cursor - aTime = 4.51uS. sFrequency = 221,6KHz. aVottage = -1.1pV.

CH1 = 1.00V CH2 = 1.00V





