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What is a Hypervisor? 
A hypervisor is just another name for a virtual machine monitor (VMM). It is software that creates and runs virtual machines. A hypervisor also virtually shares its resources, which can comprise of memory and processing, which allows for one computer host to support multiple guest virtual machines [1]. 

Advantages of a Hypervisor 
There are many advantages to using a hypervisor. Speed is one of the main advantages as hypervisors create virtual machines instantly. Another advantage would be efficiency as hypervisors can run multiple virtual machines on one computer host which grants full utilization for one machine thus saving costs on having to purchase multiple computer machines. Hypervisors, especially bare metal, are also very flexible as operating systems run on multiple hardware types. This allows separation between the operating system and the underlying hardware which enables the software to no longer lean on hardware devices [2].  

Types of Hypervisors 
There are 2 types of hypervisors, type 1 and type 2. A type 1 hypervisor runs on the underlying hardware which interacts directly with the CPU, memory and physical storage and becomes the host of the OS. Type 1 are known as bare metal hypervisors and have direct access to the physical hardware which increases security manners as there is no gap between the hypervisor and the CPU, therefore there is nothing for an attacker to attack [3]. 



A type 2 hypervisor, known as hosted hypervisors, runs directly inside the physical hosts machine OS. As hosted hypervisors do not run directly on the underlying hardware, like how bare metal hypervisors would, they leave a space in between which is filled with a layer of software. Because of this, this decreases the sense of security within the hypervisor and creates potential vulnerability to the OS. However hosted hypervisors are extremely convenient and easy to manage as they can just be installed and run on just like any other application within the OS and can even create snapshots and clone virtual machines [4]. 
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Data transfers from one computer to another by using a set of protocols just like Transmision Control Protocol (TCP) and Internet Protocol (IP). When data is being transferred, it is first broken down into packets which helps with efficiency. Each packet contains a header which comprises of the source IP address, destination IP address and other fields which help route the packet [5]. The source computer’s router identifies the routing table, and the packets are then routed over the network by forwarding the data through routers and switches and taking the most efficient path. Once the packets arrive at their destination, the packets are reconstructed in order so that the data can be displayed and used [6]. To confirm that the data has been successfully sent, the destination source IP will send a message back to the source IP to signal all the packets have been received successfully.  
 
The structure of an ip4 address follows a simple format which comprises of 4 octets and separated by 3 periods where an octet must be a decimal value between 0 and 255 as you can see below in figure 1 [7]. 
 
[image: A diagram of numbers and letters
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Figure 1 - IPV4 Addresses Format [8]

On the other hand, ipv6 addresses are represented in a hexadecimal notation which comprises of 128 binary bits. These bits are split up into 16-bit segments where each segment is converted into a 4-digit hexadecimal number and is separated by a colon as you can see below in figure 2. 
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Figure 2 - IPV6 Address in Hexadecimal Notation [9]
 
 

A common act that can improve network performance is called subnetting which contains a network address, broadcast address and subnet mask. This is the process of creating a subnetwork within a network which allows for devices and network interfaces to communicate with each other directly. However, there is a limitation to this and that is that devices and interfaces need to have a router to be able to communicate with other devices in a different network [10]. 
 
It is important to utilize Ip addresses otherwise it can lead to waste and inefficient use. This then causes inconvenience when trying to make space for additional devices, especially in IPV4 where space is limited [11].  A method to utilize Ip addressing is to centralize management by storing all IP addresses into one location. This allows for improvement for the network's health and can help with the identification of security risks [12]. 
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A set of rules that define how routers examine and forward packets along a network path is called a routing protocol [13]. There are many different purposes for routing protocols, one of the main functions is to find out every available path in the network so that the router has different options of paths to take if one path fails. Another main concept of a routing protocol is to select the fastest and most effective path to take between a source and a destination which allows for data to be transferred smoothly, efficiently and the safest way possible [14]. 

There are two main types of routing, static routing and dynamic routing. Static routing doesn’t allow for change within the routing table, the only exception for the routing table to change is for the network administrator to manually change or modify the table. Static routing allows for simple use as it does not allow for complex routing algorithms and can provide for a more secure routing choice than dynamic routing [15].  

An advantage of static routing would be that it has no need for the routing overhead of the router CPU. This reduces expenses as only a cheap router is needed for the routing. Another advantage would be that it enhances security as only the administrator can manually change and allow routing to certain networks which also results in no bandwidth usage between routers [16]. 
The second type of routing is dynamic routing. Dynamic routing is a method used to identify the most effective path between network devices by exchanging routing information between the routers by using complex algorithms [17]. Because routers communicate with each other, they automatically update themselves with information. This somewhat solves the problems of static routing such as, human interference of manually changing the routing tables, the limitation of having one administrator which complicates scalability and human error and mistakes [18].  
 
When choosing and deploying routing protocols, it is essential to not overlook just the technical aspects. It is important to move strategically, which affects the overall performance and scalability of the network. Being cautious of the network and its requirements while following planning and implementing correct deployment steps with the objective of optimization and efficiency, ensures that the routing protocols will be implemented and deployed the right way [19].  
 
Network Services

VPN
A virtual private network (VPN) gives permission to access public internet by using a private network connection which enhances security. The purpose of a VPN is to disguise an IP address to protect personal data/information.
A VPN works like a secret tunnel that goes past and avoids potential risks and threats. Instead of traffic directing to your IP address, it diverts the traffic to a server which the VPN host owns [20].

Although VPN’s can provide great security measures, it also comes with security challenges such as vulnerabilities which can lead to exploitation, the reliability within the VPN provider, connection leaks which exposes private information and other risks too.

Some best practices to prevent these challenges from occurring would be to choose a reliable VPN provider and avoid free VPN options. Also implementing multi-factor authentication allows for an additional layer of security as VPN’s may not be enough to protect personal data [21].

DCHP
Instead of manually setting up the details of a network for each device, dynamic host configuration protocol (DHCP - a client/server protocol) allows for automatic configuration such as an internet protocol host with its IP address, subnet mask and default gateway.

The advantages of using a DHCP is that it provides reliable IP address configuration by eliminating errors made when executed manually which comprise of typographical errors or address conflicts [22]. Another advantage is that DHCP contains features which reduce the network administration by having a centralized and automated TCP/IP configuration as well as the ability to identify TCP/IP configurations from a central location.

Active Directory Certificate Services (AD CS)
AD CS is a role made by windows server which issues and manages public key infrastructure (PKI) certificates which are used in protocols containing secure communication and authentication [23].

A benefit of using windows AD CS is that it can improve security measures by the digital certificates and encryption as it ensures that data can only be encrypted by authorized users. Another benefit would be that AD CS has an integration for centralized administration which allows AD CS to leverage the existing active directory infrastructure [24].
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Windows 2022 Server
As seen in the image below, I'm going through the installation phase for the windows server.
[image: ]
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Windows Client
Here, I am going through the installation phase for the Windows Client.
[image: ]

Assign IP Address and Subnet Mask for Server
Down below, I am assigning the IP address and subnet mask for the Windows Server external connection.
[image: ]




Here I am assigned the Ip address and subnet mask for the Servers internal connection, but an error occurred because I placed the wrong subnet mask so exchanged it with a new and correct one 
[image: ]










Ping Windows Client from Server Successfully
Here I thought I was pinging the windows client, but it seems like I was just pinging the windows server internal connection which is unnecessary.
[image: ]


Ping server request time out...
[bookmark: _Int_uF654zli]So, I tried to ping the from the client to the server, but I didn’t get a response back.
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Change Ip address – input manual Ip address for client 
I then realized that I didn’t assign a new IP address for the client and just put a random address in, so here now, I assigned the client IP address with a new and valid address and subnet mask.
[image: ]
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Ping Windows Client with new Ip address from Server – successful
Now that I assigned the client with a new IP address, I tried to ping the client from the server and this time it turned put successful.
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Ping Windows Server from Client – successful
To ensure that the connection was properly working, I tested the connection by then pinging the windows server from the windows client and got a successful response back which shows the connection between the windows server and client is now valid.
[image: ]








[bookmark: _Toc191559384]Installing Debian Server 

Installing Debian Server
Here I am installing the Debian Linux Server and adding the necessary network adapters with a NAT, external connection and internal connection. 
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Linux Installation
Here I am going through the installation phase of Linux making sure that the server is installed as a CLI not a GUI
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Installing Sudo
When first installed Debian Linux, it seemed like Sudo was not automatically pre-installed, so I had to manually install Sudo onto the server. I ran through a lot of problems such as having to manually edit the sources list and user mod not being found but I managed to troubleshoot through online sources and bypass the problems.
[image: ]

Configuring IP Addresses for External + Internal Server
Here I am just going through the process of configuring the IP addresses for the external and internal server of Debian Linux. I am using the “ip ad” command to see what the addresses are and matching it up with the mac address from the VirtualBox settings of the network adapters and then configuring and assigning the IP addresses using the “nano /etc/network/interfaces which opens the network configuration file.
[image: ]
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Pinging External Windows Server from Debian External Sever
Once IP addresses have been designed, I wanted to test the connection between the two different servers, so I pinged the windows server from the Debian server and got a reply back.
[image: ]

Pinging Debian External Server from Windows External Server
I then went back onto the windows server and verified the connection by pinging the Debian server from the windows server and also got a reply back which means the connection is successful.
[image: ]
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Installing Debian Client
Here I am just installing the windows client and ensuring that I add the neccessary network adapters.
[image: ]
Configuring IP Address for Debian Client 
Here I am just going through the same process as configuring the IP addresses for the server but now with the client.
[image: ]
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Pinging Debian Server from Debian Client
After assigning and configuring IP addresses for the client, i wanted to test the connection between the Debian client and server and pinged the server from the client and got a successful response.
[image: ]
Ping Debian Client from Debian Server
I then wanted to verify the connection and pinged the client from the server and also got a successful response which tells me the connection is valid.
[image: ]

To conclude, I managed to successfully deploy and test the network ensuring that the connection is working on all ends successfully. During the deployment and testing, I did run into some challenges which was a bit discouraging as it took me a lot of time to figure out however, I managed to troubleshoot using various sources online such as Niteesh’s online video and with the help of other students and managed to overcome these problems.

Overall, I am happy with the results and managed to complete deploy and test the network successfully at a good time frame and learned a lot more and strengthened my understanding on Debian Linux.
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+ enpos3: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN group default glen 1000 A yboard
Link/ether 08:00:27:af:7a:5d brd Ffff:ff:ffiffff

: enpesB: <BROADCAST,MULTICAST> mtu 1506 qdisc noop state DOWN group default glen 1800
Link/ether 08:00 40306 bro fRoffoffffaffiff

: enp@s3: <BROADCAST,MULTICAST> mtu 1506 qdisc noop state DOWN group default glen 1800
Link/ether 08:00:27:42:3a:76 brd ffiffiff:ffiffff

ninoacserver: setc/netuorks etc/init.d/metuorking restart

[Festarting netuorking (via systemctl): networking.service|

Ininoacserver: setc/netuorks etc/init.d/metuorking restart
[Festarting netuorking (via systemctl): networking.service|

Ininoacserver: setc/netuorks su
IPassuord:
rootacserver: setc/metuork# etc/init.d/metuorking restart
[Festarting netuorking (via systemctl): networking.service
rootacserver: setc/netuorks ap ad
Jpash: ap: command not found
rootacserver: setc/metuork# ip ad
1: 1o: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loopback 68 00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00 Ja:5d bro freffiffffaffoff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enpas3
valid_Lft 86381sec preferred_lft 86381sec
ineté fdo0::ae0:27ff:feaf:7a5d/64 scope global dynamic mngtmpaddr
valid_Lft 86382sec preferred_lft 14382sec
inete fe0::a00:27ff:feaf:7a5d/64 scope link
valid_Lft forever preferred_lft forever
: enpess: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:08 4c:06 bro froffiffiffaffoff
inet 210.103.5.2/30 brd 210.103.5.3 scape global enposs
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feed:4c06/64 scope link
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:42:3a:76 brd ffff:ff:ffffiff
inet 10.1.1.2/30 brd 16.1.1.3 scope global enposs
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fed2:aaf6/64 scope link
valid_Lft forever preferred_lft forever
Footacserver:etc/netuorks
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[Running] - Oracle VirtualBox
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iicrosoft Windows [Version 16.9.20348.587]
(c) Microsoft Corporation. All rights reserved

il : \Users\vboxusersping 210.103.5.3
Ed
Pinging 216.163.5.3 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 210.103.5.3
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

c: \Users\vboxuser>ping 210.103.5.2

Pinging 216.163.5.2 with 32 bytes of data
Reply from 216.103.5.2: bytes=32 time<ims TTL-64
Reply from 216.103.5.2: bytes=32 time<ims TTL-64
Reply from 216.103.5.2: bytes=32 time<ims TTL:
Reply from 216.103.5.2: bytes=32 time<ims TTL-64

ping statistics for 210.103.5.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\vboxuser>

Windows Server 2022 Standard Evaluation
Windows License valid for 150 days
Build 20348 f.release 2105071500
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& vboxuser@vbox: ~
e q1en 1000
Link/1oopback 99:00:00:00:00:00 bId 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever

inet6 ::1/128 scope host noprefixroute
forever preferred_lft forever

valid_1f
<BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP gr

2: enpes3
foup default qlen 1000

Link/ether 08:09:27:e1:3c:05 brd ff:ff:ff:ff:ff:ff

inet 10.0.2.15/24 brd 10.9.2.255 scope global dynamic noprefixroute enpos3

valid_1ft 85393sec preferred 1ft 85393sec
2961:de83:330e:5fce/64 scope global temporary dynamic

inet6 fdoo
valid_1ft 85995sec preferred_1ft 13905sec
inet6 7doo: :a00:27Ff: feel:3ce5/64 scope global dynamic mngtmpaddr noprefixro
t 85995sec preferred 1t 13905sec
inet6 feso::a00:27ff: feel:3c05/64 scope link noprefixroute

valid_1ft forever preferred_1ft forever
3: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
foup default qlen 1000
Tink/ether 08:00:27:6b:37:e8 brd TF:FF:iFFiff:Frirr
inet 10.1.1.18/24 brd 10.1.1.255 scope global enposs

Valid_1ft forever preferred 1t forever

zootevbox: etc/netnorki
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vboxuser@vbox: ~

- 10.1.1.2 ping statistics ---
10 packets transmitted, © received, 100% packet loss, time 9366ms

rootevbox: /etc/network# nano interfaces

rootevbox: /etc/network# ping 10.1.1.2

PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data
bytes from 10
bytes from 10
bytes from

icmp_seq=1 ttl=64 time=0.280 ms
icmp_seq=2 ttl=64 281 ms
icmp_seq=3 ttl=64 237 ms
icmp_seq=4 ttl=64 379 ms
icmp_seq=5 ttl=64 362 ms
icmp_seq=6 ttl=64 273 ms
icmp_seq=7 ttl=64 425 ms
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icmp_seq=10 ttl=64 time=0.272 ms
icmp_seq=11 ttl;
icmp_seq=12
icmp_seq=13
icmp_seq=14
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time=0.279 ms
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