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Abstract
Throughout this report, the main topic area will be about BYOD, standing for ‘bring your own device.’ Peoples own devices being brought in to use sounds like a great idea due to the large amount of staff and customers, though in actuality, it brings along a range of security issues to the data controllers of the network. The key issues of concern are the security of employee and customer data, and the intellectual property of the business. What will be looked at and completed is a list of comprehensive guidelines on security policies, and an implementation of a framework to fittingly introduce BYOD.
[bookmark: _Toc534927370]Introduction
Due to the large number of customers and staff involved with Hyper-fort, it is coming a new concern on whether to implement a BYOD policy, this poses an issue because it raises apprehension on the security of personal staff and customer data, aswell as their intellectual property worth billions. As an IT Security Consultant for Hyper-fort, a few tasks have been allocated to complete. One request has been to come up with guideline recommendations on a comprehensive security policy that covers all aspects of its enterprise network, including online and offline resources. Different policies and methods to mitigate issues are required because of the multitude of threats it can introduce to the company, an example can be; what if an employee was programming software for the company on their on laptop and was to leave it alone for a few minutes? It does not matter if it is unlikely, it still brings up the risk of being stolen, messed with or other security concerns that will be discussed. Another task is to construct a BYOD framework that follows through each element part of the company network. 


[bookmark: _Toc534927371]Section 1 - Building BYOD Framework
[bookmark: _Toc534927372]Rules Of BYOD
When introducing BYOD, with no container of policies it will cause the data controllers of the network to have little to no control over what is going on, and this will put all security of customer data, employee data, and the company intellectual properties at risk. This is a list formulated from existing BYOD guidelines researched to be enforced:  
[bookmark: _Toc534927373]1. User policy 
The user policy is a rule that requires to be in place to control who will have access to the network with BYOD. This is to prevent unauthorized people of entering and misusing the network with their device. Some of the rules this policy will hold:
· Any occurrence of emergency, such as a stolen, lost or misplaced device, the company must be notified right away. [1] This would mean the company would be capable to act fast for removing the device from the network and retrieve or remove any confidential property it holds.
· For access, signing the agreement to acknowledge all of the listed policies in place is a must [2]

[bookmark: _Toc534927374]2. Monitoring and Access policy
To monitor the misuse of the network, a policy needs to be in place to allow the company to deal with any device which is not complying with the rules.
This involves:
· Continuous monitoring of all activity
· Rights to access the device
· Prevent access to the network on any device [3]
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From researching, the security policy has rules which contains important measures for the company to have on the users connected to the BYOD network:

· Device usage
Those with access must not have their device in the possession of anyone but themselves [1]

· Access to Devices –
Company has the right to access any devices part of the BYOD network, to handle issues, and to take or remove any property owned by the company at any time [3]

· Enrolment to the MDM platform
A mobile device management platform “ensures you can enforce your BYOD policy, control undesirable behaviour and minimise mobile security threats,” stated by Comtact. Highlighting that without the MDM, there would not be a way to manage the polices and keep secure [4] .

· Access controls/permissions of applications – 
Access controls and permissions will only be given to the point where applications work properly, as users do not require more than that. This may prevent further misuse if it was to happen.

· Password Protected – 
Devices without a password holding confidential material will put the company in risk of that information getting leaked. Strong passwords and pins are a must to add a measure of security when it is turned on. For passwords, it must be complex with uppercase and lower-case letters alongside numbers and symbols.

· Keeping system up-to-date – 
Automatic system updates must be done to allow new security patches to be put in place and fix any operating system issues. 

· Regular Back-ups – 
Users part of the BYOD network must make it a task to have a scheduled back-up procedure for ensuring a method of data recovery. Reasons include because of the unpredictable occasion where the data might get corrupted or deleted, the device gets stolen or lost and so on.

· Devices must be a part of a device locator– 
This is an important security measure that will be of great use to track the stolen or lost device, with this it then makes wiping out data a last resort depending on the situation. [5]

[bookmark: _Toc534927376]Section 1.2 – Management Software 
After carrying out some research, an appropriate software found for the management of BYOD is called ‘ManageEngine – Mobile Device Manager Plus.’ This is a statement given on what they are about on the website, “ManageEngine Mobile Device Manager Plus is an enterprise mobile device management solution that is designed to enhance employee productivity without compromising on corporate security” [6]. 
To justify my decision, some of the details on why are:
· It supports 3 of the general operating systems that the majority of people use, which are; Windows, Android and iOS, meaning a range of devices will be capable of accessing the manager and not just one type. Containing a range of options will also save time for those who require training on the OS that has not been used before by them. [6].
· When it comes to device management, this software will be capable of making sure the devices are in line with the policies in place, such as restriction of accessing certain features of the device which will prevent misuse. [7]. Also included is real-time troubleshooting, allowing moments such as devices failing to be fixed right away, and this is good because the problem can be dealt with remotely [8].
· Another reason is because of the simple user-interface to follow, it displays information neatly and clearly, and does not look too complicated. This will allow management to be completed in effectively since features are placed appropriately which can allow fast navigation [7]. See appendix A for an image of the home page.
· Moreover, this software is able to monitor and detect any major threats or unauthorized devices, “Easily discover jail-broken and rooted devices within your organizations network.” [9]
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In terms of productivity, the implementation of BYOD will bring: 
[bookmark: _Toc534927378]Advantages
· Company saves money on purchasing equipment
If introducing BYOD, and majority of people seem to be using it, it can save the company money from purchasing more devices for employees to use, paying to replace damaged equipment and more. The extra money can then be beneficial by investing it to improve other parts of the business [10]. 
· Employee Productivity increase being on own equipment –
User navigation would become much faster due to the fact that everything would setup to their own liking, and how their used to it, as it is their own personal device. Additionally, it can be assumed that it is also more of a satisfying experience since they would be working in a much more effective manner due to the comfort of using their own device [11].
· Will not have to deal with company delay on upgrades
Employees are capable of updating their devices to use up-to-date software, companies usually take their time with this, but employees can get it as soon as possible and reap the advantages of the new features and or fixes of what the software provided. Furthermore, depending on the update and if the company was using an older version of a software. it could possibly make the employee work more efficiently. [12]
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· Security
This is a major disadvantage with BYOD, reasons being that information stored on personal devices are much more in risk compared to company devices, since websites and different activities would be restricted to use at all times on the company-based device. Also, companies wouldn’t be capable of guaranteeing each device being connected is safe from viruses and other issues due to the fact it is a personal device that is most likely used out of the workplace [11], whereas, company machines are mainly for use within work hours or in the work place and no-where else.

· Stolen, lost or laptop failure
With BYOD being in place, it brings a higher chance for the devices to be stolen, break or get lost, and this poses a big security issue as confidential information may be held within the device [5]. Laptop failure can be the cause of lost confidential work if no sensible back up of information was completed and cannot be fixed.
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The design will be looking over and assessing the different issues that arises from when BYOD is proposed, methods will also be suggested to help mitigate the threats. 
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For dealing with different issues that come by, followed through strategies will be in place for this design to follow:
What strategy can be deployed to deal with different brands of devices and different Operating System platforms?
A method of dealing with different brands of devices is an enforced policy which lists the devices that can connect. Similarly, to the different brands of devices, the operating systems that will be of use will be listed. 
What mitigating strategy will be deployed when the owner of a participating device leaves their employment, or the device is lost, stolen, or fails.
Earlier, as part of the policy, elements of this was discussed, the strategy which will be followed to mitigate the events of a stolen device, lost device or a worker that is quitting is to:
· Firstly, see if the device has a tracker which can be looked up and located: 
· If so, then the complete wipe of company data will stay on hold, but that is only if it is still within the workplace. 
· Otherwise, if it is somewhere else and is completely unrecognized by the owner, the data controller must act fast and use tools to remotely wipe all sensitive information it might be holding to prevent it escalating further.

· In the case of a device failing, the tech-support employee could first take a look at it to see if there is any way to recover and fix it, otherwise since it is enforced to create a suitable backup as a form of data recovery, it must be resort to this if that’s the only case. 
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To formulate a conclusion, after the thorough discussions included in the different sections, it is easy to state that the framework of BYOD is very intensive due to the amount of risks it can involve on losing confidential information. Though, to mention the advantages it brings it can be beneficial to the workplace as it is said that employees work at a much more productive rate because of the comfort of being on their device they are used to. It may contain several risks and disadvantages, but it can be worked around if done carefully with mitigated methods.
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This is an image of the ManageEngine Mobile Device manager plus Homepage UI. [13]
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