Q.1 With a use of a simple topology/ suitable diagram, explain in detail about 
a. STP operation and roles. 
b. CEF switching. Discuss the advantages of CEF with other switching process. 

STP Operations
Redundancy is the main reason behind the increased availability of network topology. It does so by protecting the network from a single point of failure, for example, a failed switch of network cable. It is due to the introduction of physical redundancy that loops and duplicate frames occur which have very negative impact on the switched network. In order to address these issues, STP (Spanning Tree Protocol) was developed. 
The diagram below shows Normal STP Operation that shows that PC1 is used to send a broadcast out onto the network whereas S2 has the port for Trunk2 to a blocking state and it is configured with STP. The blocking state prevents occurrence of loop as it prevents ports from being used with the purpose of forwarding user data. S2 is used to forward a broadcast frame out all the switch ports but one is an exception here. The port originating from PC1 and Trunk2 is not included.

[image: Figure 3-5]

STP prevents occurrence of loops by configuring a loop-free path via the network with the help of blocking-state ports that are strategically-placed. The switches compensate for failures by unblocking the previously blocked ports dynamically. Also, the switches permit traffic for traversing the alternate paths.
STP Port Roles
Spanning Tree Algorithm is used to check which switch ports should be put in blocking state in order to prevent loops from occurring. It is done by designating a switch as the root bridge then it is used as a reference point for calculations. 
[image: Figure 3-6]
In the above diagram, S1 is the root bridge that is chosen through the election process. Bridge ID (BID) is determined on the network. Then the switch that has the lowest Bridge ID becomes the root bridge for the STA calculations automatically.

b. CEF Switching
CEF is the short form of Cisco Express Forwarding. CEF switching is a proprietary form of scalable switching that is used with the intention of tackling the uses of demand caching. The information that is stored in a route cache is divided on different data structures. There are two modes that are Central CEF mode and Distributed CEF mode.
Advantages of CEF Switching-
1. Improved Performance: The main advantage of CEF switching is that it is less CPU-intensive as compared to other fast switching route caching. It is the reason why more processing power of CPU can be given to the Layer 3 services, for example, encryption and Quality of Service.
2. Scalability: Scalability is offered by CEF switching because it offers full switching capacity at each line when Distributed CEF mode is active.
3. Resilience: It also offers stability and consistency in large dynamic networks. Moreover, in these networks, fast switching cache entries, due to routing changes, will be invalidated. These changes can lead to process switched with the help of routing table instead of using the fast switched route cache. It is because all known routes are contained in the FIB lookup table. After that, it removes maintenance of route cache and the process switch forwarding scenario. The task of switching traffic is done more efficiently by CEF switching as compared to other typical demand caching schemes.


Q2 .Briefly explain with appropriate topology/ diagram
A. Load balancing in EIGRP.(5 marks)
B. OSPF Neighbor States.(5 marks)
C. BGP Path Attributes (5 marks)


Ans.) Load balancing in EIGRP (Enhanced Interior Gateway Routing Protocol) supports equal-cost path load balancing. The variance n command is used to instruct the router for including routes with a metric less than n times the minimum metric route The value of the variable n can be from 1 and 128. The value of equal-cost load balancing is 1. In that case, traffic is distributed between the available links that too with the unequal costs concerning metric proportionately. 
[image: ]
Example of load balancing in EIGRP 

Routers R2 and R3 are connected to the subnet 10.0.1.0/24 and both of them advertise to reach that subnet to R1. It is because R1 receives two same routing updates for this particular with the same metric due to their connection to the subnet and R1 across the links and this connection is of the same delay values and bandwidth. Then the next step is done by R1. It keeps both routes in the routing table and then balances the load across all three links.
b. the OSPF Neighbor States are as follows-

i. Downstate: Both the routers involved have zero information about each other. Here, OSPF learns about the local interfaces being configured for running the OSPF instances.

ii. Attempt/Init state: This state begins the neighboring building process and is mainly applied to neighbors on NBMA networks. R1 in this state multicast the first hello packet to other routers in the network. A neighbor is transitioned to the attempt state and the router sends the packet at the HelloInterval.
iii. Two waysstate:In this state, the router has watched its own Router ID in the neighbor’s Hello packets field. 
iv. ExStartstate: DR and BDR are elected and then the determination of master-slaverelation occurs. Another selection that is made here is of an initial sequence number to form an adjacency.
v. Exchangestate: As the name suggests, the Exchange state includes some exchange. It is of DBD packets (DataBaseDescriptor) by OSPF routers. The Link State Advertisement (LSA) headers that are contained in this state are used to describe the content of LSD (Link State Database).
vi. Loading state: Here, routers use DBD to exchange full Link State information as provided by neighbors. Then the OSPF router sends LSR (Link State Request) and received LSU (Link State Update).
vii. Full state: When everything functions normally then it is termed a Full State. 

c. BGP Path Attributes
Four categories of BGP Path Attributes are well-known mandatory, well-known discretionary, optional transitive, and optional non-transitive. 
1. Well-known mandatory: It must be a part of every update message and recognized by all the BGP routers in the network. Without this attribute, routing information errors take place.
2. Well-Known discretionary:There is no mandatory requirement for this. It can be included in the update message and it can be recognized by all BGP routers. There are no must-haves here.
3. Optional transitive: These path attributes are used to transit attributes between AS. It can still receive routes and advertise them to other peers even when a BGP router doesn’t support Optional Transitive.
4. Optional non-transitive:When a BGP router gives no support to this attribute then the router doesn’t advertise routes with this attribute.
BGP Path Attributes
	ORIGIN
	Well-known mandatory

	AS_PATH
	Well-known mandatory

	NEXT_HOP
	Well-known mandatory

	LOCAL_PREF
	Well-known discretionary

	ATOMIC_AGGREGATE
	Well-known discretionary

	COMMUNITY
	Optional transitive

	MULTI_EXIT_DISC (MED)
	Optional non-transitive

	ORIGINATOR_ID
	Optional non-transitive

	CLUSTER_LIST
	Optional non-transitive






Q 3.Refer to the Topology below
The Network Admin is configuring HSRP in D1 and D2. While configuring HSRP, the below message is displayed to the console screen. 

*Jan 19 01:10:13.167: %HSRP-4-BADAUTH2: Bad authentication from 10.11.0.2

The Network Admin tries to troubleshoot the error and fix the problem. He types a command to get the following output.

D1# 
Interface   Grp  Pri P State   Active   Standby         Virtual IP
Vl11        11   150 P Active  local    unknown         10.11.0.254
Vl11        116  150 P Active  local 	FE80::D2:1   FE80::5:73FF:FEA0:74
Vl21        21   100 P Active  local   	unknown	10.21.0.254
Vl21        216  100 P Standby FE80::D2:2local        FE80::5:73FF:FEA0:D8

a. What is the command to get the above output? (1 Mark)

                     From the above output, 
b.  what is the priority value set for D1?(1 Mark)

c. Is pre-emption enabled in D1?(1 Mark)

d. What is the cause of the problem?(2 Marks)


The Network Admin has fixed the problem after identifying the cause of the problem. After fixing the problem, the following was the output.

Interface   Grp  Pri P State   Active     Standby         Virtual IP
Vl11        11   150 P Active  local      10.11.0.2       10.11.0.254
Vl11        116  150 P Active  local      FE80::D2:1    FE80::5:73FF:FEA0:74
Vl21        21   100 P Standby 10.21.0.2  local           10.21.0.254
Vl21        216  100 P Standby FE80::D2:2 local         FE80::5:73FF:FEA0:D8

e. What was the command that fixed the problem? Where was the command executed? (5 Marks)
Ans . a )  show standby brief. 
          B ) 150.
          C )  yes. 
           D )  HSRP authentication is not yet configured on D2
           E) command: standby 11 authentication MD5 key-string super53cret
                Command: executed at D2 

Q4. “Mr. Bean Corporation”is having offices at 5 different cities in Wales. They are planning to merge all their locations and bringit under one network. You have been hired as an IT Infrastructure consultant by Mr. Bean Corporation. Your task is to lead and work with the IT&S team to successfully complete this migration. The key objectives of this migration are design and implement:
· Secure scalable network 
· Network management
· High Availability 
· Support Digital Transformation 					

           Your answer should include not only the technical aspects (LAN/WAN design, topology,       architecture, choice of devices, redundancy, technologies, implementation, etc) addressing the key objectives but also the entire scope of the project. This should include planning, designing, project management, risk assessments, etc

ANS.  Secure Scalable Network as an IT Infrastructure consultant
Consider This When you Start your Network Design
A great number of factors need to be considered when designing a secure, efficient, and scalable network. While individual network demands will vary greatly between networks, it is important to think through your network design. Here are eleven design tips that will make your network secure, efficient, and scalable.
[image: it-infrastructure-consulting-service-500x500]

1. Firewalls
A firewall acts as a traffic cop for networks. It can allow or deny communication based on a number of parameters. Most people see firewalls as a perimeter-only device. This use isn’t the only way to implement a firewall. If your company has the capability, it is a good idea to secure any important information with a firewall. Securing a database that holds credit card information or putting the HR and finance departments behind a firewall are all good ways to protect a company’s intellectual property and other sensitive data.

[image: pasted image 0]
2. VLAN
VLAN (Virtual Local Area Network) is the logical separation of network devices while utilizing the same physical infrastructure. A VLAN is a good idea for many reasons. Typically paired with a proper subnetting scheme, proper VLAN assignment can reduce network overhead, improve security, and ease administration. A good implementation of VLAN would be to have device management on its own network. This approach would give greater control over which users can access your network devices.

[image: b13a6e2b1715f372ca5e77a7ab3b26ed--computer-nerd]

3. Subnet
A subnet is another way to separate a network logically. Subnets commonly correlate with physical network locations, but they don’t have to when designed properly with VLANs. Properly subnetting a network can ease administration and network overhead. A coherent subnet scheme will easily identify sites, departments, and special secure areas as separate subnets. Following a clear assignment convention will make it easy for an administrator to identify subnets and their assignments. Depending on the size of your company and security requirements, it is a good idea to have HR and finance departments on separate networks. This way you can have better control of those machines with sensitive data.
Subnetting isn’t only for security. It can allow you to reduce network overhead across your organization by containing network traffic to required areas only when used with proper VLAN design. When designed around future growth, properly subnetting your network can provide enormous scalability.

[image: Example-of-four-subnets-connected-by-the-proposed-Smart-City-interconnection]

4. DMZ
A DMZ (demilitarized zone) is a segment of the network that users can access from the Internet. This design allows external users to access a service such as a website or an email without accessing the internal network. A DMZ can add security to your network by taking the systems that need to be accessed by external resources and segmenting them. While the public can access the  DMZ’s resources, they are not able to access your internal network, where you have implemented a stricter security policy.

[image: DMZ]
5. Quality of Service
Quality of Service, shortened to QoS, goes along with a proper subnetting and VLAN design. This feature of routers and switches will give priority to one VLAN over another. Priority is important when designing a VoIP (Voice over IP) network. If your voice network has a latency of over 150ms, you may experience dropped calls and other in-call anomalies. QoS will make sure that when the network is at high utilization, the voice traffic will receive priority over data. After all, it doesn’t matter if a webpage takes another half second to load, but a phone call can’t handle that delay.
[image: fg_06_01]
6. Hierarchy
Designing your network in a tiered design will allow you to scale the hardware requirements, build in redundancy, and ensure your network operates at optimal speeds. Cisco recommends a 3 tier design consisting of core, distribution, and access layers. Fundamentally, the quickest route to any destination is a direct path. The hierarchical design scales this principle to enterprise levels, allowing data to traverse the network in the shortest path possible while still providing efficiency. Most expensive and feature-rich switches will be in the core and distribution layers. Less expensive switches can be used for the access layer, where end users connect to the network.

[image: 20+Functional]

7. Spanning Tree
Spanning tree is a loop avoidance protocol that allows a network to have multiple connections to points without creating problems. When designing a hierarchical network, you need to take control of your spanning tree settings on your network. The default settings will work, but most likely won’t be the most effective or efficient solution. Best practices suggest the root of your spanning tree implementation should be in the core layer of the network.
If your network isn’t clearly tiered, the root switch should be at least the one closest to the Internet or the servers (whichever gets the most traffic).
[image: applications-of-minimum-spanning-tree3]
8. Port Channel
Port channel is also known as Ether channel, NIC teaming, or link aggregation. Port channel bundles multiple network cables into a single link. This process does two things for you. First, it increases the speed of the link between two devices on the network. If you channel two, 1Gbps ports together, you effectively have one, 2Gbps connection. Second, it provides redundancy. This configuration doesn’t require all configured ports to be active. So, if a port fails, or you have a bad cable, the connection doesn’t drop, you simply have a lower speed. While this is a degraded state, it is still active and operational.
[image: evpc_fcoe_separation]

9. Wireless
Today, wireless access is very popular because it alleviates costly wiring. However, it is inherently very insecure. Modern wireless has become more secure, but broadcasting your data through the air in every direction still has major security concerns. The most secure way to implement a wireless solution is to allow Internet only access to wireless users. This method would require employees to use a VPN to connect back into work if using wireless. The employees are using an encrypted tunnel to transmit sensitive information.
And remember that you are still responsible for the activity on the network. It is vital to set up web filters and firewalls to make sure that your network isn’t being used for nefarious activities.
[image: banner-IT-Infrastructure]



10. Port Security
Most small and medium business switches have a feature called port security. This feature only allows a particular computer or multiple computers to use that port on the switch. If the switch notices a violation, the switch can disable the port, shutting off network access. While this feature is implemented in typically only very secure environments, it is still a good idea to consider. This method isn’t always feasible for small businesses or organizations that have shared workspace.
[image: download]

11. Physical Security
Physical security doesn’t fall into the logical network design, but if you are fortunate enough to help design a workspace or office layout, it is very important. Companies need to set physical security for all network hardware and mobile devices. Only employees who need to access the hardware should have access to it. Proximity cards, keyed locks, fingerprint readers, PIN pads, retina scanners are all examples of physical security technologies. While the level of security and the amount of money available to secure the network will vary greatly, this is an area that needs attention.

Physical access to devices can give an intruder sensitive information about encryption schemes, network layout, IP addressing and even usernames and passwords. All of these make a more advanced attack on your network much easier at a later date.
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NETWORK MANAGEMENT

Networks are the backbone of every business. Even in small or enterprise-level businesses, the loss of productivity during a network outage can result in hefty damages. Network monitoring solutions helps you anticipate potential outages and address network problems proactively. This helps in maintaining a congestion-free network that keeps your business up and running. This can be achieved with the help of network monitoring tools. A network monitor software helps you to monitor the performance of any IP-based device and helps businesses remotely visualize their system performance and monitor network services, bandwidth utilization, switches, routers and traffic flow. Once you have identified network issues, network optimization helps in improving the performance to a desired level.

Important factors of a network performance monitor.

· Availability
· CPU and memory
· Traffic
· Errors and discards
· WAN performance  
Availability
When every minute of downtime can cost you thousands, if not millions of dollars, maintaining continuous uptime at all times is an absolute necessity. OpManager network software pings all monitored devices at defined monitoring intervals, and if any device is down or if the response time or packet loss is huge, it notifies you immediately by sending an email or text message.
[image: Availability]
CPU and memory
High CPU or memory usage on a physical server, virtual machine, or network device can considerably affect the performance of devices and, in turn, affect the end user. OpManager, the advanced network performance monitoring software lets you monitor devices using SNMP, WMI, Telnet, SSH, and VMware native API. With OpManager, you can detect and troubleshoot CPU and server bottlenecks before they affect the end user. You can also monitor important CPU metrics like utilization, speed, idle time, and processor time, and set independent alarm thresholds for each monitored device.

[image: network-performance-monitoring-cpu-memory-disk1]

Traffic
Slow network traffic is a concern for every organization. Networks might face bandwidth-related issues due to a specific application, system, or WLAN. Network performance monitoring tools allow you to identify bandwidth hogs so you can optimize your network traffic before it affects your network. Take charge of network performance monitoring by analyzing your network's bandwidth performance and traffic patterns with OpManager's Simple Network Management Protocol, which let's you monitor device traffic. You can view interface traffic, filter traffic by time interval, and view the last polled traffic value. OpManager's NetFlow module provides in-depth visibility on network traffic patterns and bandwidth utilization with support for NetFlow, sFlow, jFlow, IPFIX, and more.

[image: network-performance-monitoring-traffic1]


Errors and discards
All network devices discard packets depending on their memory, which can effect performance. These problems are common with routers and switches. Since discards increase application latency, excessive discards could indicate that there's a problem with the switch or the device interacting with the switch. Insufficient bandwidth allocation is also a concern for packet drops. Network errors are diverse; they could be caused by a DNS issue, TCP timeout, or a lack of response from the server. A switch or router can misinterpret a packet due to a protocol mismatch when updating device configurations. OpManager helps you monitor and reduce the packet loss due to errors and discards.

WAN performance
Monitoring WAN links for availability and reliability is essential, as organizations require continuous uptime, fast response times, and minimal transmission errors.  Monitoring WAN links with a netowrk performance monitor tool for availability and reliability becomes essential. Most organizations use WAN links to interconnect local area networks (LANs) from different locations around the world. With OpManager, you can monitor your WAN connections, check WAN latency, and identify network traffic across your WAN network. This helps you allocate resources accordingly to prioritize traffic and react proactively to any issues affecting your WAN network. OpManager primarily relies on Cisco's IP-SLA for monitoring the WAN, while OpManager’s WAN Round Trip Time monitor provides details on WAN link latency, bandwidth utilization, the round trip time, and other performance factors for you to completely diagnose and resolve poor WAN performance before you can think of upgrading WAN bandwidth capacity.
Network device monitoring
Organizations today face increasing competition and growing complexity in operating their business. Given this scenario, having a network infrastructure that performs at maximum efficiency is no longer a luxury. Rather, it is a necessity for any organization that wishes to emerge as a front runner in their respective domain. Optimum performance of every network device in a network infrastructure has become an unwritten mandate that organizations have to abide by to achieve business success.

A single minute of downtime can cause thousands, and millions of dollars worth of losses. To ensure network performance consistency and achieve optimal efficiency, network device monitoring is essential. Proactive monitoring of network devices ensures maximum ROI for an organization's IT budget.

Proactive network device monitor

[image: network-device-monitoring-ndm]
Network activity monitor
Monitor network activity with ManageEngine OpManager
OpManager is a network activity monitoring tool that enables IT admins to track even the smallest activity on their networks in real-time. This way, IT admins can minimize downtime and the mean time to resolve (MTTR).

On a granular level, there is a vast amount of activity happening on each network device in the IT infrastructure of an organization, like packet transmission, messages from network protocols, device status events, etc. Network activity becomes a bread crumb used to identify network bottlenecks when an issue is detected, so even the most minute network activity should be monitored as it directly impacts overall network performance, health, and uptime. Network activity is monitored with the help of a network monitoring tool like OpManager.

[image: network-activity-monitoring]

For a better understanding of how and which network activities can be observed, monitored, and analyzed, they can be classfied into two types: device level and user level.

Device level: Each and every device, port, interface, firewall, and application in a network needs to be monitored for activity to keep the network in check and improve uptime. This can be accomplished by:

Monitoring all network device activity via Simple Network Management Protocol (SNMP), Windows Management Instrumentation (WMI), and command-line interface (CLI) protocols proactively.
Monitoring traps, event logs, and syslogs.
Viewing a device summary and interface status.
Monitoring virtual private network (VPN) activity.
Monitoring bandwidth to check incoming and outgoing traffic.
Network configuration change tracking.
User level: The network activity of every IT employee and their device, along with their VPN connections, internet usage trends, etc. need to be monitored by optimized network activity monitoring software that uses user activity monitoring (UAM).

VPN monitoring tool
A virtual private network (VPN) helps establish a connection between remote users and private networks. These connections are secured by data encryption, where data flows between the device and the network via a shielded path called a VPN tunnel. VPNs significantly boost your device's privacy and provide global accessibility of resources.
VPN monitoring is the process of keeping an eye on critical metrics to maintain the integrity of the VPN connection and ensure it's robust. In addition, VPN monitoring ensures sensitive data gets transmitted across VPN tunnels without being exploited by intruders.
OpManager's VPN monitoring feature
OpManager's built-in VPN monitoring feature helps monitor VPN connections, track the health and performance of all VPN links, and monitor data transmission across VPN tunnels to proactively handle any impending roadblocks. OpManager supports site-to-site VPN monitoring, enabling you to monitor the private traffic across the branches of your organization. It also supports prominent leaders in the VPN infrastructure market such as Cisco, Fortinet, and Watchguard right out of the box.
Compromising on VPN monitoring can have many repercussions for a company, ranging from productivity loss and an adverse impact on revenue to jeopardizing confidential data or even the loss of loyal customers due to safety breaches.
Security breach and appropriation of vital information: Ineffective or no VPN monitoring can leave private networks vulnerable to unauthorized access, paving the way for data theft.
Overlooking traffic overloads and blocks in data traffic: Failure to address impending irregularities in VPN tunnels can lead to suspended connections, in turn effecting how the business functions.

LAN monitoring & management software
Manage Engine OpManager : All-inclusive LAN software
OpManager is a comprehensive LAN manager software that proactively monitors networking devices in your LAN. With OpManager, you can oversee network configurations, examine firewall logs, troubleshoot network issues, and analyze network traffic—all from a unified console. OpManager can be tailored to meet your LAN network management needs as it enables you to monitor 10 devices to 10,000 devices, and multiple LANs all out of the box.

LAN management tool for network operation
Every organization's approach towards business operations is unique, and so is its network infrastructure. Since LANs are becoming more intricate than ever with new computing technologies such as hyper converged infrastructure, LAN management should also be.

What organizations really need are tailored LAN management solutions that can be fully customized to suit their needs, from time to time. An internal administration team utilizing a versatile and robust LAN management software is better aligned with an organization's goal than a generic service from a LAN management provider that oversees hundreds of other LANs concurrently. This is why dedicated LAN management systems or infrastructure management systems are preferred.

Only with a comprehensive LAN management system like OpManager can these vital needs be addressed, as it provides critical insights for multiple aspects of a LAN, including LAN device performance, LAN traffic analysis, LAN configuration, and firewall management.

LAN inventory management
OpManager maintains an inventory of all devices and interfaces in your LAN, and collects information such as IP address, DNS name, vendor, OS version, system description, monitoring protocol, device health, traffic counter, and more. OpManager automatically discovers the devices in your LAN and updates the LAN inventory at specified intervals. You can also sort LAN devices by Discovered Time which helps you keep tabs on devices connected to your LAN, and quickly discover unauthorized access to your LAN.
[image: lan-inventory-management1]

Monitoring LAN health and performance
The health of a LAN essentially comes down to the health of its networking hardware. With OpManager, you can monitor network devices such as switches, routers, servers, virtual environments, firewalls, printers, and storage devices. OpManager provides critical insights through more than 2,000 performance metrics that help you identify network device performance degradation before services are impacted. Additionally, OpManager monitors LAN technology such as Ethernet and 230 different interface types. It also monitors wireless devices in your LAN such as access points, wireless routers, switches, and more, making Wireless LAN management (WLAN management) simple and complete.
[image: lan-health-and-performance-monitoring1]
LAN configuration management
A major threat to the stability of the LAN is a lack of details about configurations, since configurations ensure network devices function properly. OpManager allows you to backup the existing LAN configurations, and track the who, when, and what of configuration changes in real time. With OpManager, you can also approve, restore, and automate your LAN configuration changes making LAN management super simple and time-saving.
[image: lan-configuration-management1]

Prevent attacks on your LAN
Firewall monitoring and management
A firewall protects your LAN infrastructure by blocking trojans, spyware, and other malicious programs, and is governed by specific firewall rules and policies. With OpManager, you can monitor firewall rules, manage firewall policies, and track firewall logs to improve your LAN security.

[image: firewall-monitoring-and-management]
VPN monitoring
Organizations allow connections into their LANs through VPNs for a remote workforce. These connections can sometimes be compromised, resulting in data theft or network attacks. With OpManager, you can monitor your VPN by tracking the number of active VPN sessions, VPN tunnel status, and VPN tunnels count in real time, and also receive instant alerts on VPN connection regularities making your local area network secure and keeping your remote productivity issues at bay.

[bookmark: _GoBack][image: vpn-monitor1]
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