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DRM LTD is a software development company, employing 150 people, working predominantly on high-security government contracts.  Of the company’s staff, 120 are software developers, and the remainder support staff, including management, human resources, IT, finance etc.

The company grew quickly, and the network infrastructure was never rationalised.  Developers currently run a range of server-based services, such as GIT and Jenkins from their own desktop machines, and IP addressing is managed manually.  Technical staff in particular run a range of client operating systems, including Windows XP, Vista, 7, 8 and 10, Mac OSX, FreeBSD, Fedora, and many more – most would be extremely unhappy at being required to change their operating system, or software setup.

The company wishes to invest in additional hardware and software, intending to unify their infrastructure.  There are a number of core requirements:

-	Network management should be rationalised.  Ideally there will be the facility for shared file access, dynamic IP addressing, network-level authentication, and a system by which specific computers may be easily accessed through the network.
-	The current services should remain functionally unchanged and, as much as possible unhindered during the migration.
-	The new system must be robust, and tolerant to failures which, either directly or indirectly, may result in meaningful loss of revenue.
-	The company would like to be able to utilise the processing power of idle machines for large rendering tasks.


SECTION A: ANSWER ALL QUESTIONS


QUESTION ONE									(25)
(Mandatory)

Write a technical report highlighting:
•	The potential risks inherent in the current ad-hoc infrastructure.		(7)
•	How the network may be re-structured to accommodate both the company’s need to rationalise, and the developers’ desires to maintain current workflow.		(9)
•	A brief outline of the major hardware and software requirements for the implementation of the system.  You may include a diagram if you wish.	.	(9)

QUESTION TWO									(25)
(Mandatory)

Write a report which considers:
•	A description, in detail, how the risk of data loss will be minimised.	(9)
•	Other considerations pertaining to the location and security, including physical security, of any new equipment.							(9)
•	A plan for effective live migration between the old and new systems.	(7)


SECTION B ANSWER 1 OUT OF 2 QUESTIONS

QUESTION THREE								(25)
(Answer either this OR question four)

As part of the system implementation, the company requests network level authentication, likely requiring the creation of a domain.  Explain:
· The concept of a fully qualified domain name and how this is contextualised within the wider domain name system.						(3)
· The process through which a web browser, internal to the company, connects to the external web server accessed at http://google.co.uk, with consideration of any relevant local systems pertinent to the requirements brief.				(11)
· How a zone is used to store resource records.  Describe the concept of a zone, and contrast the processes involved in a forward and reverse lookup, both internal and external to the company.  							(11)


QUESTION FOUR								(25)
(Answer either this OR question three)

As part of the system implementation, you may wish to implement a network which includes domain control.  Explain:
· The concept of security through network-level authentication.		(5)
· The process through which IP addresses may be leased and services inherent in this.  Include an example.								(10)
· How DHCP traffic crosses subnets.					(6)
· [bookmark: _GoBack]How software-level failover works.  Contextualise your example by contrasting Active Directory replication with a failover cluster implementation.	(4)
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