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Escalating privileges to the root level by entering sudo su command followed by the password.
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Adding new user group names HR. root@ubuntu:/home/cisco# groupadd HR. 
Verify group with cat etc/group.
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Add the following groups and record your output
MGT
EMPGA
EMPGB
EMPGC
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Adding new users.
root@ubuntu:/home/cisco# adduser jenny
When prompted for a new password, type lasocial. Press Enter.
When prompted again, type lasocial. Press Enter.
When prompted for a full name, type Jenny. Press Enter.
When prompted for other details, refer to the above table and enter the
details.
If you don’t have the details, press Enter without adding the details.
Type Y for yes and press Enter
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Repeat the same for all the other users listed in the table.
Place the user jenny in the HR group. root@ubuntu:/home/cisco# usermod –G HR jenny
Verify the users using cat /etc/passwd
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View the created users in the shadow file.
root@ubuntu:/home/cisco# cat /etc/shadow
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Using Symbolic Permissions
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Making so only Joe and the HR group have permissions. 
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Making is so that everyone can access roy’s file.
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Making it so that only Jenny can access her file.
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Creating home directory °/home/jenny' ...
Copying files from '/etc/skel' ...
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for jenny
Enter the new value, or press ENTER for the default
Full Name []: Jenny
Room Number []: 101
work Phone []: 2354
Home Phone []: 76698
other []:
Is the information correct? [Y/n] y
root@ubuntu: /home/cisco#
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home/jenny:/bin/bash

010: Jenny,101,2354,7669!
oe,101,2354,76699: /home/joe: /bin/bash
oe,100,2355,76610: /home/roy: /bin/bash
Jack:x:1608:1013:Jack, 1611, 2356, 76601: /hone/jack: /bin/bash
014:Ethan,163,2357,76602: /home/ethan: /bin/bash
mac ac, ,, 76603+ /hone/mac : /bin/bash
david:x:1011:1016:David, ,,76604: /home/david: /bin/bash
root@ubuntu: fhome/cisco® Il
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Jenny:565JT/LIFMUSacAlwT . yFVKLELS1YrJ7zLUGLT43ZrNHDITTXgmMd4Y4AMITZBN /yAXJS /R73D]
19WWWGNhVZ / /bEbdCHERbW1, 99999
joe:$6$fmi1Qz5652vjnVU48A . uGue lKeGNCCONXtYKZKPIeK1CyVXnfoaBCOQeR4UF2XB /WhLO7BIN
6bjyQgwQyZDtOF9y7grz31:18579:0:99999:7
roy:$6$XR8528VDSVTVpqH/Y1FRaKLZF TKgmWVE2M2xgZ9UoMgV3TOTZ50z2aCavb5rYe3R6BwaBoa6h
y4zrmplW87srguN12KnOn. :18579:0:99999:7:
jack:$6$Q7qswU65Sj2gLStr3awiAUxv080hGaHKO7QzUqGE0eTPM5broytt1uKdIHSvxIoJvIAODFQ8
8f8UIA2gqs38a51fEXx4HV. :18579:0:99999:
ethan: $6$X11VCHruSdsgevdR1ifiLh9sw]/sNd5ipreLnk707TauEeq0OnU11qAGtaIXTopNBNMSHgO
Syruq.F6C3Qy7UVmXTcvdt91: 1857 99999
mac:$6$ZdGTAINTSS /piGa69gZiFyGENSNHEbeC15047YDDKESBnSkuviwBBQgLSOIHOSeHKR FevtkzQ
GFqp/VTfqXB5Fol.VPIzHO:18579:0:99999:
david: $6$BDF6rsz1SE2zvatcsRD1ZFVATUQLNXPOVUPXZ1fBFAvaZrUMTZaDKIBX. trUtuqKXNMIVTj
1B4Uqgy . 0duUKEtb/3xUCFNO:18579:0:99999:
root@ubuntu: /home/cisco# fi
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Note: While on the Ubuntu system, press and hold the keys CTRL+ALT+F1 the screen
changes to the tty1 Terminal. If you are unable to use tty1 terminal, retur to graphical
user interface (GUI) of the host by using CTRL+ALT+F7 (If CTRL+ALT+F7 did not
work, try CTRL+ALT+F8) and open a terminal window in the GUI Ubuntu OS. At the
prompt, enter su I jenny at the prompt and enter the password lasocial. Proceed
further.

Jubunt

Jubunt

cisco@ubuntu:~$ su - jenny

Once on the Terminal login screen, type jenny and press Enter.When prompted for
the password, type lasocial and press Enter. After a successful login, you will see the
jenny@ubuntu:~$ prompt.

LUTELY N
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jenny@ubuntu:~$ pwd

Go back one directory level to the /home directory.

jenny@ubuntu:~$ cd .

jen tu: s C
jennygubuntu: /hones

List all directories and their permissions.

jenny@ubuntu:/homes s -1
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jenny@ubuntu:$ 1s
total 12
-ru-r--r-- 1 jenny jenny 8980 Nov 13 03:29 examples.desktop
jennyaubuntu:™s cd .

jennyaubuntu: /homes 1s -1

total 32

druxr-xr-x 18 cisco cisca 4096 Nov cisco
druxr-xr-x 2 david david 4096 Nov david
druxr-xr-x 2 ethan ethan 4096 Nov ethan
druxr-xr-x 2 jack jack 4096 Nov Jack
druxr-xr-x 3 jenny jenny 4096 Nov Jenny
druxr-xr-x 2 joe  joe 4096 Nov Jjoe
druxr-xr-x 2 mac  mac 4096 Nov mac
druxr-xr-x 2 roy roy 4096 Nov roy

jennyaubuntu: /homes _
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The Linux operating system has a total of 10 letters or dashes in the
permissions fields:

Sth - 7th fields (group)

Enter Joe's folder as Jenny by typing the command cd joe.

jenny@ubuntu:/homes cd joe

Notice that we are able to go into Joe’s home folder.

jenny@ubuntu:/home/joes cd ..

Jenny tu:/hor 3 cd
jen tu: /hones
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Press and hold CTRL+ALT+F2 to switch to another Terminal session
(tty2)

ntu 16.04 LTS

ubuntu login: roo
JPassuord
JieLcome to Ubunt

Note: If you are unable to use tty2 terminal, return to graphical user interface (GUI) of
the host by using CTRL+ALT+F7 and open a terminal window in the GUI Ubuntu OS.
At the prompt, enter sudo -i at the prompt and enter the password password,
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Change to the /home directory.

root@ubuntu:~# cd /home

Change the “other” permission on joe's folder by making it non-executable.

root@ubuntuzhome# chmod o-x joe

List the directories once more with their respective permissions.

root@ubuntu:/home Is -1
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Notice now that there are two dashes in the “others” field for joe’s folder.

Press and hold CTRL+ALT+F1 to switch back to the other Terminal session
(ty1).

Make sure you are viewing the following command prompt:
jenny@ubuntu:/homes.

‘Attempt to go into Joe's folder once more.

jenny@ubuntu:/home$ cd joe

Notice that we do not have the permissions to do so.

The chart below shows examples of other ways the chmod command can be
used:
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cchmod command

Results

chmod u+rwx Adds read, write, and execute permissions for the user
chmod u+rw Adds read and write permission for the user

chmod o+r Adds read permission for others

chmod g-rwx Removes read, write, and execute permissions for the group

Type exit followed by pressing Enter to logout of the Terminal session.
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Login as the user joe with the password tooth while on tty1.

Print your current working directory.
3. joe@ubuntu:~$.

Go back one directory level to the /home directory.
4. joe@ubuntu:~§

List all directories and their permissions in the current working directory.

5. joe@ubuntuzhome~$
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joeaubuntu:~s _
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joeaubuntu:~$ cd ..
joeaubuntu: shomes
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Jjoe@ubuntu: shomes 1s

total 32

drusr-xr-x 18

drur-xr-x
drur-xr-x
drur-xr-x
drur-xr-x
drur—xr--
drur-xr-x
drur-xr-x

cisco
david
ethan
Jack
Jenny
Jjoe
mac
roy

1

cisco
david
ethan
Jack
Jenny
Jjoe
mac
roy

4096
4096
4096
4096
4096
4096
4096
4096

Nov cisco
Nov david
Nov ethan
Nov Jack
Nov Jenny
Nov Jjoe
Nov mac
Nov roy
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Notice that Joe's folder is set so that “others” are not able to access the folder.

The other way of assigning permissions besides using symbolic permissions is
the use of absolute permissions. Absolute permissions use a three digit octal
number to represent the permissions for owner, group and other.

The table below outlines each absolute value and its corresponding
permissions:

Number Permissions

Read, Write, and Execute
Read and Write

Read and Execute

Read

Write and Execute

Write

Execute

o= [vw [ o [o [~

None
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By typing the command chmod 764 examplefile, the examplefile will be
assigned the follow permissions:

The user will get read, write and execute permissions
The group will get read and write permissions
Others will get read access

Breakdown of how 764 represents these permissions:

Binary
Digit Equivalent Permission
7(useny |11 | Read 1-wrie
1-Read 1-Write
6(group) | 110 0-No Execute
1-Read
4 (others) | 100 0-No Write
0-No Execute

Modify the “others” field for Joe's folder so that others will be able read and
execute but not write while still maintaining the “user” field to read, write, and
execute.
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joe@ubuntu:/home$ chmod 705 joe

List the file permissions of the current directory to see that the absolute
changes were made.

joe@ubuntuzhomes Is -1

Change to the /homefjoe directory.

joe@ubuntu:/homes cd joe
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Create a simple text file named test.txt using touch.

joe@ubuntu:~$ touch test.txt

Type exit followed by pressing Enter to log out of Joe's session.

While on the tty1 Terminal, log back in as jenny and enter the password lasocial

Press Enter.

Change to the /home directory.

jenny@ubuntu:~§ cd fhome

jennyaubunt

jennyaubunty
List all directories with their respective permissions.

jenny@ubuntu:/homes s -1
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Change to the /homefjoe directory and list the content of the directory.
jenny@ubuntu:/home$ cd joe

jenny@ubuntu:/homefjoes Is -1

jennyaubuntu:
total 1

PU-P--p-- 1
Pu-ru-r-- 1
jennyaubuntu:

Notice that we are able to enter Joe's folder and read the files within the
directory. We are able to see the test.txt file.
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Jjenny@ubuntu:/home/joe$ touch jenny.txt

Notice we do not have permission to create the file.

Complete the following and submit the lab document with all the directory
details as required.
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6. Make sure that, all the users listed below are created and assigned to various

groups.
Usemame | Group Filenames | File Contents
Jenny HR file_jenny_c | s & Comdental iR
joe HR file_jos_g | ™ =a oroup Bocurmert
roy MGT file_roy Th s general Dosument
Jack EMPGA | file_jack | s gerera bocument
ethan EMPGA | file_ethan_c | T & ComderialEmpiores
mac EMPGA | file_mac_g | ' s getp Enpioyes
david EMPGA | file_dav_c | I & ComdemarEmpioyee

7. Createall the files as per the names from the stated users and input the contents in the file.

Make

a.

b.

sure that all the filenames ending with
_care confidential that only the owners of the file could access and other users could
not access. (Record the evidence)
_gare group files that only the owners and the group they belong to could access
and other users could not access. (Record the evidence)
File names without the above 2 notations are general fles and could be accessed by
all. (Record the evidence)
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root@ubuntu: /home# chmod 770 joe




image28.png
root@upuntu:snome®# chmoa 777 roy
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~oot@ubuntu:

‘home# chmod 700 jenny
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cisco@ubuntu:~$ sudo su
[sudo] password for cisco:
Sorry, try again.

[sudo] password for cisco:
root@ubuntu: /home/cisco#
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HR:x:1005:
root@ubuntu: /home/cisco#
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Username | Password | Group | Name | Room | Phone | Phone | Others
Jenny Tasocial HR Jenny [ 101 | 2354 | 76698
Joe tooth AR Joe [ 101 | 2354 | 76699
roy Toy1 MGT__[Roy [100 [ 2355 | 76610
Jack Jacl EMPGA [ Jack | 1011 | 2356 | 76601
ethan eth EMPGB | Ethan [ 103 | 2357 | 76602
mac mact EMPGC | Mac 76603
david davi EMPGC | David 76604





