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1.Executive Summary
This report aims to cover some of the more prevalent challenges, opportunities and risks associated with online commerce and electronic data storage. It will also look at methods employed to protect business and the online consumer along with risk reduction strategies and risk assessment.

[bookmark: _Hlk25866143]2.Introduction
The arrival of the internet has changed the relationship between retailers and consumers like nothing else before it. The ‘Rules of Engagement’ have changed and we have found ourselves in a 24-hour, seven-day week, 365 days a year global marketplace. With it has come convenience and choice for the consumer and a captive online audience for the retailer, however this ‘Cyber-Supermarket-Superhighway’ brings with its new opportunities and new risks and threats. As technological systems become more complex so does the increased risk of technical failure or a hostile cyber-attack. With technology in control of financial markets, public transport, traffic control systems, fuel supplies and communications so robust security measures must be in place to protect public and business interests (Liedtke & Ortutay, 2015). This report aims to cover some of the more prevalent challenges, opportunities and risk reduction methods employed to protect business and the online consumer.












3.Buisness and Digital Identity 
A business that does not embrace social media as a marketing tool is a business which is severely limiting its reach to potential customers. It is commonplace for businesses of all sizes to neglect the importance of building a credible and marketable digital identit. A business can build and promote its brand by effectively planning and implementing a digital identity plan which would encompass its social media presence, interactive websites, search engine optimization (SEO), email marketing and audio / video productions.
The next generation of consumers are going to expect more digital engagement with retailers. If a business fails to digitally engage with its customer’s then the customer’s will not engage with the business (Ryan & Jones, 2009). The harvesting of personal data has become a key priority for large and small business. Technologies have evolved and developed to capture this data enabling businesses to analyse and identify emerging trends and customer behaviours. The internet and artificial intelligence are key tools for companies to improve their knowledge of daily trading to making more informed and better business decisions by learning more about their consumers (Uzialko, 2018). Companies use a variety of methods to capture data, from a simple questionnaire to monitoring social media and other online activity. Liam Hanham, a Director of data science at Elicit states, "Customer data can be collected in three ways, by directly asking customers, by indirectly tracking customers, and by appending other sources of customer data to your own. A robust business strategy needs all three." (Hanham, as cited in Uzialko 2018). One data is captured it becomes a commodity and can be bought and sold in the digital data marketplace, ‘data brokers can trade the data of billions of across the globe. Prior to the emergence of social media and online shopping, companies would purchase lists of newspaper and magazine subscribers and compile targeted audience advertising campaigns. 





4. Digital Identity and the Consumer
Digital identity is defined by how we interact and engage with digital technologies (Cover, 2016). This technical evolution has changed the way we do business and has provided the commercial industry with a rich vein to tap into. Since the arrival of such conveniences as the credit card, the smartphone and other internet devices a company can establish a reasonable profile of an individual simply by their purchasing habits and online activityEvery time you swipe, tap or click your profile is continually evolving (Melendez & Pasternack, 2019). This enables businesses to bring product and service advertisements and promotions that you are likely to be interested in straight into the palm of your hand. There are methods that can track an individual’s activity across the internet, identify the ID of a device and use that information to build a profile of the user.. To build an accurate digital profile of a user there must be a characteristic or consistent pattern of a behaviour in all online activity. An accurate digital identity of an online consumer is determined by definitive online behaviours as opposed to making assumptions
(What is Customer Identity?, 2020)

5. Social Media and Marketing
Social media platforms have become fertile ground for business to engage with customers and connect with and target advertise new consumers. For retailers Pinterest is arguably the best platform to display products and engage with consumers through high resolution images. Pinterest is also one the largest global social media networks with over 291 million active monthly users. With over a billion users worldwide, Facebook is useful for engaging with customers and promoting offers and sales. Through sponsored advertising Facebook can target a specific area or demographic. Through Twitter retailers can yield customer feedback on products whilst also being able to post images and advertising campaigns. Twitter also has an advanced search option where customers can filter down what customers are posting about a certain brands and products (Sydney Social Media, 2018).



6. Social and Branded Entertainment
Since the very early amusement arcade games such as Pacman and Space Invaders commuter games have never looked back. And as a corporate sponsor may be highly visible at a major sporting event, so online gaming provided a vehicle for businesses and organisations to engage with consumers and promote their brand. Social TV which is complemented by social media has created a new category of ‘celebrity status’. Popular TV shows such as ‘Glee’, ‘Pretty Little Liars’  ‘Bones’ ‘American Idol’ and ‘WWE Smackdown’ all engage in TV  audience participation in real time via social media (Bennett, 2020).

7.The Person as the Password
The European commission for cybersecurity has within its strategy demanded a supranational commitment to consider the laws of the digital world within the current laws of the physical world. Its key focus is to establish the internet as a place for sharing information whilst protecting the rights to free speech, confidentiality and privacy. Such a task could only be achieved by implementing access and authorisation protocols along with effective security measures (Arroyo, Diaz, & Gayoso, 2015).  The National Institute of Science and Technology is leading the way in terms of regulatory standards and the replacement of conventional usernames and passwords (Zeilinga, Moore, Haranath, & Pszonowsky, Authentication innovations heighten convenience, 2015).  There is an increasing number of websites that employ the ‘Bring Your Own Identity’ or ‘BOYID’ as a means of authentication. Users can confirm their identity via established accounts they already have with platforms such as Facebook, Google, LinkedIn, Yahoo, Microsoft Live, PayPal and Amazon. Industry professionals have mixed feeling regarding BOYID. It is seen by some of simply improving customer experience rather than a tighter authentication process. (Messme, 2014).  The storage of physiological data is known collectively as biometrics. The system will read two pieces of data, one which is held on the device and one which is provided by the user. For example, a fingerprint of a user will be compared with the data held on the device. One of the advantages of biometrics is that there is no dependence on external sources to confirm the identity of the user. The process is carried out immediately by reading the biometric data of the user and the data which is held on a chip within the device. The process is carried out without any interference or interception by preventing any external communication, thus avoiding data theft or corruption. Biometric data input can be provided in other ways such as a retina scan, voice recognition and saliva (Burger, 2001) consequently, the person becomes the ‘password’.
8 Risk
[bookmark: _Hlk29556138]In his book Digital Identity Management (Technological, Business and Social Implications) author David Birch considers the increasing technological advancements and the pace at which society needs to adapt to these changes. Birch also suggests that at the root of this technological advancement is the problem of conflicting needs and how these issues are compounded by the fast pace of change. He questions the ability of  mankind’s ability to keep up and the ten year time span it takes for society to implement any significant technological change (Birch, 2007) This may consequently lead to an unintentional vulnerability of man and his engagement with technology. 
As technological systems become more complex so does the increased risk of technical failure or a hostile cyber-attack. With technology in control of financial markets, public transport, traffic control systems, fuel supplies and communications, so robust security measures must be in place to protect public and business interests (Liedtke & Ortutay, 2015). The risk of a cyber-attack poses a very real threat to businesses and organisations globally. A successful attack could damage reputation, lose customers, negatively impact sales and finances. The legal ramifications of being a victim of a cyber attack could also be far reaching. The General Data Protection Regulation (GDPR) is a European Union legal requirement which came into effect in May 2018. Its main aim is to protect personal data and regulate what organisations can do with the data they collect. Under data protection and privacy legislation all personal data held on staff, customers and third parties which is retained by an organisation must not be compromised.  Failure to protect personal data can result in fines and regulatory sanctions (Cyber security for business, 2020). Under General Data Protection Regulations, a company that fails to comply can face a maximum fine of 4% of its global turnover.








9. Information for Ransom
Computer networks become vulnerable to attack when there is breach in security or through lack of training and awareness a virus may be downloaded inadvertently. There are mainly two types of attack, an active attack and a passive attack. The attacks will work actively or inactively in stealing identity, data or money through a variety of methods. Malicious Software commonly known as Malware are programmes specifically designed to cause damage or access a target network or computer Malware is also used to push adverts (ad-ware ), data and information theft (spy-ware) the sending of spam emails or indecent images (zombie computer) or to demand payment thorough extortion (ransomware) (Hirra, Aqeel, Tanweer, & Alam, 2018). As recently as January 2020 hackers carried out a cyber-attack on foreign currency exchange -Travelex. According to a report from the BBC a ransomware attack was carried out on January 2nd, 2020. A ransomware attack is essentially a computer virus that can access and delete the files of a business or organisation. It will find a vulnerability in a system and exploit it by deceptively legitimate file which when installed will infect the computer systems of its target organisation  (Tidy, 2020).















10. Responsibilities and Risk Management
The Information Commissioner’s Office (ICO) provides details on the responsibilities under the Data Protection Act. Any breach of the act can result in a fine of up to £500.000. An organisation would need to consider its obligations to the act and the likelihood of an actual breach. To achieve this a risk assessment would need to be carried out. In a business concept risk is the probability of a financial loss. The risk would be determined as High, Medium or Low. Then the threat to the system or network would need to be assessed, how sensitive the information stored is and how vulnerable the network is to a cyber-attack. To arrive at a risk assessment the formula Risk = Threat x Vulnerability x Asset can be used along with a Risk Assessment Matrix ( Fig.1) (Sotnikov, 2018).
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(Fig.1)



11. Minimising Risk 
In addition to this measure would also need to be implemented to reduce the risk. Such measures could include Firewalls and Internet Gateways which provide protection against access to untrusted websites. Effective authentication, secure configuration and controlled access will protect against unauthorised access to workstations and internet routers. Organisations should carry out regular Patch Updates and incorporate anti-virus protection. Recorded and implemented staff training for all employees from the CEO to the most junior member of staff will reduce the risk of an inadvertent breach and will raise awareness within the organisation of the potential threats and risks (Information Commisioners Office, 2016).

[bookmark: _Hlk26952856]12 .Conclusion
In compiling this report two things have become abundantly clear. Firstly, the rise in e-commerce and social media will continue to grow and evolve and secondly that as the industry develops, so the methods to exploit the system will become more sophisticated. In a world of online activity across a world wide web we are effectively leaving ourselves vulnerable to a global network of criminals who can exploit our data steal our identity and access our finances. We entrust our most personal data to organisations who are themselves not immune to cyber-attacks and will attempt to hold any company to ransom if they can access a weak spot in their network. For the luxury of choice, convenience and cost we have traded the risk of the high street pickpocket for the global cyber-criminal who is far more elusive and abundant. We can now engage with the world from the privacy of our own spaces but, our digital self is on view to the world.
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