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Background

Billions of connected devices
@ Cyber attacks

Distributed evidence

Smart homes

Volatile data

Smart cities
Cloud storage
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Industry 4.0

Multiple devices

( Why Digital Forensics? ° )
Incident investigation Evidence collection Legal admissibility
Q Identify timeline, source i Gather digital evidence from m Ensure evidence integrity and
and impact of incidents diverse and distributed sources support court proceedings




Research Problem

Traditional
forensic methods

Cannot effectively loT Ecosystems
investigate ~
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Heterogeneous Cloud Edge Proprietary Lack of standard
devices computing computing hardware framework

RESEARCH GAP

No comprehensive forensic investigation framework exists
for heterogeneous loT ecosystems.




Research Aim & Objectives
, ~

Develop a conceptual digital forensic investigation framework for loT ecosystems.
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Literature Review
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New framework required.




Research Methodology
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Proposed Conceptual Framework
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Long-term Capture, Chain of custody, Correlation, Documentation,
storage, Identification, Integrity Examination, Visualization,
Scalab‘le Collection of assurance, Interpretation, Investigator
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Expected Outcomes
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ACADEMIC

Contributes to the body of
knowledge in loT forensics.

Provides a novel conceptual
framework for research.

Opens avenues for interdisciplinary
collaboration.
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FUTURE RESEARCH

Provides a foundation for
empirical validation.

Enables extension to specific
loT domains.

Encourages development of
tools and datasets.
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PROFESSIONAL &
SOCIETAL

Supports investigators in handling
loT-related incidents.

Enhances digital evidence
admissibility and reliability.

Strengthens cyber resilience
in loT ecosystems.




Project Timeline

Weeks

Research Activities
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1. Topic Finalization ’ .
& Planning

2. Literature Review

(SLR) ® o

3. Research Methodology
Design

4. Data Collection
(Secondary Sources)

5. Data Analysis
(Thematic Analysis)

6. Framework Development
(Proposed Framework)

7. Writing & Compilation [ 9]

8. Review, Refinement
& Proofreading

9. Finalization &
Submission Preparation




Conclusion

® |oT creates new forensic challenges.
® Existing frameworks remain limited.

® | Research addresses identified gap.

® | Proposed framework supports future investigations.
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