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1. What Is Failover Cluster

1.1 Introduction

Failover Clustering is a service from Microsoft Corporation for server technology that prevents a single server from failing or downtime causing service disruption. A Windows failover cluster is a group of computers with independent capabilities, and the cluster server passes Physical cables and dual-machine software work together to enhance the usability of applications and services. Each computer is equivalent to a redundant node, and the entire cluster system allows a node to fail, down or damage without affecting the normal operation of the entire system. The process by which a server takes over a failed server service is called failover. If one server becomes unavailable, the other server automatically takes over the failed server and continues processing the task. Each server in the cluster is determined to be its alternate server in at least one other server in the cluster.
1.2 Why distributed networks need cluster?

1.Scalability

The ability of the system to accommodate the growing number of users

2 High availability

Make the overall services of the cluster as available as possible

3 Load balancing

It enables the load to be distributed as evenly as possible in a cluster of computers.

4 High Performance

Distributed networks refers to the aggregation of multiple servers, each server realizes different business in the whole and does different things. Clusters just compensate for the distributed drawbacks.

1.3 Key technology
Windows failover clusters must be deployed in a domain-based management mode to monitor the health of each node with a "heartbeat mechanism"; the standby server uses heartbeats to determine if the active server is healthy, and to make the standby server an active server, it must determine activity The server is no longer working. The most critical technologies in Windows failover clustering technology are shared storage devices, heartbeats, and quorum disks.

Shared Storage Devices
A failover cluster consists of a shared storage device connected to all nodes that the shared storage device uses to store the public data and quorum data for the cluster. To ensure the integrity of the data on the shared storage device, the failover cluster allows only one node to own the shared storage device at a time. Only the node is considered unavailable, and the ownership of the shared storage device will be owned by the next node after failover. In a failover cluster, there is typically only one node serving the user, and the remaining nodes are in a passive state. When the active node is down for any reason, it will continue to serve the user by the next node.

In the shared storage method, both servers record their status on a shared storage device, such as a storage area network or a dual-host disk array. This way, failover can occur immediately because state synchronization is not required.
Heartbeat

Each node of the cluster periodically uses a dedicated cluster network to exchange datagram information. For active nodes, it continuously sends information to the rest of the nodes in the cluster. These messages are called heartbeat information. A private network for transmitting heartbeat information is called a heartbeat line. If the active node fails, the backup node does not receive heartbeat information within the specified period, then the failover will occur, and the backup node will take over the cluster and provide external services.

Quorum
A configuration database with a cluster is saved, and various configuration information is contained in the database. The quorum disk is very important in the cluster. It mainly provides the following two functions:

Consistency

The quorum disk acts as the most authoritative repository for all configuration information related to the cluster. If the cluster service cannot read the quorum log, it will not start because it cannot save the state of consistency, which is again One of the most important requirements of the cluster.

2. Mediation

When all network communication links between two or more cluster nodes fail, a " Everyone goes his own way" situation occurs. After using quorum, it can be guarantee that any cluster resource will only be online on one of the nodes.

2. Some concept need to know before build cluster
2.1 Cluster terminology

Nodes: Physical computers that build clusters

Resources: IP addresses, disks, server applications, etc. can be called resources
Shared Disk: Disk Cabinet or Storage Connected by Cluster Nodes through Optical Fiber SCSI Cables, etc.

Resource Status: Mainly refers to whether resources are currently online or offline.

Group: The smallest unit of failover

2.2 RAID

Redundant Arrays of Independent Drives (RAID), which means "redundant array of independent disks".

RAID is composed of a large number of independent disks, which are combined into a huge disk group. The effect of providing data by individual disks improves the performance of the entire disk system. Using this technology, the data is cut into a number of segments, which are stored on each hard disk.

The RAID can also take advantage of the concept of Parity Check. When any RAID in the array fails, the data can still be read. When the data is reconstructed, the data is calculated and re-inserted into the new hard disk.

RAID level
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RAID 0

RAID 0 is the first RAID mode, which is also called Data Stripping technology. RAID 0 requires only two or more hard disks, and the cost is low, which can improve the performance and throughput of the entire disk. RAID 0 does not provide redundancy or error remediation capabilities, but implementation costs are minimal.

RAID 1

RAID 1 implements data redundancy through disk data mirroring, and generates mutually backed up data on a pair of independent disks. When raw data is busy, data can be read directly from the mirror copy, so RAID 1 can improve read performance. RAID 1 is the highest unit cost of a disk array, but provides high data security and availability. When a disk fails, the system can automatically switch to the mirror disk for reading and writing without reorganizing the failed data.

RAID 1+0

RAID 10 is also known as a mirror array strip. Like RAID0, data is extracted across disks; like RAID1, each disk has a mirrored disk, so another example of RAID 10 is RAID 0+1. RAID 10 provides 100% data redundancy and supports larger volume sizes, but at a higher price. For most applications that require redundancy and no price considerations, RAID 10 provides the best performance. With RAID10, you get better reliability because even if two physical drives fail (one in each array), the data can still be protected. RAID 10 requires 4 + 2 * N disk drives (N > = 0), and can only use half of the disk size (or smaller, if the disk size is different), for example, four 250G hard disks use RAID10 array, actual capacity It is 500G.
RAID 5

RAID 5 is a compromise between RAID 0 and RAID 1. RAID 5 has a data read speed similar to that of RAID 0, but with an additional parity information, writing data is slightly slower than writing to a single disk. At the same time, because multiple data corresponds to one parity information, RAID5 has higher disk space utilization than RAID 1, and storage cost is relatively low, which is a solution that is currently used more.
Summarize
	
	Disk space usage
	Read speed
	Write speed
	Redundancy

	RAID 0
	100%
	N* single-disk
	N* single-disk
	None

	RAID 1
	50%
	Can only be read on one disk, depending on the faster disk in the disk
	Single-disk
	100%

	RAID 10
	50%
	N/2* single-disk
	N/2* single-disk
	One disk in a pair of mirror disks can be used

	RAID 5
	(N-1)/N
	(N-1)* single-disk
	Poor write speed than a single disk
	Only one disk is allowed to be damaged


Application of RAID technology：

DAS--direct access storage device 

DAS was previously used on large and medium-sized machines. The latest form of using a DAS that includes a hard disk device on a PC is RAID. "Direct access" means that the time to access all data is the same.

NAS--Network Attached Storage

A special purpose server with an embedded software system that provides file sharing services across a variety of system platforms over the network.

SAN--Storage Area Networks

2.3 SAN

        A SAN (Storage Area Network) is a high-speed network dedicated to storage operations, usually independent of a computer local area network (LAN). The SAN connects the host to the storage device and provides a dedicated communication channel for any host and any storage device on it. The SAN separates the storage device from the server and implements storage resource sharing at the server level. SANs bring channel technology and network technology to the storage environment, providing a new type of network storage solution that meets both throughput, availability, reliability, scalability, and manageability.

FC-SAN

        Usually a SAN consists of a Fibre Channel (RAID) connection in order to distinguish it from an IP SAN. The data communication between the SAN and the server and the client is SCSI command instead of TCP/IP, and the data processing is "block level".

IP-SAN

Simply put, the IP-SAN (IP storage) communication channel is a technology that uses IP channels to connect servers to storage devices. In addition to the standard iSCSI that has been adopted, there are standards being developed such as FCIP and iFCP. The fastest development of iSCSI has become a powerful representative of IP storage.

Like Fiber Channel, IP storage is interchangeable, but unlike Fiber Channel, IP networks are mature and there are no interoperability issues, and Fiber Channel SANs are the biggest headache. IP has been widely recognized by the IT industry, and there are many network management software and service products available.

IP storage goes beyond the limits of geographic distance. How far IP can extend and how far storage can extend is almost an epoch-making revolution that is ideal for remote backup of existing critical data.

3. Build a failover cluster
3.1 Network Topology

Here is the network topology of our Failover Cluster. In this Cluster, there are two networks. One is used to connect to public network, and one is used to communicate between cluster nodes, commonly known as "heartbeat connections."
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· Purple line: public network

· Red line: heartbeart line

· Q disk: Qurum

· S disk: Data

IP address allocation

	Server Name
	Public 
	Heartbeat 
	Role

	Cardiff
	192.168.0.1/24
	
	Domain Controller（Domain name：nwtrader.msft）

	Swansea
	192.168.0.2/24
	192.168.11.2/24
	Node 1

	Bridgend
	192.168.0.4/24
	192.168.11.3/24
	Node 2

	Lab01-01
	192.168.0.3/24
	
	Client


3.2 Virtual machine preparation

Install hypervisor platform. 
Hypervisor - An intermediate layer of software running between the underlying physical server and the operating system that allows multiple operating systems and applications to share hardware. It is also called VMM (virtual machine monitor). What we used is Microsoft Hyper-V.
Create virtual machines and configure it

We create three virtual machines first, named them Cardiff, Swansea and Lab01-01.

[image: image6.png]-s0ac.local = Virtual iMachine Vianager

Ll i
B tome  vinusl Machine

® @ o

#* 0oEE. 2

Gese | St et o Brs
2 5 5 Bsoeinlbay | et Chedadis 5
VMs and Services < VMs (4)
. g
o Treme [staun Vil MchineSee o oot ome: —
e Caat Runing Rumning DWAGraupt s— Windos Server 2016 Sanard
o Lbor01 Rorving uing DWAGroupt e soacugsss b eion o Windons 10
b Azure Subscriptions
G Swansea Running Running DWaGroupt pleted S0AC\s1805462 Windows Server 2016 Standard
VM Networks Bridgend P [ DWAGroup! Completed S0ACIS1804740 Windows Server 2016 Stancird
e >
3 storage H* Creat
O sweoom
O rouer0n
@ roeror
I Pause
P reme
D et
W soveste
o ——
B | MigateStorage
B Mot Vel Mochine
B Storein Library
B crete heckpont
S
Q e
= Repar
B Instal Virtusl Guest Services
Vanage Protecion
& g
P9 Connect or View >
3 Brdgend K Delete
Popertes
Virtual machine information Logical networks Recent job
— Ruring Name:  Refresh sl machine
soncutansri ob st 0% Competed
.
Network adapters
P — 00cs
0015SDET T 1921680258, 19216604 e 245eba0do1)
& Library 0015SDTIETS: 192.166.11254, 192,168,113, e80:7de0b83a7edeTes
B o
Go to related object Storage (1 disks) Daily performance (CPU)
23 Setings

Cloud:  DWAGroup1

2





When configuring a virtual machine, it's worth noting that we chose to deploy the virtual machine to a private cloud. 

[image: image7.png]Ll i

-s0ac.local = Virtual iMachine Vianager

* 0O

Pause
Create | Shut
= Down

VMs and Services
$ Tenants

4 & Clouds
& DWaGroupt

heraSsETS
< VM Networks

@ storose

R VMs and Services
& by
E] sobs

7] Settings

DReset
el Save State
8 Store i Library

® @ o
Create  Manage

Ll X
Copnect Properties

< vms ()
[ Bridgend Propertes
| Name s General

T Cardit Running

B Laboi-01 Runing | Ststus

E— Running

Iy Bridgend PR  rcvere Configuraton
Checkpoints

Custom Properties

Settings

Actions

Senvicing Windows

Dependencies

Validation Errors

Access

 Bridgend

Virtual machine information

Status:

Running
SOACIS1804740
4

40068

Go to related object

Cloud:  DWAGroup1

x »
e Seve s | flNew < Remove | senice | Operating System
ACR085115 Windows Server 2016 Standard
% Compatibility ~ [ Network Adapter 1 8 >
B3 Cloud Copmiigy Pro ACR085115 S4-bit editon of Windows 10
Foper. Connectiiy 1805462 Windows Server 2016 Standard
2 General ) Not conected AC1804740 Windows Server 2016 Standard
D Processor ® Connected to 8 VM network
4processors
o VM network: PrivateCloud1Network1 Browse...
s Memory
0% VM subnet
[# BusConfiguation | ip agdress
3G 5CSl Adspter0 S oats
2 Devices attached Gz L2
5 . Swanseadik 1 Static IP (from a static IP pool)
40008 D0 1P protocolversion: | 1 only
=] Advanced
&% Virtual DVD drive Lzt
en_incons_serv. © Dynamic
Statc
Portprofie
Comnectedto Prate.
Classficstion: None 5
@ Network Adspter 2
Connectedto Prvate. ] Enable virtual switch optimizations
¥ _Fibre Channel Adapters Ensble spoofing of MAC addresses
[ Advanced | oabie guestspecifid I scdesses
By Checkpoints A To use guest specified IP addresses, this adapter must be connected to a
- VM netork soated with Hyper-V netuork virtualizstion.
@ avsiabity
Heh
£ Microsoft Azure Ste.
1% Firmware
Secure boot Enstled
D Virtusl NUMA v potiob
e Change properties of virtual machine
&x Cncal | Fratus: 100% Completed

Network adapters

00:00:00:0000:00: 192.168.0.4, fe80:124:5ebaddbidb10
0000:00:0000:00: 192.168.11.3, fe80:7de0:083aTedeiaTe5

Storage (1 disks)

Tots

e (4000

e

Daily performance (CPU)

» T4

NG

avsrage





[image: image8.png]-s0ac.local = Virtual iMachine Vianager

Ll i
B tome  vinusl Machine

* 00 2=a,

Pause
Create | Shut

Create  Manage
= Down

Checkpoint Checkpoints

8 Store i Library

VMs and Services < VMs ()

% Tenants
4 & Clouds
5 DWAGroupl B Cardift Running
a B Lab01-01 Runing | Status
&l Azure Subscriptions
e U Swansea Running
VM Networks 1 Bridgend e ardware Configuration
3 storage Checkpoints

Custom Properties

Settings

Actions

Senvicing Windows

Dependencies

Validation Errors

Access

 Bridgend

Virtual machine information

Status Running
SOAQ1804740 =
N

Hx VMs and Services 40068

& Library

[ Jobs

Go to related object
7] Settings

Cloud:  DWAGroup1

® @ o

.
Connect Properties
or View
B
S as | dNew < Remove e [senice [operating System
5ACI085115 Windows Server 2016 Standard
2 Compatibilty A [ Network Adapter2 = =
7 Cloud Capabiy . 2ACI085115 64-bit edition of Windows 10
HyperV Connectivity dACIs1805462 Windows Server 2016 Standard
|3 General ) Not connected $ACIs1804740 Windows Server 2016 Standard
& select a VM Network X
Browse..
Select a VM Network
Change the network that i used for deploying this sevice,
[ O Usea configurable senvice setting:
® Use an existing VM network:
0
Nome | Description [ owner
PrvateCloud 1Networkl
TR Pivetecloudinetworia L
PrivateCloud TNetwork 5
pter must be connected to a
Vitualzation.
oK Cancel
sz Azre ST
15 Firmware
Secure boot Enabled
D Virtusl NUMA v entjob
Je: Change propertes of vitual machine

Network adapters

00:00:00:0000:00: 192.168.0.4, fe80:124:5eba0ddbidb10
0000:00:0000:00: 192.168.11.3, fe80:7de0:083aTedeiaTe5

Storage (1 disks)

Tots

e (40,00 GB}

oK Cancel

status: 100% Completed

Daily performance (CPU)

% T dy NG





Reasons for choosing a private cloud

Private clouds within the enterprise can provide:

1. Possible increased security and performance control

2. Better test environment control than public clouds

3. Cloud-specific components

4. Better threshold level control than public clouds

Organizations want to test more efficient data center failover and scalability algorithms than are used by public cloud providers. Cloud providers do not allow organizations to test the algorithm of the provider. The private cloud provides the organization with control over the failover algorithm.

For example, the administrator of this private cloud can represent the client's management, capacity and quota, which means that if the customer wants to request more capacity, they must ask the administrator. In particular, the private cloud is actually specific to the cloud computing domain. The model includes a very secure cloud where only a few specified clients can access it.

Install operating system on the virtual machine 

We install Windows Server 2016 as virtual machine in each operation system. 

Windows Server is the server operating system of Windows launched by Microsoft on April 24, 2003. The core of it is Microsoft Windows Server System (WSS). Services that the core installation can support:

Active Directory Certificate Services

Active Directory Domain Services

DHCP server

DNS server

File services (including file server resource manager)

Active Directory Lightweight Directory Service (AD LDS)

Hyper-V

. . .

Windows Server 2016 offers new installation options: Nano Server. Nano Server is a remotely managed server operating system optimized for private clouds and data centers. Similar to the "Server Core" mode of Windows Server, but significantly smaller, no local Windows Server. When it is not restarted, and then it can be restarted faster. The Nano Server installation option is only available for the Standard and Datacenter versions of Windows Server 2016.
Select a VM network     
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This is an existing VM network which is derive from the private cloud.

Remote volume management must be allowed on the node server or the shared folder cannot be created within the cluster. The method of operation is to allow remote volume management on the network location where the public network is located. It is also possible to disable the firewall directly.

Add a new virtual hard disk (Cardiff)
Cardiff acts as a domain controller. So shared storage resources are located in Cardiff to connect to the disk over the Internet using the iSCSI protocol to support storage for clustered Swansea and Bridgend nodes.
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Add the iSCSI target role (Cardiff).

iSCSI (Internet Small Computer System Interface), also known as IP-SAN, is a storage technology based on the Internet and SCSI-3 protocol, proposed by the IETF, and became the official standard on February 11, 2003.

iSCSI uses the TCP/IP protocol (typically using TCP ports 860 and 3260). Essentially, iSCSI allows two hosts to negotiate with each other over an IP network and then exchange SCSI commands. In this way, iSCSI creates a storage area network (SAN) by emulating a common high-performance local storage bus with a wide area network. Without some SAN protocols, iSCSI does not require a dedicated cable; it can run on existing switching and IP infrastructure. However, if you do not use a dedicated network or subnet (LAN or VLAN), the deployment performance of the iSCSI SAN can be severely degraded.

The iSCSI model adopts the client/server mode. The client is called the initiator, and the server is called the target. When the data is transmitted, the initiator sends a request to the target, and the target responds to the response.
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This disk is partitioned to include the quorum disk 500mb and the data disk that utilizes all remaining space. Format both with NTFS.

NTFS is a disk format designed specifically for the management security features of network and disk quotas, file encryption, etc. supported by the Microsoft Windows NT kernel family of operating systems. The size of a cluster in NTFS does not depend on the size of the disk or partition. The reduction in cluster size not only reduces the waste of disk space, but also reduces the possibility of disk fragmentation. NTFS supports file encryption management to provide users with a higher level of security.

[image: image12.png]Insett  Design  Layout  References  Malings EndNoteX?  ACROBAT  RefWorks  Q Tell me what you want to do Lu Han (1804740)

T n — £ Find -
ﬁ Calibi (Body) -[1 <[ A" A A2~ o 209 | nagbeene| Assbeene AaBbC( AsBbCcl AQD asebccr AcBbced AaBbCeD( AasbCcD. MaBBCCDC AaBbCcD: AGBDCCD AABSCCDU AABSCCDI AGBBCCD: | | s o
Paste - c A-¥-A- e ormal | TNoSpac.. Heading 1 Headin e Subtile  SubtieEm.. Emphasis ntense ron uote Intense Q.. SubtleRef., IntenseRe.. BookTile < |
¢ Formatpainter B T U T <X X A-¥-A o R 7 Normal | 1 No Sp: Heading 1 Heading 2 Titl Subtitle  Subtle Ey Emphasis  Intense E Strong Quots Intense Q... Subtle Ref... Intense Re... Book Titl ¥ Select~
Clipboard 5 Font 5 Paragraph 5 styes G Editing ~
Nodel (Swansea) 3 Virtual Machine Viewer - Cardiff on server BABBAGE soac.local - X
File Action Clipboard
Node2 (Bridgend) b
@ ctlADel B Full screen
Client (L2b01-01) -
e
& Computer Management - o x
File Action View Help
e amEm=Xxum
& Computer Management (Local | Volume Layout [ Type | File System [ Status Actions
‘Add a new virtual hard disk to the domain controller, size 25gb, ~ [} System Tools - Simple Basic Heslthy (Recovery Partition) i -
s disk such ) . ich wtiisosalof (@ Task Scheduler = Simple Basic Healthy (EFI System Parition) g2
Partition this disk such that it comprises 1 500mb partition and a partition which utilises all of t & Bvntviower s Smple Basic NTFS  Hlihy (oot Page File, Crosh Durmp, Primary P More Actons »
remaining space. Format both with NTFS. 1 4 SharedFolders = Data Simple Basic NTFS Healthy (Primary Partition)
i (® Performance = Quonum Simple Basic NTFS  Healthy (Primary Partition)
Add the ISCSl target role. 2 Device Manager 2555 XG4FRE_EN-US DV (D) Simple Basic UDF Healthy (Primary Partition)
Create a new ISCS! initiator. This should comprise two dynamically expanding disks, one on eact | v 3 Storage
partition. The small partition should be named “quorum”, the large “data”. W Windows Server Backu]

&7 Disk Management

Run the iSCS initiator on both nodes. Discover the IP address of the domain controller, connect 2, Services and Applications

it, then autodiscover the targets,
In disk manager on both nodes, bring the disks online but do not allocate them drive letters. q

‘Add the failover clustering role on both nodes.

Once complete, open the failover cluster manager. < >

Validate configuration. Add both nodes and validate, = Disk 0 I N R
Basic )

‘Assuming this validates successfully, name your cluster something appropriate and give it an IP. 308368 ss0MB o Ry

address. Online Healthy (Recovery Parl || Healthy (EFISys! || Healthy (Boot, Page File, Crash Dump, Pri

Ensure the smaller disk became the quorum witness. If not, swap them.

= Disk 1 |

Basic Quorum Data
Clone Swansea to create a new node — Bridgend. 248368 500 MB NTFS 2438 GB NTFS
Online Healthy (Primary Partitior) || Healthy (Primary Partition)
We'll now move DHCP from our domain controller onto the failover cluster. Zco-romo |
ov 555 X64FRE EN-US_DV (D)
Delete the DHCP role from the domain controller. 52768 52768 UDF
Online Healthy (Primary Partition v
Install the DHCP role on both worker nodes. ( > || M unatiocated W p.i....,.,‘:,.i.‘mw ’

In the failover cluster, configure a role. Select DHCP.

Pageiof2  2s0words [ Engiish United kingdom) 100




Create a new iSCSI initiator (Swansea)
It is aimed to connect shared storage on the domain controller.
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Run the iSCSI initiator
Discover the IP address of the domain controller, connect to it, then auto discover the targets. 
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Clone Swansea to create a new node – Bridgend.
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Open Bridgend and run sysprep to generate new ip address. (windows->system32->sysprep)
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3.3 Failover Cluster
Failover Cluster installation

Add the failover clustering role on both nodes.
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Failover Cluster configuration

Once complete, open the failover cluster manager. Combine Swansea and Bridgend. Add the servers and validate in either Swansea or Bridgend. Add both nodes and validate.
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After this validates successfully, name the cluster as “Wales” and give it an IP address (192.168.0.254).
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Install the DHCP role on both nodes
After installation, configure the failover DHCP servers to define a scope of IP on both nodes Swansea and Bridgend.

[image: image22.png]fa

LuHan (1804740) 8 Share
HFind -

- 2 Replace

Insert Design  Layout  References  Mailings View  ACROBAT  ReWorks  Q Tellmewhatyouwant

B camn oo <[ -

Paste . - 5 Virtual Machine Viewer - Bridgend on server BABBAGE soac ocal
T S ormatpainter B T U v, x [3 Select -
File Action Clipboard
Clipboard 5 Font 5 Paragraph 5 5 Editing -
@ ctalDel B Full Screen
Navigation o
Search document o File Action View Help

les nm BE

Headings  Pages  Results
Actions

] Foilove Cluster Manager
Walesmutradersmsit
= Roles

= |

Create an interactive outline of your
X ) Configure Role.

documen. 2 Nodes 5 High Avalabilty Wizard
© & Storage
T — Gome . o >
or quickly move your content around. 5o ummary Creste mpty Role
To get sarted, go o the Home tab and apply 8 Enclosures View ,
A A e g 5 Networks ety o sy cobred o .
Pt o s | Bfor YouBoon Hgh avaisbity il confred forthe o
Seect Role Help
Clen Acosss Pont
Network Name
Seect Sorage o
Confimation b
o (CN-Conputers DCmraders OCmst
b 1P Address
192168025
1921601125
o view e report rested byt wizrd, ok View Repor Viw Repor
To dos s waar. chck Fiih
T

This action enables you to select a role that you can configure for high availabilty.

100%

Page6of6 16words [ English (United Kingdom)




3.4 Test 
‘Power off’ Bridgend service.
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Go back to the cluster manager and discover that the owner of the resource has switched to Swansea. Because the service on Bridgend has stopped, it is impossible to recover automatically. Still passing the heartbeat detection mechanism, after losing heartbeat messages (about 6 seconds), the node will be declared to fail.
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This test shows that when a cluster service on a node is stopped, resources running on the problem node are automatically moved to other normal nodes.
3.5 Evaluation
Strength
· Adaptation plan downtime

The failover cluster allows the system to have downtime without affecting availability. In this way, it adapts to the daily maintenance and upgrading needs.

· Reducing unplanned downtime

Failover clustering reduces application downtime associated with server and software failures by eliminating single points of failure at the system and application levels.

 weakness
· Increase response time

For failover cluster design, the response time will be increased due to the increase of load on standby servers or the need to update the status information of multiple servers.

· Increase equipment costs.

The additional hardware required by failover clusters can easily double the cost of the infrastructure layer.
Extended Failover Cluster Server

Scalability in failover clusters is usually achieved by extending a single server within the cluster or adding more functionality to it. The failover cluster must be designed to handle the expected load, and the size of each server should be able to accommodate the expected growth in CPU, memory and disk usage. Failover Cluster servers are usually high-end multiprocessor servers, and they are configured to use multiple redundant subsystems for high availability. If the resource requirements of the solution exceed the constraints of the cluster server, it will be extremely difficult to extend the cluster.
5. Expand Discussion
Network Load Balanced Cluster
For a server program, whether it is a stateful service or a stateless service, its judgment remains—two requests from the same initiator have context on the server side.

For stateful requests, the server side generally needs to save the relevant information of the request, and each request can use the previous request information by default.

For stateless requests, the processes that the server can handle must all come from the information carried by the request, as well as other public information that the server itself holds and that can be used by all requests.
Service should be designed to be stateless, which is mainly considered from the perspective of scalability.

If the server is stateless, then for the client, the request can be sent to any server, and then horizontal expansion can be achieved through load balancing.

If the server is stateful, then it can't be easily implemented, because the client needs to always send the request to the same server. The so-called "session migration" and other programs are to solve this problem.
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SPI

Cloud services can be divided into three categories:

· IaaS: Infrastructure-as-a-service

· PaaS: Platform-as-a-service

· SaaS: Software Services, Software-as-a-service
The relationship between different cloud services and software development is shown in the figure [1] .
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IaaS
IaaS is the bottom level of cloud services which is mainly providing some basic resources. It is used in three ways: public, private and hybrid clouds.

VMware's virtualization technology has been applied to many Windows Server operating systems. Microsoft face the challenge of this powerful competitor. Microsoft's cloud computing strategy involves two different parts of a cloud computing software product and the interoperability that is almost non-existent between them. It has an enterprise private cloud product, which is built on Windows Server 2008, Hyper-V, system centre and its components. Windows Azure is Microsoft's Platform as a Service (PaaS) cloud computing platform.

PaaS
PaaS provides a software deployment platform that abstracts hardware and operating system details and scales seamlessly. Developers only need to focus on their business logic and don't need to focus on the bottom [1].

SaaS
SaaS means that enterprise put software development, management, deployment to third parties. They do not need to care about technical issues.
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