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[bookmark: _Toc237606859]1.0 INTRODUCTION
[bookmark: _Toc237437036][bookmark: _Toc237437113]In the contemporary landscape of enterprise software design, there has been a significant paradigm shift from monolithic applications running on physical bare-metal hardware to the elastic distributed nature of cloud computing. Cloud Engineering operates on principles that involve abstraction layers enabling the separation of application logic from the physical infrastructure.
This report provides a critical analysis of some of the major concepts of cloud engineering within three different domains:
1. Comparing virtualization and the use of OS level containerization (using Docker Desktop), describing the processes for managing a container, maintaining its storage, configuring custom networking and distributing the application via a public registry.
2. Examining some of the core cloud infrastructure patterns;Load Balancer, Dynamic Scalability, and Application Gateway and deploying them in combination on cloud services such as Microsoft Azure and Amazon Web Services (AWS).
3. Investigating the economic and operational stimuli for rapid cloud migration and discussing the comparison of containerized microservices versus the event-driven Serverless model (Function as a Service).
[bookmark: _Toc237606860]2.0 CONTAINERISATION AND VIRTUALISATION IN CLOUD INFRASTRUCTURE
[bookmark: _Toc237437037][bookmark: _Toc237437114][bookmark: _Toc237606861]2.1 	Hardware virtualisation inserts hypervisor above hardware2.1 Principles of Virtualisation and Shared Hardware Abstraction
“Hardware virtualisation inserts hypervisor above hardware” of physical machine or host OS to enable multiple OS running simultaneously on a physical machine [3]. The existing hardware virtualization approaches are classified based on two types of architecture:
· Bare-Metal Hypervisors : 
The type 1 hypervisor interacts directly with the hardware of physical server (e.g., ESXi (VMware) [5], KVM (Kernel Virtualization Machine) [3], Microsoft’s HyperV. “Bare-metal” approach guarantees minimal latency access to hardware. It offers excellent tenant isolation and is commonly adopted by enterprise cloud data center [4].
· Hosted Hypervisors :
The type 2 hypervisors operate on a conventional OS of host as software (e.g. Oracle VirtualBox, VMware Workstation for Desktops. They are very popular for developers to use it in desktop environments but also incur performance overhead because it shares scheduling contexts with host OS. Virtualization provides abstraction, represented by virtual machine (VM). VM are able to present their own Virtual Devices to guests, these include virtual processors (vCPUs), access to portions of machine's Random Access Memory (RAM), Virtual disk controller, a virtual NIC card (vNIC) [5].

	Guest OS (e.g., Ubuntu)
	Guest OS (e.g., Windows)

	App A Binaries | App A Code
	App B Binaries | App B Code

	Virtual Hardware (vCPU/RAM)
	Virtual Hardware (vCPU/RAM)

	Hypervisor Layer (Type-1 / Type-2)

	Physical Hardware (CPU/RAM/Storage)


Table 1: Hardware Virtualisation Architecture via Hypervisor Abstraction Layer
Security is a strength of Virtualization as it is implemented with hardware-level isolation by means of strong boundaries between the VMs. However, performance penalties associated with Virtualization are substantial [5]:
1. Resource Duplication : A distinct stack of OS (kernel, driver, system utilities, binary dependencies) is needed for each VM, consuming Gigabytes of storage and memory [6].
2. Boot Latency : It usually takes several minutes to start a VM because of the typical OS kernel initialization, system service startup and scripts execution [4].
3. Hypervisor Overhead : Trap-and-emulate for privileged CPU instructions results in additional CPU cost compared to a bare-metal environment [3].

[bookmark: _Toc237606862]2.2 Design principles and Advantages of Containers
Alternatives to hardware virtualization include containerization which utilizes operating system level virtualization [6] rather than a duplicated hardware environment: containers share host OS, isolating just the user space environments [7]. Based on Linux operating systems and Linux subsystems running on Docker Desktop, OS-level Virtualization relies on two core features of the kernel [8]:
Namespaces: These provide each container with its own isolated view of the underlying operating system. The main namespaces are:
· pid: isolates a containerized process from the host processes
· net: isolates the network interfaces and port bindings, IP routes and the local loopback interface from the host
· mnt: isolates the entire view of the file-system (restricted view of file-system up to the root file-system of the container) from processes on host
· ipc: isolates message queues, shared memories (access for processes which were started on the host in the different namespaces) from processes on the host
· user: maps user IDs from container to non-privileged user IDs in the host [8]
Control Groups (cgroups): allow enforcement of tight hardware resource assignment boundaries (monitors and limits CPU cycles, memory allocation and disk I/O throughput) so no one container can use all the hardware [7].


	App A Binaries | App A Code
	App B Binaries | App B Code

	Container Engine (Docker Daemon / Namespaces / cgroups)

	Host Operating System Kernel

	Physical Hardware (CPU/RAM/Storage)


Table 2: Containerisation Architecture Sharing Host Kernel

Containerisation offers significant operational benefits compared to virtual machines [6], as summarized in Table 3:

	Architectural Metric
	Virtual Machines (Virtualisation)
	Containers (Containerisation)

	Abstraction Level
	Hardware Abstraction (vCPU, vRAM, Disk)
	OS Kernel Abstraction (User-space isolation)

	Guest OS Requirement
	Full Guest OS required per VM
	Shares host OS kernel across instances

	Storage Footprint
	Large (Gigabytes to tens of GBs)
	Minimal (Megabytes, limited to application layers)

	Startup Velocity
	Slow (Minutes for full OS boot)
	Fast (Milliseconds to seconds)

	Resource Overhead
	High (System memory reserved for guest OS)
	Low (Runs as native host processes)

	Portability
	Hypervisor-dependent disk formats (.ova, .vmdk)
	High (Runs uniformly across compliant Docker engines)


Table 3: Architectural Comparison Between Virtualisation and Containerisation
[bookmark: _Toc237437039][bookmark: _Toc237437116][bookmark: _Toc237606863]2.3 Docker File Construction and Image Compilation
A Dockerfile is just a text document with a set of commands ordered to build a container image. Here is one I created while practicing exercises in class in order to “package” a standalone web application with static HTML file using small web-server as well: [9]
FROM nginx:1.25-alpine
WORKDIR /cloud
RUN rm -rf ./*
COPY . /index.html
EXPOSE 80
CMD ["nginx", "index.html"]


[image: ]

[image: ]

[image: ]

[image: ]
Detailed Breakdown of Dockerfile Directives:

· FROM: Designates the parent base image. In this specific scenario using nginx:1.25-alpine will keep the base footprint less than 25MB by being based of Alpine Linux [9].

· LABEL: This instruction adds a key-value pair to the image manifest. This is added as meta data for future identification and organizing image metadata.

· WORKDIR: This line establishes the working directory for the following RUN, CMD, ENTRYPOINT, and COPY instruction.

· RUN: This instructions executes a command within the current layer and commits this change for a new layer [8].

· COPY: This command allows the ability to copy a file/files from local context into your container image file system. In this case index.html.

· EXPOSE: This instruction informs Docker that the container is listening for traffic on the assigned network ports during run time. It does not actively expose the container port onto the host [9].

· CMD: This instructions allows you to define a default command to be executed upon container startup. daemon off; will force the Nginx process to run in foreground and keep the PID 1 in the container alive, so, the container cannot exit immediately [8].


To build this Dockerfile into a runnable image with Docker Desktop CLI, you can simply execute the command:

Bash
docker build -t cloud-webserver:1.0 .

[image: ]

[image: ]
[bookmark: _Toc237437040][bookmark: _Toc237437117][bookmark: _Toc237606864]2.4 Image Management and Registry Publishing (Docker Hub)
Docker images use a layered filesystem that only supports read-only. These layers, also known as file system driver (the most common now is Overlay2) [8], are stacked up on top of each other. Each and every instruction in a Docker-file layer becomes part of an indelible, stacked read-only filesystem. 
The Docker engine then mount an additional mutable layer (the "container layer") on the top of those read-only stacks when that container is running. [9]

	Writable Container Layer (Ephemeral state, runtime)

	Read-Only Layer: COPY index.html

	Read-Only Layer: WORKDIR /usr/share/nginx/html

	Base Image Layer: nginx:1.25-alpine (OS/Nginx bins)


Table 4: Layered Storage Architecture of a Docker Image
Images are pushed to a registry such as Docker Hub [10] in order to be distributed on public cloud or team environment. The whole push flow takes place in three steps: tagging, authentication and image layer pushing:

1. Tag Image for Remote Registry: Match image naming convention to your target registry namespace.
Bash
docker tag cloud-webserver:1.0 nirav236/cloud-webserver:1.0
2. Authenticate Docker Client: Be sure you have logged into your remote Docker Hub registry:
docker login -u nirav236
3. Push Image Layers: Transferring image layers to Docker Hub
docker push nirav236/cloud-webserver:1.0

[image: ]
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When it comes to push command, Docker will first check the integrity of each layered image; this step of checking ensures they hash identically to the ones that are uploaded. If any base image layers already exists in Docker Hub, it would then save bandwidth consumption since those base layer images will be ignored as they don’t require uploading again [10].


[bookmark: _Toc237606865]2.5 State Persistence via Container Storage Volumes
Containers are short-lived by design. When a container instance runs the Docker engine makes a container instance and mounts an ephemeral writable container-specific storage layer on top of the immutable read-only layers in the image. Any files that are created, deleted or updated while running a container is written to the container storage layer If the container exits, is stopped or deleted with a management command the storage layer is lost along with the loss of any live data. Moreover when you write data into your container through the storage driver like for example Copy on Write (CoW) like Overlay2, there will be the Overhead as you write through additional layering and there will be decreased of  I/O’s performance. [8]

In order to solve ephemerality and achieve efficient data persistence, Docker separates storage persistence from container execution lifetime by providing different mounting mechanisms [11]. Docker has three typical storage architecture patterns:

· Managed Docker Named Volumes: Managed abstractions of storage stored within a directory structure maintained by the docker host (e.g. /var/lib/docker/volumes/ if on Linux engine or Docker Desktop VMs). Named volumes abstract away storage management from explicit host directory structures and do not rely on any specific lifecycle at all. Named volumes are the first choice for persistence for databases, logs, and enterprise state during production work [11].

· Bind Mounts: Map an explicit host directory into a specific location on the container's filesystem (e.g. /home/user/project/src). However bind mounts tightly couple your volume contents, dependencies, permissions with the specific host directory. They also allow host-based applications the ability to read/write your data simultaneously as it is being written in the container, making them useful for source code live-reloading when developing applications [11].

· Tmpfs Mounts: A portion of memory on the host system that is dynamically mounted as a drive within the container. Nothing written to a tmpfs mount is ever written to the persistent storage of a host's disk and all data within tmpfs mounts will be lost when the container is stopped. Examples of sensitive operational data in tmpfs mounts include TLS certificate files, API secret tokens, and high-performance ephemeral cache files. [11]

Key architectural advantages of Docker volumes:

1. Lifecycle decoupling and persistence: Data volumes are independent entities on the host. A data volume can be attached to one container, detached when the container exits and then attached to another to be spun up without losing the data stored within it. [11]
2. High performance direct disk IO: Volumes do not go through the Copy-on-Write storage driver translation layer and have read/write speeds comparable to the underlying host disk hardware. [11]

3. Share data between multiple containers : Multiple containers can be assigned to a data volume, enabling architectural designs such as the log aggregation sidecar and a repository of shared read-only assets. [11]

4. Cloud storage driver integration: The Docker volume driver allows for local data volumes to be backed by any storage on the internet such as by attaching them to an AWS EBS drive, Azure Files, NFS, or other storage that can accept attachment of local disks. [11]

5. Automation of Backup and Maintenance: Since managed data volume data has been located on the host's storage system, teams can take standard backup scripts without needing to access files inside running containers. [11]

Executing Volume Operations:
To create a named storage volume where to keep web assets and attaching it to a running container, you have:
Bash
 Step 1: Create a managed Docker named volume
docker volume create web_data_volume

Step 2: Inspect volume details on host disk
docker volume inspect web_data_volume

Step 3: Instantiate container with volume mount syntax (-v)
docker run -d  --name web_app_persistent  -p 8080:80 -v web_data_volume  nirav236/cloud-webserver:1.0
[image: ]
[bookmark: _Toc237437042][bookmark: _Toc237437119][bookmark: _Toc237606866]2.6 Container Network Architecture and Isolation
Docker has a choice of network drivers available which you can choose depending on your requirements for traffic flowing between containers and from outside networks [12]. Docker comes with a few out-of-the-box network drivers:
· Bridge Network - A virtual bridge network is created for single-host usage (docker0 in the diagram above). When two containers are attached to the same custom bridge network, they can both be reached using their container names without setting up any port mappings due to the embedded DNS resolution [12].
· Host Network - The host and container lose network isolation with one another. Instead of using the isolated network interface, the containers use the same network interface as the host directly. It leads to port collision whenever introducing any new ports as all port for all container are being appended to a single network interface.
·  Overlay Network - Supports cross-host networking in a multi-host cluster running Docker Swarm or Kubernetes [10].
·  None Network - The networking is disabled except for one loopback interface (127.0.0.1).
Setting up an Isolated Network:
Administrators can use custom bridge networks to ensure that application layers are isolated from default system networks:
Bash
Step 1: Create custom bridge network
docker network create --driver bridge web_application

Step 2: Inspect subnet assignments and attached endpoints
docker network inspect web_application

Step 3: Run container bound to custom bridge network
docker run -d --name isolated_web_app --network web_application -p 8081:80 nirav236/cloud-webserver:1.0

Containers placed on web_application can communicate securely over private ports, while remaining isolated from containers on other networks [12].
[image: ]
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[bookmark: _Toc237437044][bookmark: _Toc237437121][bookmark: _Toc237606867]2.7 Video Demonstration Link and Presentation Outline
· In accordance with the specification from the assignment an actual walk-through demonstration has been recorded and uploaded showing the procedures for command-line, docker desktop installation, persisting volume and web execution along with the networking setup.
· Video Access Link:  https://youtu.be/nrm5aonkzpI 
· [bookmark: _Toc237437045][bookmark: _Toc237437122]Duration: 5 Minutes 22 Seconds
[bookmark: _Toc237606868]3.0 CLOUD COMPUTING ARCHITECTURAL CONCEPTS
[bookmark: _Toc237437046][bookmark: _Toc237437123][bookmark: _Toc237606869]3.1 Cloud Provider Implementation of Architectural Pillars
Modern enterprise cloud solutions rely on three core architectural pillars to ensure high availability, fault tolerance, and secure traffic management: Load Balancing, Scalability, and Application Gateways [13].

[image: ]
Figure 1: Enterprise Architectural Pattern Combining Application Gateway, Load Balancing, and Auto-Scaling
1. Load Balancing
Load Balancers distribute network traffic among several backend compute resources (such as Virtual Machines or Containers) in such a way as to prevent any single one instance from becoming a performance bottleneck [14].
· Implementation Example: The Azure Load Balancer runs at layer 4 (Transport Layer) of the OSI model and uses a 5-tuple hash (source IP, source port, destination IP, destination port, transport protocol) to route traffic to the appropriate load balanced instance [15]. The Load Balancer monitors the health of the backend resources using HTTP or TCP probes and ensures that failing instances are removed from load balancing within seconds [14].
· [bookmark: _Toc237437047][bookmark: _Toc237437124]AWS Equivalent: The AWS Network Load Balancer is layer 4 and high-performance.
2. Scalability
Scalability is the capability for an architecture to cope with increased loads by scaling compute resources on demand [13]. There are two main scales of scaling:
· Vertical scaling (scale up / scale down): Increase on CPU, RAM, or IOPS of a running virtual machine instance. This form of scaling is straightforward to implement and is well suited for workloads with a high proportion of state, however it does require service restarts and is constrained by hardware limits [2]
· Horizontal scaling (scale out / scale in): Actively and dynamically scale compute nodes in relation to traffic load in real time [13].
· Implementation example: Scale sets of Azure Virtual Machine Scale Sets (VMSS) or auto-scaling groups (ASG) within AWS scale out horizontally or inwards dynamically according to defined telemetry rules (such as scale out when average CPU load exceeds 75% for 5 continuous minutes; scale in when load goes below 25%) [15].
3. Application gateways
Application gateways are intelligent reverse proxies functioning at Layer 7 (Application Layer) of the OSI network model [16].
Implementation example: An application gateway (in Azure it's called the Application Gateway, in AWS they offer the Application Load Balancer (ALB)) will offer capabilities beyond load balancing on layer 4 such as:
· Web Application Firewall (WAF): This allows filtering and inspection of incoming HTTP/S requests against an OWASP core rule set in order to block SQL injection (SQLi), XSS attacks and malicious header information before reaching our backend services [13].
· TLS/SSL offloading: Removes resource intensive crypto operations from backend compute resources to be handled at the gateway edge [16].
· Path based routing: Enables routing requests based on URL paths, for example, to direct /api/ traffic to microservice cluster backends and /static/ traffic to object storage [15].

[bookmark: _Toc237606870]3.2 The Complementary Relationship Between Load Balancing and Scalability
Load Balancing and Scalability are intrinsically dependent technologies, if only one is implemented, the result is incomplete architecture. [13].
· Why Scalability alone fails?
An organization might set up a set of auto-scaling policies in order to launch 50 new virtual instances when the traffic increases. However, the newly launched instances will be pointless if the incoming traffic does not get re-directed to those instances [14]. Without a load balancer being used as a traffic manager, the new requests will arrive at the original static IP address which is handled by one or more instances. As these instances go overloaded and consequently crash, the newly launched ones will be completely useless [13].
· Why Load Balancing alone fails?
A load balancer working in front of a static pool of computing instances will be able to distribute the incoming requests to only the available machines [15]. At any moment in time when there are enormous request loads, the load balancer will split those requests among the nodes equally, but once all the available nodes will have 100% CPU utilization (as auto-scaling is not defined), the system performance would rapidly decline leading to a crash of service in entire fleet [14].
Complementary Mechanism:
The load balancer and auto-scaling group dynamically interact, forming a feedback loop: 
1. Telemetry is used to monitor traffic loads and various performance parameters among the available instances. 
2. When the monitored metrics breach defined thresholds, the auto-scaler launches some new machines. 
3. Once the machines have been launched, the load balancer gets automatically registered with their target lists, and the incoming traffic gets distributed amongst them [13]. 
4. When the traffic subsides and the new instances are no longer required the auto-scaler deletes the nodes, deregistering the instances efficiently without interrupting the current traffic [15].
[bookmark: _Toc237606871]3.3 Synergistic Benefits of Combined Architectural Tri-Factor
A secure and resilient enterprise platform is built with the integrated use of Application Gateways (Layer 7 routing and security), Load Balancers (Layer 4 high-throughput distribution) and Auto-Scaling (dynamic elastic computes) [13].
Organizational Benefits of this system:
1. Multi-layered Defense-in-Depth Architecture
Application Gateways will serve as the border security to filter out malformed Http requests, protect against DDoS attacks and filter traffic at Layer 7 with built-in WAF rules [16]. Traffic that has not been encrypted internally would then be securely offloaded to lower layers [13].
2. Rolling Deployments with Zero-Downtime
The combination of these technologies allow engineers to deploy code updates using Green/Blue or Canary Deployment strategies [15]. The application gateway can then reroute user sessions to the updated container fleet and the Auto-Scaling Group can slowly replace old containers without any interruption in service [14].
3. Availability and System Resilience
In the event of software crash or hardware failure that results in the failure of a compute node, health-checks in the Load Balancer should instantly notice an unhealthy server and re-route traffic away from it [14]. In conjunction with the auto-scaler, the failed node is automatically replaced by a healthy instance, maintaining target SLAs:
SLA Availability​=Total Uptime /Total Downtime +Total Uptime​×100≥99.99%
4. Financial Cost Optimization
Rather than over-provisioning hardware to support peak demand of a system, auto-scalers will automatically scale down the amount of compute used during off-peak times [2]. In conjunction with an Application Gateway, an organization has to pay only for what they need and operate with minimal operational overhead [13].
[bookmark: _Toc237606872]4.0 DRIVING FORCES OF CLOUD EXPANSION & SERVERLESS VS CONTAINERISATION
[bookmark: _Toc237606873]4.1 The economic and operational enablers of cloud adoption
There is both an economic and operational business case for migration from legacy on-prem data centers to enterprise cloud infrastructure [17].
1. CapEx and OpEx Financial Model Transition.
CapEx is incurred upfront and is used to purchase servers, storage appliances and network hardware as well as data center footprint, cooling systems and power. [17] Cloud environments leverage an OpEx model that allows organizations to pay for per-second or per-minute consumption of storage and compute resources. [18]
2. Speed and elasticity of infrastructure.
In legacy data centers, provisioning new infrastructure means having to procure, install, and configure servers, which often involves network configuration too, can take months. [2] With Cloud, provisioning can be completed within seconds with a simple API call or IAC template, drastically cutting down the time to market. [17]
3. Availability and global reach.
Cloud infrastructure are deployed around the world with Multiple Data Centers in different regions and availability zones. [15] Companies can now deploy their applications in the regions where end customers is based thereby cutting down the network latency; without any upfront investment into physical infrastructure in multiple countries [18]
4. Strategic and core focus.
Organizations leverage providers by relinquishing maintenance of physical infrastructure and systems which can take considerable attention away from core business activities such as application development and delivering value to customers. [17]

[bookmark: _Toc237606874]4.2 The Serverless Paradigm: Functions as a Service (FaaS)
Serverless Computing, usually implemented as Functions as a Service (FaaS) on platforms such as AWS Lambda or Azure Functions, presents a higher level of abstraction in the cloud [19]. In serverless there are no underlying virtual machines, container runtimes, or operating systems for developers to worry about while writing autonomous event-driven functions [20]. The service provider (cloud platform) provisions the underlying servers, executes the functions using language runtime, patched operating systems, and performs scaling [19].

Architectural Characteristics of Serverless FaaS:

· Event-driven execution: Functions stay in a dormant state until some system event (e.g. An HTTP API Gateway invoke call, an upload to object storage like AWS S3, a change stream from a data source) triggers them [19].
· Scale-to-zero capability: Functions do not run at all when no requests arrive and no money nor computational resources are consumed [20]. In burst of traffic, serverless platform can instantly scale out multiple functions in parallel [19].
· Micro-metering financial model: Cost is proportional to the execution time and the memory size required to run the function; functions are not charged if they are idle [18].
[bookmark: _Toc237606875]4.3 Comparative Analysis: Containerisation vs Serverless Functions
Though Containerisation (Docker Desktop, Docker Swarm, Kubernetes) and Serverless (AWS Lambda, Azure Functions) support a modern microservice architecture they offer alternative architectural trade-offs [19]:
Main Architectural Evaluation Vectors:
1. Abstraction Boundary:
· Containerisation: OS level. The developer has to control the container environment, the host OS libraries, system dependencies and internal web servers [7].
· Serverless functions: Application level, where the function code is the only artifact to be managed by the developer. The entire environment is controlled by the cloud vendor [19].
2. Billing Model:
· Containerisation: Whenever container instances is active the allocated cost that depends on the committed CPU and memory usage applies regardless the traffic being served [18]. 
· Serverless Functions: Execution Micro-Metering. Every function request being served implies costs associated with time based (msecs) resource usage as well as per MB usage, there is no cost applied at all in absence of any traffic [20].
3. Control and Flexibility:
· Containerisation: Give up completely. Total command of your system binaries, stack, customer kernels and daemon, process that never stop [8]
· Serverless functions: Let them have limited domain. They live within isolated systems; so the available stack to host the functions would determined by The service provider with very little access to kernel and system binaries [19].
4. Limits of Runtime Duration:
· Containers: Not restricted by default, a running life-cycle of an instance could run into days weeks or years; 
· Serverless: Restricted timeouts on the duration, i.e., in AWS Lambda max 15 mins per invocaiton [20].
5. Latency for Cold Start:
· Containerization: Usually very low to zero in terms of runtime, as containers simply stay “warm” and process incoming traffic, without any need for cold starting of a process/service. 
· Serverless functions: High at runtime, since cloud provider, as described above, will boot a wrapper/process in a container to serve a call [19].
6. Vendor Portability:
· Containerization: Good portability of your software. The same docker container runs can be run on any physical or virtualised hardware or the cloud provider's CaaS like EC2 ECS or EC2 Kubernetes/AKS, etc [10] 
· Serverless functions: Poor portability due to provider specific triggers and client SDKs leading to better coupling to the cloud provider causing vendor lock in [18]

Critical Evaluation of Drivers for Containerisation vs Serverless:
1. Containerization where optimal:
Containerization thrives when running large, statefull applications; migrating from an existing on-premises system; or when microservices that are long-running, continuous workloads need to execute [7]. This level of network configuration, dependencies on the operating system, and runtime control provide a self-sufficient container with minimal to no external dependence. The ability to run standard docker images on any OCI compliant engine also removes the vendor locking problem to allow for multi-cloud and hybrid strategies [10].
2. Serverless FaaS where optimal:
Serverless functions are suitable for event driven, highly unstable and bursty workloads such as image processing with a web-hook trigger or asynchronous REST APIs with undefined traffic [20] and reduce development time through "zero infrastructure to manage" and reduces costs via a "pay for what you run" model especially for low traffic applications with intermittent usage [18].
[bookmark: _Toc237606876]5.0 CONCLUSION
When crafting your cloud, finding a balance between operability, resilience and cost comes from understanding how to choose abstractions and architecture. Hardware virtualisation brings powerful security separation (at the price of a fat footprint), but lightweight and very portable OS level containerization via Docker eases deployment from your dev box right to production. Docker container build images, persistent volumes and isolated network drivers become the first layer of reliably portable software. 
For your infrastructure, Layer 7 application gateways and Layer 4 load balancers can make sure your applications are always available and ready to roll, combined with dynamic auto-scaling for when they hit more traffic than expected. 
Ultimately understanding, Serverless vs microservices-containerized will be down to balancing operational costs against the levels of control and latencies you need,against potential vendor-lock in – and once this all goes together, you’ve got a really compelling platform.
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