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[bookmark: _Toc228527127]Introduction
This report is an overview of the design and security of a desktop PC for an Electrical Engineer working from home. The software used includes SolidWorks Electrical, PSpice, Proteus, AutoCAD and LabVIEW, all of which require high performance hardware to support the simulations. There are two parts of this report, the first part requires a custom build PC with justification for hardware used, based on compatibility with software, the performance of each component and the cost effectiveness of hardware required. 

The second part of this report is focused on the cyber security risks within an organisation where the Electrical engineer works. This report identifies and evaluates the impact of cybersecurity risks including prioritisation and justification of the risks. An incident response plan is also included with applicable standards and how the strategy aligns with best practices.



[bookmark: _Toc228527128]Desktop Computer System Design 
This section of the report focuses on the design and the specification of a PC built for an Electrical Engineer working from home. Detailed below is the hardware needed to help with engineering applications. Each hardware component is chosen based on performance, compatibility and the cost-effectiveness to ensure that the system can handle the simulation, tasks required and multitasking demands.



[bookmark: _Toc228527129]System Requirements Analysis
The system requirements for this PC are given by graphical and multitasking demands of electrical engineering applications. The PC must support engineering software such as SolidWorks Electrical [1], Pspice [2], Proteus [3], AutoCAD [4] and LabVIEW [5], all of which are used for circuit design, PCB design, simulation and system modelling. This software requires high processing, sufficient memory capacity and high-performance graphics to run efficiently during complex tasks.
The system must support high CPU (central processing unit) performance to handle simulation due to parallel workloads and floating-point operations. It also needs a dedicated graphics card which accelerates rendering and ensures smooth CAD (computer aided design) in design applications. A high amount of RAM (random access memory) is required to allow multiple programs to run at the same time without any performance loss, prevents paging and reduces latency during multitasking. Fast NVMe (non-volatile memory express) is also needed to reduce loading times and gives better access to larger files.
Other lower components such as entry-level processors (Intel i5 or Ryzen 5) were not selected due to lower performance under workload such as lower core count and reduced parallel processing capacity. Integrated graphics inside the CPU were also not used, as they are not suitable for CAD or engineering tasks. 
[image: ]
Figure 1: Performance of lower end processors on a CAD system.

[bookmark: _Toc228527130]CPU Selection 
The selected processor for this PC is the AMD Ryzen 7 9800X3D. The CPU is chosen due to its high multi-core performance, clock speed and a large cache architecture, making it suitable for workloads including modelling, simulation and design. Software such as SolidWorks, PSpice, Proteus, AutoCAD and LabVIEW all require sustained processing power during simulation and modelling tasks. 
The software used by an Electrical Engineer can benefit from the CPU’s multi-threaded processing, where tasks are distributed across many cores to reduce simulation time and it also improves responsiveness. The Ryzen 7 9800X3D provides sufficient cores and threads to support software efficiently, while the large cache improves data access during repeated calculations. 
[image: ]Given the many cores and capacity for parallel processing, this CPU performs significantly better than an AMD Ryzen 5 or Intel Core i5 processor. According to ‘User Benchmark’ [6], a higher-core CPU with the 3D V-Cache increases the workload and reduces memory latency. 

Figure 2: This shows the benchmark of the Ryzen 7 9800X3D vs a lower rated intel i5.




[bookmark: _Toc228527131]RAM Selection
The memory used for this PC is 64GB DDR5 RAM. The reason for the high capacity in the RAM is required due to the memory demands from engineering applications, including simulation and CAD design, where many programs may be running simultaneously. Sufficient memory helps prevent slowdown which is caused by paging and supports multitasking during workloads. [7]
 As shown in figure 3 DDR5 is selected over the DDR4 due to its better bandwidth and the improved data transfer rates. This results in better system responsiveness during tasks [8]. Lower capacities in RAM such as 16GB or 32GB were not selected because of the insufficient performance during multitasking and heavier tasks. 
[image: ]
Figure 3: The Bandwidth between each generation of RAM, giving a reason for the selection of DDR5.




[bookmark: _Toc228527132]GPU Selection 
A dedicated GPU is needed to support the high demand from CAD software and workloads. The GPU Radeon 9060 XT gives high-performance rendering and sufficient VRAM to handle complex models easily.
Applications such as AutoCAD benefits greatly from GPU acceleration, improving rendering and allowing much smoother detailed designs [9]. The 16GB of VRAM makes sure that the high-resolution textures and designs can be processed without degradation, this then improves the responsiveness during work.
As shown in figure 4 the 16GB of VRAM ensures that high-resolution designs can be processed without any performance drops. This improves both productivity of the Engineer and the systems responsiveness during work.
Integrated graphics were not chosen due to limited performance and the inability to handle high demanding software that an Electrical Engineer require such as high-end rendering workloads. Lower end GPUs were also not considered due to reduced memory capacity and lower processing performance. 
[image: ]
Figure 4: A comparison of the 9060XT (the dedicated GPU in this build) against a Mid-range GPU the RTX 2060


[bookmark: _Toc228527133]Storage Selection 
The system uses a combination of NVMe SSD and HDD storage. The NVMe SSD is used for Windows 11 PRO and key engineering software, giving faster boot times and data access. The chosen NVMe card is the Kingston NV3 1TB NVMe SSD shown in figure 5 compared to other storage hardware.
NVMe storage greatly improves read and write speeds in comparison to the traditional HDDs, which then enhances the system performance when loading larger engineering files and data [10]. 
Additional HDD storage is included to provide a cost-effective storage for bigger project files and backups to protect from data loss. This ensures an equal balance between speed and storage.
A system with just the use of HDD storage was not selected due to the slower performance and increase in loading times, which would negatively impact the workflow.
[image: ]Figure 5: Chosen NVMe Kingston NV3 1TB NVMe SSD against other NVMe driver. Other cards show higher disk rating, however for cost effectiveness the Kingston NV3 1TB came £150 less, where two HDD cards for higher capacity storage for £150 became more cost effective.


[bookmark: _Toc228527134]Motherboard Selection 
The selected motherboard the ASUS TUF GAMING B650E-E WIFI is compatible with the CPU chosen while it also supports DDR5 memory and the PCIe slots for the GPU. This ensures communication between the components and supports high-speed transfer [11].
The motherboard also has sufficient I/O ports and networking slots, supporting both wired and wireless connection for any remote engineering work needed.
Lower-specification motherboards were not selected due to the limited support for DDR5 compatibility and the reduced upgrade potential that a newer motherboard has, which then could restrict the systems performance.



[bookmark: _Toc228527135]Power supply Unit and peripherals Selection 
The system uses an 850W power supply unit the MSI MAG A850GL PCIE5 850W 80+ Gold, this PSU provides a stable power delivery for all the high-performance components used and ensures system stability under full computational load. This PSU is rated at a GOLD level, meaning it has higher efficiency; it also has a fully modular cable management system with PCIe support for future proofing [12]. 
A mid-tower case is selected to provide airflow and cooling, preventing thermal throttling during extended engineering workloads. (Thermal throttling is when a CPU or GPU reduces its clock speed and voltage to prevent overheating)
Two MSI MAG 275QF 27-inch 1440p 180Hz were selected, these are to improves the multitasking abilities the computer can handle with high resolution that support the GPU. The Keyboard used, the Logitech K740 Illuminated Keyboard incorporates the use of a full-sized keyboard to support efficient typing and data entry. The mouse that was used the Logitech MX Master 3S is help support effective control over CAD drawings and design. Finally, the webcam, the Logitech C920 HD Pro Webcam was used to allow the engineer to support remote communication efficiently. The monitor improves the visibility when working with detailed engineering designs, while input devices support the workflow.
Lower wattage PSUs were not selected due to the high-power consumption from the components. Using lower specification peripherals were not deemed appropriate for this build as an electrical engineer would need to be able to effectively and efficiently use the PC as it was intended. 




[bookmark: _Toc228527136]Cost 
Figure 6 and figure 7 show the cost add up of the components needed to build this PC for an Engineer. The cost is substantial however after research on why each component is required the means justify the total end price.[image: ]Figure 6
[image: ]Figure 7

[bookmark: _Toc228527137]Cyber Security Risks and Mitigation

[bookmark: _Toc228527138]Introduction to cyber security risks
Cybersecurity is a critical part of an Electrical Engineer working within an organisation, especially with design data and simulation files. The increasing reliance on digital systems exposes organisations to multiple cyber threats that can heavily impact confidentiality, integrity and availability of data.



[bookmark: _Toc228527139]Cyber security risk Identification

[bookmark: _Toc228527140]Phishing and Social Engineering
One major risk to engineers is phishing and social engineering attacks, as shown in   [13]. When attackers can attempt to gain access to different systems by deceiving some users into revealing login credentials or downloading malicious files. This risk has a high likelihood due to human error and lack of awareness. The impact can be severe, seen as compromised log in detail may allow unauthorised access to certain engineering data and internal systems, leading to further data breaches or attacks in the network.


[bookmark: _Toc228527141]Malware and ransomware 
Another risk is malware and ransomware attacks. Malware can be introduced through infected downloads, email attachments or unsecured networks. Ransomware can encrypt critical files, restricting access to engineering projects and disturbing operations. The severity of these attacks is extremely likely, as it can lead to data loss, financial cost and downtime. The likelihood is also moderate to high, especially if systems are not regularly updated or protected with security measures.



[bookmark: _Toc228527142]Weak password and access control 
A different risk is a weak passwords and poor access control. If some users only rely on simple or reused passwords, systems become very vulnerable to brute force or credential attacks. The risk of this is highly likely and can lead to unauthorised access to sensitive systems. The impact includes potential data manipulation, loss of intellectual property and compromise of system integrity.



[bookmark: _Toc228527143]Risk Prioritisation 
In terms of prioritisation, ransomware attacks give the highest impact due to their ability to halt operations all together. Phishing attacks have the highest likelihood seen as they rely on human error and are widely used by attackers. Weak passwords policies also contribute to both risks and should be addressed as a high priority to reduce overall system vulnerability. 



[bookmark: _Toc228527144]Incident Response Plan 
To manage these risks an effective incident response plan is needed as shown in [14]. This can begin with identification; this is where suspicious activity is detected through monitoring different systems. The next stage of the response plan is containment, isolating affected systems to help prevent further spread. This is then followed by eradication; this is where the threat is removed and all effected items are addressed. The recovery phase then involves restoring any systems and data from secure backups, thus ensuring normal operations can resume.  Finally, a review process is done to evaluate the incident and reduce future occurrences.



[bookmark: _Toc228527145]Cybersecurity standards and Best Practice
To support this, organisation should follow standards such as ISO/IEC 27001 [15]and the NIST Cybersecurity Framework [16], which provide structed approaches to managing risks and maintaining information security.
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